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'ENERAL AND SAFETY INFORMATION

'ENERAL AND SAFETY INFORMATION

‘NTRODUCTION
IVERVIEW

4HE ,IBELIUM #LOUD "RIDGE SERVICE ENABLES TO ANY SENSOR NODE TO PUBH AMDANDAREECURED WAY TO THI
MAIN CLOUD SERVICES

4HE ,IBELIUM #LOUD "RIDGE IS A SERVICE FOR CONNECTING SENSOR NODE®WITSERXNES AVAILABLE FOR DA
ANALYSIS AND GRAPHICAL REPRESENTATION $ATA GOES THROUGH THE BEGEMERWQCE TO THE 1NAL CLOL
SERVICE 4HE ,IBELIUM #LOUD "RIDGE SERVICE HAS A BUSER OF LIMITEDGIEEREAAS FAR AS DATA IS SENT TO
INAL CLOUD SERVICE 4HE ,IBELIUM #LOUD "RIDGE SERVICE DOES NOTSTORE ANY DA

4HE CLOUD SERVICE CONNECTORS CURRENTLY AVAILABLE IN THE ,IBEB 3HERA/([MBEARE

ILIBABA #LOUD
173 “04

#UMULOCITY

“_ #.OUD

-ICROSOFT IZURE %VENT (UBS
-ICROSOFT IZURE “04 (UBS
-144

310 (ANA

AELEFONIG24 #LOUD

4HE ,IBELIUM #LOUD "RIDGE SERVICE HAS THREE FUNCTIONALITIES

#ONLGURE YOUR CLOUD CONNECTORS
-ANAGE YOUR DEVICES
#ONLGURE YOUR GATEWAYS

I LICENSE IS REQUIRED TO ACCESS ANY OF THE ,IBELIUM #LOUD "RIDSETBERMCHEES) 4HESE FUNCTIONALITIES .
ORIENTED TO SEND DATA FROM YOUR SENSOR NODE OR -ESHLIUM GATEWAY TEANACLIABUE SERVIC
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$ATA &LOW

3ENSOR NODES ARE THE SOURCE DATA THAT WILL BE SENT FROM THESE SENSORDEFZRMESHE® THE CL
#LOUD SERVICES MAY IMPLEMENT DASHBOARDS AND DATA ANALYONS TARPLINBED TO BE FED WITH DATA FRC

THE SENSOR NODES 4HE ,IBELIUM #LOUD "RIDGE SERVICE WILL EASILYENIORENOOHEE \WITH THE CLOUD SERVIC
173 “O4 -ICROSOFT IZURE “'-#LOUD !LIBABA #L.OUD AS SHOWRNHE NEXT DIAGRAM

&IGURE ,IBELIUM #LOUD "RIDGE SERVICE DATA 20W
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$IRECT (4403 #ONNECTIONS

3ENSOR NODES USING ."“04 #AT - #AT- 'AND 7I1&l COMMUNICATION PROT®CAN SEND DATA DIRECTLY TO TH
,IBELIUM #LOUD "RIDGE SERVICE

,IBELIUM #LOUD "RIDGE SERVICE IS LISTENING TO (4403 REQUESTS TO RROM\EENSDR NODES 6ALID REQUEST
MUST COMPLY WITH THE FOLLOWING REQUIREMENTS

4HE SENSOR NODE HAS BEEN REGISTERED IN THE ,IBELIUM #LOUD 3ERVICEERLOSBERATA®UNT

I VALID AUTHENTICATION !0 +EY HAS BEEN ASSOCIATED WITH THE SENSOR NODE

“NTEGRITY OF THE ,IBELIUM #LOUD "RIDGE SERVICE ENCRYPTION LAYER IS RESPECTED
5SING THE OROGRAMMING #LOUD 3ERVICE FOR PROGRAMMING THE SENS@RSYARESI WIYIN®.UDE A VALID 0" +EY
AND THE ENCRYPTION LAYER FUNCTIONS OROGRAMMING THE SENSOR NOBHE3QHEN®S/A METAREQUIRE THE USER 1

INCLUDE THE VALID !10“ +EY AND USE ENCRYPTION FUNCTIONS IN THE SIRTRAEDOESCRIPTION OF BOTH PROCESS
IS GIVEN IN THE SECTION OROGRAMMING SENSOR NODES TO USE ,IBELIUMSERNVMIDERIDEE GUIDE

&IGURE ,IBELIUM #LOUD "RIDGE SERVICE DIRECT (4403 DATA 20W
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-ESHLIUM “O4 'ATEWAY

3ENSOR NODES USING LINK LEVEL 2& COMMUNICATION PROTOCOL3&IKE2& MUST BE PROPERLY CON1GURED
FOR SENDING DATA TO THE -ESHLIUM GATEWAY

3ENSOR NODES USING ."“O4 ' AND 71& COMMUNICATION PROTOCOLS MAY BEEIDN2GEND DATA TO A -ESHLIUM
GATEWAY TOO AS AN ALTERNATIVE TO THE DIRECT (4403 CONNECTION TOXFHAINEDGH AHEESECTION ABOVE

4HE -ESHLIUM GATEWAY MUST BE PREVIOUSLY REGISTERED IN THE ,IBERERVAMLODIINT USING THE ACTIVATION CC
PROVIDED BY ,IBELIUM

-ESHLIUM MUST BE ALSO CON1GURED IN THE SECTION #LOUD #QNNEBEGRSAGER 3YSTEM ,IBELIUM #LOUD

"RIDGE SERVICE CONNECTOR WITH THE SAME USER ACCOUNT USED TO REG/STEREMWEY-B$SHHE 3ERVICES #LOUL
-ANAGER

&IGURE ,IBELIUM #LOUD "RIDGE SERVICE -ESHLIUM DATA 20W
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,07!. #ALLBACKS

3ENSOR NODES USING 3IGFOX AND ,02A7!. COMMUNICATION PROTOCOLS NEED TGREENIDYDROAIBE BASE STATION
#ALLBACK FUNCTIONS OF THE ,07!. BACKEND SYSTEMS ARE USED TO REDIRHEEBABERIATIONS TO THE ,IBELIUM
#LOUD "RIDGE SERVICE 4HE ,IBELIUM #LOUD "RIDGE SERVICE PRGHDBRIDAPND USER PRIVACY IMPLEMENTINC
SECURITY LAYER FOR THE INCOMING DATA FROM THE ,07!. BACKEND SYSTEMSERVIBEELOUD

&IGURE ,IBELIUM #LOUD "RIDGE SERVICE ,07!. DATA 20W

4HE ,IBELIUM #LOUD "RIDGE SERVICE IS LISTENING TO (4403 REQUESTSATARRCEMN,BM BASE STATIONS 6ALID
REQUESTS MUST COMPLY WITH THE FOLLOWING REQUIREMENTS

4HE SENSOR NODE HAS BEEN REGISTERED IN THE ,IBELIUM #LOUD USER ACCOUNT

I VALID AUTHENTICATION !0 +EY HAS BEEN ASSOCIATED WITH THE SENSOR NODE

“‘“NTEGRITY OF THE TINY ARARHESPECTED

ILL ,07!. BACKEND SERVERS PERFORM THESE STEPS IN A DISERENT WAY

#REATE A DEVICE OPTIONAL

#REATE A FRAME TYPE

#REATE A FRAME STRUCTURE LIKE *3/.

#REATE A CALLBACK 52, TO REDIRECT DATA THIS 52, IS PROVIDED BY ,IBEIAS® IN TH

4HE ,IBELIUM #LOUD "RIDGE SERVICE IS COMPATIBLE OUT OF THE BOX WIRKDIIARND !CTILITY THIS IS ACCOMPLISHI
BY THE USER CON1GURING THE CALLBACK FUNCTION OF EACH PLADHRORMISO HEABHLIPUM #LOUD "RIDGE SERVICI

4HE ,IBELIUM #LOUD "RIDGE SERVICE PROVIDES THE SPECI1C CONFANVEAHRS REQUIRED FOR EACH ,07!. BACKEND
SERVER PUBLISHING TO ALL THE CHOSEN 1NAL CLOUD SERVICES THEOMAAKNYRECE BEAOKERID SERVER 30
"RIDGE BEHAVES LIKE A DATA HUB AND PROVIDES HIGH SCALABIEE DANDAVAILABLE AS RECEIVED

4HE USER S DATA INTEGRITY IS KEPT WITH !0“ +EY TOKENS USED FOR AUTESENTSEAT CREZENTIALS MAY BE REVOKE
ANYTIME AND REGENERATED AGAIN AS A RESULT OF RENOVATING CREERANIES SVIALIBEEREJECTED BY THE "RID(
UNTIL THE USER UPDATES THE AUTHENTICATION !0 +EY IN EACH SENSOR NODE




'ENERAL AND SAFETY INFORMATION

3IGFOX

3IGFOX BACKEND SERVER MAY BE CON1GURED TO REDIRECT THE DATA REGEEVEDARONSTHE BHE ,IBELIUM #LOUD
"RIDGE SERVICE ! NEW CALLBACK SERVER IN THE 3IGFOX PANEL MUSSIBE CTREAPED

HTTPS HWLIBELIUM COM HW SIGFOX

#LICK ON #ALLBAGQKSHE LEFT MENU AND THEN CREATE A NEW CALLBACEKEVCLEIKITOR IN THE WINDOW LOADED

&IGURE #ALLBACK SERVICE CREATION

&ILL IN THE DISPLAYED FORM FOLLOWING THE INDICATIONS SHOMAGIE THE NEXT

&IGURE #ALLBACK SERVICE CREATION
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4HE TEXT IN THE 1ELD 52, PATTERIST BE THE ,IBELIUM #LOUD "RIDGE 52, FOR 3IGFOX WITH EXTRA PARAREHEERS DI
IN THE FORM TO SEND AS MUCH INFORMATION AS POSSIBLE TO THE SERVICE

%XAMPLE OF THE TEXT TO WRITE IN PAEBEZRNELD WITH THE EXTRA PARAMETERS

https://hw.libelium.com/hw/sigfox/?id={device}&time={time}&duplicate={duplicate}&snr={snr}
&station={station}&data={data}&avgSnr={avgSnr}&lat={lat}&Ing={Ing}&rssi={rssi}&seqNumber={seqNumber}
&ack=true

4HE LIST OF ALL AVAILABLE CALLBACKS WILL BE SHOWN SAVING THE FORM

%NABLE THIS ENTRY WITH A DOWNLINK AND THE ,IBELIUM #LOUD "RADIGEREERWEETHE INFORMATION

ICTIVATE THE $OWNLINGOLUMN #LICK ON THE BULLET IN THIS COLUMN LEAVING THE BULLET COLOURED
$OWNLINK ACTIVE
$OWNLINK INACTIVE

%NABLE THE CALLBACK #LICK ON THE CHECK IC&NWMBLEHE-UMN OF THE CALLBACK CREATED AND LEAVE THE
WITH A GREEN COLOUR

#ALLBACK ENABLED
#ALLBACK DISABLED

&IGURE #ALLBACK LIST

“N THE SECTIORENDING $ATA &RAMEE 2ECEIVING $ATAOF THIS GUIDE WE DESCRIBE IN DETAIL THE STEPS O
CON1GURATION OF THE CALLBACK IN THE 3IGFOX BACKEND SERVER

,ORIOT

#ON1GURING THE ,IBELIUM #LOUD "RIDGE SERVICE AS A CALLBACIK SERINZHRPIANEL MAY BE DONE USING THE 52,
HTTPS HW LIBELIUM COM HW LORTBIE $ATA OUTPWPTION OF THETWORK APPLICATI®ENU AVAILABLE FOR THE
DEVICES

&IGURE /UTPUT APPLICATION SELECTION
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#LICK ON %DIT OUTPODISPLAY ALL THE INFORMATION AVAILABLE ABOUT THE SELECTED QK THUTHENANS E£LI
BUTTON IN THE DETAILED WINDOW TO CHANGE THE DATA OUTP(UHARDSELEKMDONG THE MULTIPLE CHOICES FRON
THE LIST

&IGURE 3ELECTING THE OUTPUT APPLICATION

/INCE SELECTED THE NEW OUTPUT A NEW $EHBNGE OUTPUT TWE.L BE SHOWN BELOW WITH A TEXT 1ELD LABELLI
4ARGET 52, FOR 0/34S7RITE IN THE TEXT 1ELD THE 52, OF THE ,IBELIUM #LOUD "RIDGE SERWIEBRAHIBSERVICE
HTTPS HWLIBELIUM COM HW LORIOT

“N THE SECTIOBENDING $ATA &RAMHES$ 2ECEIVING $ATAOF THIS GUIDE WE DESCRIBE IN DETAIL THE STEPS O
CON1GURATION OF THE CALLBACK IN THE ,ORIOT BACKEND SERVER
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ICTILITY

#ON1GURING THE ,IBELIUM #LOUD "RIDGE SERVICE AS A CALLBACK EERMER MANEL IS DONE USING THE !PPLICATIC
3ERVER FEATURE #REATE A NEW (440 'PPLICATION 3ERVER ADDING A NEWNPESEIRSTIDRELD WITH THIS 52,

HTTPS HWLIBELIUM COM HW ACTILITY

&IGURE !PPLICATION SERVER FORM

! 20UTE SECTION WILL BE CREATED ABOVE WITH A FORM JUSDCBICKTGHETO PROCEED

&IGURROUTE FORM

7RITE THE 52,HTTPS HW LIBELIUM COM HW ACOEITHE ,IBELIUM #LOUD "RIDGE SERVICE CALLBACK FOR THE !
SERVICE IN THE NEW POP UP #LICKODHBUTTON TO SAVE THE INFORMATION

&IGURE $ESTINATION FORM
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AVIGATE BACK TO THE APPLICATION SERVER FORM AND CLICKCRESMYEHE APPLICATION SERVER 4HEN CON1G
NEW !3 ROUTING PROILLE IN THE $EVICE -ANBGERING OBIROUTING PRO1LESI THE LEFT SIDEBAR MENU

&IGURE BOUTING PRES MENU

IN 'DD BUTTONS SHOWN IN THE 1RST SECTION "ELOW IN THE SECOND SECTION A SBNGVIT RAOUIIRG PROL1LES
WILL BE DISPLAYED #LICK ON THBUDDON OEW !3 ROUTING PRO10® CREATE A NEW !3 ROUTING PROILLE

&IGURE 3 20UTINGLERS

I NAME MUST BE TYPED IN THE NEW WINDOW DISPLAYED #LICK THEUFREBNTED CONTINUE THE PROCESS

&IGURE 13 20UTINGIPRDIAME
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“N THE NEW WINDOW MARK THE CHECK “S DBRIBACLICK THED BUTTON IN THED A ROUTESECTION

&IGURE [BOUTING PRE ROUTE

I'NEW POP UP WILL APPEAR WITH TWO PARAMETERS TO BE COMPLETED

4YPE 1ELD “T IS THE KIND OF THE APPLICATION FOR OUR DESTINATION ,OGER¥EPRUGABENSELECTED

$ESTINATIONELD !LL THE APPLICATION SERVERS CREATED ARE LOADED IN THE DRAPRXIPAYTICK SHRVER
PREVIOUSLY CREATED MUST BE SELECTED

&IGURE DD A ROUTE
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-ULTI4ECH ,02A7!. "ASE 3TATION

$ATA FRAMES ARE THE NEW WAY TO COMMUNICATE BETWEEN DATA HUBS AND SENSORE GUIE 'AADGE SERVICE
PROVIDES A NEW METHOD TO RECEIVE DATA DIRECTLY FROM THE -ULTI4ECHNBASENSTARMONBIEAALL THE VALUE
RECEIVED WITH THE CLOUD SERVICES CON1GURED -ANY BASE STATIONSRED/ TRESEDNDBATA TO THE SAME USE
ACCOUNT OF THE ,IBELIUM #LOUD "RIDGE SERVICE

-ULTI4ECH BASE STATIONS MAY BE CON1GURED TO SEND DATA FRAMES TO THID,IBHDIGE SERVICE INSTALLINC
A LIGHTWEIGHT APPLICATION

I LINK IS CREATED BETWEEN THE -ULTI4ECH "ASE 3TATION AND THE ,IBELIUM ELSERYIGEDWITH PERIODIC CALL
TO THE ENDPORITPS HW LIBELIUM COM HW LW?MULTIMECRECOMMENDED SCHEDULING THE APPLICATION PRO
TO AVOID SENDING A LARGE NUMBER OR FRAMES




7HAT $0 90U .EED 40 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE

7HAT $0O 90U .EED 40 5SE 4HE ,IBELIUM #LOUD "RIDGE
3ERVICE

#REATE 5SER ICCOUNT

4HE |IBELIUM #LOUD "RIDGE SERVICE IS AVAILABLE IN THE ,|BEHEMLZBHRY MBNAGER SIHETPS CLOUD LIBELIUM COM

“N ORDER TO ACCESS THE ,IBELIUM 3ERVICES #LOUD -ANAGER SITE A VAND ISSERQAIREID) 40 REGISTER ANI
SET UP APASSWORD GO TBS CLOUD LIBELIUM COM REANBIERCK ON #REATE ACCOUNT

&IGUREREGISTERING NEW USER

#OMPLETE THE INFORMATION IN THE FORM ALL THE 1ELDS ARE MANDATORY

AME 90UR NAME
% -AlL ADDRESS VALID E MAIL ADDRESS IT WILL BE USED FOR VERI1CATION PURPOSES
OASSWORD AND #ON1RM PASSWGRD YOUR PASSWORD

ICCEPTING 4ERMS #ONDITIONS IS ALSO MANDATORY TO CREATE A NEW AREFOUBHINOGIED -ANAGER

&IGURE 2EGISTERING NEW USER FORM

/INLY ONE VALID USER IN THE ,IBELIUM 3ERVICES #LOUD -ANAGER SITE IS NEEBEBERRBES EXISTING USERS OF O
3ERVICES #LOUD -ANAGER SERVICES -Y3IGNALS OROGRAMMING #EOUDZERYSE THEIR CURRENT ACCOUNT




7HAT $0 90U .EED 40 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE

ILL THE PREVIOUSLY REGISTERED DEVICES IN THE ,IBELIUM #LOUBBNEIASEVEVAITO THE ,IBELIUM #LOUD "RIDG
SERVICE

2EGISTER $EVICES

3ENSOR NODES -Y3IGNALS DEVICES AND -ESHLIUM GATEWAYS SHOUEBHE \WHGIIHE USER ACCOUNT TO PROPI
USE THE ,IBELIUM 3ERVICES #LOUD -ANAGER SERVICES -Y3IGNALS EHWRAEH®ORBGIST BE DONE USING THE AP
AVAILABLE IN THE 'OOGLE OLAY STORE FOR INDROID AND THE !PP 3TORE BERSB SEHNSOR NODES AND -ESHLIUM
GATEWAYS ARE REGISTERED USING ACTIVATIONS CODES IN THE ,|IBELIVDM\BEARARE #LOU

IDDING OLUG 3ENSE $EVICES

#LICK THE !DD $EVICBUTTON TO ADD NEW DEVICES TO THE 3ERVICES #LOUD -ANAGER 2EGISTHINGANBVEEVIC
PROCEDURE

%NTER A VALID ICTIVATION #ODE
#ON1RM THE ACTION

%NTERING A 3INGLE ICTIVATION #ODE WILL REGISTER ONE DEVICE WROQEFENTERAN®N #ODE WILL REGISTER A
DEVICES BELONGING TO THE SAME SALES ORDER

&IGURBREGISTERING A NEW DEVICE

7HEN THE PROCESS IS SUCCESSFULLY INISHED A MESSAGE WILL SHOYEHASTBEENDEORRECTLY ADDEDYO THE
$EVICES PANEL CON1RMING THE OWNERSHIP OF THE DEVICE

&IGURE 3UCCESSFUL REGISTRATION

“F THE PROCESS CANNOT BE CORRECTLY 1INISHED A MESSAGE WILL NOTIFY THE ERROR

.OT VALID CODE ERROR MESSAGE “NVALID ACTIVATION CODE PLEASEATHHZKTIEBNTOHE TYPED IS VALID
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&IGURBREGISTERING A NEW DEVICE

.OT AVAILABLE CODE ERROR MESSAGE ICTIVATION CODE PREVIGHEDEVISEDWILL APPEAR IN MHEEVICES
PANEL WITH A STATUERMNSFER PENDINNGTHE ACTION COLUMN 4HE CURRENT OWNER OF THE DEVICE WILL BE
ABOUT ANOTHER USER CLAIMING FOR THE OWNERSHIP OF THAT DEVICERANSHEREND/NGE TRLL ALSO APPEAR IN T
CURRENT OWNHARIMED BY OTHERPANEL SO THE CURRENT OWNER OF THE DEVICE MAY ACCEPT OR REJECT THE
REQUEST OF THE DEVICE

&IGURE 2EGISTERING A NEW DEVICE




7HAT $0 90U .EED 40 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE

IDDING -ESHLIUM 'ATEWAYS

#LICK THE DD $EVICBUTTON TO ADD NEW GATEWAYS TO THE ,IBELIUM #LOUD "RIDGE SERVICE 2EGATERRING NE
ISA STEP PROCEDURE

%NTER A VALID ACTIVATION CODE
#ON1RM THE ACTION

%NTERING A 3INGLE ICTIVATIONWOQDIREGISTER ONE GATEWAY WHILE ENRERINGTAVATION #ODWILL REGISTER
ALL GATEWAYS BELONGING TO THE SAME SALES ORDER

&IGURREGISTERING A NEW DEVICE

7HEN THE PROCESS IS INISHED SUCCESSFULLY A MESSAGE WILL SHOQEHAMSBEENDEORRECTLY ADDEDYO THE
$EVICES PANEL CON1RMING THE OWNERSHIP OF THE DEVICE

&IGURE 2EGISTERING A NEW DEVICE

“F THE PROCESS CANNOT BE CORRECTLY 1INISHED A MESSAGE WILL NOTIFY THE ERROR

.OT VALID CODE ERROR MESSAGE “NVALID ACTIVATION CODE PLEASEATHHZKTTEBNTOHE TYPED IS VALID




7HAT $0 90U .EED 40 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE

&IGURBREGISTERING A NEW DEVICE

.OT AVAILABLE CODE ERROR MESSAGE ICTIVATION CODE PREVIGHEDEVISEDWILL APPEAR IN TMHEEVICES
PANEL WITH A STATUSRAXNSFER PENDINNGTHE ACTION COLUMN 4HE CURRENT OWNER OF THE DEVICE WILL BE
ABOUT ANOTHER USER CLAIMING FOR THE OWNERSHIP OF THAT DEVICRANSHERENDINIE VRLL ALSO APPEAR IN T
CURRENT OWNARIMED BY OTHERRPANEL SO THE CURRENT OWNER OF THE DEVICE MAY ACCEPT OR REJECT THE
REQUEST OF THE DEVICE

&IGURE 2EGISTERING A NEW DEVICE




7HAT $0 90U .EED 40 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE

ICTIVATE "RIDGE ,ICENSE

!'VALID USER ACCOUNT AND SOME REGISTERED DEVICES ARE TWO THINGS NERIEHDANYPIBERPERI #L.OUD SERVICE
4HE ,IBELIUM #LOUD "RIDGE SERVICE CAN BE ACTIVATED USING SE/ACIDVAJEDN CODE

&IGURE 3CREEN LICENSES MENU

2EGISTERING A NEW LICENSE IS A TWO STEP PROCEDURE

%NTER A VALID LICENSE ACTIVATION CODE
#ON1RM THE ACTION

&IGURBREGISTERING A NEW LICENSE

&IGURE 2EGISTERING A NEW LICENSE




7HAT $0 90U .EED 40 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE

4HE 3ERVICES #LOUD -ANAGER WILL VALIDATE THE ACTIVATION COBE/IBLHHLAYINIRMATION 7HEN THE PROCESS
INISHED SUCCESSFULLY A MESSAGE WILL SHOW THAT THE LICENSECGIAS BEENEDOR THECENSES PANEL

&IGURE 3UCCESS MESSAGE

“F THE PROCESS CANNOT BE CORRECTLY 1INISHED A MESSAGE WILL NOTIFY THE ERROR

.OT VALID CODE ERROR MESSAGE “NVALID ACTIVATION CODE PLEASEATHZKTITEBNTOHE TYPED IS VALID

&IGURE %RROR MESSAGE




7HAT $0 90U .EED 40 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE

4HE 'ET ,ICENSES PANEL SHOWS INFORMATION ABOUT THE LICENSE TYPE FOR EACH SERYIOE THEOVKTON AN
PURCHASE NEW LICENSES

&IGURE OURCHASE LICENSE




7HAT $0 90U .EED 40 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE

3ETUP #LOUD #ONNECTOR

4HE ,IBELIUM #LOUD "RIDGE SERVICE IS FOCUSED IN SENDING DATA REGESHNSERONOTHES TO ANY OF THE AVAILAE
CLOUD SERVICES ILIBABA #LOUD 73 “O4 #UMULOCITY “- #LOUD -TCRO8BFRAVENT (UBS -ICROSOFT !ZURE “O4
(UBS -144 310 (ANA AND 4ELEFONICAO4 #LOUD 4HE ,IBELIUM #LOUD "RIDGE SERVICE REQUIRES AT LEAST ON
ACCOUNT IN THE DESTINATION CLOUD SERVICE THE CONNECTION CREDENTHEDPRUNMWHDNB CLOUD SERVICE
MUST BE CAGURED TO PROPERLY SEND DATA TR TAEMOF HAVING MORE THAN ONE VALID ACCOUNT IN THE DEST
CLOUD SERVICE SEVERAL INSTANCES OF ONE CONNECTORJURED BE CON

&IGURE #ON1GURATION OF A NEW CLOUD CONNECTOR

4HE SPECLC PARAMETERS FOR EACH CLOUD SERMUERATION ARE DESCRIBED IN THE SECTUDNERVICE #ONNECTORS
rightarrowv #ONLGURATION OARAMETHERSTHIS GUIDE




#LOUD 3ERVICE #ONNECTORS

#LOUD 3ERVICE #ONNECTORS

“N THIS VIEW ALL THE CLOUD SERVICE CONNECTOR INSTANCES THAT HAGNBEEIREDRAYADHE USER ARE LISTE

4HE 1RST TIME ACCESSING TO THE ,IBELIUM #LOUD "RIDGE SERVICE PHE OISE ISHS3AGE 90U DON T HAVE ANY
CONNECTOR CON1GURED CLICK ON THE BUTTON BELOW TO ABDFSREAYBENE

IT LEAST ONE CLOUD SERVICE CONNECTOR INSTANCE MUST BE CON1GUREDUMAUSEIDHEIDBH_SERVICE 30
PROGRAMMING SENSOR NODES TO SEND DATA TO THE ,IBELIUM #LOUD "RIDGRESERXLIE GBEBUD SERVICE INSTAN
IS CON1GURED WILL 1LL THE BUSER AND THE SENSOR NODES WILL RECEIVEGRRGESIWVBENARY

IDDING THE 1RST CLOUD CONNECTOR INSTANCE TO THE ,IBELIUM #LOGE "RIDGE SERVI

&IGURE #ON1GURATION OF A NEW CLOUD CONNECTOR

#ON1GURED CONNECTOR INSTANCES ARE SHOWN IN A GRID WITH BASIC INFORMATION

OROJECT NAMBESCRIPTIVE TEXT FOR THE INSTANCES
3TATUSICTIVE .OT ICTIVE AND %RROR

$ATE #LOUD SERVICE CONNECTOR INSTANCE CREATION DATE

&IGURE #ON1GURED CLOUD CONNECTORS LIST




#LOUD 3ERVICE #ONNECTORS

EW #ONNECTOR “NSTANCE

IDDING A NEW CLOUD SERVICE CONNECTOR INSTANCE IS A STANDARD BRERESSS EDRUWD CONNECTORS AVAILA
4HERE IS A 1RST TAB FOR THE CON1GURATION PARAMETERS A SECOND TAB TCSAFSNODHE THETSENLL FEED TH

CONNECTOR WITH DATA AND A RD TAB TO CHECK THE LOGS MESSAGES RECEIVEDONDHEIDER 8BRVICE FROM
THE DESTINATION CLOUD SERVICE

#ON1GURATION

4HE 1RST STEP FOR ADDING A NEW CLOUD SERVICE CONNECTOR INSTAREEAHS TBECOMNLELOUD "RIDGE SERVICE
WITH THE VALID USER CREDENTIALS NEEDED TO CONNECT AND SYNCHRONMIDCEHRVICETHEMEMBER THAT
THIS INFORMATION MUST BE GIVEN BY THE 1INAL CLOUD SERVER EG !'Z8STBEOEBINOT OWN OR OPERATE THO
INAL CLOUDS -OST OF THOSE CLOUD SERVICES REQUIRE TO 1INALIZEHASECOERGEHIIRTO OBTAIN THE REQUIR
PARAMETERS NEEDED TO PROPERLY AUTHENTICATE AND ACCEPT DATA FROM THEDBGEISBRNMOEBUD

#ON1GURATION PARAMETERS ARE NOT EXACTLY THE SAME FOR ALL THE QSIUOFSEREM HESCIMUIDE USER AND

PASSWORD AUTHENTICATION CREDENTIALS COMBINED WITH SOME [0 KEE FEHEYHEIBERFIEROPERLY EXPLAINE
IN THE SPECI1C SECTION OF THIS GUIDE DEDICATED FOR EACH ONE

&IGURE %XAMPLE OF CON1GURATION PARAMETERS FORM




#LOUD 3ERVICE #ONNECTORS

#HECKING #ON1GURATION

ORESS THE #HE@UTTON TO TEST THE CONNECTION WITH THE CLOUD SERVICE USING THE VALMBSOR.MHE IN T
REQUIRED PARAMETERS %RROR MESSAGES IN THE ,0G TAB SHOULD BE MONITORED

&IGURE #HECK CON1GURATION BUTTON

7HEN THE CONNECTION WITH THE CLOUD SERVICE IS SUCCESSFUL BYH BINRVIBYNE ENABLED #LIGIARE
3YNCBUTTON TO ACTIVATE THE INSTANCE AND START SENDING VALUES TO THE CLOUD SERVICE

&IGURE 3TART SYNC BUTTON




#LOUD 3ERVICE #ONNECTORS

ISSOCIATED $EVICES

ISSOCIATING SENSOR NODES TO THE CLOUD SERVICE CONNECTOR INSTANZENS BHERMQSTHEELEN1GURATION C
THE ,IBELIUM #LOUD "RIDGE SERVICE !S EXPLAINED IN THE INTRODUCUIDN OREHEEGIUM #LOUD "RIDGE SERVICE
RECEIVES DATA FROM THE SENSOR NODES IN THREE DISERENT WAYS DIRECIN&46BSEHONNECTONNECTOR AND

,70!. BACKEND CALLBACKS ILL THIS DATA RECEIVED IS BUSERED WEIBXIECHRBNIZED TO ONE OR SEVERAL CL!

SERVICES

ISSOCIATING SENSOR NODES TO A CLOUD SERVICE CONNECTOR INSTANCE |SBBHROWAY GUR "RHIEGE SERVICE
TO KNOW WHAT BUSERED DATA MUST BE SENT TO THE CLOUD SERVICE CONNECTOR INSTANCES

4HE SIMPLEST CON1GURATION WOULD BE TO SEND ALL DATA FROM ALL SENSGEENCQIRHOTEERBCE CONNECT(
INSTANCE BUT WE MAY WANT TO GROUP SENSOR NODES FOR DISERENT PROJRCITS RISERENDOQHOUD SERVICES

“N THE !SSOCIATED DEVITEB A TABLE IS SHOWN LISTING ALL THE INFORMATION RELATED TO THE RE&ESTERED S

&IGURE ISSOCIATED DEVICES LIST

$ATA FROM THE SELECTED SENSOR NODES WILL BE SENT TO THE CLOUD SERVICHALSNE®D NHEUREEDBENTHE
INSTANCE




#LOUD 3ERVICE #ONNECTORS

#LICK IDD ALL NODES TO CONNETDGREECT ALL SENSOR NODES AT ONCE

&IGURE 3ELECT ALL DEVICES

#LICK2EMOVE ALL NODES TO CONNHOTCIEEAR ALL SENSOR NODES SELECTED

&IGURE $ESELECT ALL DEVICES

,OGS

4HE ,0GS TAB SHOWS THE INFORMATION AND ERROR MESSAGES REGISTERING THE RESUAT ONTREQUEYVRIQF
"RIDGE WHILE TRYING TO SEND DATA TO THE CLOUD SERVICE $ISERENT ERGIMMBOCATABE USED TO SEND DA
TO THE CLOUD SERVICES MESSAGES RELATED TO THE TRANSPORT LAYER OF DHERRED @ND WIANBEEMARKED
AS “.& OR %22/2 5SER INTERVENTION MAY BE REQUIRED TO ANALYSE THE MEANIRESAEHS GENERATED IN THE
APPLICATION LAYER AND DECIDE IF SOME ACTIONS ARE REQUIRED

IN EXAMPLE OF DISERENT TYPES OF MESSAGES IS SHOWN IN THE FOLLOWING IMAGE

&IGURE ,0G VIEW

#LICK THE 2EFREBHTTON TO REFRESH THE LOGS VIEW AND LOAD ANY NEW MESSAGE AVAILARSWATAHPEASSA
AT THE BOTTOM




#LOUD 3ERVICE #ONNECTORS

&IGURE ,0G REFRESH

$ISERENT TYPES OF LOG MESSAGES ARE IDENTI1IED DEPENDING ON THE RESPONSE GFETHEREEBONSEERYI
CONSIDERED AN ERROR WHEN THE TRANSPORT LAYER OF THE PROTOCOL RETURDGDEN IIMENSHARE FRRORHE
%22/2 TAG WILL BE DISPLAYED

(4403 TRANSPORT LAYER ERROR CODES ARE

#LIENT ERROR XX MEANING THAT THE REQUEST CONTAINS BAD SYNEAXKUDRLCENNOT B
3ERVER ERROR XX MEANING THAT THE SERVER FAILED TO FUL1LIAANDARERANRESITLY V

&IGURE ,0G ERROR MESSAGE

INY OTHER MESSAGE WILL BE TAGGED ASSH&WING THE TEXT RECEIVED IN THE MESSAGE FROM THE APPLICATIO

&IGURE ,0G INFO MESSAGE




#LOUD 3ERVICE #ONNECTORS

#ONNECTOR 3TATUS

4HE PROPERLY CON1GURED CLOUD SERVICE CONNECTOR INSTANCES BENBPERMINGHRYICES THE DATA BUSEF
THAT HAS BEEN RECEIVED FROM THE SENSOR NODES 4HE RESULTS OF THE COMMUBKCIEEMNAREQORESDIVITH
THE CLOUD SERVICE CONNECTOR INSTANCE STATUS

#LOUD SERVICE CONNECTOR INSTANCE STATES

ICTIVE 4HE CON1GURATION IS ACTIVE WHEN ALL 1ELDS ARE CORRECT AND THEREYNRENN®O THERRALUES
.ON ICTIVE 4HE CONNECTOR IS NON ACTIVE WHEN ONE OR MORE PARAMETERS ARE MISSIRGMR MISCON1GC

%RRORBHIS STATUS IS DISPLAYED WHEN A CONNECTOR HAS BEEN CON1GURED CERRER DGCANRIREN IN THE
DATA SYNCHRONIZATION

&IGURE 3TATUS OF CON1GURED CONNECTORS




#LOUD 3ERVICE #ONNECTORS

2EMOVING A #ONNECTOR “NSTANCE

#LOUD SERVICE CONNECTOR INSTANCES CAN BE REMOVED ANYTIME CLIGRNNECZEROVEON TO ERASE THE
CURRENT CONNECTOR INSTANCE

&IGUREEMOVE CONURED CONNECTOR

INLY THE CON1GURATION OF THIS INSTANCE WILL BE DELETED IT WILANOPRESFEHCUBHE BENT TO THE CLOUD SER\
4HE SAME CON1GURATION PARAMETERS MAY BE USED TO CON1GURE THHICIGEEFSEBRECAND DATA WILL BE SEN
AGAIN

2EMOVING THE LAST CLOUD SERVICE CONNECTOR INSTANCE OR THE ONLUX ONENGBAHEABSEIUM #LOUD "RIDGE
SERVICE BUSER BECAUSE NO DATA WILL BE SYNCHRONIZED THE "RIBREBUBHET2I OV 7HEN THE BUSER IS FULL
THE ,IBELIUM #LOUD "RIDGE SERVICE WILL NOT ACCEPT ANY MORE DADDES BEXNSGR Q@ SEND DATA TO THE ,IBELIL
#LOUD "RIDGE SERVICE WHEN ITS BUSER IS FULL WILL RECEIVE CORMRSICATION ER




#LOUD 3ERVICE #ONNECTORS

#ON1GURATION OARAMETERS

4HE USER MUST CON1GURE AT LEAST ONE CLOUD SERVICE CONNECTOR INSTBREABM@UMID "RIDGE SERVICE
%ACH ONE OF THE CLOUD SERVICES AVAILABLE IN THE ,IBELIUM #LOGE "RIBSBASHROUD 73 “O4 #UMULOCITY
“- #LOUD -ICROSOFT !ZURE %VENT (UBS -ICROSOFT !ZURE “O414BS!0 (ANA AND 4ELEFONICA'O4 #LOUD
REQUIRESSEIRENT PARAMETERS

ILIBABA #LOUD

&IGURE ILIBABA #LOUD CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM EAIDSTRRE MANDATORY

OROJECT .AME90OUR PROJEBINAME

ICCESS +EY “$+EY"“$PROVIDED IN THE REGISTRATION PROCESS

ICCESS +EY 3ECREAEY 3ECRET PROVIDED IN THE REGISTRATION PROCESS
2EGION 2EGION PROVIDED IN THE REGISTRATION PROCESS

#LICK ON THECESS +EYSECTION OF THEIRE@CCOUNT TO GET YOUR ACCESS KEYS

&IGURE ICCESS KEY




#LOUD 3ERVICE #ONNECTORS

/INCE YOU ARE INSIDE PRESS THE #REATE !ICCHBSTHON ON THEECURITY -ANAGEMENSECTION

&IGURE #REATE ACCESS KEY

7THEN IT HAS BEEN CREATED CORRECTLY A POP UP WINDOW WILL APPEAR WITHETKEY DAIAT GFAS JUST BEEN
GENERATED

&IGURE ICCESS KEY DETAILS

“F YOU WANT TO STORE THE INFORMATION ON YOUR COMPUTER YOU ONLY HAETOCRESSENHEIFORMATION
BUTTON AND A 1LE WITH CSV EXTENSION WILL AUTOMATICALLY BE SAVEDTBNE KEYRDOA WAENERATED

&IGURE 3AVE ACCESS KEY

IFTER THIS YOU CAN CONSULT ALL YOUR GENERATED KEYS IN THE PANEL #4ESHRESE SBRRETIN THE BUTTON
3HOW

&IGURE 3HOW ACCESS KEY SECRET




#LOUD 3ERVICE #ONNECTORS

173 “O4

&IGURE 7304 CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM ALL THE 1ELDS ARE MANDATORY

OROJECT .AME90OUR PROJECT S NAME

200T #A +EY IUTHORITY OF THE CERTI1CATE TO BE USED
ORIVATE +EYORIVATE KEY OF THE CERTI1LCATE TO BE USED
#ERTILCATE#ERTI1LCATE TO BE USED

(OST (OST THAT THE CERTI1LCATE HAS BEEN ISSUED FOR

&IRST OF ALL YOU HAD TO CREATE N ZHEI@NAGE N 4HINGS SECTION ON THE 173 “O4 3ERVICE 7HEN YOU HAVE
CREATED YOUR OWN THING CLICK ON THE WINDOW WITH THE NAME OF THERBAINEDYOU JUST

&IGURE #REATE A 4HING




#LOUD 3ERVICE #ONNECTORS

40 GET THE (/34 PARAMETER YOU WILL HAVE TO GONTERAETSECTION AND IN TH&#03 SECTION YOU WILL SEE
THE (/34 THAT YOU WILL HAVE TO COPY IN THE CONNECTOR CON1GURATION

&IGURE (OST PARAMETER

40 GET THE ORIVATE +EY AND #ERTI1CATE IF YOU DO NOT HAVE THEM PREWOUSNKY_CREXEED GO TOHEIERITY
SECTION AND THEN PRES&RHBETE #ERTILCAHBTTON

&IGURE #REATE CERTILCATE

$OWNLOAD THE THREE KEYS DISPLAYED BEFORE CLOSING THE WINDOW IBECRVISE BHEW®WN AGAIN

&IGURE $OWNLOAD CERTI1LCATES




#LOUD 3ERVICE #ONNECTORS

#LICK $OWNLOADD SAVE THE ROOT #! CERTILCATE

&IGURE #! CERTILCATE DOWNLOAD

#LICK THE ICTIVABETTON FOR ASSIGNING THE KEYS TO THE 4HING THAT YOU HAVE JUSHEBRENEEBUFLQK TO
INISH THE PROCESS AND CLOSE ALL WINDOWS

&IGURE ICTIVATE CERTI1LCATES

#OPY THE CONTENT OF EACH DOWNLOADED 1LE IN THEIR RESPECTIVE 1ELDS




#LOUD 3ERVICE #ONNECTORS

#UMULOCITY

&IGURE #UMULOCITY CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM ALL THE 1ELDS ARE MANDATORY

OROJECT .AME90OUR PROJECT S NAME

4ENANT 4HE “$ OF YOUR APPLICATION

5SER 4HE USER THAT YOU USE TO LOG IN TO THE #UMULOCITY #LOUD

OORT .UMBER 4HE PORT NUMBER OF YOUR TENANT APPLICATION

OASSWORDBHHE PASSWORD THAT YOU USE TO LOG IN TO THE #UMULOCITY #LOUD




#LOUD 3ERVICE #ONNECTORS

“-#L.OUD

&IGURE *'-#LOUD CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM ALL THE 1ELDS ARE MANDATORY

OROJECT .AME90OUR PROJECT S NAME

/IRGANIZATION4HE ORGANIZATION “$ OF YOUR DASHBOARD

10“ OASSWORD4HE 'UTHORIZATION 40KEN GENERATED

10“5SER 4HE 0" KEY GENERATED

%VENT “$&IELD USED TO CON1GURE THE EVENT WHERE YOU WANT TO SEND THE INFOBMNATIGNOR/WZHAT
TO TYPE IN THIS 1ELD YOU CAN USE %"“$ AS VALUE

'O TO ICCESSI0“+EYS MENU AND CLICK ON THRERATE ![0“ +EY BUTTON ON THE BOTTOM LEFT SIDE"REKEND
4RUSTED !PPLICATI@N !0 ROLE 90U WILL GET THE !0* +EY AND !UTHENTICATION 40KEN “T ISKXERYOWREBRE
THEM DOWN SAVE THEM ON YOUR 0# AS THERE IS NO WAY TO REQUEST THENBBNBSHBIEX VERL

&IGURE 'ENERATE !0 +EY




#LOUD 3ERVICE #ONNECTORS

&IGURE .EW 0" +EY FORM




#LOUD 3ERVICE #ONNECTORS

-ICROSOFT !ZURE %VENT (UBS

&IGURE -ICROSOFT %VENT (UBS CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM ALL THE 1ELDS ARE MANDATORY

.AMESPACE .AME OF THE %VENT (UB WHERE YOU WANT TO SEND DATA TO
$IRECTIVE .AME .AME OF THE SHARED ACCESS POLICIES

$IRECTIVE +EY+EY OF THE POLICY

AME .AME ASSIGNED ON THE ENTITY

4EMPLATE &ILRILE WITH THE TEMPLATE

#REATE IN THE -ICROSOFT PANEL A NEW %VENT (UB 4HE NAME ASSIGNED TOBMEL®WBENTHE NAME TO BE
PROVIDED IN THE .AMESPACELD OF THE CONNECTOR CON1GURATION




#LOUD 3ERVICE #ONNECTORS

&IGURE %VENT HUB NAMESPACE

#REATE A OOLICY ON 3HARED ACCESS RIATEIEEETTINGSECTION 4HE NAME OF THE SHARED ACCESS POLICIES W
THE NAME TO BE PROVIDED INSTREECTIVE .AMELELD OF THE CONNECTOR CON1GURATION

&IGURE %VENT HUB DIRECTIVE




#LOUD 3ERVICE #ONNECTORS

#LICK IN ONE OF THE POLICIES THAT YOU HAVE CREATED TO GET THE ! NERCWNDERY WILL BE OPENED ON THE
RIGHT WITH TERIMARY +EYPARAMETER THAT IS THE VALUE NEEDED TO 1LL THE $IREELD\@+EYE CONNECTOR
CON1GURATION

&IGURE %VENT HUB POLICY KEY

DD ANEW ENTITY IN THENTITIESSECTION OF THE NEWLY %VENT HUB CREATED 4HE NAME ASSIGNED TO THE NEW
BE THE.AME 1ELD OF THE CONNECTOR CON1GURATION

&IGURE %VENT HUB ENTITY NAME




#LOUD 3ERVICE #ONNECTORS

-ICROSOFT !IZURE “O4 (UBS

&IGURE -ICROSOFT “O4 (UB CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM ALL THE 1ELDS ARE MANDATORY

OROJECT .AME90OUR PROJECT S NAME
#ONNECTION 3TRINETRING TO USE IN THE CONNECTOR

#REATE AN ITEM ON THE “O4 (BBCTION AND CLICK ON THE LINK WITH THE NAME OF THE ITEM YOU HAVE JUST CRI

&IGURE “O4 HUB




#LOUD 3ERVICE #ONNECTORS

#LICK ON THE 3ETTINSEETION GBHARED ACCESS POLICIES

&IGURE 3HARED POLICIES

#LICK THEDD BUTTON TO ASSIGN THE NAME AND THE PERMISSIONS NEEDED #LICK ON THE NB@&EVAMDLIA WI
APPEAR ON THE RIGHT WITHANMEECTION 3TRIMGHAICH YOU WILL HAVE TO COPY AND PASTE IN THE CON1GURATION
CONNECTOR

&IGURE #ONNECTION STRING




#LOUD 3ERVICE #ONNECTORS

-144

&IGURE144 CONNECTOR COGNRATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM ALL THE 1ELDS ARE MANDATORY

OROJECT .AME90OUR PROJECT S NAME

“0 'DDRESS 4HE IP ADDRESS OF YOUR APPLICATION

OORT4HE PORT NUMBER OF YOUR APPLICATION

33, 33,#ERT #ERTILCATE FOR SECURE COMMUNICATIONS

5SER 4HE USER THAT YOU USE TO LOG INII®AIEID

OASSWORDBIHE PASSWORD THAT YOU USE TO LOG IN TO THE -144 #LOUD
#LIENT “$ 4HE #LIENT OF YOUR APPLICATION

40PIC 4EMPLATHIEMPLATE FOR THE -144 TOPIC

-ESSAGE 4EMPLATE4EMPLATE FOR THE -144 MESSAGE




#LOUD 3ERVICE #ONNECTORS

310 (ANA

&IGURE &IGURE 3!0 (ANA CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM ALL THE 1ELDS ARE MANDATORY

OROJECT .AME90OUR PROJECT S NAME
$EVICE TOKENDOUR DEVICE TOKEN
$EVICE “$ 90UR DEVICE “$

--3 %NDPOINT %NDPOINT TO BE USED
-ESSAGE “$ “$ OF THE MESSAGE
-ESHLIUM .AME  -ESHLIUM NAME




#LOUD 3ERVICE #ONNECTORS

4ELEFONICA “O4 #LOUD

&IGURE 4ELEFONICA “O4 #.0OUD CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM ALL THE 1ELDS ARE MANDATORY

OROJECT .AME90OUR PROJECT S NAME
3ERVEROST NAME

OORT4HE PORT NUMBER OF YOUR APPLICATION
10“ 4HE !0“ KEY OF YOUR USER PANEL ACCOUNT




-ANAGE 90UR $EVICES

-ANAGE 90UR $EVICES

4HE ,IBELIUM #LOUD "RIDGE SERVICE SHOWS IN THIS SECTION ALL YOBRNSEBRNEBRES 90U CAN MANAGE TWC
DISERENT KEYS IN THIS SECTION

&IGURE -ANAGE YOUR DEVICES MENU




-ANAGE 90UR $EVICES

10“ +EYS

10" +EYS ARE NEEDED TO IDENTIFY THE SENSOR NODES WITH THE USER ACCOUNTANINSHRATSRPEBFED TO IT !
VALID 10" +EY IS MANDATORY TO ESTABLISH A COMMUNICATION WITH THEUBERIDIGE SERVICE

“N OTHER WORDS 0" +EYS ARE USED TO AUTHENTICATE THE CALLS TO THE'REELRUSERMOCE 3ENSOR NODES

NEED TO INCLUDE A VALID 0" +EY IN THE HEADERS OF THEIR (4403 CALESIIO SLUNNESST WITH THE | IBELIUM #LOL
"RIDGE SERVICE

4HE OERSONAL !CCESS +ESECTION SHOWS ALL THE !0* +EYS WHICH ARE CURRENTLY ACTIVE

&IGURE #REATING A NEW KEY

10" +EYS ARE TRANSPARENTLY GENERATED WHEN USING THE OROGRAMMINGE #LOWEDOERAS AN !0“ +EY IS

GENERATED BY THE OROGRAMMING #LOUD 3ERVICE IT IS STORED IN THE ,|BHDGEEMSHERVIOE BEING LISTED IN TH
OERSONAL ICCESS +ESBCTION

&IGURE 5SE THE OROGRAMMING #LOUD 3ERVICE TO SENODNDATAUM"MEBGE SERVICE

4HE OROGRAMMING #LOUD 3ERVICE INCLUDES THE !0“ +EY OF EACH NQBRWRAEGBRAMS GENERATED “N THE CA
OF PROGRAMMING THE SENSOR USING ,IBELIUM 7ASPMOTE “$% THE !0" +EY NEEPEDJBEM THIS SECTION AND
THEN PASTED IN THE SOURCE 1LE




-ANAGE 90UR $EVICES

#REATING 4HE +EYS

“F THE OROGRAMMING #LOUD 3ERVICE IS NOT USED FOR PROGRAMMING THEABENS®RYNOBHES L NEEDED “N

THIS CASE THE USER MUST MANUALLY CREATE THIS 0" +EY 4HE USEHRTHAINTCHESOURCE CODE WRITTEN ON
7TASPMOTE “$%

#LICK THE #REATE .EW +BUTTON TO MANUALLY CREATE A NEW [0“ +EY -ANUALLY CREATED !0“SX(EYSSARE AL
IN THEOERSONAL ICCESS +EBELTION

&IGURE ,INK FOR CREATING A NEW KEY

7HEN CREATING A NEW !0“ +EY THE USER MUST PROVIDE A VALAEEN THED 4HIS IS A USER FRIENDLY NAME TO T#/

THE !0 +EYS OF YOUR DEVICES !VOIDING DUPLICATED NAMES IS RECOMMBREHBISBESCRIPTIVE TEXT MAY BI
USED LATER FOR IDENTIFYING THE I0“ +EYS

&IGURE .AME 1ELD FOR THE NEW KEY

' POP UP WINDOW WILL RISE SHOWING THE GENERATED !0* +EY 4HEQSER MOYWCTO USE IN THE SOURCE CODE WH
NEEDED 4HE !0“ +EY MAY BE RETREIVED ANYTIME LATER




-ANAGE 90UR $EVICES

&IGURE OERSONAL ICCESS +EY TOKEN




-ANAGE 90UR $EVICES

3HOW IND $ELETE %XISTING !0* +EYS

4HE 10 +EY THAT YOU HAVE JUST MANUALLY CREATED IS LISTED ON THEESSREVNHFHCTTON 90U CAN ACCESS TO
EACH !0“ +EY BY PRESSING BHOW BUTTON

&IGURE OERSONAL ICCESS +EY TOKEN

“FYOU WANT TO DELETE AN !0“ +EY 1IND THE !0“ +EY THAT YOU WANT TO DEERSDNMILHECESS HHST AND PRESS
ON THESELETEBUTTON IN THE SAME ROW

&IGURE OERSONAL ACCESS TOKEN

I MESSAGE TO CON1RM THAT YOU WANT TO DELETE THE !0* +EY WILL BE SHOWNHAREMEVIBERELETING THE !0*
+EY IT WILL NOT BE POSSIBLE TO RECOVER IT AGAIN /NCE YOU DERNETHEHWEDRESE TO THE ,IBELIUM #LOUD "RIDG
SERVICE WILL BE REVOKED FOR THE DEVICES USING THAT [0* +EY

&IGURE OERSONAL ACCESS TOKEN




-ANAGE 90UR $EVICES

NCRYPTION +EYS

“F THE USER WANTS TO ENCRYPT THE PAYLOAD OF FRAMES AN ENCRYPTIONE REYSHOHE EAREANED PREVIOUSLY
%NCRYPTION KEYS FOR THE PAYLOAD %3 ARE NEEDED WHEN THE SENSEROGHRABBVARETO SEND DATA VALUES
TO THE 1NAL CLOUD SERVICES USING END TO END ENCRYPTION

4HESE ENCRYPTION KEYS ARE ONLY USEFUL WHEN THE USER WANTS TO IMFDENBENSEANJEND LAYER IN THE 1N/
CLOUD SERVICE

.OTE 2EMEMBER THAT THE ,IBELIUM #LOUD "RIDGE SERVICE ENERABYAINI03 ENCRYPTION 4HIS ENCRYPTI(
IS DONE BY DEFAULT BY THE OROGRAMMING #LOUD 3ERVIEETNMAVRADISPAR ‘BSERITING CODE II$FHEHE USER
CAN CALL A SIMPLE FUNGTHOMER OF THESE TWO WAYS FRAMES TRAVEL SECURENGIROVOIHEESEBEORV #L.OUD
"RIDGE SERVICE

#HANGE +EY

#LICK THE #HANGE KBYTTON TO EDIT THE ENCRYPTION KEY “N THE POP UP WINDOW SHOWN THEREAS@MIHORM
THE THE PROPERTIES AND VALUES OF THE ENCRYPTION KEY OF EACH SENSOR NODEHENWIND ORPTHE-DBOHCE
NAME AND THE DEVICE SERIAL ID ARE SHOWN THESE TWO VALUES IDENNIB¥HHE SENSOR

&IGURE %DIT ENCRYPTION KEY

4HE CURRENT VALUE OF THE %3 ENCRYPTION KEY OF THE SENSOR NQDHEBIFHOVWANCRYPTION KEY %3
AN INITIAL RANDOM ENCRYPTION KEY IS ASSIGNED TO EACH NODE IN THEEASHIOATTEIE BRRVICES #LOUD -ANAGEF

4HIS VALUE WILL BE USED BY THE OROGRAMMING #LOUD 3ERVICE WHER CRUOSING ENCRYPT THE FRAMES F
THIS SENSOR NODE “F WRITING CODE IN THE “$% THE USER SHOULD COPYHISELRADUBORRMEVEOURCE CODE

4HE VALUE OF THE %3 ENCRYPTION KEY ASSIGNED TO THE NODE MAY BE'NEDEIED %NCRYPTION KEY %3
IS EDITABLE AND ANY TEXT THAT COMPLIES WITH THE 1%3 REQUIREMENFERAYBEG A CUSTOM VALUE OFR
GENERATING A NEW RANDOM %3 ENCRYPTION KEY




-ANAGE 90UR $EVICES

#LICK THE BUTTON 'ENERATE 2ANDOMMNEXT TO THE EDITABLE 1ELD AND A NEW VALID 1%3 ENCRYPTIGN KEY \
WILL BE PRESENTED IN THE EDITABLE 1ELD “T IS POSSIBLE TO CLICK THE BIWIH®NSABBSMRED TO GET DISEREN
VALUES &INALLY CLICK THE BUTT@N BAEBOTTOM TO ASSIGN THE NEW VALUE TO THE SENSOR NODE

1%3 ENCRYPTION KEYS MAY BE EDITED AS WELL FROM $EMICES SECTION OF THE 3ERVICES #LOUD -ANAGE!

CLICK THE PENCIL ICON ONCTHEN COLUMN TO OPEN THE EDIT WINDOW AND CHECK OR MODIFY THE CURRENT E
KEY ASSIGNED TO EACH SENSOR NODE

&IGURE OERSONAL ACCESS KEY

'ENERATE A NEW RANDOM KEY TO OVERWRITE THE EXISTING KEY IS ALSO POSSIBLE

&IGURE #HANGE ENCRYPTION KEY




3ENDING $ATA &RAMES

3ENDING $ATA &RAMES

$ATA 3TREAMING

4HE ,IBELIUM #LOUD "RIDGE SERVICE RECEIVES DATA FRAMES FROM THE SENSERDSORESTAN DATA VALUES TO Tt
DISERENT 1NAL CLOUD SERVICES CON1GURED OF THE LIST OF AVAILABERABOKNECTORS'04 #UMULOCITY “"-
#LOUD -ICROSOFT IZURE %VENT (UBS -ICROSOFT IZURE “Q44UB& (ANA AND 4ELEFONICAO4 #LOUD

2ECEIVING $ATA

$ATA MAY BE RECEIVED WITH DIRECT (4403 CONNECTIONS FROM THE SENSOR NOIES. |UBINGOTHE"RIDGE
SERVICE CONNECTOR AVAILABLE IN THE -ESHLIUM GATEWAYRINDG CBE CALLBACK SERVICES OF THE ,07!. PROVIDE

(4403 #ONNECTIONS

3ENSOR NODES USING'O4 ' AND 71& MAY BE PROGRAMMED TO SEND DATA DIRECTLY TO THE ,IBELIBND&ABOUD "
SERVICE
5SING OROGRAMMING #LOUD 3ERVICE

4HE OROGRAMMING #LOUD 3ERVICE INCLUDES THEEQIBTTONIBELIUM #LOUD "RIDGEHHE SECTIGELECT PROTOCOL
AND DESTINATIOME VALID !0+EY OF THE SENSOR NODE AND ALL THE ENCRYPTION LAYERS ARE IMPLEMENTED TR
BY DEFAULT IN THE BINARY PROGRAM THAT THE OROGRAMMING #LOBRASHS/ICE GEN

&IGURE OROGRAMMING #LOUD 3ERVICE SEND TO ,IBELIGH #LOUD "RID

5SING 7ASPMOTE “$%
“N THE 7TASPMOTE 'ODOCUMENTATION THERE IS A SKETCH AVAILABLE THE (4403 EXAMPLE T&RD M2R BEEJUSER
AS THE BASIS FOR CODING ON THE 7TAS$IGNFALID CALL TO THE ,IBELIUM #LOUD "RIDGE SERVICE

OARAMETERS NEEDED FOR THE (4403 CALL TO THE ,IBELIUM #LOUD "RIDGE SERVICE ARE

(OST HW LIBELIUM COM
ICTION '%4 HW PS FRAME ;&2!-% 4/ 3%.$= (440
IUTHORIZATIONEARER ;!0 +%9 &2/- "2 “$'%=




3ENDING $ATA &RAMES

-ESHLIUM 'ATEWAY #ONNECTOR

-ESHLIUM GATEWAYS CAN BE CON1GURED TO SEND DATA TO THE ,IBELIUNEBERVICRIDESHLIUM GATEWAYS THAT
ARE GOING TO BE USED TO SEND DATA TO THE ,IBELIUM #LOUD "RIDGE SERVRESIAWARED Bl THE 3ERVICES #LOU
-ANAGER USING THEIR ASSOCIATED ACTIVATION CODE

&IGURE -ESHLIUM NOT REGISTERED MESSAGE

4HE ,IBELIUM #LOUD "RIDGE SERVICE CONNECTOR MUST BE CON1GURED WISHR HEGAWIET USED TO REGISTER T
-ESHLIUM GATEWAY IN THE 3ERVICES #LOUD -ANAGER 4HE ,IBELIUM #GE3JERRICE CONNECTOR CAN BE FOUND
THE SECTIOM.OUD #ONNECTORS“O4 OREMIUM OF THE -ANAGER 3YSTEM

&IGURE ,IBELIUM #LOUD "RIDGE CONNECTOR CON1GURATION

4HE -ESHLIUM GATEWAY WILL MAKE THE (4403 REQUEST TO THE ,IBELIUNDGEBHR\RCE SENDING THE DATA GATHER
FROM THE NODES THAT ARE LINKED TO THE -ESHLIUM GATEWAY USING 2&RCRUTNCIAT 'OR 7I&l




3ENDING $ATA &RAMES

3IGFOX

3IGFOX DEPLOYS A ,OW OOWER 7IDE IREA .ETWORK IN MANY COUNTRIESOMNISSTEGIEONFRASTRUCTURE 4HE ,IBELIU
#LOUD "RIDGE SERVICE ENHANCES THE 3IGFOX NETWORK FEATURES GIUNGHEEIRST@HEEND THE DATA TO ANY (
THE INAL CLOUD SERVICES AVAILABLE !LIBABA #LOUD 73 “O4THUMUEOQUD -ICROSOFT !IZURE %VENT (UBS
-ICROSOFT !IZURE “O4 (UB%4 3!0 (ANA AND 4ELEFONICAO4 #LOUD

4HE USER MUST HAVE A VALID 3IGFOX ACCOUNT TO INTEGRATE THE | IRERGEVSHRMUCE IN THE 3IGFOX BACKENI
AS A CALLBACK 2EGISTERING NEW 3IGFOX ACCOUNTS CAN BE DEMNEASIGFOXSCOM SIGN UP

3IGFOX "ACKEND #ANGURATION
IS A MANDATORY PROCESS FOR ALL 3IGFOX ACCOUNTS THE USER MUST REHZ\NERAANNEWDEYICE TYPE

3TEPS FOR REGISTERING A NEW DEVICE CAN BE FOLLOWED ON THIS ADDRESS

HTTPS RESOURCES SIGFOX COM DOCUMENT REGISTER A DEVICE
IS A SUMMARY THE USER SHOULD DO THE FOLLOWING STEPS

#LICK ON THEEVICE MENU
#LICK ON THEW BUTTON IN THE UPPER RIGHT PART OF THE SCREEN
#HOOSE THE DESIRED GROUP
#OMPLETE THE DEVICE INFORMKHILOS
“$ 0i# COUPLE LOCATION INFORMATION IS OPTIONAL
AME
3ELECT DEVICE TYPE
IF YOUR DEVICE IS 3IGFOX 2EADY ENTER YOUR PRUQRUET CERTI

4HE DEVICE DEFAULT SETTIQVABLEF THIS OPTION IS DISABLED ALL MESSAGES WILL BE DROPPED AND TH
CANNOT CONSUME ANY TOKEN 4HIS OPTION COULD BE UPDATED BY EDITING THE DEVICE

#LICK/+ TO VALIDATE
3TEPS TO CREATE A NEW DEVICE TYPE ARE ALSO SIMPLE /N THE FOLLEXANGNEDHEW TO DO THAT

HTTPS RESOURCES SIGFOX COM DOCUMENT CREATE A NEW DEVICE TYPE

3UMMARY OF THE ACTIONS TO BE DONE BY THE USER

'O TO THE $EVICE TYPETAB

#LICK ONEW BUTTON IN THE TOP RIGHT CORNER

&ILL IN THE DEVICE TYPE INFORMATION

.AME OF YOUR DEVICE TYPE

$ESCRIPTION OF YOUR DEVICE TYPE

3ET THE KEEP ALIVE VALUE IN MINUTES OPTIONAL
#ONTRACT ,INK YOUR DEVICE TYPE TO AN ACTIVE "33 ORDER

ILERT E MAILF A CALLBACK FAILS AN EMAIL WILL BE SENT TO THE ADDRESS BELAOMWTR®HE AT NANURCT HE
PROBLEM

#ONLGURE THE DOWNLINK CALLBACK MODE
#ONLGURE THE DISPLAY TYPE CF $OWNLINK CALLBACKS

5SING THE6DITBUTTON ON THE TOP RIGHT CORNER YOU CAN EDIT A DEVICE TYPE
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#ALLBACK #QNSURATION 40 ,IBELIUM #LOUD "RIDGE 3ERVICE

'O TO THE $EVICE MENU AND CLICK ON THE DEVICE TYPE OF YOUR DEVICE ! NEW MENU WILL O ERFANEIRENATH
#1,,"1#+3 OPTION IS DISPLAYED CLICKON IT

&IGURE 3IGFOX CALLBACKS MENU

I NEW SCREEN IS DISPLAYED THERE YOU CAN CREATE A NEW CALLBACKAREQUERTOKROREH BUTTON ON THE
TOP RIGHT CORNER AND NOW YOUR CAN TYPE THE DATA FOR A NEW CALLBACK REQUEST

&IGURE 3IGFOX NEW CALLBACK REQUEST

3ELECHUSTOM CALLBACKIS THE 1RST OPTION ON THE OPTIONS PANEL FOR A NEW KIND OF CALLBACK

&IGURE 3IGFOX CUSTOM CALLBACK OPTION
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4HE MAIN CON1GURATION PANEL WILL DISPLAY YOUR CUSTOM CALLBACK

&IGURE 3IGFOX CUSTOM CALLBACK PANEL

7E NEED TO UNDERSTAND THIS STATEMENTS TO CLARIFY THE VALUES OF THE TSIGRATGBDXCREAT OM CALLBAC
FOR THE ,IBELIUM #LOUD "RIDGE SERVICE

4HERE ARE THREE DISERENT CALLBACK TYPES

90U HAVE A SET OF AVAILABLE VARIABLES FOR EACH TYPE OF CALLBACK

4HESE VARIABLES ARE REPLACED BY THEIR VALUE WHEN A CALLBACK IS CALLED

7HEN RECEIVING A CALLBACK THE CLIENT SYSTEM MUST RETURN AN (44t KX GBOBMDS

“F THE CLIENT SYSTEM FAILS TO PROCESS THE CALLBACK DURING TWHCIRETRX WUTOBE SCHEDULED MINUT
LATER

7E WILL EXPLAIN NOW THE VALUES CHOSEN TO PROPERLY CREATE A 3IGADKGOHT SENOMG DATA TO THE ,IBELIU
#LOUD "RIDGE SERVICE

7E WILL SET THE TYPE TO $AIND 50,"“.+ IS WE WANT TO UPLOAD THE INFORMATION TO A GIVEN 52, THE #HA
OPTION MUST B®2,

4HE 52, PATTERN IS THE ,IBELIUM #LOUD "RIDGE SERVICE ENDPOINT FOBAIGF®X CA
HTTPS HW LIBELIUM COM HW SIGFOX

4HE REQUEST TYPBE)I$4 IS WE WANT TO SEND DATA TO A REMOTE SERVER LEAVE UNCBEUXBD THE
OPTION

4HE ,IBELIUM #LOUD "RIDGE SERVICE USES AN !0“ +EY AS THE METHOD TRDDENHEXACATE TO THE USER AN
THE SENSOR NODE “NCLUDING THE AUTHENTICATION [0 +EY IN THE CUSRBATEBUBEACKECADDING TO THE
HEADERS OPTION AN AUTHORIZATION 1ELD WITH THE VALUE "EARER ,“'%,“5-2/5$24THOUT QUOTES 4HE
,"%,"5-?#,/5%$?4/+%. CAN BE COPIED FROM THE ,IBELIUM #LOUD "RIDGE SER\BBCKEND AS EXPLAINED IN THE
SECTION !0* +EYSF THIS GUIDE

4HE VALUE FOR #ONTENT TYPE OPTION MUST BE APPLICATION JSON

4HE BODY OF THE REQUEST WILL CONTAIN THE DATA THAT WILL BE SENT CUDHRIPDEH BERW¥ICE “T HAS TO
BE SHORT AND PROPERLY FORMATTED *3/. SYNTAX WILL BE USED

$ATA 1ELDS THAT WILL BE USED TO UPLOAD THE INFORMATION ARE
DEVICE STRING DEVICE IDENTI1ER IN HEXADECIMAL y UP TOS CHAERAESER
DATA STRING THE USER DATA IN HEXADECIMAL
TIME INT THE EVENT TIMESTAMP IN SECONDS SINCE THE 5NIX %POCH
SEQ.UMBER INT THE SEQUENCE NUMBER OF THE MESSAGE IF AVAILABLE

DUPLICATE BOOL

TRUEIF THE MESSAGE IS A DUPLICATE ONE MEANING THAT THE BACKEND HASESSHADWIBR
MESSAGE FROM A DISERENT BASE STATION

FALSEOTHERWISE 40 RECEIVE DUPLICATE MESSAGES YOU HAVE TRENBELKTHEABDX IN THE
CALLBACK CON1GURATION PAGE




3ENDING $ATA &RAMES

4HE "ODY 1ELD WILL BE SET WITH A *3/. PAYLOAD AS THE FOLLOWING ONE

{

"device_id" : "{device}" ,
"data" : "{data}" ,

"time" : "{time}" ,
"seqNumber" : "{segNumber}" ,
"duplicate” : "{duplicate}"

}

#LICK /K TO CON1RM CHANGES AND CREATE THE NEW CALLBACK

4HE CALLBACK CON1GURATION SHOULD BE AS FOLLOWS

&IGURE 3IGFOX CUSTOM CALLBACK CON1GURATION

IFTER CON1RMING CHANGES THE NEW CALLBACK ENTRY IS LISTED GNSHEH I@ALLBACK

&IGURE 3IGFOX CALLBACK LIST

4HE CALLBACK ENTRY MAY BE EDITED ANYTIME &OR FURTHER INFORMBACKFABMITAMPLEASE CHECK OUT Tt
3IGFOX DOCUMENTATIONHINRS BACKEND SIGFOX COM APIDOCS CALLBACK
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,OG IND $EBUG #ALLBACK 2EQUESTS 40 ,IBELIUM #LOUD "RIDGE SERVI

/N THE DEVICE LIST CLICK ON THEL® OF YOUR DEVICE AND A NEW SCREEN WITH A RIGHT MENU WILL BEESHOWI
-ESSAGES OPTION YOU CAN SEE A LIST OF MESSAGES SENT TO THE CALLBACK AND YO GRRNWERD GROPEREY
GREEN CIRCLE WITH UP ARROW OR THEY HAD SOME KIND OF PROBLEM

&IGURE 3IGFOX CALLBACK LIST

“F YOU CLICK ON THE CALLBACK ICON YOU GET FULL INFORMATIOANCKBREQUHEST CALLB

&IGURE 3IGFOX CALLBACK LIST
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,ORIOT

,ORIOT IS ABACKEND FOR ,02A7!. DEVICES “T GATHERS INFORMATION FREN VANINBABND WORKS AS A DATA HUE
7E WILL CON1GURE THE ,ORIOT BACKEND TO SEND DATA TO THE ,IBELIUM HRMOERIDGE S

! VALID ,ORIOT ACCOUNT IS NEEDED TO CON1GURE PROPERLY THE BACKENDCCEWTORIA@N BE OBTAINED AT
HTTPS WWW LORIOT IO REGISTER HTML

2EGISTER .EW $EVICE

90U SHOULD REGISTER YOUR DEVICE OR GATEWAY IN ,ORIOT BEFORE SEARTSNGISERENPRAD DEPENDS ON THE
DEVICE YOU WANT TO REGISTER YOU CAN DO THIS SAEBPVOAYEHEECTION ON THE BOTTOM LEFT PART OF THE WE

#REATE !PPLICATION &OR $EVICE

“N THE DASHBOARD YOU CAN CREATE A NEW APPLICATION FOR YOURHEDHEOH OIHIBND BRATA TO ,IBELIUM #LOUD
&OLLOW THE ON SCREEN STEPS TO CREATE AN APPLICATION

/INCE YOU CREATED YOUR APPLICATION CLICK ON IT TO GET THE DETAILSTAQRNEXTENDED AC

&IGURE ,ORIOT APPLICATION
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2EDIRECT $ATA /UTPUT

4HERE IS A#*ONTROLSECTION ON THE TOP LEFT MENU WHERE YOU CAN CON1GURE THE DATA OUTPUTOMIRGDIREC
DATA TO ANOTHER SERVICE #LICK ON $ATAOCQTMUITGURE THE DATA FORWARDING 4HEN YOU CAN CHOOSE AMON
SERVICES TO REDIRECT YOUR DATA FOR USING THE ,IBELIUM #LOUDSRLEGE $&FVOCSH

&IGURE ,ORIOT APPLICATION

3ELECT440 OUSH TO HAVE ACCESS TO ITS DOCUMENTATION

4HE CON1GURATION FOR THIS CALLBACK SERVICE IS STRAIGHTFORMRERHEY CREOWS 52, AND THE VALUE FOR
THE AUTHENTICATION 1ELD IN THIS CASE IS "EARER ,“"%,"5-?#,/5$?4/+%.

4HE |IBELIUM #LOUD "RIDGE SERVICE USES AN [0“ +EY AS THE METHOD TOIIDANTHENAICATE TO THE USER AN
THE SENSOR NODE “NCLUDING THE AUTHENTICATION !0“ +EY IN THE CUSREMTEBLIBACWE ADDING TO THE
HEADERS OPTION AN AUTHORIZATION 1ELD WITH THE VALUE "EARER ,“'%,"5-#%/5$WITHOUT QUOTES 4HE
,""%,"5-?#,/5$?4/+%. CAN BE COPIED FROM THE ,IBELIUM #LOUD "RIDGE SEFREVBACKEND AS EXPLAINED IN THE SECTIC
10" +EYS OF THIS GUIDE

4ARGET 52, FOR 0/34SHTTPS HW LIBELIUM COM HW LORIOT
#USTOM IUTHORIZATION HEADER VALWHARER ,"'%,"5-?#,/5$?4/+%.

4HE (440 OUSH CON1GURATION SHOULD BE AS FOLLOWS

&IGURE ,ORIOT APPLICATION

#LICK ON THE BUTTON #ON1RM CHARGAVE YOUR CHANGES AND THE DATA WILL BE FORWARDED TO THE ,IBELI
"RIDGE SERVICE

1 *3/. PAYLOAD IS NOT NEEDED IN THIS BACKEND THE ,ORIOT BACKEND SURRBILESH. RIBRJECT THAT CONTAINS
ALL INFORMATION THAT ,IBELIUM #LOUD "RIDGE SERVICE NEEDS TO MBNTRULATE THE
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ICTILITY

4HE ICTILITY BACKEND IS SUITABLE FOR THE USER THAT HAS A GOOD KNSXSTEMSEBRHCAWSE IT IS ¥ERBLE
AND FULL OF USEFUL FEATURES

90U WILL NEED AN ACCOUNT TO CON1GURE THE ICTILITY BACKEND “F YANVACCRONHAMET ONE ON
HTTPS WWW ACTILITYORRMONTACT YOUR 3ALES AGENT

$EVICE #ONL GURATIONPPLICATION 3ERVER

4HE ICTILITY SERVICE NEEDS AN !PPLICATION 3ERVER AND AN !PPLICRAOIONNERRERLE !3 ROUTING PROI1LE TC
CREATE A COMMUNICATION BETWEEN ICTILITY AND THE CALLBACK SERVER

&IRST OF ALL CREATE A NEW IPPLICATION 3ERVER USING THE LEFT SIDE MENU

&IGURE ICTILITY APPLICATION SERVER

4HE 1RST SECTION ALLOWS YOU TO CREATE A NEW !PPLICATION 3ERVERTUMESHEO@S B SE3T OF ALL THE IPPLICATI
3ERVERS CREATED #LICK THBUDDON IN THE 1RST SECTION TO CREATE A NEW !PPLICATION 3ERVER

&IGURE DD NEW APPLICATION SERVER
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90U MUST TYPE A NAME AND SELECT THE OPTION (440 IPPLICATIOAHERCERK THREATEBUTTON TO CONTINUE

&IGURE #REATES NEW APPLICATION SERVER

4HE NEW WINDOW SHOWS THE NAME FROM THE PREVIOUS POP UP AND MANYEDDISERENETHE VALUE *3OR
THE#ONTENT 4YPEELD

4HE ,IBELIUM #LOUD "RIDGE SERVICE ADDS ANOTHER SECURITY LAYIERUDD TCTSLMANDATORY TO FULLL THE
5PLINK DOWNLINK SECURBECTION FOR DATA INTEGRITY #LICKOMAHBUTTON AND A NEW POP UP WILL APPEAR

&IGURE ICTIVATE NEW APPLICATION SERVER

“N THE NEW POP UP THERE ARE THREE 1ELDS !3“$ ,2#!3 +EY AND -AX TIMEEVAMPQAN LET S EXPLAIN EACH ONE
13“¢ “TIS A1ELD TO IDENTIFY THE USER THAT IS SENDING DATA THIS INPEREBTNONE BITILITY 3CREEN ON
THE ,IBELIUM #LOUD "RIDGE SERVICE
2#13KEY | PASSPHRASE SUPPLIED BY ICTILITY #0ON1GURATION ON ,IBELIUMGERVANESSHR
-AX TIMESTAMP DEVIATION,EAVE IT EMPTY

13“¢ AND,2#!3 KEY ARE MANDATORY 1ELDS THESE VALUES CAN BE COPIED FROM THE ,|BHMGRVSHROUOE'RI
BACKEND *“F THE 1ELDS ARE NOT PROPERLY 1LLED THE DATA WILL NGEARMVEOOD HEDIGE SERVICE
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.OWIT IS TIME TO ADD A NEW ROUTE TO SEND THE DATA

&IGURE DD A NEW ROUTE

#LICK ON THE BUTTON EROMIDD A ROUTESECTION AND A NEW WINDOW WILL BE DISPLAYED 4HEN SET THE VAL
THESE 1ELDS

30URCE PORTS
20UTING STRATEGEQUENTIAL

/N THE ABOVE DESTINATION BOX CLICK THEUTON TO TYPE A NEW 52, TO CALLBACK THE DATA

&IGURE #REATE A NEW ROUTE

' POP UP APPEARS TYPE THE ,IBELIUM CLOUD 52, ON THE TERTTBOXHW LIBELIUM COM HW ACTILITY#LICK

#LICK THEDD BUTTON TO SAVE THE CHANGES




3ENDING $ATA &RAMES

4HE 20UTESECTION SHOULD BE AS FOLLOWS

&IGURE .EW ROUTE

$EVICE #ON GURATIONB 20UTING ORO1LE

“N THE MAIN MENU ON THE LEFT SIDE CLUIER@MNING PRO1LEECTION

&IGURE [CTILITY ROUTING PROLLES

ILL EXISTING !3 ROUTING PROI1LES ARE LISTEDRRNUHEG PROILESECTION #LICK THREATEBUTTON SHOWN IN THE

IRST SECTION TO CREATE A NEW I3 ROUTING PROILE ! NEW I3 ROUTING RRCAFABIVES TO ADD NEW 3 ROUTINC
RO1LES

&IGURE DD ROUTING PRO1LES

90U MUST SUPPLY A NAME IN THE NEW WINDOW DISPLAYED !FTER THREATHEC® OQNTINUE THE PROCESS
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&IGURE #REATE ROUTING PROI1LES

SNCHECK THE OPTION “S DERPMNILTLICK OND ON THE ROUTE SECTION

&IGURE “S DEFAULT OPTION

' NEW POP UP WILL APPEAR WITH TWO 1ELDS IHAYRE KIND OF APPLICATION FOR OUR DESTINATION |RCALS CAS
APPLICATION SERVEEN IN THEPESTINATIONELD ALL APPLICATION SERVERS CREATED WILL BE LOADED IN THE DI
4HE APPLICATION SERVER PREVIOUSLY CREATED MUST BE SELECTED

&IGURE DD DESTINATION

AVIGATE BACK TO THE 13 ROUTING PROI1LE FORM AND CLICKREAMEE IT
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$EVICE #ON GURATIOMREATE .EW $EVICE

IT THIS POINT THE USER CAN ADD AS MANY DEVICES AS THEY NEED BY EL$EXIRESINTHON ON THE LEFT MENU
4HEN IN THE NEW FORM LOADED ON THE RIGHT FRAME CREATE A NEW DEWWCHEBREATESUTTON

&IGURE #REATE DEVICE

I'NEW FORM WILL BE DISPLAYED IN A POP UP TO FUL1L THE DEVICE INFORMATION

&IGURE #REATE DEVICE FORM

IFTER THIS CON1GURATION YOU ARE READY TO SEND DATA TO ,IBELIUM #L@ID “RIBGIOTERRCESSARY TO CREATE
*3/. PAYLOAD BECAUSE ICTILITY CREATES A *3/. STRUCTURE THAT THEDIREIRUMFE SERVICE CAN PROCESS
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,O2AT7!. -ULTI4ECH "ASE 3TATION

,IBELIUM !PPLICATION “NSTALLATION

4HE USER CAN INSTALL THE APPLICATION FROM THE WWW LIBELIUMAESWSITIREQUIRE A BIG KNOWLEDGE JU
CREATE A NEW FOLDER INTO THE -ULTI4ECH BASE STATION AND DOWNLOAD-UHEH4EEHNEASHSTATION UNZIP THE
DOWNLOADED 1LE “T IS IMPORTANT TO UNZIP ALL THE 1LES IN THE SAME FOLDER

#ONLGURATION

4HE ,IBELIUM APPLICATION NEEDS SOME PARAMETER CON1GURATION 4HEKDEBRR BHOUSDME PARAMETERS ARE
MANDATORY TO EXECUTE THE APPLICATION PROPERLY 4HE CON1GURATREN PARAMETERS A

LOG4HIS PARAMETER CAN HAVE THE VALUE OR 4HIS PARAMETER ENABIEHSDISABEES VALUE THE LOG
1LE “FIT IS DISABLED THE USER JUST HAS AN ON SCREEN LOG $EFWISTISY ALMENBATORY PARAMETER TO
CON1GURE ,IBELIUM APPLICATION

HOST-UTI4ECH "ASE 3TATION HOST IS THE ,IBELIUM APPLICATION IS INSTALLERECGSNROIABATHE VALUE WILL
BE LOCALHOST BUT THE USER CAN ALSO PULL THE DATA FROM OTHER BASEARUETI®ONOGEENQISITT 4HIS IS A
MANDATORY PARAMETER TO CON1GURE ,IBELIUM !PPLICATION

USERNAME-UTI4ECH "ASE 3TATION USERNAME TO LOGIN INTO THE WEB INTERFACE $ERBWILN \AALISHS A
MANDATORY PARAMETER TO CON1GURE ,IBELIUM !PPLICATION

PASSWORDUTI4ECH "ASE 3TATION PASSWORD TO LOGIN INTO THE WEB INTERFACE $ERAVINT VALYESIA
MANDATORY PARAMETER TO CON1GURE ,IBELIUM !PPLICATION

APPEUI 4HE USER CAN REGISTER A NEW APPEUI USING THE -ULTI4ECH "ASE 3TATFACEVEB GHERNLY THE
FRAMES FROM THE GIVEN APPEUI $EFAULT VALUE IS EMPTY 4HIS IS ARAFETERAICPBON1IGURE ,IBELIUM
IPPLICATION

LIBELIUM?CLOUD?TOKENIS IS A TOKEN GIVEN BY THE ,IBELIUM #LOUD "RIDGE SERVICE 4HECREAR MARST
ACCOUNT IN THE ,IBELIUM #LOUD "RIDGE SERVICE TO GET THIS TOKEN #{ERB/ISLNE BEAHE USER MUST GE
THE TOKEN AND SET IT IN THE CON1GURATION 1LE 4HIS IS A MANDATORY PARANETHELQJUORRLICATION

ILL THESE PARAMETERS SHOULD BE IN A 1LE CALLED CON1G INI 4ABEEDIEANLE N TEMPLATE WHERE THE USER (
RENAME TO CON1G INI AND FUL1L THE CON1GURATION PARAMETERS

4HIS IS A SAMPLE OF CON1GURATION FOR A CON1G INI 1LE

[credentials]

log="0"

host="localhost"

username="admin"

password="admin"

appeui=""
libelium_cloud_token="YOUR_LIBELIUM_CLOUD_TOKEN"
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#RON #ON GURATION

4HE ,IBELIUM APPLICATION CAN BE EXECUTED PERIODICALLY AS A CERONLIOS NEWIRRON JOB WITH THE ,IBELIU
APPLICATION YOU CAN USE THE SCRIPT INSTALL?CLOUD?MESHSHMAMIAH ITNEECTFALLS A NEW LINE ON YOUR CI
APPLICATION AND RUN THE MAIN ,IBELIUM APPLICATION EVERY MINUTES

'RANT EXECUTION PERMISSION AND EXECUTE THE SCRIPT WITH THE FONDBBNING COMMA

chmod +x install_cloud_meshlium_multitech.sh
Jinstall_cloud_meshlium_multitech.sh

$O NOT FORGET TO RESTART YOUR CRON APPLICATION TO APPLY THE CHANSESSWMMAME FOLLO

/etcl/init.d/crond restart

%XECUTE ,IBELIUM !PPLICATION &OR -ULTI4ECH "ASE 3TATIONS

“N THIS CHAPTER THE USER WILL LEARN HOW TO RUN THE ,IBELIUM APRITZETONASBRZTATIONS AND HOW THE
APPLICATION WORKS

%XECUTE THE APPLICATION /NCE YOU HAVE CON1GURED THE APPLICATIOE ERECMUSINGERMISSION TO THE
MAIN APPLICATION

chmod +x cloud_meshlium_multitech.sh

"EFORE RUNNING THE APPLICATION IT IS VERY IMPORTANT TO SET THSE 3NMATAENHBA 7/2+ 3%26%2 90U
CAN CHANGE THIS SETTING ON YOUR -ULTI4ECH "ASE 3TATION WEB INOZERFACE\ONETWORK 3ETTINGS

.OW THE USER IS READY TO EXECUTE THE APPLICATION

Jcloud_meshlium_multitech.sh

4HE APPLICATION SHOWS AN ON SCREEN LOG WITH ALL OPERATIONSNAHERAPRIMSATHESE STEPS IN THE -ULTI4EC
"ASE 3TATION

4HE APPLICATION LOGS IN THE BASE STATION

4HE APPLICATION GETS A LOGIN TOKEN GIVEN BY THE BASE STATION

4HE APPLICATION QUERIES THE FRAMES PROVIDED BY THE BASE STATIONS

4HE APPLICATION PROCESSES ALL THE FRAMES TO UPLOAD THEM TO THE | IBERRUSERMOCID ARD SPLIT THE
FRAME TO REDUCE REQUEST TIME BETWEEN THE BASE STATION AND THE ,|IBEGRJSERAOE "RID

4HE APPLICATION STARTS UPLOADING FRAMES TO ,IBELIUM #LOULCE'RIDGE SERVIC
4HE APPLICATION LOGS OUT FROM THE BASE STATION AND THE APPLICAITONW ENDS EXECU
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4HIS IS AN ON SCREEN SAMPLE LOG THAT SHOWS ALL THE PROCESSES NOND THHE BEENEIXIN THE EXECUTION WHEI
THE DATA IS UPLOADED TO ,IBELIUM #LOUD "RIDGE SERVICE

[2018-10-01 07:36:08] - Starting Libelium Cloud application for Multitech Stations...
[2018-10-01 07:36:08] -
[2018-10-01 07:36:08] - ** Remember to configure your Multitech Base Station as NETWORK SER-VER in your Network Settings **
[2018-10-01 07:36:08] - Configuration file found...

[2018-10-01 07:36:08] - Extracting values...

[2018-10-01 07:36:09] - Configuration elements: 6

[2018-10-01 07:36:09] - File log: DISABLED

[2018-10-01 07:36:09] - Host: localhost

[2018-10-01 07:36:09] - Username: admin

[2018-10-01 07:36:09] - Password: admin

[2018-10-01 07:36:09] - Configuration values OK...

[2018-10-01 07:36:09] - File token found!

[2018-10-01 07:36:10] - Token found: 40D85DB1868FB123DC53AE3AC3EFD766
[2018-10-01 07:36:15] - User logged out

[2018-10-01 07:36:15] - Script continues...

[2018-10-01 07:36:19] - {

"code" : 200,

"result" : {

"address" : "127.0.0.1",

"permission” : "admin",

"port" : "60791",

"timestamp" : "7:36:19:784",

"token" : "8B4A6B9C7FA852F1234E09633AECT771",

"user" : "admin"

h

"status" : "success"

}

[2018-10-01 07:36:21] - User logged in

[2018-10-01 07:36:21] - Getting login token...

[2018-10-01 07:36:25] - Token is: 8B4A6BIC7FA852F1234E09633AEC771
[2018-10-01 07:36:25] - Geting last frame values...

[2018-10-01 07:36:33] - Found last frames...

[2018-10-01 07:36:33] - Processing last frames...

[2018-10-01 07:36:42] - Frame result packets up not empty

[2018-10-01 07:36:48] - Libelium Cloud application will upload 100 frames to Libelium
Cloud...

[2018-10-01 07:36:54] - Creating request to upload frames to Libelium Cloud...
[2018-10-01 07:36:54] - Frames processed, now sending to cloud, please wait...
[2018-10-01 07:39:10] - Elapsed time on sending to cloud: 136 seconds
[2018-10-01 07:39:10] - SUCCESS - Frames uploaded to Libelium cloud!!!
[2018-10-01 07:39:10] - Logging out from system...

[2018-10-01 07:39:14] - {

"code" : 200,

"result" : {

"address" : "127.0.0.1",

"permission” : "admin",

"port" : "60791",

"timestamp" : "7:36:19:784",

"token" : "8B4A6BIC7FA852F1234E09633AEC771",

"user" : "admin"

h

"status" : "success"

}

90U CAN RUN THE ,IBELIUM APPLICATION EVERY TIME YOU NEED TO UPLOAD NBEYE ABAEMBE#M HDOUD "RIDGE
SERVICE

ILL THIS INFORMATION IS SUMMARIZED ON THE 2%!$-% 1LE
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4ROUBLESHOOTING

&IRST OF ALL TO AVOID NETWORK CONNECTION OR CONNECTIVITY PROBLEMS BETAGENTRIEON ABBCHHE
,IBELIUM #LOUD "RIDGE SERVICE MAKE SURE THAT YOUR INTERNET CONNIEGTION IS WOR

“F YOU EXPERIENCE SOME LOW PERFORMANCE ON YOUR "ASE 3TATION UMNKPRHEABEINUMAKE SURE THAT IT
DOES NOT HAVE A STRESSFUL APPLICATION RUNNING THAT DRAINS THE #05 USAGE

“F THE -ULTI4ECH "ASE 3TATION IS NOT ABLE TO GET NEW DATA FRAMES NAKBURUBREVTEEAS ARE SENDING NEV
DATA AND THE CON1GURATION OF THE ,02A7!. .ETWORK 3ETTINGS ON THE -ULTI4E@N"KSEETAS .%47/2+
3%26%2

“F YOU OBTAIN A MISCON1GURATION ERROR PLEASE REVIEW YOUR CONAG@UDRADNMIGIRTAND 1LL THE MISSING
PARAMETERS

“F YOUR OBTAIN A BAD RESPONSE FROM THE ,IBELIUM #LOUD "RIDGE SERHBKEEONRPEOADUYOUR NEW FRAMES
PLEASE REVIEW YOUR CON1GURATION SPECIALLY YOUR ,IBELIUM #LOUD 40KEN

“F YOU EXPERIENCE A LACK OF CONNECTION BETWEEN THE -UTI4ECH "ASE 3TATIOQWAKNIDUBE REKLE SERVICE
AND YOUR NETWORK SETTINGS ARE CORRECT PLEASE WRITE A POST AT THDIBA WMLIRIPMW AU TO SOLVE YOLU
ISSUEHTTPS WWW LIBELIUM COM FORUM
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"USERING $ATA

$ATA IS NOT STORED IN THE ,IBELIUM #LOUD "RIDGE SERVICE IN THE PROGEZS OMSMNTHE CLOUD SERVICES ON
A LIMITED BUSER IS NEEDED

4HE SYNCHRONIZATION PROCESS IS ALSO OPTIMIZED TO GROUP VALUES BHEMREOSEMDIBLOUD SERVICES AN
TO RUN PARALLELIZED WHEN NEEDED 4HE BUSERING PROCESS IS DESIGNLYONNM®RK IRBGPRRIOUNT OF SENSOI
NODES SENDING DATA

"EFORE PROGRAMMING ANY SINGLE SENSOR NODE TO SEND DATA TO THE ,IBEXBENGERWMUTE' IT IS RECOMMENDEL
TO CON1GURE AT LEAST ONE CLOUD SERVICE TO SYNCHRONIZE DATA TO BE-SHWINE NADES@RHE ,IBELIUM
#LOUD "RIDGE SERVICE BUT THERE IS NOT ANY CLOUD SERVICE PREPERIEY BIBERSWR L GET FULL AND THE SEN
NODES WILL START RECEIVING ERRORS WHEN TRYING TO SEND DATA

“T IS POSSIBLE TO CHECK THE CURRENT PERCENTAGE OF THE BUSER USAGEONDIBERBEIE LICENSE PANEL

&IGURE "USER SCREEN
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3YNCING 7ITH 4HE #LOUD 3ERVICES

4HE ,IBELIUM #LOUD "RIDGE SERVICE IMPLEMENTS CONNECTORS FOR THEJEGRERWMES ALIBABA #LOUD 173 “O4
#UMULOCITY “'- #LOUD -ICROSOFT !ZURE %VENT (UBS -ICROSOFT |@HSE B4t 3!0 (ANA AND 4ELEFONICAO4
#LOUD

3EVERAL INSTANCES OF ANY OF THEM MAY&@REREDNS$ATA RECEIVED IN THE ,IBELIUM #LOUD "RIDGE SERVICE W
BUSERED WAITING TO BE SYNCHRONIZED WITH ALL THE ACTIVE CONNECTORSANSEANERS AN BE SYNCHRONIZE
WITH ALL THE ACTIVE CONNECTOR INSTANCES WILL BE CLEARER FROMABIEGRIRATION PROBLEM IN ANY SINGLE
CONNECTOR INSTANCE MAY LHADTHE BER

$ATA IS SENT TO THE CLOUD SERVICES IMPLEMENTING THE (44@3A2%SAND -144 PROTOCOLS

4HE ,IBELIUM #LOUD "RIDGE SERVICE MEASURES THE SYNCHRONIZED FACUESMGBRVKCES 4HE CURRENT PERCEN
OF THE SYNCHRONIZATION LIMIT OF THE ACTIVE LICENSE MAY BE CHEGKZBLNUTBBHREICE LICENSE PANEL

%NCRYPTION “N $EPTH

4HERE ARE SEVERAL ENCRYPTION LEVELS USED WHEN COMMUNICATING THETSENSDRBYDDLEAS AA/OUD "RIDGE
SERVICE USING 4#0 PROTOCOL
IPPLICATION LEVEL ENCRYFABN SYMMETRIC KEY KNOWN BY THE SENSOR NODHNND CHBEUD SERVICE

IPPLICATION LEVEL ENCRYPABON SECRET SYMMETRIC KEY STORED IN THE SENSOR NODE AND THE ,IBELIU!
"RIDGE SERVICE 4HIS ENCRYPTION KEY IN THE SENSOR NODE CANNOEBRREAIRCUMSTANCES

(4403 ENCRYPTION 30OME SENSOR NODE COMMUNICATION MODULES 71&I OR ' IMPLEBWENH(RME ,IBELIUM
#LOUD "RIDGE SERVICE

&IGURE %NCRYPTION DIAGRAM




'ATEWAY #ON1GURATION

'ATEWAY #0ON 1 GURATION

4HIS SECTION LISTS ALL THE -ESHLIUM GATEWAYS REGISTERED IN YOURHEHERINCGEUNS A PANEL SHOWING A
GRID WITH BASIC INFORMATION TO IDENTIFY THE -ESHLIUM GATEWAYS

&IGURE 'ATEWAY CON1GURATION GRID

#LICK THE 3ETUBUTTON TO MANAGE AND CON1GURE THE -ESHLIUM GATEWAY “T IS POSSIBLACTCERENOTHE

-ANAGER 3YSTEM PANEL OF A -ESHLIUM GATEWAY TO CON1GURE ALL THE BARYSVIEMZRSVERE LOCALLY ACCESS
ITS -ANAGER 3YSTEM

&IGURE 'ATEWAY CON1GURATION SETUP




'ATEWAY #ON1GURATION

2EMOTE 'ATEWAY -ANAGEMENT

40 REMOTELY MANAGE THE -ESHLIUM GATEWAY A REVERSE COMMUNICATIOBH BSNABLWAHED BETWEEN THE
-ESHLIUM GATEWAY AND THE ,IBELIUM #LOUD "RIDGE SERVICE

4HE 1ELD 3TATUSHOWS THE CURRENT STATE OF THE TUNNEL POSSIBLE VALUES ARE

/[INE  THERE IS NO TUNNEL CURRENTLY ACTIVE
/NLINE THE TUNNEL IS OPENED AND THE REMOTE -ANAGER 3YSTEM WILL BE ACCESSIBIE IN THE WIN

I #ONNECTBUTTON IS ALSO AVAILABLE TO OPEN THE TUNNEL

&IGUREREMOTE CONNECTION




'ATEWAY #ON1GURATION

%NABLE 2ZEMOTE -ANAGEMENT

4HE REMOTE GATEWAY MANAGEMENT FEATURE MUST BE ENABLED IN THE -ESHWBIEKGEDRMBURING THE ,IBELIUM
#LOUD "RIDGE CONNECTOR

#LOUD #ONNECT@R OREMIUM #LOUD OARTNKR ,IBELIUM #LOUD "RIDGE

,IBELIUM #LOUD USER CREDENTIALS SHOULD BE PROPERLY CON1GURECEANEMUHE ANABEMENDPTION MUST
BE SET TGN AS INDICATED BY THE IMAGE 4HIS OPTION ENABLES THE -ANAGER 3YSTEM PAREETOEBEMEMED
FROM THE ,IBELIUM #LOUD "RIDGE SERVICE

&IGURE IBELIUM #LOUD "RIDGE SERVICE CONNEZHIOBTGBNNAGEMENT

4HE OPTIONANABLE 2EMOTE -ANAGEMEMILL ONLY BE AVAILABLE IF THE -ESHLIUM GATEWAY HAS PREVIOUSI
REGISTERED -ESHLIUM GATEWAYS THAT HAVE NOT BEEN REGISTERED IN TEHEAERVEERS H#ILBHOW THE MESSAGE
90U DON HAVE REGISTERED YOUR -ESHLIUM PLEASE REGISTERIONTHEAS ORKHE CHECK OPTION

&IGURE -ESHLIUM NOT REGISTERED ERROR MESSAGE




'ATEWAY #ON1GURATION

#ONNECT

#LICK THE #ONNEBUTTON TO START THE PROCESS OF ESTABLISHING THE REVERSE COMMUNICROICESBUNMNEL 4
TAKE UP TO THREE MINUTES TO COMPLETE -ESHLIUM GATEWAYS ARE POOLINGEY/ERYTHEEHBENUM #LOUD
"RIDGE SERVICE TO CHECK IF THE TUNNEL SHOULD BE OPENED

&IGURE #ONNECTING INFO MESSAGE

SNPREDICTABLE NETWORK ERRORS MAY TAKE IT LONGER TO ESTABLISH THENCERROMNMETBASE WILL BE SHOWI
WHEN THE MAXIMUM TIMEOUT IS REACHED AND IT HAS NOT BEEN POSSIBLE TO OPEXCTHESRINNEL S1E PROCESS
MAY BE CANCELED ANYTIME WITHANEELBUTTON

&IGURE #ANCEL CONNECTION PROCESS

7HEN THE PROCESS IS 1INISHED CORRECTLY THE -ANAGER 3YSTEM OF THE REMOIENVESHVIUMBE DISPLAYED IN
THE BOX AND THE 3TATHED WILL TURN TO /NLBEER AND PASSWORD ARE REQUIRED AS IF YOU WERE ACCESSINC
ILL THE FEATURES OF THE -ESHLIUM GATEWAY CAN BE CON1GURED

&IGURE ICCESS REMOTE -ANAGER 3YSTEM




'ATEWAY #ON1GURATION

#LICK THE $ISCONNECT "UTTORLOSE THE CONNECTION

&IGURE $ISCONNECT BUTTON

“F THE PROCESS IS INISHED CORRECTLY THELBTAMWS URN TO /[INBEND THE BOX SHOWING THE REMOTE -ANAGEI
3YSTEMS WILL BE HIDDEN




'ATEWAY #ON1GURATION

#ONNECTION 4IMEOUT

OROPERLY ESTABLISHED REMOTE MANAGEMENT CONNECTIONS WILL TIMEOUT ARDERWARNWINEMESSAGE WILL
BE DISPLAYED ON SCREEN

&IGURE #ONNECTION TIMEOUT

4HE WARNING MESSAGE IS DISPLAYED FOR SECONDS IN THIS TIME THEMAMNBIE®HPT ALIVE BY CLICKING THI
BUTTON +EEP CONNECHHEPING THE CONNECTION ALIVE MEANS ANOTHER MINUTES ACCESSING TI3E EAMNAGEF
TO REMOTELY MANAGE YOUR GATEWAY

“F THE BUTTON IS NOT CLICKED BEFORE THOSE SECONDS THE WARNING& MEISAGENDTHE CONNECTION WITH
THE -ESHLIUM GATEWAY WILL BE CLOSED !FTER THE CONNECTION IS GODBHT IRREBVESS MAY BE ESTABLISHED
AGAIN

#LOSING THE BROWSER WINDOW DOES NOT CLOSE THE CONNECTION .AVIGRNEG T TAEEWAECTION OF
THE 'ATEWAY #ON1GURATION FEATURE USING THEUSEDBPWILL SHOW DIRECTLY THE -ANAGER 3YSTEM AND THE /
STATUS FOR THOSE CONNECTIONS PREVIOUSLY ESTABLISHED THAT HAVE NOT BEEMAMNLASENEKET AND




OROGRAMMING 3ENSOR .ODES 40 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERV

OROGRAMMING 3ENSOR .ODES 40 5SE 4HE ,IBELIUM #LO
"RIDGE 3ERVICE

S5SING 4HE OROGRAMMING #LOUD 3ERVICE

3ENSOR NODES HAVE TO BE PROGRAMMED TO SEND DATA TO THE ,IBELIUM #LO0PE "RIBEE BREMWO OPTIONS FOI
THAT USING THE OROGRAMMING #LOUD 3ERVICE OR MANUALLY WRITINSSPOMH BRTHE

4HE OROGRAMMING #LOUD 3ERVICE HAS THE OPTION 3END TO ,IBELIUM ELIIUHERIRGTOCOL AND DESTINATION
SECTION TO GENERATE VALID PROGRAMS THAT WILL CONNECT DIRECTL®UD "RIEGBEHBMIEE !LL THE SECURIT
AND ENCRYPTION LAYERS AVAILABLE IN THE ,IBELIUM SECURITY SOIREMEENTEBEN THOSE PROGRAMS

4HE INFORMATION NEEDED IN THE OROGRAMMING #LOUD 3ERVICE TO GENERAINARE BREGRAM OF EACH SENSO
NODE IS SHARED FROM THE 3ERVICES #LOUD -ANAGER AND THE ,IBELIUMEAEBDRNICEIDOG. THE SERVICES AVAILAB
IN THE ,IBELIUM #LOUD HAVE ACCESS TO THE USER INFORMATION ACTEVENICENSHEYENSOR NODES PROPERTI
UNIQUE DEVICE “$ AND -# ADDRESS

4HE OROGRAMMING #LOUD 3ERVICES HAS THE SECTION #OMMUNICATIENGHOIDBEWHAT WILL BE THE RADIO US
BY THE SENSOR NODE TO SEND DATA 4HE AVAILABLE OPTIONS ARE

8"EE 02/
8"EE 02/ (0
8"EE 02/ ,0
718l
3IGFOX
JO2A7!.
$EPENDING ON THE COMMUNICATION MODULE USED IN THE SENSOR NODE THEREWADSBEBLISERENO SEND DATA

TO THE ,IBELIUM #LOUD "RIDGE SERVICE “N THE GRCT@IOL AND DESTINAHEMVAILABLE OPTIONS WILL CHANC
ACCORDING TO THE SELECTION DONOMMUNICATION MODUSECTION

&IGURE OROGRAMMING #LOUD 3ERVICE SEND TO THE ,|IBEDIGM$ERVICE




OROGRAMMING 3ENSOR .ODES 40 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERV

“N ALL CASES THE RECOMMENDED OPTION IS 3END TO ,IBELIUM #LONBOMEGRASES DATAWILL NEED TO GO THROL
THE -ESHLIUM GATEWAY AND IN OTHER CASES THE DATA WILL BE SENT DIRHOM ¥ CWDHRIIEH SERVICE

.ODES USING ,07!. COMMUNICATION MODULES WILL ALWAYS SEND THE DATA EHBOUSBACKEND SERVERS IN
THE SECTIQNECEIVING $ATAF THIS GUIDE IT IS EXPLAINED HOW TO CON1GURE THE CALLBACEBIRROPEREYDFOR
TO THE ,IBELIUM #LOUD "RIDGE SERVICE

“N THE NEXT TABLE WE SHOW THE POSSIBLE CHOICES

JIBELIUM
OLAIN 1963 1963 -ESHLIUM #LOUD
#OMMUNICATION MODUL OROTOCOL AND DESTINATION FRAME FRAME FRAME CONNECT( "RIDGE
SERVICE
SEE 02/ 3END TO ,IBELIUM #LOUD 'RID'  ggg 9ES 9ES O9ES O9ES
3END TO -ESHLIUM 'ATEWAY 9ES o 9ES ol ol
3END TO ,IBELIUM #LOUD "RID
8'EE 02/ (0 9ES 9ES 9ES 9ES 9ES
3END TO -ESHLIUM 'ATEWAY 9ES o 9ES ol ol
3END TO ,IBELIUM #LOUD "RID
8'EE 0 9ES 9ES 9ES 9ES 9ES
3END TO ,IBELIUM #LOUD "RID
3END TO -ESHLIUM 'ATEWAY 9ES 9ES 9ES 0 9ES
: (4403 9ES o) 9ES ol o1
(440 9ES o) 9ES 02 02
4#0 9ES 0 9ES 03 03
3-3 9ES o) 9ES 0 0
9ES o) 9ES 0 0
3END TO ,IBELIUM #LOUD "RID
3END TO -ESHLIUM 'ATEWAY 9ES 9ES 9ES 0 9ES
718l (4403 9ES o) 9ES ol ol
(440 9ES o) 9ES 02 02
4#0 9ES 0 9ES 03 03
9ES o) 9ES 0 0
3IGFOX 3IGFOX BACKEND 4INY o) o) o) 9ES
JORIOT BACKEND
4INY o) 0 o) 9ES
LO2AT7!. ICTILITY BACKEND
4INY o) 0 o) 9ES
-ULTI4ECH BASE STATION
4INY 0 0 0 9ES

1 “F THE DESTINATION -ESHLIUM GATEWAY HAS THE ,IBELIUM #LOUD "RIQEGRSERVEE PROPERLY CON1GURED 1
DATA WILL BE REDIRECTED TO THE ,IBELIUM #LOUD "RIDGE SERVICE

2“T MAY BE POSSIBLE TO CON1GURE THE (4403 PARAMETERS WITH THE VAIVEASNIFRIMONG -ESHLIUM GATEWAY
“F THE DESTINATION -ESHLIUM GATEWAY HAS THE ,IBELIUM #LOUD "RIDGHISERVOFEPROPERLY CON1GURED THE L
WILL BE REDIRECTED TO THE ,IBELIUM #LOUD "RIDGE SERVICE THIS OPAGHED IBNHAZOUR OF USING THE 3ENL
TO -ESHLIUM "ATEWAY “T MAY BE POSSIBLE TO CON1GURE (4403 PARAMETERS WITH THE VALUESI@ROGEDIBELI
"RIDGE SERVICE THIS OPTION IS DISCOURAGED IN FAVOUR OF USING EHENENOUD " BDGE




OROGRAMMING 3ENSOR .ODES 40 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERV

3 “T MAY BE POSSIBLE TO CON1GURE THE (440 PARAMETERS WITH THE VAMEESNDFRUNAING -ESHLIUM GATEWAY

HAVING THE (440 PROTOCOL MANUALLY ACTIVATED “F THE DESTINATIONEMZSMIHWE GAE ,IBELIUM #LOUD "RIDGE

SERVICE CONNECTOR PROPERLY CON1GURED THE DATA WILL BE REDIRECTEDUD "RIEGBEHEBMIEE THIS OPTION
IS TOTALLY DISCOURAGED BECAUSE ALL THE SECURITY LAYERS ARE OGBWEBLERAVION TH




OROGRAMMING 3ENSOR .ODES 40 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERV

5SING 7ASPMOTE 10“ (4403 %XAMPLE

“N THE 7ASPMOTE !0 DOCUMENTATION THERE IS A SKETCH AVAILABLE TP 403 EBIAVMAY BE USED FOR THE USETH
AS THE BASIS FOR CODING ON THE 7TASPMOTE “$% A VALID CALL TO THE ,IBEXBEVEERMUCE

OARAMETERS NEEDED FOR THE (4403 CALL TO THE ,IBELIUM #LOUD "RIDGE SERVICE ARE

(OST HW LIBELIUM COM
ICTION '%4 HW PS FRAME ;&2!-% 4/ 3%.$= (440
IUTHORIZATIONEARER ;!10“ +%9 &2/- "2“$'%=

%XAMPLE USING CURDL TO SIMULATE THE (4403 CALL

curl -X GET 'https://hw.libelium.com/hw/ps?frame=[FRAME TO SEND]' -H 'Authorization: Bearer [API KEY FROM BRIDGE]
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