


“.$%8

$OCUMENT VERSION� V��� 
 /CTOBER ��� ����
h ,IBELIUM #OMUNICACIONES $ISTRIBUIDAS 3�,�

“.$%8

�� 'ENERAL AND SAFETY INFORMATION� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
���� “NTRODUCTION� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

������ /VERVIEW � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
���� $ATA &LOW� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

������ $IRECT (4403 #ONNECTIONS� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

������ -ESHLIUM “O4 'ATEWAY � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

������ ,07!. #ALLBACKS � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

�� 7HAT $O 9OU .EED 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE�� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� #REATE 5SER !CCOUNT� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� 2EGISTER $EVICES� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ !DDING 0LUG � 3ENSE� $EVICES� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ !DDING -ESHLIUM 'ATEWAYS � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� !CTIVATE "RIDGE ,ICENSE� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� 3ETUP #LOUD #ONNECTOR� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

�� #LOUD 3ERVICE #ONNECTORS� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� .EW #ONNECTOR “NSTANCE� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ #ON1GURATION� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ !SSOCIATED $EVICES� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ ,OGS � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� #ONNECTOR 3TATUS� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� 2EMOVING A #ONNECTOR “NSTANCE� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� #ON1GURATION 0ARAMETERS� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ !LIBABA #LOUD � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ !73 “O4 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ #UMULOCITY � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ “"- #LOUD � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ -ICROSOFT !ZURE %VENT (UBS� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ -ICROSOFT !ZURE “O4 (UBS� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ -144 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ 3!0 (ANA � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ 4ELEFONICA“O4 #LOUD� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

�� -ANAGE 9OUR $EVICES� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� !0 “ +EYS� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ #REATING 4HE +EYS� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ 3HOW !ND $ELETE %XISTING !0“ +EYS� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� %NCRYPTION +EYS� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ #HANGE +EY � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��


 � 
 V���



“.$%8

�� 3ENDING $ATA &RAMES� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� $ATA 3TREAMING� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ 2ECEIVING $ATA� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ "UŠERING $ATA � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ 3YNCING 7ITH 4HE #LOUD 3ERVICES� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� %NCRYPTION “N $EPTH� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

�� 'ATEWAY #ON1GURATION� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� 2EMOTE 'ATEWAY -ANAGEMENT� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ %NABLE 2EMOTE -ANAGEMENT� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

������ #ONNECT � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� #ONNECTION 4IMEOUT� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

�� 0ROGRAMMING 3ENSOR .ODES 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE� � � � � � � � � � � � � � � � � � � � ��
���� 5SING 4HE 0ROGRAMMING #LOUD 3ERVICE� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
���� 5SING 7ASPMOTE !0“ �(4403 %XAMPLE	 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
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'ENERAL AND SAFETY INFORMATION

�� 'ENERAL AND SAFETY INFORMATION

���� “NTRODUCTION

������ /VERVIEW

4HE ,IBELIUM #LOUD "RIDGE SERVICE ENABLES TO ANY SENSOR NODE TO PUSH DATA DIRECTLY AND IN A SECURED WAY TO THE
MAIN CLOUD SERVICES�

4HE ,IBELIUM #LOUD "RIDGE IS A SERVICE FOR CONNECTING SENSOR NODES WITH MANY CLOUD SERVICES AVAILABLE FOR DATA
ANALYSIS AND GRAPHICAL REPRESENTATION� $ATA GOES THROUGH THE ,IBELIUM #LOUD "RIDGE SERVICE TO THE 1NAL CLOUD
SERVICE� 4HE ,IBELIUM #LOUD "RIDGE SERVICE HAS A BUŠER OF LIMITED SIZE THAT IS CLEARED AS FAR AS DATA IS SENT TO THE
1NAL CLOUD SERVICE� 4HE ,IBELIUM #LOUD "RIDGE SERVICE DOES NOT STORE ANY DATA�

4HE CLOUD SERVICE CONNECTORS CURRENTLY AVAILABLE IN THE ,IBELIUM #LOUD "RIDGE SERVICE ARE�


 !LIBABA #LOUD


 !73 “O4


 #UMULOCITY


 “"- #LOUD


 -ICROSOFT !ZURE %VENT (UBS


 -ICROSOFT !ZURE “O4 (UBS


 -144


 3!0 (ANA


 4ELEFONICA“O4 #LOUD

4HE ,IBELIUM #LOUD "RIDGE SERVICE HAS THREE FUNCTIONALITIES�


 #ON1GURE YOUR CLOUD CONNECTORS


 -ANAGE YOUR DEVICES


 #ON1GURE YOUR GATEWAYS

! LICENSE IS REQUIRED TO ACCESS ANY OF THE ,IBELIUM #LOUD "RIDGE SERVICE FUNCTIONALITIES � 4HESE FUNCTIONALITIES ARE
ORIENTED TO SEND DATA FROM YOUR SENSOR NODE OR -ESHLIUM GATEWAY TO ANY CLOUD SERVICE AVAILABLE�
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'ENERAL AND SAFETY INFORMATION

���� $ATA &LOW

3ENSOR NODES ARE THE SOURCE� DATA THAT WILL BE SENT FROM THESE SENSOR DEVICES TO THE CLOUD SERVICES�

#LOUD SERVICES MAY IMPLEMENT DASHBOARDS AND DATA ANALYTICS APPLICATIONS THAT NEED TO BE FED WITH DATA FROM
THE SENSOR NODES� 4HE ,IBELIUM #LOUD "RIDGE SERVICE WILL EASILY CONNECT THE SENSOR NODES WITH THE CLOUD SERVICES
�!73 “O4� -ICROSOFT !ZURE� “"- #LOUD� !LIBABA #LOUD� ����	 AS SHOWNIN THE NEXT DIAGRAM�

&IGURE � ,IBELIUM #LOUD "RIDGE SERVICE DATA 2OW
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'ENERAL AND SAFETY INFORMATION

������ $IRECT (4403 #ONNECTIONS

3ENSOR NODES USING ."
“O4 � #AT
- � #AT
-� �' AND 7I&I COMMUNICATION PROTOCOLS CAN SEND DATA DIRECTLY TO THE
,IBELIUM #LOUD "RIDGE SERVICE�

,IBELIUM #LOUD "RIDGE SERVICE IS LISTENING TO (4403 REQUESTS TO RECEIVE DATAFROM SENSOR NODES� 6ALID REQUESTS
MUST COMPLY WITH THE FOLLOWING REQUIREMENTS�


 4HE SENSOR NODE HAS BEEN REGISTERED IN THE ,IBELIUM #LOUD �3ERVICES #LOUD -ANAGER	 USER ACCOUNT


 ! VALID AUTHENTICATION !0“ +EY HAS BEEN ASSOCIATED WITH THE SENSOR NODE


 “NTEGRITY OF THE ,IBELIUM #LOUD "RIDGE SERVICE ENCRYPTION LAYER IS RESPECTED

5SING THE 0ROGRAMMING #LOUD 3ERVICE FOR PROGRAMMING THE SENSOR NODES WILL TRANSPARENTLY INCLUDE A VALID !0“ +EY
AND THE ENCRYPTION LAYER FUNCTIONS� 0ROGRAMMING THE SENSOR NODES USING THE 7ASPMOTE “$% WILL REQUIRE THE USER TO
INCLUDE THE VALID !0“ +EY AND USE ENCRYPTION FUNCTIONS IN THE SOURCE CODE� ! DETAILED DESCRIPTION OF BOTH PROCESSES
IS GIVEN IN THE SECTION �0ROGRAMMING SENSOR NODES TO USE ,IBELIUM #LOUD "RIDGESERVICE� OF THIS GUIDE�

&IGURE � ,IBELIUM #LOUD "RIDGE SERVICE� DIRECT (4403 DATA 2OW
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'ENERAL AND SAFETY INFORMATION

������ -ESHLIUM “O4 'ATEWAY

3ENSOR NODES USING LINK LEVEL 2& COMMUNICATION PROTOCOLS LIKE ����������2&
���� 2&
���	 MUST BE PROPERLY CON1GURED
FOR SENDING DATA TO THE -ESHLIUM GATEWAY�

3ENSOR NODES USING ."
“O4� �' AND 7I&I COMMUNICATION PROTOCOLS MAY BE CON1GURED TO SEND DATA TO A -ESHLIUM
GATEWAY TOO �AS AN ALTERNATIVE TO THE DIRECT (4403 CONNECTION TO THE "RIDGE� AS EXPLAINED IN THE SECTION ABOVE	�

4HE -ESHLIUM GATEWAY MUST BE PREVIOUSLY REGISTERED IN THE ,IBELIUM #LOUD USER ACCOUNT USING THE ACTIVATION CODE
PROVIDED BY ,IBELIUM�

-ESHLIUM MUST BE ALSO CON1GURED IN THE SECTION �#LOUD #ONNECTORS� OF THE -ANAGER 3YSTEM �,IBELIUM #LOUD
"RIDGE SERVICE CONNECTOR	 WITH THE SAME USER ACCOUNT USED TO REGISTER THE -ESHLIUM GATEWAY IN THE 3ERVICES #LOUD
-ANAGER�

&IGURE � ,IBELIUM #LOUD "RIDGE SERVICE� -ESHLIUM DATA 2OW
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'ENERAL AND SAFETY INFORMATION

������ ,07!. #ALLBACKS

3ENSOR NODES USING 3IGFOX AND ,O2A7!. COMMUNICATION PROTOCOLS NEED TO SEND DATA DIRECTLY TO THE BASE STATIONS�
#ALLBACK FUNCTIONS OF THE ,07!. BACKEND SYSTEMS ARE USED TO REDIRECT DATA FROM THE BASE STATIONS TO THE ,IBELIUM
#LOUD "RIDGE SERVICE� 4HE ,IBELIUM #LOUD "RIDGE SERVICE PROVIDES DATASECURITY AND USER PRIVACY IMPLEMENTING A
SECURITY LAYER FOR THE INCOMING DATA FROM THE ,07!. BACKEND SYSTEMS TO THE CLOUDSERVICES�

&IGURE � ,IBELIUM #LOUD "RIDGE SERVICE� ,07!. DATA 2OW

4HE ,IBELIUM #LOUD "RIDGE SERVICE IS LISTENING TO (4403 REQUESTS TO RECEIVE DATA FROM ,07!. BASE STATIONS� 6ALID
REQUESTS MUST COMPLY WITH THE FOLLOWING REQUIREMENTS�


 4HE SENSOR NODE HAS BEEN REGISTERED IN THE ,IBELIUM #LOUD USER ACCOUNT


 ! VALID AUTHENTICATION !0“ +EY HAS BEEN ASSOCIATED WITH THE SENSOR NODE


 “NTEGRITY OF THE �TINY FRAME� IS RESPECTED

!LL ,07!. BACKEND SERVERS PERFORM THESE STEPS IN A DIŠERENT WAY�


 #REATE A DEVICE �OPTIONAL	


 #REATE A FRAME TYPE


 #REATE A FRAME STRUCTURE �LIKE *3/.	


 #REATE A CALLBACK 52, TO REDIRECT DATA �THIS 52, IS PROVIDED BY ,IBELIUM IN THIS CASE	

4HE ,IBELIUM #LOUD "RIDGE SERVICE IS COMPATIBLE OUT
OF
THE
BOX WITH 3IGFOX� ,ORIOT AND !CTILITY� THIS IS ACCOMPLISHED
BY THE USER� CON1GURING THE CALLBACK FUNCTION OF EACH PLATFORM SO THAT IT POINTS TO THE ,IBELIUM #LOUD "RIDGE SERVICE�

4HE ,IBELIUM #LOUD "RIDGE SERVICE PROVIDES THE SPECI1C CON1GURATION PARAMETERS REQUIRED FOR EACH ,07!. BACKEND
SERVER� PUBLISHING TO ALL THE CHOSEN 1NAL CLOUD SERVICES THE DATA RECEIVED FROM ANY ,07!. BACKEND SERVER� 3O
"RIDGE BEHAVES LIKE A DATA HUB AND PROVIDES HIGH SCALABILITY AND MAKES DATA AVAILABLE AS RECEIVED�

4HE USER�S DATA INTEGRITY IS KEPT WITH !0“ +EY TOKENS USED FOR AUTHENTICATION� 4HESE USER CREDENTIALS MAY BE REVOKED
ANYTIME AND REGENERATED AGAIN� AS A RESULT OF RENOVATING CREDENTIALS� ALL NEWFRAMES WILL BE REJECTED BY THE "RIDGE
UNTIL THE USER UPDATES THE AUTHENTICATION !0“ +EY IN EACH SENSOR NODE�
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'ENERAL AND SAFETY INFORMATION

3IGFOX

3IGFOX BACKEND SERVER MAY BE CON1GURED TO REDIRECT THE DATA RECEIVED FROM THE BASE STATIONS TO THE ,IBELIUM #LOUD
"RIDGE SERVICE� ! NEW CALLBACK SERVER IN THE 3IGFOX PANEL MUST BE CREATEDUSING THE 52,�

HTTPS���HW�LIBELIUM�COM�HW�SIGFOX�

#LICK ON �#ALLBACKS� IN THE LEFT MENU AND THEN CREATE A NEW CALLBACK� CLICK THE�.EW � BUTTON IN THE WINDOW LOADED�

&IGURE � #ALLBACK SERVICE CREATION

&ILL IN THE DISPLAYED FORM FOLLOWING THE INDICATIONS SHOWN IN THE NEXTIMAGE�

&IGURE � #ALLBACK SERVICE CREATION
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'ENERAL AND SAFETY INFORMATION

4HE TEXT IN THE 1ELD �52, PATTERN� MUST BE THE ,IBELIUM #LOUD "RIDGE 52, FOR 3IGFOX WITH EXTRA PARAMETERS DISPLAYED
IN THE FORM TO SEND AS MUCH INFORMATION AS POSSIBLE TO THE SERVICE�

%XAMPLE OF THE TEXT TO WRITE IN THE 52,�PATTERN� 1ELD WITH THE EXTRA PARAMETERS�

https://hw.libelium.com/hw/sigfox/?id={device}&time={time}&duplicate={duplicate}&snr={snr}

&station={station}&data={data}&avgSnr={avgSnr}&lat={lat}&lng={lng}&rssi={rssi}&seqNumber={seqNumber}

&ack=true

4HE LIST OF ALL AVAILABLE CALLBACKS WILL BE SHOWN SAVING THE FORM�

%NABLE THIS ENTRY WITH A DOWNLINK AND THE ,IBELIUM #LOUD "RIDGE SERVICEWILL RECEIVE THE INFORMATION�

�� !CTIVATE THE �$OWNLINK� COLUMN� #LICK ON THE BULLET IN THIS COLUMN� LEAVING THE BULLET COLOURED�


 $OWNLINK ACTIVE


 $OWNLINK INACTIVE

�� %NABLE THE CALLBACK� #LICK ON THE CHECK ICON IN THE�%NABLE� COLUMN OF THE CALLBACK CREATED AND LEAVE THE CHECK
WITH A GREEN COLOUR�


 #ALLBACK ENABLED


 #ALLBACK DISABLED

&IGURE � #ALLBACK LIST

“N THE SECTION�3ENDING $ATA &RAMES� Ñ �2ECEIVING $ATA� OF THIS GUIDE WE DESCRIBE IN DETAIL THE STEPS OF THE
CON1GURATION OF THE CALLBACK IN THE 3IGFOX BACKEND SERVER�

,ORIOT

#ON1GURING THE ,IBELIUM #LOUD "RIDGE SERVICE AS A CALLBACK SERVER IN THE ,ORIOT PANEL MAY BE DONE USING THE 52,�
HTTPS���HW�LIBELIUM�COM�HW�LORIOTIN THE �$ATA OUTPUT� OPTION OF THE�.ETWORK APPLICATION� MENU AVAILABLE FOR THE
DEVICES�

&IGURE � /UTPUT APPLICATION SELECTION
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'ENERAL AND SAFETY INFORMATION

#LICK ON �%DIT OUTPUT� TO DISPLAY ALL THE INFORMATION AVAILABLE ABOUT THE SELECTED OUTPUT OPTION� #LICK ON THE�#HANGE�
BUTTON IN THE DETAILED WINDOW TO CHANGE THE DATA OUTPUT AND SELECT�(440 0USH� AMONG THE MULTIPLE CHOICES FROM
THE LIST�

&IGURE � 3ELECTING THE OUTPUT APPLICATION

/NCE SELECTED THE NEW OUTPUT� A NEW SECTION�#HANGE OUTPUT TYPE� WILL BE SHOWN BELOW� WITH A TEXT 1ELD LABELLED AS
�4ARGET 52, FOR 0/34S�� 7RITE IN THE TEXT 1ELD THE 52, OF THE ,IBELIUM #LOUD "RIDGE SERVICE CALLBACK FOR THIS SERVICE�
HTTPS���HW�LIBELIUM�COM�HW�LORIOT�

“N THE SECTION�3ENDING $ATA &RAMES� Ñ �2ECEIVING $ATA� OF THIS GUIDE WE DESCRIBE IN DETAIL THE STEPS OF THE
CON1GURATION OF THE CALLBACK IN THE ,ORIOT BACKEND SERVER�
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'ENERAL AND SAFETY INFORMATION

!CTILITY

#ON1GURING THE ,IBELIUM #LOUD "RIDGE SERVICE AS A CALLBACK SERVER IN THE !CTILITY PANEL IS DONE USING THE !PPLICATION
3ERVER FEATURE� #REATE A NEW (440 !PPLICATION 3ERVER ADDING A NEW $ESTINATION IN THE �2OUTE� 1ELD WITH THIS 52,�

HTTPS���HW�LIBELIUM�COM�HW�ACTILITY�

&IGURE � !PPLICATION SERVER FORM

! �2OUTE� SECTION WILL BE CREATED ABOVE WITH A FORM� JUST CLICK THE�!DD � BUTTON TO PROCEED�

&IGURE �2OUTE FORM

7RITE THE 52,HTTPS���HW�LIBELIUM�COM�HW�ACTILITYOF THE ,IBELIUM #LOUD "RIDGE SERVICE CALLBACK FOR THE !CTILITY
SERVICE IN THE NEW POP
UP� #LICK THE�!DD � BUTTON TO SAVE THE INFORMATION�

&IGURE � $ESTINATION FORM
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'ENERAL AND SAFETY INFORMATION

.AVIGATE BACK TO THE APPLICATION SERVER FORM AND CLICK ON �3AVE� TO CREATE THE APPLICATION SERVER� 4HEN� CON1GURE A
NEW !3 ROUTING PRO1LE IN THE �$EVICE -ANAGER� CLICKING ON�!3 ROUTING PRO1LES� ON THE LEFT SIDEBAR MENU�

&IGURE � !32OUTING PRO1LES MENU

!N �!DD BUTTON� IS SHOWN IN THE 1RST SECTION� "ELOW� IN THE SECOND SECTION� A LIST WITH ALL EXISTING !3 ROUTING PRO1LES
WILL BE DISPLAYED� #LICK ON THE �!DD� BUTTON OF�.EW !3 ROUTING PRO1LE� TO CREATE A NEW !3 ROUTING PRO1LE�

&IGURE � !3 2OUTING PRO1LES

! NAME MUST BE TYPED IN THE NEW WINDOW DISPLAYED� #LICK THE �#REATE� BUTTON TO CONTINUE THE PROCESS�

&IGURE � !3 2OUTING PRO1LE NAME
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'ENERAL AND SAFETY INFORMATION

“N THE NEW WINDOW� MARK THE CHECK �“S DEFAULT� AND CLICK THE�!DD � BUTTON IN THE�!DD A ROUTE� SECTION�

&IGURE � !32OUTING PRO1LE ROUTE

! NEW POP
UP WILL APPEAR WITH TWO PARAMETERS TO BE COMPLETED�


 �4YPE� 1ELD� “T IS THE KIND OF THE APPLICATION FOR OUR DESTINATION� �,OCAL APPLICATIONSERVER� MUST BE SELECTED�


 �$ESTINATION� 1ELD� !LL THE APPLICATION SERVERS CREATED ARE LOADED IN THE DROP
DOWN� SO THEAPPLICATION SERVER
PREVIOUSLY CREATED MUST BE SELECTED�

&IGURE � !DD A ROUTE
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'ENERAL AND SAFETY INFORMATION

-ULTI4ECH ,O2A7!. "ASE 3TATION

$ATA FRAMES ARE THE NEW WAY TO COMMUNICATE BETWEEN DATA HUBS AND SENSORS� 4HE ,IBELIUM #LOUD "RIDGE SERVICE
PROVIDES A NEW METHOD TO RECEIVE DATA DIRECTLY FROM THE -ULTI4ECH BASE STATIONS AND SYNCHRONIZE ALL THE VALUES
RECEIVED WITH THE CLOUD SERVICES CON1GURED� -ANY BASE STATIONS MAY BE CON1GURED TO SEND DATA TO THE SAME USER
ACCOUNT OF THE ,IBELIUM #LOUD "RIDGE SERVICE�

-ULTI4ECH BASE STATIONS MAY BE CON1GURED TO SEND DATA FRAMES TO THE ,IBELIUM #LOUD "RIDGE SERVICE INSTALLING
A LIGHTWEIGHT APPLICATION�

! LINK IS CREATED BETWEEN THE -ULTI4ECH "ASE 3TATION AND THE ,IBELIUM #LOUD "RIDGE SERVICE WITH PERIODIC CALLS
TO THE ENDPOINTHTTPS���HW�LIBELIUM�COM�HW�LW?MULTITECH� “T IS RECOMMENDED SCHEDULING THE APPLICATION PROPERLY
TO AVOID SENDING A LARGE NUMBER OR FRAMES�
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7HAT $O 9OU .EED 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE�

�� 7HAT $O 9OU .EED 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE

3ERVICE�

���� #REATE 5SER !CCOUNT

4HE ,IBELIUM #LOUD "RIDGE SERVICE IS AVAILABLE IN THE ,IBELIUM 3ERVICES #LOUD -ANAGER SITE�HTTPS���CLOUD�LIBELIUM�COM��

“N ORDER TO ACCESS THE ,IBELIUM 3ERVICES #LOUD -ANAGER SITE� A VALID USER ACCOUNT IS REQUIRED� 4O REGISTER AND
SET UP A PASSWORD GO TOHTTPS���CLOUD�LIBELIUM�COM�REGISTERAND CLICK ON �#REATE ACCOUNT��

&IGURE �2EGISTERING NEW USER

#OMPLETE THE INFORMATION IN THE FORM �ALL THE 1ELDS ARE MANDATORY	�


 .AME � 9OUR NAME


 %
-AIL ADDRESS� ! VALID E
MAIL ADDRESS� IT WILL BE USED FOR VERI1CATION PURPOSES


 0ASSWORD AND #ON1RM PASSWORD� 3ET YOUR PASSWORD

!CCEPTING 4ERMS � #ONDITIONS IS ALSO MANDATORY TO CREATE A NEW ACCOUNT IN THE3ERVICES #LOUD -ANAGER�

&IGURE � 2EGISTERING NEW USER FORM

/NLY ONE VALID USER IN THE ,IBELIUM 3ERVICES #LOUD -ANAGER SITE IS NEEDED FOR ALL THE SERVICES� EXISTING USERS OF OTHER
3ERVICES #LOUD -ANAGER SERVICES �-Y3IGNALS� 0ROGRAMMING #LOUD 3ERVICE� ���	 MAY USE THEIR CURRENT ACCOUNT�
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7HAT $O 9OU .EED 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE�

!LL THE PREVIOUSLY REGISTERED DEVICES IN THE ,IBELIUM #LOUD WILL BE AVAILABLE AS WELL TO THE ,IBELIUM #LOUD "RIDGE
SERVICE�

���� 2EGISTER $EVICES

3ENSOR NODES� -Y3IGNALS DEVICES AND -ESHLIUM GATEWAYS SHOULD BE REGISTERED WITH THE USER ACCOUNT TO PROPERLY
USE THE ,IBELIUM 3ERVICES #LOUD -ANAGER SERVICES� -Y3IGNALS DEVICES REGISTRATION MUST BE DONE USING THE APP
AVAILABLE IN THE 'OOGLE 0LAY STORE FOR !NDROID AND THE !PP 3TORE FOR I/3� 0LUG � 3ENSE� SENSOR NODES AND -ESHLIUM
GATEWAYS ARE REGISTERED USING ACTIVATIONS CODES IN THE ,IBELIUM 3ERVICE #LOUD -ANAGER�

������ !DDING 0LUG � 3ENSE� $EVICES

#LICK THE �!DD $EVICE� BUTTON TO ADD NEW DEVICES TO THE 3ERVICES #LOUD -ANAGER� 2EGISTERING NEW DEVICES IS A �
STEP
PROCEDURE�


 %NTER A VALID !CTIVATION #ODE


 #ON1RM THE ACTION

%NTERING A 3INGLE !CTIVATION #ODE WILL REGISTER ONE DEVICE� WHILE ENTERING A'ROUP !CTIVATION #ODE WILL REGISTER ALL
DEVICES BELONGING TO THE SAME SALES ORDER�

&IGURE �2EGISTERING A NEW DEVICE

7HEN THE PROCESS IS SUCCESSFULLY 1NISHED� A MESSAGE WILL SHOW THAT THE DEVICE HAS BEEN CORRECTLY ADDED TO THE�-Y
$EVICES� PANEL� CON1RMING THE OWNERSHIP OF THE DEVICE�

&IGURE � 3UCCESSFUL REGISTRATION

“F THE PROCESS CANNOT BE CORRECTLY 1NISHED� A MESSAGE WILL NOTIFY THE ERROR�

.OT VALID CODE ERROR MESSAGE� �“NVALID ACTIVATION CODE� PLEASE CHECK THAT THEACTIVATION CODE TYPED IS VALID� �
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7HAT $O 9OU .EED 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE�

&IGURE �2EGISTERING A NEW DEVICE

.OT AVAILABLE CODE ERROR MESSAGE� �!CTIVATION CODE PREVIOUSLY USED�� 4HE DEVICE WILL APPEAR IN THE�-Y $EVICES�
PANEL WITH A STATUS OF�4RANSFER PENDING� IN THE ACTION COLUMN� 4HE CURRENT OWNER OF THE DEVICE WILL BE NOTI1ED
ABOUT ANOTHER USER CLAIMING FOR THE OWNERSHIP OF THAT DEVICE� 4HE PENDING TRANSFER DEVICE WILL ALSO APPEAR IN THE
CURRENT OWNER�#LAIMED BY OTHERS� PANEL� SO THE CURRENT OWNER OF THE DEVICE MAY ACCEPT OR REJECT THE OWNERSHIP
REQUEST OF THE DEVICE�

&IGURE � 2EGISTERING A NEW DEVICE
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7HAT $O 9OU .EED 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE�

������ !DDING -ESHLIUM 'ATEWAYS

#LICK THE �!DD $EVICE� BUTTON TO ADD NEW GATEWAYS TO THE ,IBELIUM #LOUD "RIDGE SERVICE� 2EGISTERING NEW GATEWAYS
IS A �
STEP PROCEDURE�


 %NTER A VALID ACTIVATION CODE


 #ON1RM THE ACTION

%NTERING A �3INGLE !CTIVATION #ODE� WILL REGISTER ONE GATEWAY� WHILE ENTERING A� 'ROUP !CTIVATION #ODE� WILL REGISTER
ALL GATEWAYS BELONGING TO THE SAME SALES ORDER�

&IGURE �2EGISTERING A NEW DEVICE

7HEN THE PROCESS IS 1NISHED SUCCESSFULLY� A MESSAGE WILL SHOW THAT THE DEVICE HAS BEEN CORRECTLY ADDED TO THE�-Y
$EVICES� PANEL� CON1RMING THE OWNERSHIP OF THE DEVICE�

&IGURE � 2EGISTERING A NEW DEVICE

“F THE PROCESS CANNOT BE CORRECTLY 1NISHED� A MESSAGE WILL NOTIFY THE ERROR�

.OT VALID CODE ERROR MESSAGE� �“NVALID ACTIVATION CODE� PLEASE CHECK THAT THEACTIVATION CODE TYPED IS VALID� �
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7HAT $O 9OU .EED 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE�

&IGURE �2EGISTERING A NEW DEVICE

.OT AVAILABLE CODE ERROR MESSAGE� �!CTIVATION CODE PREVIOUSLY USED�� 4HE DEVICE WILL APPEAR IN THE�-Y $EVICES�
PANEL WITH A STATUS OF�4RANSFER PENDING� IN THE ACTION COLUMN� 4HE CURRENT OWNER OF THE DEVICE WILL BE NOTI1ED
ABOUT ANOTHER USER CLAIMING FOR THE OWNERSHIP OF THAT DEVICE� 4HE PENDING TRANSFER DEVICE WILL ALSO APPEAR IN THE
CURRENT OWNER�#LAIMED BY OTHERS� PANEL� SO THE CURRENT OWNER OF THE DEVICE MAY ACCEPT OR REJECT THE OWNERSHIP
REQUEST OF THE DEVICE�

&IGURE � 2EGISTERING A NEW DEVICE
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7HAT $O 9OU .EED 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE�

���� !CTIVATE "RIDGE ,ICENSE

! VALID USER ACCOUNT AND SOME REGISTERED DEVICES ARE TWO THINGS NEEDED TO PROPERLY USE ANY ,IBELIUM #LOUD SERVICE�
4HE ,IBELIUM #LOUD "RIDGE SERVICE CAN BE ACTIVATED USING A VALID LICENSE ACTIVATION CODE�

&IGURE � 3CREEN LICENSES MENU

2EGISTERING A NEW LICENSE IS A TWO
STEP PROCEDURE�


 %NTER A VALID LICENSE ACTIVATION CODE


 #ON1RM THE ACTION

&IGURE �2EGISTERING A NEW LICENSE

&IGURE � 2EGISTERING A NEW LICENSE
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7HAT $O 9OU .EED 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE�

4HE 3ERVICES #LOUD -ANAGER WILL VALIDATE THE ACTIVATION CODE� DISPLAYING A VISUAL CON1RMATION� 7HEN THE PROCESS IS
1NISHED SUCCESSFULLY� A MESSAGE WILL SHOW THAT THE LICENSE HAS BEEN CORRECTLY ADDED TO THE�-Y ,ICENSES� PANEL�

&IGURE � 3UCCESS MESSAGE

“F THE PROCESS CANNOT BE CORRECTLY 1NISHED� A MESSAGE WILL NOTIFY THE ERROR�

.OT VALID CODE ERROR MESSAGE� �“NVALID ACTIVATION CODE� PLEASE CHECK THAT THEACTIVATION CODE TYPED IS VALID� �

&IGURE � %RROR MESSAGE
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7HAT $O 9OU .EED 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE�

4HE �'ET ,ICENSES� PANEL SHOWS INFORMATION ABOUT THE LICENSE TYPE FOR EACH SERVICE� CLICK ON ANY OF THEM TO
PURCHASE NEW LICENSES�

&IGURE � 0URCHASE LICENSE
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7HAT $O 9OU .EED 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE�

���� 3ETUP #LOUD #ONNECTOR

4HE ,IBELIUM #LOUD "RIDGE SERVICE IS FOCUSED IN SENDING DATA RECEIVED FROM THE SENSOR NODES TO ANY OF THE AVAILABLE
CLOUD SERVICES �!LIBABA #LOUD� !73 “O4� #UMULOCITY� “"- #LOUD� -ICROSOFT !ZURE %VENT (UBS� -ICROSOFT !ZURE “O4
(UBS� -144� 3!0 (ANA AND 4ELEFONICA“O4 #LOUD	� 4HE ,IBELIUM #LOUD "RIDGE SERVICE REQUIRES AT LEAST ONE VALID
ACCOUNT IN THE DESTINATION CLOUD SERVICE� THE CONNECTION CREDENTIALS PROVIDED BY THE DESTINATION CLOUD SERVICES
MUST BE CON1GURED TO PROPERLY SEND DATA TO THEM�“N CASE OF HAVING MORE THAN ONE VALID ACCOUNT IN THE DESTINATION
CLOUD SERVICE� SEVERAL INSTANCES OF ONE CONNECTOR MAY BE CON1GURED�

&IGURE � #ON1GURATION OF A NEW CLOUD CONNECTOR

4HE SPECI1C PARAMETERS FOR EACH CLOUD SERVICE CON1GURATION ARE DESCRIBED IN THE SECTION�#LOUD 3ERVICE #ONNECTORS�
rightarrow �#ON1GURATION 0ARAMETERS� OF THIS GUIDE�
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#LOUD 3ERVICE #ONNECTORS

�� #LOUD 3ERVICE #ONNECTORS

“N THIS VIEW� ALL THE CLOUD SERVICE CONNECTOR INSTANCES THAT HAVE BEEN ALREADY CON1GURED BY THE USER ARE LISTED�
4HE 1RST TIME ACCESSING TO THE ,IBELIUM #LOUD "RIDGE SERVICE THE LIST IS EMPTY� THE MESSAGE �9OU DON�T HAVE ANY
CONNECTOR CON1GURED� CLICK ON THE BUTTON BELOW TO ADD A NEW ONE� IS DISPLAYED�

!T LEAST ONE CLOUD SERVICE CONNECTOR INSTANCE MUST BE CON1GURED TO USE THE ,IBELIUM #LOUD "RIDGE SERVICE� 3O
PROGRAMMING SENSOR NODES TO SEND DATA TO THE ,IBELIUM #LOUD "RIDGE SERVICE BEFORE A VALID CLOUD SERVICE INSTANCE
IS CON1GURED WILL 1LL THE BUŠER AND THE SENSOR NODES WILL RECEIVE ERRORS WHEN TRYING TO SEND DATA�

!DDING THE 1RST CLOUD CONNECTOR INSTANCE TO THE ,IBELIUM #LOUD "RIDGE SERVICE�

&IGURE � #ON1GURATION OF A NEW CLOUD CONNECTOR

#ON1GURED CONNECTOR INSTANCES ARE SHOWN IN A GRID WITH BASIC INFORMATION�


 0ROJECT NAME� $ESCRIPTIVE TEXT FOR THE INSTANCES�


 3TATUS� !CTIVE� .OT
!CTIVE AND %RROR�


 $ATE� #LOUD SERVICE CONNECTOR INSTANCE CREATION DATE�

&IGURE � #ON1GURED CLOUD CONNECTORS LIST


 �� 
 V���



#LOUD 3ERVICE #ONNECTORS

���� .EW #ONNECTOR “NSTANCE

!DDING A NEW CLOUD SERVICE CONNECTOR INSTANCE IS A STANDARD PROCESS FOR ALL DIŠERENT CLOUD CONNECTORS AVAILABLE�
4HERE IS A 1RST TAB FOR THE CON1GURATION PARAMETERS� A SECOND TAB TO ASSOCIATE THE SENSOR NODES THAT WILL FEED THE
CONNECTOR WITH DATA� AND A �RD TAB TO CHECK THE LOGS MESSAGES RECEIVED IN THE ,IBELIUM#LOUD "RIDGE SERVICE FROM
THE DESTINATION CLOUD SERVICE�

������ #ON1GURATION

4HE 1RST STEP FOR ADDING A NEW CLOUD SERVICE CONNECTOR INSTANCE IS TO CON1GURE THE ,IBELIUM #LOUD "RIDGE SERVICE
WITH THE VALID USER CREDENTIALS NEEDED TO CONNECT AND SYNCHRONIZE DATA TO THE CLOUD SERVICE� 2EMEMBER THAT
THIS INFORMATION MUST BE GIVEN BY THE 1NAL CLOUD SERVER �EG� !73	� ,IBELIUMJUST DOES NOT OWN OR OPERATE THOSE
1NAL CLOUDS� -OST OF THOSE CLOUD SERVICES REQUIRE TO 1NALIZE A LICENSE PURCHASE PROCESS TO OBTAIN THE REQUIRED
PARAMETERS NEEDED TO PROPERLY AUTHENTICATE AND ACCEPT DATA FROM THE ,IBELIUM #LOUD"RIDGE SERVICE�

#ON1GURATION PARAMETERS ARE NOT EXACTLY THE SAME FOR ALL THE CLOUD SERVICES� MOST OF THEM INCLUDE USER AND
PASSWORD AUTHENTICATION CREDENTIALS COMBINED WITH SOME !0“ KEY FOR THE SERVICE� 4HEY WILL BE PROPERLY EXPLAINED
IN THE SPECI1C SECTION OF THIS GUIDE DEDICATED FOR EACH ONE�

&IGURE � %XAMPLE OF CON1GURATION PARAMETERS FORM
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#LOUD 3ERVICE #ONNECTORS

#HECKING #ON1GURATION

0RESS THE �#HECK� BUTTON TO TEST THE CONNECTION WITH THE CLOUD SERVICE USING THE VALUES 1LLED IN THE FORM FOR THE
REQUIRED PARAMETERS� %RROR MESSAGES IN THE ,OG TAB SHOULD BE MONITORED�

&IGURE � #HECK CON1GURATION BUTTON

7HEN THE CONNECTION WITH THE CLOUD SERVICE IS SUCCESSFUL� THE �3TART 3YNC� BUTTON WILL BE ENABLED� #LICK THE�3TART
3YNC� BUTTON TO ACTIVATE THE INSTANCE AND START SENDING VALUES TO THE CLOUD SERVICE�

&IGURE � 3TART SYNC BUTTON
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#LOUD 3ERVICE #ONNECTORS

������ !SSOCIATED $EVICES

!SSOCIATING SENSOR NODES TO THE CLOUD SERVICE CONNECTOR INSTANCE IS THE MOST RELEVANT STEP IN THE CON1GURATION OF
THE ,IBELIUM #LOUD "RIDGE SERVICE� !S EXPLAINED IN THE INTRODUCTION OF THIS GUIDE� THE ,IBELIUM #LOUD "RIDGE SERVICE
RECEIVES DATA FROM THE SENSOR NODES IN THREE DIŠERENT WAYS �DIRECT (4403 CONNECTIONS� -ESHLIUM CONNECTOR� AND
,70!. BACKEND CALLBACKS	� !LL THIS DATA RECEIVED IS BUŠERED WAITING TO BE SYNCHRONIZED TO ONE OR SEVERAL CLOUD
SERVICES�

!SSOCIATING SENSOR NODES TO A CLOUD SERVICE CONNECTOR INSTANCE IS THE WAY FOR THE,IBELIUM #LOUD "RIDGE SERVICE
TO KNOW WHAT BUŠERED DATA MUST BE SENT TO THE CLOUD SERVICE CONNECTOR INSTANCES�

4HE SIMPLEST CON1GURATION WOULD BE TO SEND ALL DATA FROM ALL SENSOR NODES TO A SINGLE CLOUD SERVICE CONNECTOR
INSTANCE� BUT WE MAY WANT TO GROUP SENSOR NODES FOR DIŠERENT PROJECTS AND SEND DATA TO DIŠERENT CLOUD SERVICES�

“N THE �!SSOCIATED DEVICES� TAB A TABLE IS SHOWN� LISTING ALL THE INFORMATION RELATED TO THE REGISTERED SENSOR NODES�

&IGURE � !SSOCIATED DEVICES LIST

$ATA FROM THE SELECTED SENSOR NODES WILL BE SENT TO THE CLOUD SERVICE USING THE CREDENTIALS CON1GURED IN THE
INSTANCE�
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#LOUD 3ERVICE #ONNECTORS

#LICK �!DD ALL NODES TO CONNECTORS� TO SELECT ALL SENSOR NODES AT ONCE�

&IGURE � 3ELECT ALL DEVICES

#LICK�2EMOVE ALL NODES TO CONNECTOR� TO CLEAR ALL SENSOR NODES SELECTED�

&IGURE � $ESELECT ALL DEVICES

������ ,OGS

4HE�,OGS� TAB SHOWS THE INFORMATION AND ERROR MESSAGES REGISTERING THE RESULT OF THE COMMUNICATION REQUESTS OF
"RIDGE WHILE TRYING TO SEND DATA TO THE CLOUD SERVICE� $IŠERENT COMMUNICATIONPROTOCOLS ARE USED TO SEND DATA
TO THE CLOUD SERVICES� MESSAGES RELATED TO THE TRANSPORT LAYER OF THE PROTOCOL CAN BE IDENTI1ED AND WILL BE MARKED
AS “.&/ OR %22/2� 5SER INTERVENTION MAY BE REQUIRED TO ANALYSE THE MEANING OF THE MESSAGES GENERATED IN THE
APPLICATION LAYER AND DECIDE IF SOME ACTIONS ARE REQUIRED�

!N EXAMPLE OF DIŠERENT TYPES OF MESSAGES IS SHOWN IN THE FOLLOWING IMAGE�

&IGURE � ,OG VIEW

#LICK THE �2EFRESH� BUTTON TO REFRESH THE LOGS VIEW AND LOAD ANY NEW MESSAGE AVAILABLE� LATTER MESSAGES WILL APPEAR
AT THE BOTTOM�
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#LOUD 3ERVICE #ONNECTORS

&IGURE � ,OG REFRESH

$IŠERENT TYPES OF LOG MESSAGES ARE IDENTI1ED DEPENDING ON THE RESPONSE OF THE CLOUD SERVICE� ! RESPONSE IS
CONSIDERED AN ERROR WHEN THE TRANSPORT LAYER OF THE PROTOCOL RETURNS AN IDENTI1ED ERRORCODE� ! MESSAGE WITH THE
�%22/2 � TAG WILL BE DISPLAYED�

(4403 TRANSPORT LAYER ERROR CODES ARE�


 #LIENT ERROR ��XX	� MEANING THAT THE REQUEST CONTAINS BAD SYNTAX OR CANNOT BE FUL1LLED


 3ERVER ERROR ��XX	� MEANING THAT THE SERVER FAILED TO FUL1LL AN APPARENTLY VALID REQUEST

&IGURE � ,OG ERROR MESSAGE

!NY OTHER MESSAGE WILL BE TAGGED AS �“.&/� � SHOWING THE TEXT RECEIVED IN THE MESSAGE FROM THE APPLICATION LAYER�

&IGURE � ,OG INFO MESSAGE
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#LOUD 3ERVICE #ONNECTORS

���� #ONNECTOR 3TATUS

4HE PROPERLY CON1GURED CLOUD SERVICE CONNECTOR INSTANCES SEND PERIODICALLYTO THE CLOUD SERVICES THE DATA BUŠERED
THAT HAS BEEN RECEIVED FROM THE SENSOR NODES� 4HE RESULTS OF THE COMMUNICATION REQUESTSCAN BE MONITORED WITH
THE CLOUD SERVICE CONNECTOR INSTANCE STATUS�

#LOUD SERVICE CONNECTOR INSTANCE STATES�


 !CTIVE� 4HE CON1GURATION IS ACTIVE WHEN ALL 1ELDS ARE CORRECT AND THERE ARE NOT ERRORS SYNCING THE VALUES�


 .ON !CTIVE � 4HE CONNECTOR IS NON ACTIVE WHEN ONE OR MORE PARAMETERS ARE MISSING OR MISCON1GURED�


 %RROR� 4HIS STATUS IS DISPLAYED WHEN A CONNECTOR HAS BEEN CON1GURED CORRECTLY AND ANERROR OCCURRED IN THE
DATA SYNCHRONIZATION�

&IGURE � 3TATUS OF CON1GURED CONNECTORS
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#LOUD 3ERVICE #ONNECTORS

���� 2EMOVING A #ONNECTOR “NSTANCE

#LOUD SERVICE CONNECTOR INSTANCES CAN BE REMOVED ANYTIME� CLICK THE �2EMOVE#ONNECTOR� BUTTON TO ERASE THE
CURRENT CONNECTOR INSTANCE�

&IGURE �2EMOVE CON1GURED CONNECTOR

/NLY THE CON1GURATION OF THIS INSTANCE WILL BE DELETED� IT WILL NOT AŠECT THE DATA PREVIOUSLY SENT TO THE CLOUD SERVICE�
4HE SAME CON1GURATION PARAMETERS MAY BE USED TO CON1GURE THE CLOUD SERVICEIN THE FUTURE AND DATA WILL BE SENT
AGAIN�

2EMOVING THE LAST CLOUD SERVICE CONNECTOR INSTANCE �OR THE ONLY ONE	 MAY CAUSEIN 1LLING THE ,IBELIUM #LOUD "RIDGE
SERVICE BUŠER BECAUSE NO DATA WILL BE SYNCHRONIZED �THE "RIDGE DELETES OVERBUŠER DATA	� 7HEN THE BUŠER IS FULL�
THE ,IBELIUM #LOUD "RIDGE SERVICE WILL NOT ACCEPT ANY MORE DATA� SO SENSOR NODES TRYING TO SEND DATA TO THE ,IBELIUM
#LOUD "RIDGE SERVICE WHEN ITS BUŠER IS FULL WILL RECEIVE COMMUNICATION ERRORS�
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#LOUD 3ERVICE #ONNECTORS

���� #ON1GURATION 0ARAMETERS

4HE USER MUST CON1GURE AT LEAST ONE CLOUD SERVICE CONNECTOR INSTANCE TO USETHE ,IBELIUM #LOUD "RIDGE SERVICE�
%ACH ONE OF THE CLOUD SERVICES AVAILABLE IN THE ,IBELIUM #LOUD "RIDGE SERVICE �!LIBABA #LOUD� !73 “O4� #UMULOCITY�
“"- #LOUD� -ICROSOFT !ZURE %VENT (UBS� -ICROSOFT !ZURE “O4 (UBS�-144� 3!0 (ANA AND 4ELEFONICA“O4 #LOUD	
REQUIRES DIŠERENT PARAMETERS�

������ !LIBABA #LOUD

&IGURE � !LIBABA #LOUD CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM �ALL THE1ELDS ARE MANDATORY	�


 0ROJECT .AME� 9OUR PROJECT�S NAME�


 !CCESS +EY “$� +EY“$PROVIDED IN THE REGISTRATION PROCESS�


 !CCESS +EY 3ECRET� +EY 3ECRET PROVIDED IN THE REGISTRATION PROCESS�


 2EGION� 2EGION PROVIDED IN THE REGISTRATION PROCESS

#LICK ON THE�!CCESS +EY� SECTION OF THE PRO1LE ACCOUNT TO GET YOUR ACCESS KEYS�

&IGURE � !CCESS KEY


 �� 
 V���



#LOUD 3ERVICE #ONNECTORS

/NCE YOU ARE INSIDE� PRESS THE �#REATE !CCESS +EY� BUTTON ON THE�3ECURITY -ANAGEMENT� SECTION�

&IGURE � #REATE ACCESS KEY

7HEN IT HAS BEEN CREATED CORRECTLY� A POP
UP WINDOW WILL APPEAR WITH THE DATA OFTHE KEY THAT HAS JUST BEEN
GENERATED�

&IGURE � !CCESS KEY DETAILS

“F YOU WANT TO STORE THE INFORMATION ON YOUR COMPUTER� YOU ONLY HAVE TO PRESS THE�3AVE !CCESS +EY “NFORMATION�
BUTTON AND A 1LE WITH CSV EXTENSION WILL AUTOMATICALLY BE SAVED ON YOUR 0# WITHTHE KEY DATA GENERATED�

&IGURE � 3AVE ACCESS KEY

!FTER THIS YOU CAN CONSULT ALL YOUR GENERATED KEYS IN THE PANEL� 4O SEE THE SECRETKEY� PRESS SIMPLY IN THE BUTTON
�3HOW��

&IGURE � 3HOW ACCESS KEY SECRET
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#LOUD 3ERVICE #ONNECTORS

������ !73 “O4

&IGURE � !73 “O4 CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM �ALL THE 1ELDS ARE MANDATORY	�


 0ROJECT .AME� 9OUR PROJECT�S NAME


 2OOT
#A +EY� !UTHORITY OF THE CERTI1CATE TO BE USED


 0RIVATE +EY� 0RIVATE KEY OF THE CERTI1CATE TO BE USED


 #ERTI1CATE� #ERTI1CATE TO BE USED


 (OST� (OST THAT THE CERTI1CATE HAS BEEN ISSUED FOR

&IRST OF ALL YOU HAD TO CREATE A �4HING� IN THE�-ANAGE� Ñ �4HINGS� SECTION ON THE !73 “O4 3ERVICE� 7HEN YOU HAVE
CREATED YOUR OWN THING� CLICK ON THE WINDOW WITH THE NAME OF THE THING YOU JUSTCREATED�

&IGURE � #REATE A 4HING
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#LOUD 3ERVICE #ONNECTORS

4O GET THE (/34 PARAMETER YOU WILL HAVE TO GO TO THE�“NTERACT� SECTION AND IN THE�(4403 � SECTION YOU WILL SEE
THE (/34 THAT YOU WILL HAVE TO COPY IN THE CONNECTOR CON1GURATION�

&IGURE � (OST PARAMETER

4O GET THE 0RIVATE +EY AND #ERTI1CATE IF YOU DO NOT HAVE THEM PREVIOUSLY CREATED� YOU WILL HAVE TO GO TO THE�3ECURITY�
SECTION AND THEN PRESS THE�#REATE #ERTI1CATE� BUTTON�

&IGURE � #REATE CERTI1CATE

$OWNLOAD THE THREE KEYS DISPLAYED BEFORE CLOSING THE WINDOW BECAUSE THEY WILL NEVER BE SHOWN AGAIN�

&IGURE � $OWNLOAD CERTI1CATES
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#LOUD 3ERVICE #ONNECTORS

#LICK �$OWNLOAD� TO SAVE THE ROOT #! CERTI1CATE�

&IGURE � #! CERTI1CATE DOWNLOAD

#LICK THE �!CTIVATE� BUTTON FOR ASSIGNING THE KEYS TO THE 4HING THAT YOU HAVE JUST CREATED� #LICKTHE�$ONE� BUTTON TO
1NISH THE PROCESS AND CLOSE ALL WINDOWS�

&IGURE � !CTIVATE CERTI1CATES

#OPY THE CONTENT OF EACH DOWNLOADED 1LE IN THEIR RESPECTIVE 1ELDS�
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#LOUD 3ERVICE #ONNECTORS

������ #UMULOCITY

&IGURE � #UMULOCITY CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM �ALL THE 1ELDS ARE MANDATORY	�


 0ROJECT .AME� 9OUR PROJECT�S NAME�


 4ENANT� 4HE “$ OF YOUR APPLICATION�


 5SER� 4HE USER THAT YOU USE TO LOG IN TO THE #UMULOCITY #LOUD�


 0ORT .UMBER� 4HE PORT NUMBER OF YOUR TENANT APPLICATION�


 0ASSWORD� 4HE PASSWORD THAT YOU USE TO LOG IN TO THE #UMULOCITY #LOUD�
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#LOUD 3ERVICE #ONNECTORS

������ “"- #LOUD

&IGURE � “"- #LOUD CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM �ALL THE 1ELDS ARE MANDATORY	�


 0ROJECT .AME� 9OUR PROJECT�S NAME�


 /RGANIZATION� 4HE ORGANIZATION “$ OF YOUR DASHBOARD�


 !0“ 0ASSWORD� 4HE !UTHORIZATION 4OKEN GENERATED�


 !0“ 5SER � 4HE !0“ KEY GENERATED�


 %VENT “$� &IELD USED TO CON1GURE THE EVENT WHERE YOU WANT TO SEND THE INFORMATION� IF YOUDO NOT KNOW WHAT
TO TYPE IN THIS 1ELD� YOU CAN USE %“$ AS VALUE�

'O TO !CCESS�!0“ +EYS� MENU� AND CLICK ON THE� 'ENERATE !0“ +EY� BUTTON� ON THE BOTTOM LEFT SIDE� 3ELECT�"ACKEND
4RUSTED !PPLICATION� AS !0“ ROLE� 9OU WILL GET THE !0“ +EY AND !UTHENTICATION 4OKEN� “T IS VERY IMPORTANT TO WRITE
THEM DOWN �SAVE THEM ON YOUR 0#	� AS THERE IS NO WAY TO REQUEST THEM AND THEY WILLBE USED LATER�

&IGURE � 'ENERATE !0“ +EY
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#LOUD 3ERVICE #ONNECTORS

&IGURE � .EW !0“ +EY FORM
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#LOUD 3ERVICE #ONNECTORS

������ -ICROSOFT !ZURE %VENT (UBS

&IGURE � -ICROSOFT %VENT (UBS CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM �ALL THE 1ELDS ARE MANDATORY	�


 .AMESPACE� .AME OF THE %VENT (UB WHERE YOU WANT TO SEND DATA TO�


 $IRECTIVE .AME� .AME OF THE SHARED ACCESS POLICIES�


 $IRECTIVE +EY� +EY OF THE POLICY�


 .AME � .AME ASSIGNED ON THE ENTITY�


 4EMPLATE &ILE� &ILE WITH THE TEMPLATE�

#REATE IN THE -ICROSOFT PANEL A NEW %VENT (UB� 4HE NAME ASSIGNED TO THE %VENT(UB WILL BE THE NAME TO BE
PROVIDED IN THE �.AMESPACE� 1ELD OF THE CONNECTOR CON1GURATION�
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#LOUD 3ERVICE #ONNECTORS

&IGURE � %VENT HUB NAMESPACE

#REATE A 0OLICY ON �3HARED ACCESS POLICIES� OF THE�3ETTINGS� SECTION� 4HE NAME OF THE SHARED ACCESS POLICIES WILL BE
THE NAME TO BE PROVIDED IN THE�$IRECTIVE .AME� 1ELD OF THE CONNECTOR CON1GURATION�

&IGURE � %VENT HUB DIRECTIVE
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#LOUD 3ERVICE #ONNECTORS

#LICK IN ONE OF THE POLICIES THAT YOU HAVE CREATED TO GET THE �$IRECTIVE +EY�� ! NEW WINDOW WILL BE OPENED ON THE
RIGHT WITH THE�0RIMARY +EY� PARAMETER� THAT IS THE VALUE NEEDED TO 1LL THE �$IRECTIVE +EY� 1ELD OF THE CONNECTOR
CON1GURATION�

&IGURE � %VENT HUB POLICY KEY

!DD A NEW ENTITY IN THE�%NTITIES� SECTION OF THE NEWLY %VENT HUB CREATED� 4HE NAME ASSIGNED TO THE NEW %NTITY WILL
BE THE�.AME � 1ELD OF THE CONNECTOR CON1GURATION�

&IGURE � %VENT HUB ENTITY NAME
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#LOUD 3ERVICE #ONNECTORS

������ -ICROSOFT !ZURE “O4 (UBS

&IGURE � -ICROSOFT “O4 (UB CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM �ALL THE 1ELDS ARE MANDATORY	�


 0ROJECT .AME� 9OUR PROJECT�S NAME�


 #ONNECTION 3TRING� 3TRING TO USE IN THE CONNECTOR�

#REATE AN ITEM ON THE �“O4 (UB� SECTION AND CLICK ON THE LINK WITH THE NAME OF THE ITEM YOU HAVE JUST CREATED�

&IGURE � “O4 HUB
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#LOUD 3ERVICE #ONNECTORS

#LICK ON THE �3ETTINGS� SECTION OF�3HARED ACCESS POLICIES��

&IGURE � 3HARED POLICIES

#LICK THE�!DD � BUTTON TO ASSIGN THE NAME AND THE PERMISSIONS NEEDED� #LICK ON THE NAME AND A WINDOW WILL
APPEAR ON THE RIGHT WITH THE�#ONNECTION 3TRING�� WHICH YOU WILL HAVE TO COPY AND PASTE IN THE CON1GURATION OF YOUR
CONNECTOR�

&IGURE � #ONNECTION STRING
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#LOUD 3ERVICE #ONNECTORS

������ -144

&IGURE �-144 CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM �ALL THE 1ELDS ARE MANDATORY	�


 0ROJECT .AME� 9OUR PROJECT�S NAME�


 “0 !DDRESS� 4HE IP ADDRESS OF YOUR APPLICATION�


 0ORT� 4HE PORT NUMBER OF YOUR APPLICATION�


 33, � 33, #ERT � #ERTI1CATE FOR SECURE COMMUNICATIONS�


 5SER� 4HE USER THAT YOU USE TO LOG IN TO THE-144 #LOUD�


 0ASSWORD� 4HE PASSWORD THAT YOU USE TO LOG IN TO THE -144 #LOUD�


 #LIENT “$� 4HE #LIENT“$ OF YOUR APPLICATION�


 4OPIC 4EMPLATE� 4EMPLATE FOR THE -144 TOPIC�


 -ESSAGE 4EMPLATE� 4EMPLATE FOR THE -144 MESSAGE�
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#LOUD 3ERVICE #ONNECTORS

������ 3!0 (ANA

&IGURE � &IGURE� 3!0 (ANA CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM �ALL THE 1ELDS ARE MANDATORY	�


 0ROJECT .AME� 9OUR PROJECT�S NAME�


 $EVICE TOKEN� 9OUR DEVICE TOKEN�


 $EVICE “$� 9OUR DEVICE “$�


 --3 %NDPOINT � %NDPOINT TO BE USED�


 -ESSAGE “$� “$ OF THE MESSAGE�


 -ESHLIUM .AME � -ESHLIUM NAME�
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#LOUD 3ERVICE #ONNECTORS

������ 4ELEFONICA “O4 #LOUD

&IGURE � 4ELEFONICA “O4 #LOUD CONNECTOR CON1GURATION PARAMETERS

#OMPLETE THE INFORMATION IN THE FORM �ALL THE 1ELDS ARE MANDATORY	�


 0ROJECT .AME� 9OUR PROJECT�S NAME�


 3ERVER� (OST NAME�


 0ORT� 4HE PORT NUMBER OF YOUR APPLICATION�


 !0“ � 4HE !0“ KEY OF YOUR USER PANEL ACCOUNT�


 �� 
 V���



-ANAGE 9OUR $EVICES

�� -ANAGE 9OUR $EVICES

4HE ,IBELIUM #LOUD "RIDGE SERVICE SHOWS IN THIS SECTION ALL YOUR REGISTEREDSENSOR NODES� 9OU CAN MANAGE TWO
DIŠERENT KEYS IN THIS SECTION�

&IGURE � -ANAGE YOUR DEVICES MENU
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-ANAGE 9OUR $EVICES

���� !0“ +EYS

!0“ +EYS ARE NEEDED TO IDENTIFY THE SENSOR NODES WITH THE USER ACCOUNT AND THE TYPE OFLICENSE ASSOCIATED TO IT� !
VALID !0“ +EY IS MANDATORY TO ESTABLISH A COMMUNICATION WITH THE ,IBELIUM #LOUD "RIDGE SERVICE�

“N OTHER WORDS� !0“ +EYS ARE USED TO AUTHENTICATE THE CALLS TO THE ,IBELIUM #LOUD"RIDGE SERVICE� 3ENSOR NODES
NEED TO INCLUDE A VALID !0“ +EY IN THE HEADERS OF THEIR (4403 CALLS TO SUCCESSFULLY CONNECT WITH THE ,IBELIUM #LOUD
"RIDGE SERVICE�

4HE �0ERSONAL !CCESS +EYS� SECTION SHOWS ALL THE !0“ +EYS WHICH ARE CURRENTLY ACTIVE�

&IGURE � #REATING A NEW KEY

!0“ +EYS ARE TRANSPARENTLY GENERATED WHEN USING THE 0ROGRAMMING #LOUD 3ERVICE� !S SOON AS AN !0“ +EY IS
GENERATED BY THE 0ROGRAMMING #LOUD 3ERVICE� IT IS STORED IN THE ,IBELIUM #LOUD "RIDGE SERVICE� BEING LISTED IN THE
�0ERSONAL !CCESS +EYS� SECTION�

&IGURE � 5SE THE 0ROGRAMMING #LOUD 3ERVICE TO SEND DATA TO ,IBELIUM #LOUD "RIDGE SERVICE

4HE 0ROGRAMMING #LOUD 3ERVICE INCLUDES THE !0“ +EY OF EACH NODE IN THE BINARY PROGRAMS GENERATED� “N THE CASE
OF PROGRAMMING THE SENSOR USING ,IBELIUM 7ASPMOTE “$%� THE !0“ +EY NEEDS TO BECOPIED FROM THIS SECTION AND
THEN PASTED IN THE SOURCE 1LE�
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������ #REATING 4HE +EYS

“F THE 0ROGRAMMING #LOUD 3ERVICE IS NOT USED FOR PROGRAMMING THE SENSOR NODES�AN !0“ +EY IS STILL NEEDED� “N
THIS CASE THE USER MUST MANUALLY CREATE THIS !0“ +EY� 4HE USER HAS TO INSERT IT IN THE SOURCE CODE WRITTEN ON THE
7ASPMOTE “$%�

#LICK THE �#REATE .EW +EY� BUTTON TO MANUALLY CREATE A NEW !0“ +EY� -ANUALLY CREATED !0“ +EYS ARE ALSO LISTED
IN THE�0ERSONAL !CCESS +EYS� SECTION�

&IGURE � ,INK FOR CREATING A NEW KEY

7HEN CREATING A NEW !0“ +EY� THE USER MUST PROVIDE A VALUE IN THE�.AME � 1ELD� 4HIS IS A USER
FRIENDLY NAME TO TAG
THE !0“ +EYS OF YOUR DEVICES� !VOIDING DUPLICATED NAMES IS RECOMMENDED� BECAUSE THIS DESCRIPTIVE TEXT MAY BE
USED LATER FOR IDENTIFYING THE !0“ +EYS�

&IGURE � .AME 1ELD FOR THE NEW KEY

! POP
UP WINDOW WILL RISE SHOWING THE GENERATED !0“ +EY� 4HE USER MAY COPY IT NOW TO USE IN THE SOURCE CODE WHEN
NEEDED� 4HE !0“ +EY MAY BE RETREIVED ANYTIME LATER�


 �� 
 V���



-ANAGE 9OUR $EVICES

&IGURE � 0ERSONAL !CCESS +EY TOKEN
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������ 3HOW !ND $ELETE %XISTING !0“ +EYS

4HE !0“ +EY THAT YOU HAVE JUST MANUALLY CREATED IS LISTED ON THE �0ERSONAL !CCESS +EYS� SECTION� 9OU CAN ACCESS TO
EACH !0“ +EY BY PRESSING THE�3HOW� BUTTON�

&IGURE � 0ERSONAL !CCESS +EY TOKEN

“F YOU WANT TO DELETE AN !0“ +EY� 1ND THE !0“ +EY THAT YOU WANT TO DELETE IN THE �0ERSONAL !CCESS +EY� LIST AND PRESS
ON THE�$ELETE� BUTTON IN THE SAME ROW�

&IGURE � 0ERSONAL ACCESS TOKEN

! MESSAGE TO CON1RM THAT YOU WANT TO DELETE THE !0“ +EY WILL BE SHOWN� 2EMEMBERTHAT AFTER DELETING THE !0“
+EY� IT WILL NOT BE POSSIBLE TO RECOVER IT AGAIN� /NCE YOU DELETE THE !0“ +EY� THE ACCESS TO THE ,IBELIUM #LOUD "RIDGE
SERVICE WILL BE REVOKED FOR THE DEVICES USING THAT !0“ +EY�

&IGURE � 0ERSONAL ACCESS TOKEN
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���� %NCRYPTION +EYS

“F THE USER WANTS TO ENCRYPT THE PAYLOAD OF FRAMES� AN ENCRYPTION KEY FOR EACH NODE MUST BE CREATED PREVIOUSLY�
%NCRYPTION KEYS FOR THE PAYLOAD �!%3
���	 ARE NEEDED WHEN THE SENSOR NODES AREPROGRAMMED TO SEND DATA VALUES
TO THE 1NAL CLOUD SERVICES USING END
TO
END ENCRYPTION�

4HESE ENCRYPTION KEYS ARE ONLY USEFUL WHEN THE USER WANTS TO IMPLEMENT AN END
TO
END SECURITY LAYER IN THE 1NAL
CLOUD SERVICE�

.OTE� 2EMEMBER THAT THE ,IBELIUM #LOUD "RIDGE SERVICE ALREADY IMPLEMENTS AN !%3
��� ENCRYPTION� 4HIS ENCRYPTION
IS DONE BY DEFAULT BY THE 0ROGRAMMING #LOUD 3ERVICE IN A TRANSPARENT WAY FOR THE USER�“F WRITING CODE IN THE“$%� THE USER
CAN CALL A SIMPLE FUNCTION�“N EITHER OF THESE TWO WAYS� FRAMES TRAVEL SECURED FROM THE SENSORNODE TO THE ,IBELIUM #LOUD
"RIDGE SERVICE�

������ #HANGE +EY

#LICK THE �#HANGE KEY� BUTTON TO EDIT THE ENCRYPTION KEY� “N THE POP
UP WINDOW SHOWN THERE IS INFORMATION ABOUT
THE THE PROPERTIES AND VALUES OF THE ENCRYPTION KEY OF EACH SENSOR NODE� “N THE TOP
LEFT OFTHE WINDOW THE DEVICE
NAME AND THE DEVICE SERIAL ID ARE SHOWN� THESE TWO VALUES IDENTIFY THE SENSORNODE�

&IGURE � %DIT ENCRYPTION KEY

4HE CURRENT VALUE OF THE !%3
��� ENCRYPTION KEY OF THE SENSOR NODE IS SHOWN IN THE 1ELD �%NCRYPTION KEY �!%3 ���	� �
AN INITIAL RANDOM ENCRYPTION KEY IS ASSIGNED TO EACH NODE IN THE ACTIVATION PROCESS OF THE 3ERVICES #LOUD -ANAGER�

4HIS VALUE WILL BE USED BY THE 0ROGRAMMING #LOUD 3ERVICE WHEN CHOOSING THE OPTION TO ENCRYPT THE FRAMES FOR
THIS SENSOR NODE� “F WRITING CODE IN THE “$%� THE USER SHOULD COPY THE VALUE FROMTHIS 1ELD TO THE SOURCE CODE�

4HE VALUE OF THE !%3
��� ENCRYPTION KEY ASSIGNED TO THE NODE MAY BE MODI1ED�THE 1ELD �%NCRYPTION KEY �!%3
���	 � IS EDITABLE AND ANY TEXT THAT COMPLIES WITH THE !%3
��� REQUIREMENTS MAY BETYPED� USING A CUSTOM VALUE OR
GENERATING A NEW RANDOM !%3
��� ENCRYPTION KEY�
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#LICK THE BUTTON �'ENERATE 2ANDOM +EY�� NEXT TO THE EDITABLE 1ELD� AND A NEW VALID !%3
��� ENCRYPTION KEY VALUE
WILL BE PRESENTED IN THE EDITABLE 1ELD� “T IS POSSIBLE TO CLICK THE BUTTON AS MANY TIMES AS DESIRED TO GET DIŠERENT
VALUES� &INALLY� CLICK THE BUTTON �3AVE� AT THE BOTTOM TO ASSIGN THE NEW VALUE TO THE SENSOR NODE�

!%3
��� ENCRYPTION KEYS MAY BE EDITED AS WELL FROM THE�-Y $EVICES� SECTION OF THE 3ERVICES #LOUD -ANAGER�
CLICK THE PENCIL ICON ON THE�!CTION� COLUMN TO OPEN THE EDIT WINDOW AND CHECK OR MODIFY THE CURRENT ENCRYPTION
KEY ASSIGNED TO EACH SENSOR NODE�

&IGURE � 0ERSONAL ACCESS KEY

'ENERATE A NEW RANDOM KEY TO OVERWRITE THE EXISTING KEY IS ALSO POSSIBLE�

&IGURE � #HANGE ENCRYPTION KEY
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�� 3ENDING $ATA &RAMES

���� $ATA 3TREAMING

4HE ,IBELIUM #LOUD "RIDGE SERVICE RECEIVES DATA FRAMES FROM THE SENSOR NODES AND SENDS ALL THE DATA VALUES TO THE
DIŠERENT 1NAL CLOUD SERVICES CON1GURED OF THE LIST OF AVAILABLE CONNECTORS� !LIBABA #LOUD� !73 “O4� #UMULOCITY� “"-
#LOUD� -ICROSOFT !ZURE %VENT (UBS� -ICROSOFT !ZURE “O4 (UBS�-144� 3!0 (ANA AND 4ELEFONICA“O4 #LOUD�

������ 2ECEIVING $ATA

$ATA MAY BE RECEIVED WITH DIRECT (4403 CONNECTIONS FROM THE SENSOR NODES� USING THE,IBELIUM #LOUD "RIDGE
SERVICE CONNECTOR AVAILABLE IN THE -ESHLIUM GATEWAY AND CON1GURING THE CALLBACK SERVICES OF THE ,07!. PROVIDERS�

(4403 #ONNECTIONS

3ENSOR NODES USING ."
“O4� �' AND 7I&I MAY BE PROGRAMMED TO SEND DATA DIRECTLY TO THE ,IBELIUM #LOUD "RIDGE
SERVICE�

5SING 0ROGRAMMING #LOUD 3ERVICE

4HE 0ROGRAMMING #LOUD 3ERVICE INCLUDES THE OPTION�3END TO ,IBELIUM #LOUD "RIDGE� IN THE SECTION�3ELECT PROTOCOL
AND DESTINATION�� 4HE VALID !0“ +EY OF THE SENSOR NODE AND ALL THE ENCRYPTION LAYERS ARE IMPLEMENTED TRANSPARENTLY
BY DEFAULT IN THE BINARY PROGRAM THAT THE 0ROGRAMMING #LOUD 3ERVICE GENERATES�

&IGURE � 0ROGRAMMING #LOUD 3ERVICE � SEND TO ,IBELIUM #LOUD "RIDGE

5SING 7ASPMOTE “$%

“N THE 7ASPMOTE !0“ DOCUMENTATION THERE IS A SKETCH AVAILABLE �THE (4403 EXAMPLE	 THAT MAY BE USED FOR THE USER
AS THE BASIS FOR CODING ON THE 7ASPMOTE“$%� A VALID CALL TO THE ,IBELIUM #LOUD "RIDGE SERVICE�

0ARAMETERS NEEDED FOR THE (4403 CALL TO THE ,IBELIUM #LOUD "RIDGE SERVICE ARE�


 (OST� HW�LIBELIUM�COM


 !CTION� '%4 �HW�PS�FRAME�;&2!-% 4/ 3%.$= (440����


 !UTHORIZATION� "EARER ;!0“ +%9 &2/- "2 “$'%=
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-ESHLIUM 'ATEWAY #ONNECTOR

-ESHLIUM GATEWAYS CAN BE CON1GURED TO SEND DATA TO THE ,IBELIUM #LOUD "RIDGE SERVICE� -ESHLIUM GATEWAYS THAT
ARE GOING TO BE USED TO SEND DATA TO THE ,IBELIUM #LOUD "RIDGE SERVICE HAVE TO BE REGISTERED IN THE 3ERVICES #LOUD
-ANAGER USING THEIR ASSOCIATED ACTIVATION CODE�

&IGURE � -ESHLIUM NOT REGISTERED MESSAGE

4HE ,IBELIUM #LOUD "RIDGE SERVICE CONNECTOR MUST BE CON1GURED WITH THE SAMEUSER ACCOUNT USED TO REGISTER THE
-ESHLIUM GATEWAY IN THE 3ERVICES #LOUD -ANAGER� 4HE ,IBELIUM #LOUD "RIDGE SERVICE CONNECTOR CAN BE FOUND IN
THE SECTION�#LOUD #ONNECTORS� Ñ �“O4 0REMIUM� OF THE -ANAGER 3YSTEM�

&IGURE � ,IBELIUM #LOUD "RIDGE CONNECTOR CON1GURATION

4HE -ESHLIUM GATEWAY WILL MAKE THE (4403 REQUEST TO THE ,IBELIUM #LOUD "RIDGE SERVICE SENDING THE DATA GATHERED
FROM THE NODES THAT ARE LINKED TO THE -ESHLIUM GATEWAY USING 2& COMMUNICATION PROTOCOLS� �' OR 7I&I�
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3IGFOX

3IGFOX DEPLOYS A ,OW 0OWER 7IDE !REA .ETWORK IN MANY COUNTRIES� AND 3IGFOXOWNS THE INFRASTRUCTURE� 4HE ,IBELIUM
#LOUD "RIDGE SERVICE ENHANCES THE 3IGFOX NETWORK FEATURES GIVING ACCESS OUT
OF
THE
BOX TO SEND THE DATA TO ANY OF
THE 1NAL CLOUD SERVICES AVAILABLE �!LIBABA #LOUD� !73 “O4� #UMULOCITY� “"- #LOUD� -ICROSOFT !ZURE %VENT (UBS�
-ICROSOFT !ZURE “O4 (UBS�-144� 3!0 (ANA AND 4ELEFONICA“O4 #LOUD	�

4HE USER MUST HAVE A VALID 3IGFOX ACCOUNT TO INTEGRATE THE ,IBELIUM #LOUD"RIDGE SERVICE IN THE 3IGFOX BACKEND
AS A CALLBACK� 2EGISTERING NEW 3IGFOX ACCOUNTS CAN BE DONE AT HTTPS���BUILD�SIGFOX�COM�SIGN
UP�

3IGFOX "ACKEND #ON1GURATION

!S A MANDATORY PROCESS FOR ALL 3IGFOX ACCOUNTS� THE USER MUST REGISTER A NEW DEVICE AND A NEW DEVICE TYPE�

3TEPS FOR REGISTERING A NEW DEVICE CAN BE FOLLOWED ON THIS ADDRESS�

HTTPS���RESOURCES�SIGFOX�COM�DOCUMENT�REGISTER
A
DEVICE
!S A SUMMARY� THE USER SHOULD DO THE FOLLOWING STEPS�


 #LICK ON THE�$EVICE� MENU�


 #LICK ON THE�.EW � BUTTON IN THE UPPER RIGHT PART OF THE SCREEN�


 #HOOSE THE DESIRED GROUP�


 #OMPLETE THE DEVICE INFORMATION1ELDS�


 “$�0!# COUPLE� LOCATION INFORMATION IS OPTIONAL�


 .AME�


 3ELECT DEVICE TYPE�


 IF YOUR DEVICE IS 3IGFOX 2EADY� ENTER YOUR PRODUCT CERTI1CATE�


 4HE DEVICE DEFAULT SETTING IS�!CTIVABLE�� “F THIS OPTION IS DISABLED� ALL MESSAGES WILL BE DROPPED AND THE DEVICE
CANNOT CONSUME ANY TOKEN� 4HIS OPTION COULD BE UPDATED BY EDITING THE DEVICE�


 #LICK�/+ � TO VALIDATE�

3TEPS TO CREATE A NEW DEVICE TYPE ARE ALSO SIMPLE� /N THE FOLLOWING 52, IT ISEXPLAINED HOW TO DO THAT�

HTTPS���RESOURCES�SIGFOX�COM�DOCUMENT�CREATE
A
NEW
DEVICE
TYPE

3UMMARY OF THE ACTIONS TO BE DONE BY THE USER�


 'O TO THE�$EVICE TYPE� TAB�


 #LICK ON�.EW � BUTTON IN THE TOP RIGHT CORNER�


 &ILL IN THE DEVICE TYPE INFORMATION��


 .AME OF YOUR DEVICE TYPE�


 $ESCRIPTION OF YOUR DEVICE TYPE�


 3ET THE KEEP
ALIVE VALUE IN MINUTES �OPTIONAL	�


 #ONTRACT� ,INK YOUR DEVICE TYPE TO AN ACTIVE "33 ORDER�


 !LERT E
MAIL�“F A CALLBACK FAILS� AN EMAIL WILL BE SENT TO THE ADDRESS BELOW SO THAT YOU CAN TAKE ACTION TO1X THE
PROBLEM�


 #ON1GURE THE DOWNLINK CALLBACK MODE�


 #ON1GURE THE DISPLAY TYPE� CF� $OWNLINK CALLBACKS�

5SING THE�%DIT� BUTTON ON THE TOP RIGHT CORNER YOU CAN EDIT A DEVICE TYPE�
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#ALLBACK #ON1GURATION 4O ,IBELIUM #LOUD "RIDGE 3ERVICE

'O TO THE�$EVICE� MENU AND CLICK ON THE DEVICE TYPE OF YOUR DEVICE� ! NEW MENU WILL OPEN AND ON THE LEFT SIDE A
�#!,,"!#+3 � OPTION IS DISPLAYED� CLICK ON IT�

&IGURE � 3IGFOX CALLBACKS MENU

! NEW SCREEN IS DISPLAYED� THERE YOU CAN CREATE A NEW CALLBACK REQUEST� &OR THAT� CLICK ON THE�.EW � BUTTON ON THE
TOP RIGHT CORNER AND NOW YOUR CAN TYPE THE DATA FOR A NEW CALLBACK REQUEST�

&IGURE � 3IGFOX NEW CALLBACK REQUEST

3ELECT�#USTOM CALLBACK�� IT IS THE 1RST OPTION ON THE OPTIONS PANEL FOR A NEW KIND OF CALLBACK�

&IGURE � 3IGFOX CUSTOM CALLBACK OPTION
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4HE MAIN CON1GURATION PANEL WILL DISPLAY YOUR CUSTOM CALLBACK�

&IGURE � 3IGFOX CUSTOM CALLBACK PANEL

7E NEED TO UNDERSTAND THIS STATEMENTS TO CLARIFY THE VALUES OF THE CON1GURATION CREATING THE 3IGFOX CUSTOM CALLBACK
FOR THE ,IBELIUM #LOUD "RIDGE SERVICE�


 4HERE ARE THREE DIŠERENT CALLBACK TYPES�


 9OU HAVE A SET OF AVAILABLE VARIABLES FOR EACH TYPE OF CALLBACK�


 4HESE VARIABLES ARE REPLACED BY THEIR VALUE WHEN A CALLBACK IS CALLED�


 7HEN RECEIVING A CALLBACK� THE CLIENT SYSTEM MUST RETURN AN (440 �XX CODE WITHIN �� SECONDS�


 “F THE CLIENT SYSTEM FAILS TO PROCESS THE CALLBACK DURING THIS TIME� AN AUTOMATIC RETRY WILL BE SCHEDULED � MINUTE
LATER�

7E WILL EXPLAIN NOW THE VALUES CHOSEN TO PROPERLY CREATE A 3IGFOX CUSTOM CALLBACK FOR SENDING DATA TO THE ,IBELIUM
#LOUD "RIDGE SERVICE�


 7E WILL SET THE TYPE TO �$!4!� AND�50,“.+ � � !S WE WANT TO UPLOAD THE INFORMATION TO A GIVEN 52,� THE #HANNEL
OPTION MUST BE�52, � �


 4HE 52, PATTERN IS THE ,IBELIUM #LOUD "RIDGE SERVICE ENDPOINT FOR 3IGFOX CALLBACKS�
HTTPS���HW�LIBELIUM�COM�HW�SIGFOX�


 4HE REQUEST TYPE IS�0/34 � � !S WE WANT TO SEND DATA TO A REMOTE SERVER� LEAVE UNCHECKED THE�3END 3.“�
OPTION�


 4HE ,IBELIUM #LOUD "RIDGE SERVICE USES AN !0“ +EY AS THE METHOD TO IDENTIFY AND AUTHENTICATE TO THE USER AND
THE SENSOR NODE� “NCLUDING THE AUTHENTICATION !0“ +EY IN THE CUSTOM CALLBACK CREATED IS DONE ADDING TO THE
HEADERS OPTION AN AUTHORIZATION 1ELD WITH THE VALUE �"EARER ,“"%,“5-?#,/5$?4/+%. � �WITHOUT QUOTES	� 4HE
,“"%,“5-?#,/5$?4/+%. CAN BE COPIED FROM THE ,IBELIUM #LOUD "RIDGE SERVICE BACKEND AS EXPLAINED IN THE
SECTION !0“ +EYSOF THIS GUIDE�


 4HE VALUE FOR #ONTENT
TYPE OPTION MUST BE APPLICATION�JSON�


 4HE BODY OF THE REQUEST WILL CONTAIN THE DATA THAT WILL BE SENT TO THE ,IBELIUM #LOUD "RIDGE SERVICE� “T HAS TO
BE SHORT AND PROPERLY FORMATTED� *3/. SYNTAX WILL BE USED�


 $ATA 1ELDS THAT WILL BE USED TO UPLOAD THE INFORMATION ARE�


 DEVICE �STRING	� DEVICE IDENTI1ER �IN HEXADECIMAL ÿ UP TO � CHARACTERS ��� � BYTES	


 DATA �STRING	� THE USER DATA �IN HEXADECIMAL	


 TIME �INT	� THE EVENT TIMESTAMP �IN SECONDS SINCE THE 5NIX %POCH	


 SEQ.UMBER �INT	� THE SEQUENCE NUMBER OF THE MESSAGE� IF AVAILABLE


 DUPLICATE �BOOL	�

 �TRUE� IF THE MESSAGE IS A DUPLICATE ONE� MEANING THAT THE BACKEND HAS ALREADY PROCESSED THIS

MESSAGE FROM A DIŠERENT BASE STATION�


 �FALSE� OTHERWISE� 4O RECEIVE DUPLICATE MESSAGES� YOU HAVE TO CHECK THE�SEND DUPLICATE� BOX IN THE
CALLBACK CON1GURATION PAGE�
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 4HE "ODY 1ELD WILL BE SET WITH A *3/. PAYLOAD AS THE FOLLOWING ONE�

{

"device_id" : "{device}" ,

"data" : "{data}" ,

"time" : "{time}" ,

"seqNumber" : "{seqNumber}" ,

"duplicate" : "{duplicate}"

}


 #LICK �/K� TO CON1RM CHANGES AND CREATE THE NEW CALLBACK�

4HE CALLBACK CON1GURATION SHOULD BE AS FOLLOWS�

&IGURE � 3IGFOX CUSTOM CALLBACK CON1GURATION

!FTER CON1RMING CHANGES� THE NEW CALLBACK ENTRY IS LISTED ON THE �#ALLBACKS� SECTION�

&IGURE � 3IGFOX CALLBACK LIST

4HE CALLBACK ENTRY MAY BE EDITED ANYTIME� &OR FURTHER INFORMATION ABOUT CALLBACK FUNCTION PLEASE CHECK OUT THIS
3IGFOX DOCUMENTATION LINK�HTTPS���BACKEND�SIGFOX�COM�APIDOCS�CALLBACK�
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,OG !ND $EBUG #ALLBACK 2EQUESTS 4O ,IBELIUM #LOUD "RIDGE SERVICE

/N THE DEVICE LIST� CLICK ON THE �“$� 1ELD OF YOUR DEVICE AND A NEW SCREEN WITH A RIGHT MENU WILL BE SHOWN� /N THE
�-ESSAGES� OPTION YOU CAN SEE A LIST OF MESSAGES SENT TO THE CALLBACK AND YOU CAN WATCH IF THEY ARRIVED PROPERLY
�GREEN CIRCLE WITH UP ARROW	 OR THEY HAD SOME KIND OF PROBLEM�

&IGURE � 3IGFOX CALLBACK LIST

“F YOU CLICK ON THE CALLBACK ICON� YOU GET FULL INFORMATION ABOUT THE CALLBACK REQUEST�

&IGURE � 3IGFOX CALLBACK LIST
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,ORIOT

,ORIOT IS A BACKEND FOR ,O2A7!. DEVICES� “T GATHERS INFORMATION FROM MANY BASE STATIONS AND WORKS AS A DATA HUB�
7E WILL CON1GURE THE ,ORIOT BACKEND TO SEND DATA TO THE ,IBELIUM #LOUD "RIDGE SERVICE�

! VALID ,ORIOT ACCOUNT IS NEEDED TO CON1GURE PROPERLY THE BACKEND� .EW ,ORIOT ACCOUNTS CAN BE OBTAINED AT
HTTPS���WWW�LORIOT�IO�REGISTER�HTML�

2EGISTER .EW $EVICE

9OU SHOULD REGISTER YOUR DEVICE OR GATEWAY IN ,ORIOT BEFORE STARTING� 4HIS PROCESS IS DIŠERENT AND DEPENDS ON THE
DEVICE YOU WANT TO REGISTER� YOU CAN DO THIS STEP ON THE�'ATEWAYS� SECTION ON THE BOTTOM LEFT PART OF THE WEB�

#REATE !PPLICATION &OR $EVICE

“N THE DASHBOARD YOU CAN CREATE A NEW APPLICATION FOR YOUR DEVICE� THIS IS NEEDED TO SEND DATA TO ,IBELIUM #LOUD�
&OLLOW THE ON
SCREEN STEPS TO CREATE AN APPLICATION�

/NCE YOU CREATED YOUR APPLICATION� CLICK ON IT TO GET THE DETAILS AND EXTENDED ACTIONS�

&IGURE � ,ORIOT APPLICATION
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2EDIRECT $ATA /UTPUT

4HERE IS A�#ONTROLS� SECTION ON THE TOP LEFT MENU WHERE YOU CAN CON1GURE THE DATA OUTPUT TO REDIRECT THE INCOMING
DATA TO ANOTHER SERVICE� #LICK ON �$ATA OUTPUT� TO CON1GURE THE DATA FORWARDING� 4HEN YOU CAN CHOOSE AMONG MANY
SERVICES TO REDIRECT YOUR DATA� FOR USING THE ,IBELIUM #LOUD "RIDGE SERVICE�SELECT �(440 0USH��

&IGURE � ,ORIOT APPLICATION

3ELECT�(440 0USH� TO HAVE ACCESS TO ITS DOCUMENTATION�

4HE CON1GURATION FOR THIS CALLBACK SERVICE IS STRAIGHTFORWARD� YOU JUST TYPE THE ,IBELIUM 52, AND THE VALUE FOR
THE AUTHENTICATION 1ELD� IN THIS CASE IS �"EARER ,“"%,“5-?#,/5$?4/+%.� �

4HE ,IBELIUM #LOUD "RIDGE SERVICE USES AN !0“ +EY AS THE METHOD TO IDENTIFY AND AUTHENTICATE TO THE USER AND
THE SENSOR NODE� “NCLUDING THE AUTHENTICATION !0“ +EY IN THE CUSTOM CALLBACK CREATED IS DONE ADDING TO THE
HEADERS OPTION AN AUTHORIZATION 1ELD WITH THE VALUE �"EARER ,“"%,“5-?#,/5$?4/+%. � �WITHOUT QUOTES	� 4HE
,“"%,“5-?#,/5$?4/+%. CAN BE COPIED FROM THE ,IBELIUM #LOUD "RIDGE SERVICE BACKEND AS EXPLAINED IN THE SECTION
!0“ +EYS OF THIS GUIDE�


 4ARGET 52, FOR 0/34S� HTTPS���HW�LIBELIUM�COM�HW�LORIOT�


 #USTOM �!UTHORIZATION� HEADER VALUE� "EARER ,“"%,“5-?#,/5$?4/+%.�

4HE (440 0USH CON1GURATION SHOULD BE AS FOLLOWS�

&IGURE � ,ORIOT APPLICATION

#LICK ON THE BUTTON �#ON1RM CHANGE� TO SAVE YOUR CHANGES AND THE DATA WILL BE FORWARDED TO THE ,IBELIUM #LOUD
"RIDGE SERVICE�

! *3/. PAYLOAD IS NOT NEEDED IN THIS BACKEND� THE ,ORIOT BACKEND SUPPLIES A RELIABLE *3/. OBJECT THAT CONTAINS
ALL INFORMATION THAT ,IBELIUM #LOUD "RIDGE SERVICE NEEDS TO MANIPULATE THEDATA�
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!CTILITY

4HE !CTILITY BACKEND IS SUITABLE FOR THE USER THAT HAS A GOOD KNOWLEDGE OF “O4SYSTEMS� BECAUSE IT IS VERY2EXIBLE
AND FULL OF USEFUL FEATURES�

9OU WILL NEED AN ACCOUNT TO CON1GURE THE !CTILITY BACKEND� “F YOU DO NOT HAVEAN ACCOUNT� GET ONE ON
HTTPS���WWW�ACTILITY�COMOR CONTACT YOUR 3ALES AGENT�

$EVICE #ON1GURATION�!PPLICATION 3ERVER	

4HE !CTILITY SERVICE NEEDS AN !PPLICATION 3ERVER AND AN !PPLICATION 3ERVER2OUTING 0RO1LE �!3 ROUTING PRO1LE	 TO
CREATE A COMMUNICATION BETWEEN !CTILITY AND THE CALLBACK SERVER�

&IRST OF ALL� CREATE A NEW !PPLICATION 3ERVER USING THE LEFT SIDE MENU�

&IGURE � !CTILITY APPLICATION SERVER

4HE 1RST SECTION ALLOWS YOU TO CREATE A NEW !PPLICATION 3ERVER� 4HE SECOND SECTION SHOWS A LIST OF ALL THE !PPLICATION
3ERVERS CREATED� #LICK THE �!DD� BUTTON IN THE 1RST SECTION TO CREATE A NEW !PPLICATION 3ERVER�

&IGURE � !DD NEW APPLICATION SERVER
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9OU MUST TYPE A NAME AND SELECT THE OPTION �(440 !PPLICATION 3ERVER�� 4HEN CLICK THE�#REATE� BUTTON TO CONTINUE�

&IGURE � #REATES NEW APPLICATION SERVER

4HE NEW WINDOW SHOWS THE NAME FROM THE PREVIOUS POP
UP AND MANY OTHER NEW 1ELDS� 3ET THE VALUE �*3/.� FOR
THE�#ONTENT 4YPE� 1ELD�

4HE ,IBELIUM #LOUD "RIDGE SERVICE ADDS ANOTHER SECURITY LAYER TO !CTILITY CLOUD� “T IS MANDATORY TO FUL1L THE
�5PLINK�DOWNLINK SECURITY� SECTION FOR DATA INTEGRITY� #LICK ON THE�!CTIVATE� BUTTON AND A NEW POP
UP WILL APPEAR�

&IGURE � !CTIVATE NEW APPLICATION SERVER

“N THE NEW POP
UP THERE ARE THREE 1ELDS� !3 “$� ,2#
!3 +EY AND -AX TIMESTAMP DEVIATION� LET�S EXPLAIN EACH ONE�


 !3 “$ � “T IS A 1ELD TO IDENTIFY THE USER THAT IS SENDING DATA� THIS INFORMATION IS SUPPLIED IN THE !CTILITY 3CREEN ON
THE ,IBELIUM #LOUD "RIDGE SERVICE�


 ,2#
!3 KEY � ! PASSPHRASE SUPPLIED BY !CTILITY #ON1GURATION ON ,IBELIUM 3ERVICES #LOUD -ANAGER�


 -AX TIMESTAMP DEVIATION� ,EAVE IT EMPTY�

!3 “$ AND,2#
!3 KEY ARE MANDATORY 1ELDS� THESE VALUES CAN BE COPIED FROM THE ,IBELIUM #LOUD "RIDGE SERVICE
BACKEND� “F THE 1ELDS ARE NOT PROPERLY 1LLED THE DATA WILL NOT ARRIVE TO THE ,IBELIUM #LOUD "RIDGE SERVICE�
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.OW IT IS TIME TO ADD A NEW ROUTE TO SEND THE DATA�

&IGURE � !DD A NEW ROUTE

#LICK ON THE BUTTON �!DD� FROM�!DD A ROUTE� SECTION� AND A NEW WINDOW WILL BE DISPLAYED� 4HEN SET THE VALUES FOR
THESE 1ELDS�


 3OURCE PORTS� 



 2OUTING STRATEGY� 3EQUENTIAL

/N THE ABOVE DESTINATION BOX� CLICK THE �!DD� BUTTON TO TYPE A NEW 52, TO CALLBACK THE DATA�

&IGURE � #REATE A NEW ROUTE

! POP
UP APPEARS� TYPE THE ,IBELIUM CLOUD 52, ON THE TEXT BOX�HTTPS���HW�LIBELIUM�COM�HW�ACTILITY#LICK�

#LICK THE�!DD � BUTTON TO SAVE THE CHANGES�
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4HE �2OUTE� SECTION SHOULD BE AS FOLLOWS�

&IGURE � .EW ROUTE

$EVICE #ON1GURATION�!3 2OUTING 0RO1LE	

“N THE MAIN MENU ON THE LEFT SIDE CLICK ON�!3 ROUTING PRO1LES� SECTION�

&IGURE � !CTILITY ROUTING PRO1LES

!LL EXISTING !3 ROUTING PRO1LES ARE LISTED IN THE�!3 ROUTING PRO1LES� SECTION� #LICK THE�#REATE� BUTTON SHOWN IN THE
IRST SECTION TO CREATE A NEW !3 ROUTING PRO1LE� ! NEW !3 ROUTING PRO1LE GIVESTHE CAPABILITY TO ADD NEW !3 ROUTING
RO1LES�

&IGURE � !DD ROUTING PRO1LES

9OU MUST SUPPLY A NAME IN THE NEW WINDOW DISPLAYED� !FTER THAT� CLICK ON�#REATE� TO CONTINUE THE PROCESS�
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3ENDING $ATA &RAMES

&IGURE � #REATE ROUTING PRO1LES

5NCHECK THE OPTION �“S DEFAULT� AND CLICK ON�!DD � ON THE ROUTE SECTION�

&IGURE � �“S DEFAULT� OPTION

! NEW POP
UP WILL APPEAR WITH TWO 1ELDS� �4YPE� IS THE KIND OF APPLICATION FOR OUR DESTINATION� IN THIS CASE�,OCAL
APPLICATION SERVER�� 4HEN� IN THE�$ESTINATION� 1ELD� ALL APPLICATION SERVERS CREATED WILL BE LOADED IN THE DROP
DOWN�
4HE APPLICATION SERVER PREVIOUSLY CREATED MUST BE SELECTED�

&IGURE � !DD DESTINATION

.AVIGATE BACK TO THE !3 ROUTING PRO1LE FORM AND CLICK �3AVE� TO CREATE IT�
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3ENDING $ATA &RAMES

$EVICE #ON1GURATION�#REATE .EW $EVICE	

!T THIS POINT THE USER CAN ADD AS MANY DEVICES AS THEY NEED BY CLICKING ON THE �$EVICES� OPTION ON THE LEFT MENU�
4HEN� IN THE NEW FORM LOADED ON THE RIGHT FRAME� CREATE A NEW DEVICE BY HITTING ON THE�#REATE� BUTTON�

&IGURE � #REATE DEVICE

! NEW FORM WILL BE DISPLAYED IN A POP
UP TO FUL1L THE DEVICE INFORMATION�

&IGURE � #REATE DEVICE FORM

!FTER THIS CON1GURATION YOU ARE READY TO SEND DATA TO ,IBELIUM #LOUD "RIDGE SERVICE� “T IS NOT NECESSARY TO CREATE A
*3/. PAYLOAD BECAUSE !CTILITY CREATES A *3/. STRUCTURE THAT THE ,IBELIUM #LOUD "RIDGE SERVICE CAN PROCESS�
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3ENDING $ATA &RAMES

,O2A7!. -ULTI4ECH "ASE 3TATION

,IBELIUM !PPLICATION “NSTALLATION

4HE USER CAN INSTALL THE APPLICATION FROM THE WWW�LIBELIUM�COM SITE� “T DOES NOT REQUIRE A BIG KNOWLEDGE� JUST
CREATE A NEW FOLDER INTO THE -ULTI4ECH BASE STATION AND DOWNLOAD THE 1LE INTO THE -ULTI4ECH BASE STATION� UNZIP THE
DOWNLOADED 1LE� “T IS IMPORTANT TO UNZIP ALL THE 1LES IN THE SAME FOLDER�

#ON1GURATION

4HE ,IBELIUM APPLICATION NEEDS SOME PARAMETER CON1GURATION� 4HE USER SHOULDKNOW THAT SOME PARAMETERS ARE
MANDATORY TO EXECUTE THE APPLICATION PROPERLY� 4HE CON1GURATION PARAMETERS ARE�


 LOG� 4HIS PARAMETER CAN HAVE THE VALUE � OR �� 4HIS PARAMETER ENABLES �VALUE �	 OR DISABLES �VALUE �	 THE LOG
1LE� “F IT IS DISABLED THE USER JUST HAS AN ON
SCREEN LOG� $EFAULT VALUE IS�� 4HIS IS A MANDATORY PARAMETER TO
CON1GURE ,IBELIUM APPLICATION�


 HOST� -UTI4ECH "ASE 3TATION HOST� !S THE ,IBELIUM APPLICATION IS INSTALLED ONTO A BASE STATION� THE VALUE WILL
BE LOCALHOST� BUT THE USER CAN ALSO PULL THE DATA FROM OTHER BASE STATION� $EFAULTVALUE IS LOCALHOST� 4HIS IS A
MANDATORY PARAMETER TO CON1GURE ,IBELIUM !PPLICATION�


 USERNAME� -UTI4ECH "ASE 3TATION USERNAME TO LOGIN INTO THE WEB INTERFACE� $EFAULT VALUEIS ADMIN� 4HIS IS A
MANDATORY PARAMETER TO CON1GURE ,IBELIUM !PPLICATION�


 PASSWORD� -UTI4ECH "ASE 3TATION PASSWORD TO LOGIN INTO THE WEB INTERFACE� $EFAULT VALUE IS ADMIN� 4HIS IS A
MANDATORY PARAMETER TO CON1GURE ,IBELIUM !PPLICATION�


 APPEUI� 4HE USER CAN REGISTER A NEW APPEUI USING THE -ULTI4ECH "ASE 3TATION WEB INTERFACE TO GET ONLY THE
FRAMES FROM THE GIVEN APPEUI� $EFAULT VALUE IS EMPTY� 4HIS IS AN OPTIONAL PARAMETER TO CON1GURE ,IBELIUM
!PPLICATION�


 LIBELIUM?CLOUD?TOKEN� 4HIS IS A TOKEN GIVEN BY THE ,IBELIUM #LOUD "RIDGE SERVICE�� 4HE USER MUSTCREATE AN
ACCOUNT IN THE ,IBELIUM #LOUD "RIDGE SERVICE TO GET THIS TOKEN� 4HERE IS NO DEFAULT VALUE AS THE USER MUST GET
THE TOKEN AND SET IT IN THE CON1GURATION 1LE� 4HIS IS A MANDATORY PARAMETER TO CON1GURE ,IBELIUM !PPLICATION�

!LL THESE PARAMETERS SHOULD BE IN A 1LE CALLED CON1G�INI� 4HERE IS A 1LE CALLED CON1G�IN�TEMPLATE WHERE THE USER CAN
RENAME TO CON1G�INI AND FUL1L THE CON1GURATION PARAMETERS�

4HIS IS A SAMPLE OF CON1GURATION FOR A CON1G�INI 1LE�

[credentials]

log="0"

host="localhost"

username="admin"

password="admin"

appeui=""

libelium_cloud_token="YOUR_LIBELIUM_CLOUD_TOKEN"
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3ENDING $ATA &RAMES

#RON #ON1GURATION

4HE ,IBELIUM APPLICATION CAN BE EXECUTED PERIODICALLY AS A CRON JOB� 4O INSTALL A NEW CRON JOB WITH THE ,IBELIUM
APPLICATION YOU CAN USE THE SCRIPT INSTALL?CLOUD?MESHLIUM?MULTITECH�SH� WHICH INSTALLS A NEW LINE ON YOUR CRON
APPLICATION AND RUN THE MAIN ,IBELIUM APPLICATION EVERY � MINUTES�

'RANT EXECUTION PERMISSION AND EXECUTE THE SCRIPT WITH THE FOLLOWING COMMANDS�

chmod +x install_cloud_meshlium_multitech.sh

./install_cloud_meshlium_multitech.sh

$O NOT FORGET TO RESTART YOUR CRON APPLICATION TO APPLY THE CHANGES WITH THE FOLLOWING COMMAND�

/etc/init.d/crond restart

%XECUTE ,IBELIUM !PPLICATION &OR -ULTI4ECH "ASE 3TATIONS

“N THIS CHAPTER THE USER WILL LEARN HOW TO RUN THE ,IBELIUM APPLICATION FOR -ULTI4ECH "ASE 3TATIONS AND HOW THE
APPLICATION WORKS�

%XECUTE THE APPLICATION� /NCE YOU HAVE CON1GURED THE APPLICATION YOU MUST GIVE EXECUTION PERMISSION TO THE
MAIN APPLICATION�

chmod +x cloud_meshlium_multitech.sh

"EFORE RUNNING THE APPLICATION� IT IS VERY IMPORTANT TO SET THE -ULTI4ECH "ASE 3TATION AS.%47/2+ 3%26%2 � 9OU
CAN CHANGE THIS SETTING ON YOUR -ULTI4ECH "ASE 3TATION WEB INTERFACE ON�,O2A7!. � Ñ � .ETWORK 3ETTINGS� �

.OW THE USER IS READY TO EXECUTE THE APPLICATION�

./cloud_meshlium_multitech.sh

4HE APPLICATION SHOWS AN ON
SCREEN LOG WITH ALL OPERATIONS� 4HE APPLICATION PERFORMS THESE STEPS IN THE -ULTI4ECH
"ASE 3TATION�


 4HE APPLICATION LOGS IN THE BASE STATION�


 4HE APPLICATION GETS A LOGIN TOKEN GIVEN BY THE BASE STATION�


 4HE APPLICATION QUERIES THE FRAMES PROVIDED BY THE BASE STATIONS�


 4HE APPLICATION PROCESSES ALL THE FRAMES TO UPLOAD THEM TO THE ,IBELIUM #LOUD "RIDGE SERVICE AND SPLIT THE
FRAME TO REDUCE REQUEST TIME BETWEEN THE BASE STATION AND THE ,IBELIUM #LOUD "RIDGE SERVICE�


 4HE APPLICATION STARTS UPLOADING FRAMES TO ,IBELIUM #LOUD "RIDGE SERVICE�


 4HE APPLICATION LOGS OUT FROM THE BASE STATION AND THE APPLICATION ENDS EXECUTION�
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3ENDING $ATA &RAMES

4HIS IS AN ON
SCREEN SAMPLE LOG THAT SHOWS ALL THE PROCESSES FROM THE BEGINNING TO THE END OF THE EXECUTION WHERE
THE DATA IS UPLOADED TO ,IBELIUM #LOUD "RIDGE SERVICE�

[2018-10-01 07:36:08] - Starting Libelium Cloud application for Multitech Stations...
[2018-10-01 07:36:08] - -------------------------------------------------------------
[2018-10-01 07:36:08] - ** Remember to configure your Multitech Base Station as NETWORK SER-VER in your Network Settings **
[2018-10-01 07:36:08] - Configuration file found...
[2018-10-01 07:36:08] - Extracting values...
[2018-10-01 07:36:09] - Configuration elements: 6
[2018-10-01 07:36:09] - File log: DISABLED
[2018-10-01 07:36:09] - Host: localhost
[2018-10-01 07:36:09] - Username: admin
[2018-10-01 07:36:09] - Password: admin
[2018-10-01 07:36:09] - Configuration values OK...
[2018-10-01 07:36:09] - File token found!
[2018-10-01 07:36:10] - Token found: 40D85DB1868FB123DC53AE3AC3EFD766
[2018-10-01 07:36:15] - User logged out
[2018-10-01 07:36:15] - Script continues...
[2018-10-01 07:36:19] - {
"code" : 200,
"result" : {
"address" : "127.0.0.1",
"permission" : "admin",
"port" : "60791",
"timestamp" : "7:36:19:784",
"token" : "8B4A6B9C7FA852F1234E09633AEC771",
"user" : "admin"
},
"status" : "success"
}
[2018-10-01 07:36:21] - User logged in
[2018-10-01 07:36:21] - Getting login token...
[2018-10-01 07:36:25] - Token is: 8B4A6B9C7FA852F1234E09633AEC771
[2018-10-01 07:36:25] - Geting last frame values...
[2018-10-01 07:36:33] - Found last frames...
[2018-10-01 07:36:33] - Processing last frames...
[2018-10-01 07:36:42] - Frame result packets up not empty
[2018-10-01 07:36:48] - Libelium Cloud application will upload 100 frames to Libelium
Cloud...
[2018-10-01 07:36:54] - Creating request to upload frames to Libelium Cloud...
[2018-10-01 07:36:54] - Frames processed, now sending to cloud, please wait...
[2018-10-01 07:39:10] - Elapsed time on sending to cloud: 136 seconds
[2018-10-01 07:39:10] - SUCCESS - Frames uploaded to Libelium cloud!!!
[2018-10-01 07:39:10] - Logging out from system...
[2018-10-01 07:39:14] - {
"code" : 200,
"result" : {
"address" : "127.0.0.1",
"permission" : "admin",
"port" : "60791",
"timestamp" : "7:36:19:784",
"token" : "8B4A6B9C7FA852F1234E09633AEC771",
"user" : "admin"
},
"status" : "success"
}

9OU CAN RUN THE ,IBELIUM APPLICATION EVERY TIME YOU NEED TO UPLOAD NEW FRAMES TOTHE ,IBELIUM #LOUD "RIDGE
SERVICE�

!LL THIS INFORMATION IS SUMMARIZED ON THE 2%!$-% 1LE�
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3ENDING $ATA &RAMES

4ROUBLESHOOTING

&IRST OF ALL� TO AVOID NETWORK CONNECTION OR CONNECTIVITY PROBLEMS BETWEEN THE -UTI4ECH"ASE 3TATION AND THE
,IBELIUM #LOUD "RIDGE SERVICE� MAKE SURE THAT YOUR INTERNET CONNECTION IS WORKING�

“F YOU EXPERIENCE SOME LOW PERFORMANCE ON YOUR "ASE 3TATION USING THE ,IBELIUM APPLICATION� MAKE SURE THAT IT
DOES NOT HAVE A STRESSFUL APPLICATION RUNNING THAT DRAINS THE #05 USAGE�

“F THE -ULTI4ECH "ASE 3TATION IS NOT ABLE TO GET NEW DATA FRAMES� MAKE SURE THAT YOUR DEVICES ARE SENDING NEW
DATA AND THE CON1GURATION OF THE ,O2A7!. .ETWORK 3ETTINGS ON THE -ULTI4ECH "ASE 3TATION IS SET AS .%47/2+
3%26%2�

“F YOU OBTAIN A MISCON1GURATION ERROR� PLEASE REVIEW YOUR CON1GURATION SETTING ON CON1G�INI AND 1LL THE MISSING
PARAMETERS�

“F YOUR OBTAIN A BAD RESPONSE FROM THE ,IBELIUM #LOUD "RIDGE SERVICE ONCE YOUHAVE UPLOAD YOUR NEW FRAMES�
PLEASE REVIEW YOUR CON1GURATION� SPECIALLY YOUR ,IBELIUM #LOUD 4OKEN�

“F YOU EXPERIENCE A LACK OF CONNECTION BETWEEN THE -UTI4ECH "ASE 3TATION AND THE ,IBELIUM #LOUD "RIDGE SERVICE
AND YOUR NETWORK SETTINGS ARE CORRECT� PLEASE WRITE A POST AT THE ,IBELIUM &ORUM AND WE WILL HELP YOU TO SOLVE YOUR
ISSUE�HTTPS���WWW�LIBELIUM�COM�FORUM�
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3ENDING $ATA &RAMES

������ "UŠERING $ATA

$ATA IS NOT STORED IN THE ,IBELIUM #LOUD "RIDGE SERVICE� IN THE PROCESS OF SYNCING DATA WITH THE CLOUD SERVICES ONLY
A LIMITED BUŠER IS NEEDED�

4HE SYNCHRONIZATION PROCESS IS ALSO OPTIMIZED TO GROUP VALUES BEFORE SENDING THEM TO THE CLOUD SERVICES AND
TO RUN PARALLELIZED WHEN NEEDED� 4HE BUŠERING PROCESS IS DESIGN TO WORK PROPERLY WITH A HUGE AMOUNT OF SENSOR
NODES SENDING DATA�

"EFORE PROGRAMMING ANY SINGLE SENSOR NODE TO SEND DATA TO THE ,IBELIUM #LOUD "RIDGE SERVICE� IT IS RECOMMENDED
TO CON1GURE AT LEAST ONE CLOUD SERVICE TO SYNCHRONIZE DATA TO� “F SENSOR NODES ARE SENDING DATA TO THE ,IBELIUM
#LOUD "RIDGE SERVICE BUT THERE IS NOT ANY CLOUD SERVICE PROPERLY CON1GURED� THE BUŠER WILL GET FULL AND THE SENSOR
NODES WILL START RECEIVING ERRORS WHEN TRYING TO SEND DATA�

“T IS POSSIBLE TO CHECK THE CURRENT PERCENTAGE OF THE BUŠER USAGE IN THE ,IBELIUM #LOUD 3ERVICE LICENSE PANEL�

&IGURE � "UŠER SCREEN
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3ENDING $ATA &RAMES

������ 3YNCING 7ITH 4HE #LOUD 3ERVICES

4HE ,IBELIUM #LOUD "RIDGE SERVICE IMPLEMENTS CONNECTORS FOR THE FOLLOWING CLOUD SERVICES� !LIBABA #LOUD� !73 “O4�
#UMULOCITY� “"- #LOUD� -ICROSOFT !ZURE %VENT (UBS� -ICROSOFT !ZURE “O4(UBS� -144� 3!0 (ANA AND 4ELEFONICA“O4
#LOUD�

3EVERAL INSTANCES OF ANY OF THEM MAY BE CON1GURED� $ATA RECEIVED IN THE ,IBELIUM #LOUD "RIDGE SERVICE WILL BE
BUŠERED WAITING TO BE SYNCHRONIZED WITH ALL THE ACTIVE CONNECTORS INSTANCES� /NLY VALUES THAT CAN BE SYNCHRONIZED
WITH ALL THE ACTIVE CONNECTOR INSTANCES WILL BE CLEARED FROM THE BUŠER� ! MISCON1GURATION PROBLEM IN ANY SINGLE
CONNECTOR INSTANCE MAY LEAD TO1LL THE BUŠER�

$ATA IS SENT TO THE CLOUD SERVICES IMPLEMENTING THE (4403 2%34 !0“ CALLS AND -144 PROTOCOLS�

4HE ,IBELIUM #LOUD "RIDGE SERVICE MEASURES THE SYNCHRONIZED VALUES WITH THE CLOUD SERVICES� 4HE CURRENT PERCENTAGE
OF THE SYNCHRONIZATION LIMIT OF THE ACTIVE LICENSE MAY BE CHECKED IN THE ,IBELIUM #LOUD 3ERVICE LICENSE PANEL�

���� %NCRYPTION “N $EPTH

4HERE ARE SEVERAL ENCRYPTION LEVELS USED WHEN COMMUNICATING THE SENSOR NODES WITH THE ,IBELIUM #LOUD "RIDGE
SERVICE USING 4#0 �“0 PROTOCOL�


 !PPLICATION LEVEL ENCRYPTION�!%3��� �SYMMETRIC KEY KNOWN BY THE SENSOR NODE AND THE1NAL CLOUD SERVICE	


 !PPLICATION LEVEL ENCRYPTION�!%3��� �SECRET SYMMETRIC KEY STORED IN THE SENSOR NODE AND THE ,IBELIUM #LOUD
"RIDGE SERVICE� 4HIS ENCRYPTION KEY IN THE SENSOR NODE CANNOT BE READ�UNDER ANY CIRCUMSTANCES��


 (4403 ENCRYPTION� 3OME SENSOR NODE COMMUNICATION MODULES �7I&I OR �'	 IMPLEMENT (4403 WITH THE ,IBELIUM
#LOUD "RIDGE SERVICE

&IGURE � %NCRYPTION DIAGRAM
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'ATEWAY #ON1GURATION

�� 'ATEWAY #ON 1GURATION

4HIS SECTION LISTS ALL THE -ESHLIUM GATEWAYS REGISTERED IN YOUR USER ACCOUNT�4HE MAIN VIEW IS A PANEL SHOWING A
GRID WITH BASIC INFORMATION TO IDENTIFY THE -ESHLIUM GATEWAYS�

&IGURE � 'ATEWAY CON1GURATION GRID

#LICK THE �3ETUP� BUTTON TO MANAGE AND CON1GURE THE -ESHLIUM GATEWAY� “T IS POSSIBLE TO REMOTELYACCESS TO THE
-ANAGER 3YSTEM PANEL OF A -ESHLIUM GATEWAY TO CON1GURE ALL THE PARAMETERS JUST AS IF WE WERE LOCALLY ACCESSING
ITS -ANAGER 3YSTEM�

&IGURE � 'ATEWAY CON1GURATION SETUP
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'ATEWAY #ON1GURATION

���� 2EMOTE 'ATEWAY -ANAGEMENT

4O REMOTELY MANAGE THE -ESHLIUM GATEWAY� A REVERSE COMMUNICATION TUNNEL WILL BE ESTABLISHED BETWEEN THE
-ESHLIUM GATEWAY AND THE ,IBELIUM #LOUD "RIDGE SERVICE�

4HE 1ELD �3TATUS� SHOWS THE CURRENT STATE OF THE TUNNEL� POSSIBLE VALUES ARE�


 /[INE � THERE IS NO TUNNEL CURRENTLY ACTIVE�


 /NLINE� THE TUNNEL IS OPENED AND THE REMOTE -ANAGER 3YSTEM WILL BE ACCESSIBLE IN THE WINDOW�

! �#ONNECT� BUTTON IS ALSO AVAILABLE TO OPEN THE TUNNEL�

&IGURE �2EMOTE CONNECTION
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'ATEWAY #ON1GURATION

������ %NABLE 2EMOTE -ANAGEMENT

4HE REMOTE GATEWAY MANAGEMENT FEATURE MUST BE ENABLED IN THE -ESHLIUM GATEWAY WHEN CON1GURING THE ,IBELIUM
#LOUD "RIDGE CONNECTOR�

�#LOUD #ONNECTOR� Ñ �0REMIUM #LOUD 0ARTNER� Ñ �,IBELIUM #LOUD "RIDGE�

,IBELIUM #LOUD USER CREDENTIALS SHOULD BE PROPERLY CON1GURED AND THE �%NABLE 2EMOTE -ANAGEMENT� OPTION MUST
BE SET TO�/N � AS INDICATED BY THE IMAGE� 4HIS OPTION ENABLES THE -ANAGER 3YSTEM PANEL TO BE REMOTELY DISPLAYED
FROM THE ,IBELIUM #LOUD "RIDGE SERVICE�

&IGURE � ,IBELIUM #LOUD "RIDGE SERVICE CONNECTOR� %NABLE2EMOTE -ANAGEMENT

4HE OPTION�%NABLE 2EMOTE -ANAGEMENT� WILL ONLY BE AVAILABLE IF THE -ESHLIUM GATEWAY HAS PREVIOUSLY BEEN
REGISTERED� -ESHLIUM GATEWAYS THAT HAVE NOT BEEN REGISTERED IN THE 3ERVICES #LOUD -ANAGER WILL SHOW THE MESSAGE
�9OU DON�T HAVE REGISTERED YOUR -ESHLIUM� PLEASE REGISTER ON THIS LINK� INSTEAD OF THE CHECK OPTION�

&IGURE � -ESHLIUM NOT REGISTERED ERROR MESSAGE
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'ATEWAY #ON1GURATION

������ #ONNECT

#LICK THE �#ONNECT� BUTTON TO START THE PROCESS OF ESTABLISHING THE REVERSE COMMUNICATION TUNNEL� 4HE PROCESS MAY
TAKE UP TO THREE MINUTES TO COMPLETE� -ESHLIUM GATEWAYS ARE POOLING EVERY �� SECONDS TO THE ,IBELIUM #LOUD
"RIDGE SERVICE TO CHECK IF THE TUNNEL SHOULD BE OPENED�

&IGURE � #ONNECTING INFO MESSAGE

5NPREDICTABLE NETWORK ERRORS MAY TAKE IT LONGER TO ESTABLISH THE COMMUNICATION� !N ERROR MESSAGE WILL BE SHOWN
WHEN THE MAXIMUM TIMEOUT IS REACHED AND IT HAS NOT BEEN POSSIBLE TO OPEN THE TUNNEL SUCCESSFULLY� 4HE PROCESS
MAY BE CANCELED ANYTIME WITH THE�#ANCEL� BUTTON�

&IGURE � #ANCEL CONNECTION PROCESS

7HEN THE PROCESS IS 1NISHED CORRECTLY� THE -ANAGER 3YSTEM OF THE REMOTE -ESHLIUM GATEWAY WILL BE DISPLAYED IN
THE BOX� AND THE �3TATUS� 1ELD WILL TURN TO �/NLINE�� 5SER AND PASSWORD ARE REQUIRED AS IF YOU WERE ACCESSING LOCALLY�
!LL THE FEATURES OF THE -ESHLIUM GATEWAY CAN BE CON1GURED�

&IGURE � !CCESS REMOTE -ANAGER 3YSTEM
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'ATEWAY #ON1GURATION

#LICK THE �$ISCONNECT "UTTON� TO CLOSE THE CONNECTION�

&IGURE � $ISCONNECT BUTTON

“F THE PROCESS IS 1NISHED CORRECTLY THE �3TATUS� 1ELD WILL TURN TO �/[INE�� AND THE BOX SHOWING THE REMOTE -ANAGER
3YSTEMS WILL BE HIDDEN�
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'ATEWAY #ON1GURATION

���� #ONNECTION 4IMEOUT

0ROPERLY ESTABLISHED REMOTE MANAGEMENT CONNECTIONS WILL TIMEOUT AFTER �� MINUTES AND A WARNING MESSAGE WILL
BE DISPLAYED ON SCREEN�

&IGURE � #ONNECTION TIMEOUT

4HE WARNING MESSAGE IS DISPLAYED FOR �� SECONDS� IN THIS TIME THE CONNECTION MAY BE KEPT ALIVE BY CLICKING THE
BUTTON �+EEP CONNECTED�� +EEPING THE CONNECTION ALIVE MEANS ANOTHER �� MINUTES ACCESSING THE -ANAGER 3YSTEM
TO REMOTELY MANAGE YOUR GATEWAY�

“F THE BUTTON IS NOT CLICKED BEFORE THOSE �� SECONDS� THE WARNING MESSAGE WILL BE HIDDEN AND THE CONNECTION WITH
THE -ESHLIUM GATEWAY WILL BE CLOSED� !FTER THE CONNECTION IS CLOSED� A NEW�#ONNECT� PROCESS MAY BE ESTABLISHED
AGAIN�

#LOSING THE BROWSER WINDOW DOES NOT CLOSE THE CONNECTION� .AVIGATING TO THE�#ONNECT TO 'ATEWAY� SECTION OF
THE 'ATEWAY #ON1GURATION FEATURE USING THE �3ETUP� BUTTON WILL SHOW DIRECTLY THE -ANAGER 3YSTEM AND THE /NLINE
STATUS FOR THOSE CONNECTIONS PREVIOUSLY ESTABLISHED THAT HAVE NOT BEEN CLOSED YET ANDREMAIN ACTIVE�
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0ROGRAMMING 3ENSOR .ODES 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE

�� 0ROGRAMMING 3ENSOR .ODES 4O 5SE 4HE ,IBELIUM #LOUD

"RIDGE 3ERVICE

���� 5SING 4HE 0ROGRAMMING #LOUD 3ERVICE

3ENSOR NODES HAVE TO BE PROGRAMMED TO SEND DATA TO THE ,IBELIUM #LOUD "RIDGE SERVICE� 4HERE ARE TWO OPTIONS FOR
THAT� USING THE 0ROGRAMMING #LOUD 3ERVICE OR MANUALLY WRITING CODE ON THE7ASPMOTE “$%�

4HE 0ROGRAMMING #LOUD 3ERVICE HAS THE OPTION �3END TO ,IBELIUM #LOUD "RIDGE� IN THE�0ROTOCOL AND DESTINATION�
SECTION TO GENERATE VALID PROGRAMS THAT WILL CONNECT DIRECTLY TO THE ,IBELIUM #LOUD "RIDGE SERVICE� !LL THE SECURITY
AND ENCRYPTION LAYERS AVAILABLE IN THE ,IBELIUM SECURITY SCHEME WILL BEIMPLEMENTED IN THOSE PROGRAMS�

4HE INFORMATION NEEDED IN THE 0ROGRAMMING #LOUD 3ERVICE TO GENERATE THE SPECI1C BINARY PROGRAM OF EACH SENSOR
NODE IS SHARED FROM THE 3ERVICES #LOUD -ANAGER AND THE ,IBELIUM #LOUD "RIDGE SERVICE� !LL THE SERVICES AVAILABLE
IN THE ,IBELIUM #LOUD HAVE ACCESS TO THE USER INFORMATION �ACTIVE LICENSE TYPE	 AND TO THE SENSOR NODES PROPERTIES
�UNIQUE DEVICE “$ AND -!# ADDRESS	�

4HE 0ROGRAMMING #LOUD 3ERVICES HAS THE SECTION �#OMMUNICATION MODULE� TO CHOOSE WHAT WILL BE THE RADIO USED
BY THE SENSOR NODE TO SEND DATA� 4HE AVAILABLE OPTIONS ARE�
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$EPENDING ON THE COMMUNICATION MODULE USED IN THE SENSOR NODE� THERE WILL BE DIŠERENT POSSIBILITIES TO SEND DATA
TO THE ,IBELIUM #LOUD "RIDGE SERVICE� “N THE SECTION�0ROTOCOL AND DESTINATION� THE AVAILABLE OPTIONS WILL CHANGE
ACCORDING TO THE SELECTION DONE IN THE�#OMMUNICATION MODULE� SECTION�

&IGURE � 0ROGRAMMING #LOUD 3ERVICE � SEND TO THE ,IBELIUM #LOUD "RIDGE SERVICE
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0ROGRAMMING 3ENSOR .ODES 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE

“N ALL CASES� THE RECOMMENDED OPTION IS �3END TO ,IBELIUM #LOUD "RIDGE�� “N SOME CASES DATA WILL NEED TO GO THROUGH
THE -ESHLIUM GATEWAY AND IN OTHER CASES THE DATA WILL BE SENT DIRECTLY TO THE ,IBELIUM #LOUD "RIDGE SERVICE�

.ODES USING ,07!. COMMUNICATION MODULES WILL ALWAYS SEND THE DATA THROUGH THE ,07!. BACKEND SERVERS� IN
THE SECTION�2ECEIVING $ATA� OF THIS GUIDE IT IS EXPLAINED HOW TO CON1GURE THE CALLBACKS PROPERLY TO REDIRECT THE DATA
TO THE ,IBELIUM #LOUD "RIDGE SERVICE�

“N THE NEXT TABLE WE SHOW THE POSSIBLE CHOICES�

#OMMUNICATION MODULE0ROTOCOL AND DESTINATION
0LAIN
FRAME

!%3
���
FRAME

!%3
���
FRAME

-ESHLIUM
CONNECTOR

,IBELIUM
#LOUD
"RIDGE
SERVICE

8"EE
02/ ��������
3END TO ,IBELIUM #LOUD "RIDGE

3END TO -ESHLIUM 'ATEWAY
9ES

9ES

9ES

.O

9ES

9ES

9ES

.O 1

9ES

.O 1

8"EE
02/ ���(0
3END TO ,IBELIUM #LOUD "RIDGE

3END TO -ESHLIUM 'ATEWAY
9ES

9ES

9ES

.O

9ES

9ES

9ES

.O 1

9ES

.O 1

8"EE ���,0
3END TO ,IBELIUM #LOUD "RIDGE

3END TO -ESHLIUM 'ATEWAY
9ES

9ES

9ES

.O

9ES

9ES

9ES

.O 1

9ES

.O 1

�'

3END TO ,IBELIUM #LOUD "RIDGE

3END TO -ESHLIUM 'ATEWAY

(4403

(440

4#0

3-3

9ES

9ES

9ES

9ES

9ES

9ES

9ES

.O

.O

.O

.O

.O

9ES

9ES

9ES

9ES

9ES

9ES

.O

.O 1

.O 2

.O 3

.O

.O

9ES

.O 1

.O 2

.O 3

.O

.O

7I&I

3END TO ,IBELIUM #LOUD "RIDGE

3END TO -ESHLIUM 'ATEWAY

(4403

(440

4#0

9ES

9ES

9ES

9ES

9ES

9ES

.O

.O

.O

.O

9ES

9ES

9ES

9ES

9ES

.O

.O 1

.O 2

.O 3

.O

9ES

.O 1

.O 2

.O 3

.O

3IGFOX 3IGFOX BACKEND 4INY .O .O .O 9ES

,O2A7!.

,ORIOT BACKEND

!CTILITY BACKEND

-ULTI4ECH BASE STATION

4INY

4INY

4INY

.O

.O

.O

.O

.O

.O

.O

.O

.O

9ES

9ES

9ES

1 “F THE DESTINATION -ESHLIUM GATEWAY HAS THE ,IBELIUM #LOUD "RIDGE SERVICECONNECTOR PROPERLY CON1GURED� THE
DATA WILL BE REDIRECTED TO THE ,IBELIUM #LOUD "RIDGE SERVICE�

2 “T MAY BE POSSIBLE TO CON1GURE THE (4403 PARAMETERS WITH THE VALUES OF AN ACTIVE AND RUNNING -ESHLIUM GATEWAY�
“F THE DESTINATION -ESHLIUM GATEWAY HAS THE ,IBELIUM #LOUD "RIDGE SERVICECONNECTOR PROPERLY CON1GURED THE DATA
WILL BE REDIRECTED TO THE ,IBELIUM #LOUD "RIDGE SERVICE� THIS OPTION IS DISCOURAGED IN FAVOUR OF USING THE �3END
TO -ESHLIUM 'ATEWAY�� “T MAY BE POSSIBLE TO CON1GURE (4403 PARAMETERS WITH THE VALUES OF THE ,IBELIUM #LOUD
"RIDGE SERVICE� THIS OPTION IS DISCOURAGED IN FAVOUR OF USING THE �3END TO ,IBELIUM #LOUD "RIDGE��
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0ROGRAMMING 3ENSOR .ODES 4O 5SE 4HE ,IBELIUM #LOUD "RIDGE 3ERVICE

3 “T MAY BE POSSIBLE TO CON1GURE THE (440 PARAMETERS WITH THE VALUES OF AN ACTIVE AND RUNNING -ESHLIUM GATEWAY
HAVING THE (440 PROTOCOL MANUALLY ACTIVATED� “F THE DESTINATION -ESHLIUM GATEWAY HAS THE ,IBELIUM #LOUD "RIDGE
SERVICE CONNECTOR PROPERLY CON1GURED THE DATA WILL BE REDIRECTED TO THE ,IBELIUM #LOUD "RIDGE SERVICE� THIS OPTION
IS TOTALLY DISCOURAGED BECAUSE ALL THE SECURITY LAYERS ARE DISABLED WITH THIS CON1GURATION�
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���� 5SING 7ASPMOTE !0“ �(4403 %XAMPLE	

“N THE 7ASPMOTE !0“ DOCUMENTATION THERE IS A SKETCH AVAILABLE �THE (4403 EXAMPLE	 THAT MAY BE USED FOR THE USER
AS THE BASIS FOR CODING ON THE 7ASPMOTE “$%� A VALID CALL TO THE ,IBELIUM #LOUD"RIDGE SERVICE�

0ARAMETERS NEEDED FOR THE (4403 CALL TO THE ,IBELIUM #LOUD "RIDGE SERVICE ARE�


 (OST� HW�LIBELIUM�COM


 !CTION� '%4 �HW�PS�FRAME�;&2!-% 4/ 3%.$= (440����


 !UTHORIZATION� "EARER ;!0“ +%9 &2/- "2“$'%=

%XAMPLE USING �CURL� TOOL TO SIMULATE THE (4403 CALL�

curl -X GET 'https://hw.libelium.com/hw/ps?frame=[FRAME TO SEND]' -H 'Authorization: Bearer [API KEY FROM BRIDGE]'
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