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'ENERAL AND SAFETY INFORMATION

'ENERAL AND SAFETY INFORMATION

“MPORTANT

ILL DOCUMENTS AND ANY EXAMPLES THEY CONTAIN ARE PROVIDED ASEIEGIDTAREHANGE WITHOUT NOTIC
%XCEPT TO THE EXTENT PROHIBITED BY LAW ,IBELIUM MAKES NO EXPRESSREREMNPAHDNRBER WARRANTY C
ANY KIND WITH REGARD TO THE DOCUMENTS AND SPECI1CALLY DISCEEINFARRANIES AND CONDITIONS (
MERCHANTABILITY AND 1TNESS FOR A PARTICULAR PURPOSE

4HE INFORMATION ON ,IBELIUM S WEBSITES HAS BEEN INCLUDED IN GOOD FAITNFORVBENINRN. PURPOSES
ONLY “T SHOULD NOT BE RELIED UPON FOR ANY SPECI1C PURPOSE AND NO REAREFTINTABGIMER AS TO ITS
ACCURACY OR COMPLETENESS

2EAD CAREFULLY THE ,IMITED 7ARRANTY AND 4ERMS AND #ONDITIONS OF H&k BEFHOREVUSI
2EAD CAREFULLY THE 'ENERAL #ONDITIONS OF 3ALE AND 5SE OF ,IBELIUMEMHAISANOBEIFOUND AT

HTTPS WWW LIBELIUM COM DEVELOPMENT MESHLIUM TECHNICAL?SERVICE

IS SPECLED IN THE 7ARRANTY DOCUMENT WHICH YXND@AN

HTTPS WWW LIBELIUM COM DEVELOPMENT MESHLIUM DOCUMHNEATIOBNT HAS DAYS FROM THE DAY TH
ORDER IS RECEIVED TO DETECT ANY FAILURE AND REPORT THAT TO ,IBELIURE IRERDRIEDMAFHIER THESE
DAYS MAY NOT BE CONSIDERED UNDER WARRANTY

$0 ./4 OPEN THE ENCLOSURE “F YOU DO SO YOU WILL LOSE THE GUARANTEE

$O NOT REMOVE ANY OF THE COMPONENTS

$O NOT ALLOW CONTACT BETWEEN METALLIC OBJECTS AND THE ELECTRONIG RPARTBURAZOID INJUR
.%06%2 IMMERSE THE EQUIPMENT IN ANY LIQUID

+EEP THE EQUIPMENT IN A DRY PLACE AWAY FROM ANY LIQUIDS THAT COULD SPILL

#HECK FROM THE LABEL THAT COMES WITH THE EQUIPMENT THE MAXIMUM PERMNO EMVERAGERANGE
+EEP THE EQUIPMENT WITHIN THE TEMPERATURE RANGE INDICATEDGNTTIOESBECITION

$O NOT CONNECT OR POWER THE EQUIPMENT USING CABLES THAT HAVE BEEN DAMAGED

OLACE THE EQUIPMENT IN AN AREA TO WHICH ONLY MAINTENANCE PERSONSEEEANNHARESTRICTED ACCES
ZONE “N ANY CASE KEEP CHILDREN AWAY FROM THE MACHINE

“F THERE IS A POWER FAILURE IMMEDIATELY DISCONNECT FROM THHMAINS ELECTRICI

“F USING THE CAR LIGHTER AS A POWER SOURCE MAKE SURE THAT YOWGH ANDANCURRERNL BPECUDONS
INDICATED IN THE SECTION (OW TO USE -ESHLIUM

“F A SOFTWARE FAILURE OCCURS CONSULT THE SECTION WEB SUPPORT
$O NOT PLACE THE EQUIPMENT ON TREES OR PLANTS AS THEY COULD BE DAMAGED BY ITS WEIGH

"E PARTICULARLY CAREFUL IF YOU ARE CONNECTED THROUGH % THERSETTONGASRE INGIORRECTLY ALTEF
-ESHLIUM COULD BECOME INACCESSIBLE



https://www.libelium.com/development/meshlium/technical_service
https://www.libelium.com/development/meshlium/documentation

“MPORTANT READ ME BEFORE USING

‘MPORTANT READ ME BEFORE USING

4HE FOLLOWING LIST SHBWSOMBF THE ACTIONS THAT PROBEJMBST COMMON FAILURES AND WARRANTY VOIDINC
#OMPLETE DOCUMENTATION ABOUT USAGE CAN BE FOUND AT

HTTPS WWW LIBELIUM COM DEVELOPMENT MESHLIUM TECHNICAL?SERVICE

&AILURE TO COMPLY WITH THE RECOMMENDATIONS OF USE WILL ENTAIL NEEIGUWARANTEE CA
$O NOT INTERRUPT THE POWER SUPPLY BEFORE SHUTTING DOWN -ESHLIUMJBRORHERLYHUAROWN OR
2ESTART BUTTONS IN THE -ANAGER 3YSTEM
$O NOT OPEN THE -ESHLIUM ENCLOSURE IN ANY CASE 4HIS WILL AUTOMAHEMARRMKEY VOID
$O NOT SUBMERGE -ESHLIUM IN LIQUIDS
$O NOT PLACE -ESHLIUM ON PLACES OR EQUIPMENT WHERE THE DEVICE CEDID BHEXKSAND OR VIBRATIONS
$O NOT EXPOSE -ESHLIUM TO TEMPERATURES BELOWR ABOVE #

-ESHLIUM S MICROPROCESSOR MUST NOT OVERPASS #ELSIUS DEGREES HHEIIHHERTWAS THIS TEMPERATUR
NEVER OVERPASS %SPECIALLY WHEN USING 71&l 3CAN

$O NOT POWER -ESHLIUM WITH OTHER POWER SOURCES THAN THE ORIGINALERROWIDED BY ,IB
&OR MORE INFORMATHONPS WWW LIBELIUM COM MESHLIUM



https://www.libelium.com/development/meshlium/technical_service
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-ESHLIUMV VS -ESHLIUM V

-ESHLIUM YV VS -ESHLIUM V

4HIS EVOLUTION OF -ESHLIUM INCLUDES AN IMPORTANT UPGRADE OFETEEPABRDMESR 4HE MOST IMPORTANT
CHANGES ARE

"IG STEP FORWARD IN PERFORMANCE #05 PERFORMANCE TIMES BETTER AGIDY!-TTMEA BIGGER

#ELLULAR CONNECTION UPGRADED TO ' FOR ANERRNEASTONNECTION AND DATA SYNCHRONIZATION

71&1''0 UPGRADED TO 71&IBGN UP TO -BPS

.EW MODELS OF RADIO MODULE FOR THE -(ZAND -(Z BANDS

5P TO TWO 2& 8"EE MODULES CAN BE INSTALLED IN THE DEVICE WORKINGANIDHATHEEBAME TIME  (Z
AND  -(Z

'03",/.133 CAPABILITIES FOR A FASTER GLOBAL LOCATION

.EW IMPROVED DESIGN

/PERATING SYSTEM UPDATED INCLUDING NEW VERSIONS OF PROGRAMS AND SYSTEM

.EW -ESHLIUM IS -ICROSOFT !ZURE #ERDI -ORE INFO

HTTPS AZURE MICROSOFT COM ES ES MARKETPLACE PROGERAMS CERTI

ONLY FOR 53 MODELS %5 "2 OR !5 MODELS DO NOT HAVE A '03 RECEIVER

#APABILITIES COMPARISON

OREVIOUS -ESHLIUM VERSION

#05 CORES

#05 ARCHITECTURE BITS

#05 FREQUENCY -(Z

2!- - $$2

3TORING #OMPACT &LASH ™
JINUX +ERNEL

3IMULTANEOUS CLOUD SER'

AolearllS MINUTES

7181 ABG UPTO -BPS

SELLULAR 5PTO -BPS DOWNLINK 3
5PTO  KBPS DOWNLINK ‘3

INTENNA CONNECTORS

28 MODULE SOCKETS

'EOLOCATION 03

200T ACCESS oES

OOWER CONSUMPTION .

9%NCLOSURE MM % x

HERTICATIONS H% & H

ONLY FOR 53 MODELS %5 "2 OR !5 MODELS DO NOT HAVE A '03 RECEIVER

.EW -ESHLIUM

BITS

(Z

" 882
33$DISK ™

,ESS THAN MINUTE
ABGN UPTO -BPS

5P TO -BPS DOWNLINK

‘03 ',/.133
.0
7 DEPENDING ON NUM OF RADIOS
X X

#% %UROPE  &## 53 ‘# #ANADA
1.14%, "RAZIL  2#- IUSTRALIA
04#2" 53 144 53



https://azure.microsoft.com/es-es/marketplace/programs/certified/

-ESHLIUMV VS -ESHLIUM V

#OMPATIBILITY WITH 7TASPMOTE AND OLUG 3ENSE NODES

/LD HARDWARE

OLUG
OLUG
OLUG

OLUG

OLUG

OLUG
OLUG
OLUG
OLUG
OLUG
OLUG
OLUG
OLUG

3ENSE
3ENSE
3ENSE

3ENSE

3ENSE

3ENSE
3ENSE
3ENSE
3ENSE
3ENSE
3ENSE
3ENSE
3ENSE

7TASPMOTE V
7TASPMOTE V
7TASPMOTE V

7TASPMOTE V

7TASPMOTE V

7TASPMOTE V
7TASPMOTE V
7TASPMOTE V
7TASPMOTE V
7TASPMOTE V
7TASPMOTE V
7TASPMOTE V
7TASPMOTE V

IG"EE
$IGI-ESH

71&l

71&l

IG"EE

9%3
A
A

A

9%3
9%3
9%3
9%3
9%3
9%3
9%3

#OMPATIBLE .OTES

/LD :IG"EE MODULES ARE %0,

/LD  -(Z MODULES ARE %0, 3UBSTITUTED BY THE
NEW (0 RADIOS

/LD  -(Z MODULES ARE %0, 3UBSTITUTED BY THE
NEW RADIOS

-ESHLIUM DOES NOT SUPPORT THIS 2& MODULE




-ESHLIUMV VS -ESHLIUM V

#OMPATIBILITY WITH CURRENT CLOUD SOFTWARE

#LOUD SOFTWARE #OMPATIBLE .OTES

IMAZON “O4

%SRI

“-"LUEMIX

‘14 41ICKET

IZURE %VENT (UBS
IZURE 3ERVICE "US
-144

4ELEFONICA
4HING7ORX
AMPLIA

3IMFONY

3MART #ITY OLATFO
" 3CADA
$EVICE,YNK
DEVICIFY

%AGLE 10
%LEMENT"LUE
%XTUNDA
“O43ENS

3ENTILO

301A

30LVVER

4HING

YES
YES
YES
YES
YES
NO

YES
YES
YES
YES
YES
YES
YES
NO

YES
YES
YES
YES
YES
YES
YES
NO

YES

/NLY IRC' “3 ONLINE
.EW NAME *'- #LOUD

/BSOLETE USE %VENT (UBS

/BSOLETE

/BSOLETE

#OMPATIBILITY WITH OTHER SOFTWARE

30FTWARE

#OMPATIBLE .OTES

%XTERNAL $" SYNCHRONIZATION OF SEN¢ YES

30ME CHANGES IN THE TABLES NEEDED CAN BE DON
WITHOUT LOSING DATA




-ESHLIUMV VS -ESHLIUM V

8"EE 02/ VSS8"EE ,0

4HE NEW 8"EE ,0 MODULE SUPPORTS SOME CHANGES

4HE NEW 8"EE ,0 OPERATES BETWEEN AND -(Z MAKING IT DEPLOYABLE SEVERAL REGIONS THROUGHOL
THE WORLD INCLUDING APPROVED %UROPEAN CONRTRIDEUNDZING A SOFTWARE SELECTABLE CHANNEL M
FEATURE

4HE 8"EE ,0 IS ALSO THE INDUSTRYRST 2& MODULE USING -(Z AND SURROUNDING FREQUENCIES FOR

&' ,ISTEN "EFORE 4ALK AND !DAPTIVE &REQUENCY IGILITY 4HIBYWHRTJINATES INTERFERENCE BY LISTEN
TO THE RADIO ENVIRONMENT BEFORE ANY TRANSMISSION STARTS AND AITOBADIGANEWSFHANNEL WHEN
INTERFERENCE IS DETECTED 4HIS PATENT PENDING FREQUENCY SCAN OCICURSDANTAMATTER OF MICROSEC
SO AS NOT TO IMPACT PERFORMANCE

&EATURES COMPARISON

&EATURE ;/LD= 8"EE 02/ . EW=8"EE ,0
&REQUENCY BAND -(Z CHANNEL TO -(Z CHANNELS
2& DATA RATE KBPS KBPS
‘NDOOR URBAN RANGE 5PTO M SPTO M
/UTDOOR LINE OF SIGHT RA 5PTO KM 5PTO KM
4ARANSMIT POWER D'M D"M
2ECEIVE SENSITIVITY D'M D"M
4RANSMIT CURRENT M! Mm!
2ECEIVE CURRENT M! Mm!

4 1&! .0 9ES




-ESHLIUMV VS -ESHLIUM V

8"EE 02/ VS S8"EE 02/ (O

4HE NEW 8"EE (0 MODULES SUPPORT SOME CHANGES

4HE NEW 8"EE 02/ (0 USES GREATER POWER TRANSMISSION COMPARED TO THEONLBMERSTHE RANGES

ACHIEVED BY THESE NEW MODULES ARE LARGER THAN BEFORE

4HE 8"EE 02/ (0 MODULES ARE CERTILIED FOR USE IN MULTIPLE COUNTRIES "RAZIL 'USTRALIA 53 4HROU
NEW CHANNEL SELECTION IT IS POSSIBLE TO ENABLE DISABLE THE PRENERRARNHRESQUHKIN THE

-(Z BAND

4HE POWER CONSUMPTION HAS BEEN IMPROVED COMPARED TO THE OLD MODULES AFETHEHERANHRSHE D
WITH ALMOST THE SAME 48 POWER /N THE OTHER HAND 28 POWER CONSUMPTIEGRUHZEIBEEN R

&EATURES COMPARISON

&EATURE
&REQUENCY BAND

2& DATA RATE

‘NDOOR URBAN RANGE
/UTDOOR LINE OF SIGHT RA
4RANSMIT POWER

2ECEIVE SENSITIVITY
4RANSMIT CURRENT
2ECEIVE CURRENT

;/LD= 8"EE 02/

-(Z HOPPING PATTERNS ON
CHANNELS

KBPS

5PTO FT

5P TO

MILES KM

D"'M

D"'M
M!
M!

;.EW=8"EE 02/ (O

-(Z CHANNELS

KBPS
FT M

5PTO MILES KM

D"M
D"M
M!

M!




-ESHLIUMV VS -ESHLIUM V

1 “_ VS 1 ’%

4HE NEW ' MODULE SUPPORTS SOME CHANGES

4HE NEW ' COUNTS WITH MANSBRENT MODELS ONE SREACLY DESIGNED FOR EACH MARKET
% %5 %UROPE "RAZIL #% '#& 1.14%,
% .I' 53 #ANADA &## “# 04#2" 14 4 '/PPROVED
% 156 IUSTRALIA 2#- 4ELSTRA !PPROVED

4HE '03 MODULE ALSO MAKES POSSIBLE PERFORM GEOLOCATION SERVICEENSENEESBERING INFORMATION
SUCH AS LATITUDE LONGITUDE ALTITUDE AND SPEED WHAT MAKES IT PERIRACKINGPERAOBATIONS

4HE NEW ' MODULE GERS THE MAXIMUM PERFORMANCE OF THE ' NETWORK AS IT USERENVARTENNAS
NORMAL DIVERSITY FOR 28%; X CHOOSING THE BEST RECEIVED SIGNAL AT ANY TIME AND GETTING A MAXIN
DOWNLOAD SPEED OF -BPS

&EATURES COMPARISON

&EATURES JLD= '3 “ EW= ' %
OROTOCOLS s EE 9 © 023 '3 THS! (300 4%
HY% 'H& 1A%, & “# 04#2" 4 4 #HOMPLIANT +## 2#-

#ERTICATIONS H% H& & “# 04H2" ,

° 44 $0#0-0 +$3I
'03 0 9ES
$OWNLOAD MAX SPEE KBPS -BPS
5PLOAD MAX SPEED KBPS -BPS
INTENNA DIVERSITY 0 9ES
JELLULAR CARRIERS INY INY 3PECIALLY TESTED WITH 14 4 3+ 4ELECOM 4ELSTRA .44

$O#0-0 OR +$$I

ONLY FOR 53 MODELS %5 "2 OR !5 MODELS DO NOT HAVE A '03 RECEIVER




#ONTENTS OF THE BOX

#ONTENTS OF THE BOX

-ESHLIUM .9
A “O CASING g

B %THERNET CONNECTOR
Cc NANO 3 MICRO 53" CONNECTOR
D INTENNA CONNECTORS

SEN) L

A $IPOLE D"l "LUETOOTH 71&l 8"EE 02/

B ' '03 ANTENNAS FOR 53 MODELS ANTENNAS
FOR %5 "2 OR |5 MODELS

C $IPOLE D"l 8"EE ,0 8'EE02/ (O B 9

.UMBER AND TYPE OF ANTENNAS DEPEND ON THE MODEL PURCHASED

..l. ‘ .l ““‘/f—
~ 3o | |
&IXING : ' T ‘
A "RACKET PLATE
B -OUNTING SCREWS

C SCREW HOLES FOR WALL
D WORM DRIVE CLAMPS ®\|\l

sl |

oO——




#ONTENTS OF THE BOX

%THERNET CABLE

“0 %THERNET CAP

%THERNET CROSSOVER CABLE

0/% INJECTOR

%THERNET CABLE




3PECLCATIONS

3PECI1CATIONS

OROCESSOR '(Z 1UAD #ORE X

2!- MEMORY " $$2

$ISK MEMORY

OOWER TO 7 6

OOWER SOURCE 00% OOWER /VER %THERNET
W fH -AX CURRENT SUPPLY !

-ATERIAL LUMINUM
$IMENSIONS X X MM

%NCLOSURE
i“beﬂm_g TEIGHT KG
%XTERNAL PROTECOION
4EMPERATURE RANGE # #
2ESPONSE TIME TO =
2 -1 %THERNET PING
4IME TO HAVE ALL THE =

SERVICES RUNNING
4YPES OF POWER SUPPL # 6 $# 6
3YSTEM ,INUX $EBIAN BASED

-ESHLIUM -ANAGER 3YSTEM
OPEN SOURCE

3ECURITY IUTHENTICATION 70! 70! (4403

-ANAGEMENT SOFTWARE

&IGURE -ESHLIUM UNIT
INLY WITH THE ACCESSORIES SUPPLIED BY ,IBELIUM




MQShliuth reme 3PECLCATIONS

71&1  '(Z RADIO ICCESS OOINT 3CANNER

1UALCOMM ITHEROS 1#!
D"'M
M

/MNI DIRECTIONAL DIPOLE
D"l
X MM

$EPENDING ON ANTENNA AND LINE OF SIGHT

2& RADIO MODULES

8"EE 02/
I(Z

D'M D"M FOR %5
MODELS

D"M
D"l DIPOLE
KM M IN %5 MODELS

.,))

8"EE 0
-z
M7
D"'M
D"I DIPOLE
KM

.,))

8"EE 02/ (0
_(Z
D'M

.,))

D"M
D"l DIPOLE
KM

$EPENDING ON ANTENNA AND LINE OF SIGHT




3PECLCATIONS

',4% MODULE

OROTOCOLS

&REQUENCY BANDS %5 "

VERSION

&REQUENCY BANDS 53

VERSION

&REQUENCY BANDS !5

% VERSION

/UTPUT POWER

28 RATE
48 RATE
INTENNA
3“- CARD

'03 -ODULE

-ODES

INTENNA

A% ' T#$-! (30! 5-43 '023

3.
4% " " "
5-43 " " "

'3-'023
4% " R VA
5-43 " " '3-'023

4% " " "
15 MODELS DO NOT SUPPORT ' '023 OR
3.

#.ASS 7 D'M '3-

#.ASS 7 D'M '3-
#LASS% 7 D'M %$'%

#LASS% 7 D'M %$'%

#LASS 7 D'M 5-43
#LASS 7 D'M 4%

5PTO -BS
SPTO -BS
D"l
ICCESS VIA THE %XTERNAL NAWCEKET

ISSISTED '03 !'03
3TANDALONE MODE .-%! FRAMES

D"l

ONLY 53 MODELS HAVE AN INTEGRATED '03 RECEIVER %5 "EIGRD®MOD HAVE A '03 RECEIVER

"LUETOOTH 3CANNER

INTENNA

2ANGE

OROTOCOL
48 POWER

"LUETOOTH  %$2 #LASS
D"'M
D"I DIPOLE
M

$EPENDING ON ANTENNA AND LINE OF SIGHT




(OW TO USE -ESHLIUM

(OW TO USE -ESHLIUM

OOWER SUPPLY

-ESHLIUM NEEDS A 6 POWER CONNECTION 4HE DEVICE MUST BE POWERED WWVERTEBURCE PROVIDED BY
,IBELIUM

(OW TO CONNECT -ESHLIUMTO 6 6 COMPATIBLE

5NSCREW THE %THERNET CONNECTOR CAP IN -ESHLIUM
*OIN THE END THAT HAS'THEBROTECTION OF THE % THERNET CABLE TO THE CONNECTOR AND SCREXWTHE CA|

#ONNECT THE FREE END OF THE CABLE TO THE 00% INJECTOR INPUT MARKHEA IANE DO TISEESECTIERORE
USING -ESHLIUMMAKE SURE THAT THE 00% IS INDOORS

4AKE THE SUPPLIED POWER ADAPTER AND PLUG IT INTO THE CORRESPEINMRGCODHECTOR LABELED AS $#
OLUG THE OTHER END OF THE ADAPTER INTO THE 6 SOCKET AND YOUR -ESIRHADMI QQ@NERATE

.OTE &OR EQUIPMENT POWERED BY AN ELECTRIC OUTLET A POBERISTAILEEDWNEAR THE EQUIPMENT AND IT MU
EASILY ACCESSIBLE

.OTE 40 AVOID ELECTRICAL ARCS WHICH COULD DAMAGE THEAEYLAPNIENFOM/BW THE ORDER DESCRIBED JUST
THE # $# ADAPTER TO THE 00% BEFORE YOU PLUG IT INTO 6 MAINS

Beep

Beep /ff

liheli‘?:’nk

&IGURE #ONNECTING -ESHLIUMTO 6

“MPORTANT
4HE NOMINAL VOLTAGE FOR -ESHLIUM IS 6 5SE ONLY THE EIDENBBYT IBEHROYM 3PECILICALLY NOTE THAT OTHE
POWER INPUTS WILL DAMAGE THE DEVICE OTHER 00% SYSIEMS6 MAYTBEY WILL DESTROY -ESHLIUM




(OW TO USE -ESHLIUM

(OW TO CONNECT -ESHLIUM IN ORDER TO GET ACCESS BY THE % NHERRATE

#ONNECT THE NETWORK CROSSOVER CABLE IT HAS AN IDENTIRYINED LNBHEE BOX TO THE 00% INJECTOR INP
MARKED ,!. AND TO THE NETWORK SOCKET OF YOUR 0# AS SHOWN IN THE DIAGRAM

g

&IGURE #ONNECTING ,!. CABLE TO A 0#

90U CAN ALSO CARRY OUT THIS CONNECTION THROUGH A SWITCHEDOVISHRPESHLIUM

#ONNECT THE %THERNET CABLE NOT THE CROSSOVER TO THE 00% INPUT MARKIEDDF AND SWITCH INPUTS

#ONNECT ANOTHER %THERNET CABLE TO ANOTHER ONE OF THE SWITCH INPUTSENND TIHEHEPREBWERK
SOCKET OF YOUR 0#

&IGURE #ONNECTING ,!. CABLE TO A SWITCH

3EE THE!ICCESSING -ESHLIUM MAKE IT EASYTION IN ORDER TO SEE HOW TO GET ACCESS VIA WIRELESS




(OW TO USE -ESHLIUM

%XTERNAL 3% 53" SOCKET

4HE % XTERNALSDCKET IS COMPOSED OF CONNECTORS

NANO & CARD
MICRO 53" TYPE

&IGURE %XTERNAL 3“- SOCKET IN A -ESHLIUM WITH ' "'02BIGDULE

4HE NANO ‘'3 CARD CONNECTOR ALLOWS THE USER TO CONKBE&D THEBCAN ASK YOUR -OBILE .ETWORK /PERATOF
FOR A NANG EARD

4HE NANO ‘3 CARD CONNECTOR HAS A PUSH PUSH MECHANISM SO IT IS REALLY EASY TAOREMONETBNRE NAIL OR

A SMALL TOOL 40 INSERT-TPIRESS UNTIL A CLICK IS HEARD 40 RELEASE THE CARD PRESS BINARAANIDCKHE
SPRING WILL PUSH THE CARD FREE

v M l’"ll‘
~ B ~ B

o

&IGURE O0OUSH PUSH MECHANISM %XTERNAL 3 53" SOCKET




(OW TO USE -ESHLIUM

OLEASE MIND THE CORRECT ORIENTATION OF THEARBNDTHE SIDE OF THE CHIP MUST LOOK TOWARDS THE MICR(
CONNECTOR AND THRANGLED CORNER MUST FACE THE DEVICE

micro-USB left

sim’s chip
faces
micro-USB

&IGURE #ORRECT ORIENTATION OF THE NANO 3*- CARD

“T IS VERY IMPORTANT TO SURSHDRIUM IN A SECURE WAY BEFORE INSERTING*AGHRID @R REMOVING AN EXISTING
3% CARD 4HE USER CAN DAMAGE THE DEVICE IF THIS OPERATION IS DONEWHTMNTHE DE

-AKE SURE THE %XTERNAB'3SOCKET IS CLOSED WITH ITS PROTECTION CAP TIGHTLY SCREWED BEFOREGKMENDO(

4HE OPERATION WITH THE MICRO 53" SOCKET IS JUST THE SAME THAN WITH AOOBEWAIS33/45CABLE CAN BE
USED TO PLUG IN STANDARD ! 53" CONNECTOR LIKE PENDRIVES

4AKE INTO ACCOUNT THAT THE %XTBERNSQCKET HAS A LIMITED RESISTANCE SO PLEASE BE GENTLE AND PUSH
CARE

.OTE &ROM &EBRUARY ,IBELIUM HAS REDESIGNED THE %)0ERRNAKBFT NOW IT IS MORE RESISTANT AND WE |
UPDATED IT USING THE MOST POPULAR 3*- CARD STANDARD NANO 3*-




(OW TO USE -ESHLIUM

(OW TO INSTALL THE ANTENNAS

%VERY ANTENNA FOR EACH TECHNOLOGXHBPSASIEION IN WHICH IT HAS TO BE INSTALLEBERENE POSITIONS ARE

® O © 6

libeu‘?m;é

A -ESHLIUMNON 3CANNER -ESHLIWATENNA
DISPOSITION

B -ESHLIUMBCANNERNTENNA DISPOSITION

30CKET 7I&l!0
30CKET .O ANTENNA
30CKET .O ANTENNA
30CKET

A 2& MODULE
B "LUETOOTH 3CANNER

30CKET 'WITH ADAPTER N TO 3-!
30CKET

A 2& MODULE -(Z  -(ZWITH ADAPTER N TO 20 3-!
B 71&1 SCANNER

30CKET '03 WITH ADAPTERNTO 3-!
30CKET 'WITH ADAPTERNTO 3-!

$EPENDING ON MODEL
/NLY FOR 53 MODELS %5 "2 OR !5 MODELS DO NOT HAVE A '03 RECEIVER

4HE ANTENNAS HAVE TO BE GENTLY SCREWED ON THE CONNECTOR $0O NOT FORCEU NERANTERNAUCH STRENGTF
TO SCREW IT IS PROBABLY BEING INSTALLED IN A WRONG POSITION

“F YOU HAVE ANY RECEPTION ISSUE WITH ' OR '03 YOU CAN TRY BENSERGEIHENYENNA IN ORDER TO IMPROV
ISOLATION




(OW TO USE -ESHLIUM

‘NSTALLATION OF THE “0 % THERNET CABLE

“NSTALLATION OF THE “0 CAP

“N ORDER TO INSTALQ TEEP YOU WILL NEED A CONNECTOR FREE 2* CABLE 4HIS CABLEUBE® INOHE -ESHLIUM
BOX

“MPORTANT-AKE SURE THAT YOU HAVE A CABLE LONG ENOUGH TO CONNECT -ESHLIUMNARZIMUDSATEON TO
THE 00% LOCATED INDOOR®NOT RECOMMENDED TO INSTALL -ESHLIUM TOO FAR FROM THE 00% INJECT@ERDUE T
LOSS IN THE CABLE ILWAYS TEST THE DEVICE WITH A CABLE OF THE SAMBBENCGIINGEFOR

4HE %THERNET CABLE CAN BE USED FOR INDOORS AND OUTDOORS DEPLOYMENTISS RISSISTANCEHS LIMITED
SO IN ORDER TO MAXIMIZE ITS LIFETIME IN HARSH CONDITIONS DIRXCREVWERIEWMPERATURES VERY WET CLIMA
WE ADVISE TO PROTECT THE CABLE WITH SOME ISOLATING TUBE OR HEARISHEINISSLIMRERZANT FOR INSTALLATI
WHERE INSECTS BIRDS RATS OR OTHER ANIMALS COULD TRY TO BITE THE CABLE

4AKE FROM THE -ESHLIUM BOX THE BAG CONTAINING THE PARTS FORENSTANRIRBECK THAT YOU HAVE ALL
THE PARTS THAT APPEAR IN THE PICTURE

Dogg,,
////@

<
J O
L///@

&IGURE #AP PARTS

3TICK ONE OF THE SUPPLIED ADHESIVE JOINTS TO PART #

&IGURE 3TICK JOINT

“NTRODUCE THE JOINTS INTO PART " AS SHOWN IN THE DRAWING

&IGURE “NTRODUCE JOINTS




(OW TO USE -ESHLIUM

“‘NSERT PART # INTO PART $

3CREW BOTH SETS OF PARTS IN THE DIRECTION SHOWN IN THE DIAGRAM

T

&IGURE “NSERT PART #

&IGURE 3CREW BOTH PARTS

OARTIALLY SCREW PART $ TO THE END

@(

&IGURE 3CREW PART $

OASS THE CABLE THROUGHTITHED CAP

&IGURE O0ASS THE CABLE

#RIMP THE 2* CONNECTORS AT THE ENDS OF THE CABLE THE CRIMPINGPROEISWOR SESHLIUM

&IGURE #RIMP 2*

90URO %THERNET CABLE IS NOW READY FOR USE




(OW TO USE -ESHLIUM

(OW TO CONNECT THE “0 %THERNET CABLE TO -ESHLIUM

AAKE THE ADHESIVE JOINT THAT HAS NOT BEEN USEDGQAORIE CAP AND STICK IT TO THE -ESHLIUM %THEI
CONNECTOR

&IGURE 3TICK JOINT

#ONNECT THE END OF THE %THERNET CABLE TO THE -ESHLIUM % THERNET SOCKET

tw\
3CREW PART # ONTO THE -ESHLIUM CONNECTOR 3CREW TIGHTERRAMRTABLE TOO 90UR -ESHLIUM IS NOW
READY TO WORK OUTDOORS

&IGURE #ONNECT 2*

&IGURE 3CREW CONNECTOR AND TIGHTEN PART $




(OW TO USE -ESHLIUM

‘NSTALLING -ESHLIUM

-ESHLIUM HAS BEEN DESIGNED TO OPERATE IN A VERTICAL POSITION WITH THECFORS FACDIE DOWN 90U WIL
IND THE REQUIRED BRACKET TO MOUNT -ESHLIUM IN A POLE OR IN A WALL

9

- |
[ | | i o | 1

©—
&IX THE BRACKET TO THE -ESHLIUM

3ET THE BRACKETIN THE BACK OF THE -ESHLIUM WITH THE SCREW HOLES FOR WALL FACING OUT
3ECURE THE MOUNTING SCRBWS

40 1X THE BRACKET TO A WALL

ITTACH THE BRACKET TO THE WALL SECURING THE SCREWS IN THE SCGREW HUIRSAFORROVIDED ARE FOR

GENERAL USE AND COULD NOT BE VALID FOR EVERY SURFACE 5SETHARBYRAREEABAMRFACE YOU ARE INSTAL
-ESHLIUM ON

40 1X THE BRACKET TO A MAST

&EED THE SUPPLIED WORM DRIVE CLAMREROUGH THE BRACKEND AROUND THE MAST 70RM DRIVE CLAMPS
PROVIDED ARE FOR MM CIRCUMFERENCE MASYTGQUR MAST IS THICKER USE CLAMPS WITH THE PROPER Mt

4|GHTEN THE WORM DRIVE CLAMPS R2ATHHEAD SCREWDRIVER
&INALIZE THE INSTALLATION

3ECURE THE %THERNET CABLE TO AVOID ACCIDENTAL PULLS DO NOTHEECABILEGSES STRETCHED THE JOIN
THE CABLE WITH ITS CONNECTOR COULD BE DAMAGED

“‘NITIALIZATION RESTART AND SHUTDOWN

“N ORDER TO ALLOW -ESHLIUM TO CLOSE CORRECTLY ALL THE DAEMONS IAND INFRIANDNS USE THE BUTTON
2ESTARAND3HUTDOWNPLACED IN THE UPPER RIGHT CORNER IN THE -ANAGER 3YSTEM 4HIS BEAFY MAXIMUM. K
THE PERFORMANCE AND LIFETIME OF THE SYSTEM

Meshlium Manager System Meshlium RF AP meshiiumgds0 |
The open source router web manager Home | Logout |

&IGURE 2ESTART SCREEN

/INCE YOU CLICK ON THESTARDR3HUTDOWNBUTTON OF MANAGER SYSTEM YOU HAVE ONE MINUTEMI OHEON
OPERATION YOU DO NOT CRM IN THAT TIME YOU WILL NEED TO CLICK IN THE BUTTON AGAIN TO PERFORM THE C

\Y



(OW TO USE -ESHLIUM

"EEP 3YSTEM

-ESHLIUM INCLUDES AN INTERNAL SPEAKER WHICH BHEPENHOUNDS WHEN INITIALIZING REBOOTING AND SHUT
DOWN IN ORDER TO INFORM ABOUT THE STATE OF THE PROCESS

“‘NITIALIZATION BEEPS
,ONG BEEP WHEN -ESHLIUM HASISHED STARTING AND IT IS READY TO BE USED
2EBOOT BEEPS

,ONG BEEP WHEN THE REBOOT ORDER IS EXECUTED
“‘NITIALIZATION BEEPS WHEN -ESHLIUM STARTS AGAIN
$O NOT REMOVE THE POWER CABLE DURING THIS PROCESS IS CARRIED OUT

3HUTTING DOWN BEEPS

4HIS PROCESS COULD TAKE UP TO ONE MINUTE
,ONG BEEP WHEN -ESHLIUM IS ABOUT TO SHUT DOWN ! FEW SECONDS AFTER THEIBEEPSN-BEMINPLUGGED
$O NOT REMOVE THE POWER CABLE UNTIL THIS PROCESS IS TOTALLY COMPLETED

.OTE 4HE BEEP SOUND IS NOT REALLY LOUD SO YOU WILL HAVE TO TAKE ATEEND [CHEAEBHEEUWMBOX IN ORDER T
HEAR THEM CLEARLY

.OTE *“F -ESHLIUM IS UNPLUGGED BEFORE THE ACOUSTIC SIGNAINDERBALUTEVORY COULD BE DAMAGED "E S
TO WAIT FOR SEVERAL MINUTES IF YOU ARE NOT SURE THE BEEPS SOUNDED

.OTE 4HE DURATION OF THE REBOOT OR SHUT DOWN PROCESSES MAYYQARMEARRETSEREORRESPONDING BE
AND BE PATIENT

.OTE *“F THE USER DOES NOT FOLLOW THESE INSTRUCTIONS IGHE HASKUSNMBRYLHBECOME UNRESPONSIVE /

INACCESSIBLE 4HIS PROBLEM IS OUT OF THE WARRANTYTSIGGHROBHCEDSY IBAD USE 4HE ONLY POSSIBLE SOLU
BE A REPAIR PROCESS IN ,|IBEEACMITIES PAID BY THE USER

3ETTING THE TIME

“N ORDER TO GET ALL THE DATA STORED IN THE -ESHLIUM LOCAL DATABASE WSITAMREYDGHIUSW ADJUST THE
3YSTEM TIME

40 DO SO GO TO THE 3CHEDULED SHUTDOWN SECTION INSIDENAIRIWSTEM CHAPTER IN THE CURRENT GUIDE

ICCESSING TO THE LOGS

4AHE DSERENT PROCESSES RUNNING ON -ESHLIUM PRODUCE LOGS THAT ARE SEHE MISERARES NOT NEED TO
DELETE THEM

4HE USER CAN OBTAIN THE LOGS BY CONNECTING TO THE -ESHLIUM USINGR\NRN &KESEIEREDENTIALS

USERLOG
PASSWORDIBELIUM




S5NDERSTANDING -ESHLIUM

SNDERSTANDING -ESHLIUM

#ONCEPTS

-ESHLIUM IS ANO4 GATEWAY THAT MAY CONTAIN UP SERENI RADIO INTERFACES A 71&I

'(Z !'CCESS 0OINT

A ' ''023'3- AND 8"EE 2& RADIOS -ESHLIUM MAY INCLUDE "LUETOOTH AND 7 |&l RADIOS TOO FOR SCANNINC
APPLICATIONS 4HESE FEATURES ALONG WITH AN'BLEMMIMURE ALLOW -ESHLIUM TO BE PLACED OUTDOORS

-ESHLIUM CAN WORK AS

AN 2& 8"EE TO %THERNET ROUTER FOR 7ASPMOTE NODES
AN 2& 8"EE TO ' ''023 '3- ROUTER FOR 7TASPMOTE NODES

A 71&I 'CCESS OOINT

AT71& TO ' ''023 '3- ROUTER
A'03 y ' ''023 '3- REAL TIME TRACKER

A SMARTPHONE SCANNER DETECTS IOHONE AND !INDROID DEVICES

-ORE INFO ABOUT 7TASPMOTHATPS WWW LIBELIUM COM WASPMOTE

ONLY FOR 53 MODELS %5 "2 OR !5 MODELS DO NOT HAVE A '03 RECEIVER

ILL THE NETWORKING OPTIONS CAN BE CONTROLL-ENAGBNIYE EMA WEB INTERFACE WHICH COMES WITH -ESHLIL
“T ALLOWS YOU TO CONTROL ALL THE INTERFACES AND SYSTEM OPTIONS IN AJSECWRE EASY AND Q

-ESHLIUM MODELS

4HERE ARESHRENT -ESHLIUM MODELS DEPENDING ON THE RADIOS INTEGRATED

-ESHLIUM MODEL

-ESHLIUM ' 10 %5
-ESHLIUM ' 10 53
-ESHLIUM ' 10 "2
-ESHLIUM ' 10 15

-ESHLIUM "10 %5
-ESHLIUM "0 53
-ESHLIUM "10 "2
-ESHLIUM "10 15

-ESHLIUM ' 10 %5
-ESHLIUM ' 10 53
-ESHLIUM ' 10"2
-ESHLIUM ' 1015

-ESHLIUM ' 10 3CANNER %5 "2
-ESHLIUM ' 10 3CANNER 53
-ESHLIUM "0 3CANNER !5

%THERNE 71&I !0

o 0O 0O U U U U U T O U U U O O

o © U0 U U U U U U O U U U O O

' ''023

3.

%5 "2 VERSION
53 VERSION
%5 "2 VERSION
15 VERSION
%5 "2 VERSION
53 VERSION
%5 "2 VERSION
!5 VERSION
%5 "2 VERSION
53 VERSION
%5 "2 VERSION
I5 VERSION
%5 "2 VERSION
53 VERSION

!5 VERSION

%5 VERSIOM
7ORLD VERSION
7ORLD VERSION

70RLD VERSION

%5 VERSIOM
7ORLD VERSION
7ORLD VERSION

70ORLD VERSION

58
"2

58
"2

71&l

"LUETOOTH
SCANNERS



https://www.libelium.com/waspmote

S5NDERSTANDING -ESHLIUM

%ACH MODEL WITH 2& MODULES CAN HAVE 8"EE 02/ AND 8"EE ,0 OR8EE 02/ (0 DEPENDING ON THE
REGION

3TORAGE

4HE SIZE OF THE -ESHLIUM HARD DISK IS ™ 4HE /PERATING 3YSTEM ANDANABER 3YSTEM TAKE" 4HIS
MEANS THE SPACE WHICH CAN BE USED TO STORE THE DATA CAPTURED AND ECABEIUSEDBGNS HOADED BY THE
USER IS

30ME OF THIS SPACE ™ IS ASSIGNED TO THE USER PARVINTAQNSER

4HE LOCAL DATABASES CAN BE FOUND IMNT USER MYSQL -ESHLIUMS$"

IPPLICATION MODEL BY MODEL

-ESHLIUM 2& ' 10

-ESHLIUM CAN TAKE THE SENSOR DATA WHICH COMES FROM A 7IRELESS 3ENSOR .MANERWTFB7/ASPMOTE
SENSOR DEVICES EQUIPPED WITH 2& 8"EE RADIOS AND SENDNTERNERBEJSING THE %THERNET INTERFACE O
' ''023'3- INTERFACE "ESIDES 7ASPMOTES WITH '023 ." ‘04 #AT- 'OR 71& CAN SEND SENSOR INFO
THROUGH THE ACCESS POINT OR THROUEBRNEIEVIA (440 PROTOCOL 5SERS CAN CONNECT DIRECTLY TO -ESHLIL
THE 71&I INTERFACE TO CONTROL IT AND ACCESS TO THE SENSOR DATA 5SERB TTANESAHEQMONNE®I WITH
LAPTOPS AND SMART PHONES AND GET ACCESBERNEHEAS A COMMON !ICCESS 0OINT

HTTPS WWW LIBELIUM COM WASPMOTE

802.15.4/868LP/900HP ey

R §
> :\\{4G!3GI2GJ’WiFi
L
A .
>
R

=

&IGURE -ESHLIUM 2& '10



https://www.libelium.com/waspmote

S5NDERSTANDING -ESHLIUM

-ESHLIUM 3CANNER ' 10

“T ALLOWS TO DETECT 3MARTPHONES IOHONE !INDROID AND IN GENERAHKMYWIERICEWITEH OR'LUETOOTH
INTERFACES 4HE COLLECTED DATA CAN BE SBNERREMHEY USING THE %THERNET INTERFACE OR THE ' ''023 '3-
CONNECTIVITY "ESIDES 7ASPMOTES WITH '02304" #AT - ' OR 71&l CAN SEND SENSOR INFO THROUGH THE ACCE
POINT OR THROUGHNHERNET VIA (440 PROTOCOL 5SERS CAN CONNECT DIRECTLY TO -ESHLIUMINEBREAEIE 718
TO CONTROL IT AND ACCESS TO THE SENSOR DATA 5SERS CAN ALSO CONNECRMYFESHARINDRBAAND SMART
PHONES AND GET ACCESS TRTERRNET AS A COMMON ICCESS OOINT

J

':m R Y8

' IIII
. o | Ethernet/4G/36/2G _

802.15.4/868LP/900HP
é \&

4

Bluetooth

Scanner -\‘45;35325 JSWiFi

-

&IGURE -ESHLIUM 3CANNER '!0




ICCESSING -ESHLIUM MAKE IT EASY

ICCESSING -ESHLIUM MAKE IT EASY

-ESHLIUM COMES WITH ALL THE RADIOS READY TO BE USED ILL THE -ESHMWBMVWINH SHE 71&l !ICCESS 0OINT
READY SO THAT USERS CAN CONNECT USING THEIR 71&lI DEVICES #ONWNHUGIABIE TOHERJR NETWORK HUB REST
-ESHLIUM AND IT WILL AUTOMATICALLY'GEDDRESS FROM YOUR NETWORK USING $(#0

4HEN ACCESS -ESHLIUM THROUGH THE 71& CONNECTION &IRST OF ALL AHEMIREHATTESY POINTS AND CONNEC
TO-ESHLIUM8888 4HE FOUR DIGITS AT THE END ALLOW TO EERENAY-ESHLIUMS WHEN WORKING NEAR EACH OTH

#o o Awvailable Networks - System Settings (20 x) &) %0

Interface: Wireless 802.11 +  \iew Details w

MName Signal 5trengtk Encryption MAC £
sMC 34% @ Insecure  00:2Z
I Gatekee,., 32% ”ﬁh WPAZ-PSKE  00:1€
I Livebox-A... 55% WPA-PSE 00:1C0
¥ meshlium 100% = Insecure

0 libelium ... 64% '@" WPAZ-PSE 02:24
1 JAZZTEL 89 52% © WEP 00:14
i1 WLAN_20F6 51% ”ﬁh WPA-PSE 6468
<| ) 1<>

&IGURE ,IST OF !0 WITH -ESHLIUM NETWORK

.O PASSWORD IS NEEDED AS THE NETWORK IS OPEN YOU SHOULD CHANGE IELROTERBRFAEEOPTIONS 7HEN
YOU SELECT IT -ESHLIUM WILL GWERDRESS FROM THE RANGE

.OW YOU CAN OPEN YOUR BROWSER ON YOUR 0# AND TYREITRE 52, -ANAGER3YSTEM

-ANAGER 3YSTEM IS NOW SECURIZED WITH (4403 !ICCESSING -ANAGER 3Y SRES/GRHGURING YOUR BROWSER WITF
A CERICATE OLEASE READ THE NEXT SECTION TO LEARN THE PROCESS

#ON1GURE YOUR BROWSER TO TRUST THE -ESHLIUM -ANAGI
3YSTEM S SELF SIGNED CERTI1CATE

(440 3ECURE (4403 1S AN EXTENSION OF THE (YPERTEXT 4RANSFER OROTREFOSE@YWRE COMMUNICATION PROTOC
IS ENCRYPTED USING 4,3 OR 33, OVER A COMPUTER NETWORK AND IS WIDELYNTERNEIN THB BROWSERS
KNOW HOW TO TRUST (4403 WEBSITES BASED ON SECLEATEEERAT COME PRE INSTALLED IN THEIR SOFTWARE
CERICATES HAVE BEEN CREATED BYX¥CAHETUTHORITY #! #EROATE AUTHORITIES ARE IN THIS WAY BEING TRUSTI
WEB BROWSER CREATORS TO PROVIDEMZATEEERTI

-OST WEB BROWSERS ALERT THE USER WHEN VISITING SITES THXATHAVESCERIBY AUTHORITIES NOT PRE INSTAI
4HE COMMUNICATION IS STILL SECURED BUT THE USER NEEDS TO INSTEAT EHE FHEEBROWSER &IREFOX #HROM
ETC TO AVOID THE WARNING MESSAGE -ESHLIUM DEVICES ARE PROVIPEIGMEB GEFERTE TO SERVE -ANAGER
3YSTEM PROVIDING PROTECTION OF THE PRIVACY AND INTEGRITY OF THE BXCEHANGERANSIT 4HAT PROTEC
AGAINST MAN IN THE MIDDLE ATTACKS EAVESDROPPING AND TAMBPERIEEEORIBANICATIONS BETWEEN THE USE
AND -ESHLIUM

4HEREFORE YOU WILL HAVE TO ACCEPT THESERIEISNENED QERTIE IN YOUR BROWSER &OLLOW THE INSTRUC
BELOW FOR ADDING THE -ESHLIUNICARTIN THE MOST WIDELY USED BROWSERS



https://10.10.10.1/ManagerSystem

ICCESSING -ESHLIUM MAKE IT EASY

&IREFOX

' WINDOW SHOWING THE MESS8GER CONNECTION IS NOT SRILREPPEAR

% Your connection is not secure

The owner of 10.10.10.1 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more.

Reporterrors like this to help Mozilla identify and block malicious sites

10.10.10.1 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is not valid for the name 10.10.10.1.

Error code: SEC_ERROR_UNKNOWN_ISSUER

Add Exception...

&IGURE -ANAGER 3YSTEM S CERTILCATE SCREENSHOT ON &IREFOX

ORESS THE BUTTDOMANCED TO CHECK THE QERTE DETAILS THEN PRERSIANENTLY STORE THIS EXCEPAIIN
INALLY*ONLRM 3ECURITY %XCEPTION

Add Security Exception

@ You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask you to
do this.

Server

Location: | https://10.10.10.1/ | | Get Certificate

Certificate Status

This site attempts to identify itself with invalid information. 7 \iiew

Wrong Site
The certificate belongs to a different site, which could mean that someone is
trying to impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a
trusted authority using a secure signature.

Permanently store this exception

Confirm Security Exception Cancel

&IGURE ICCEPT THE SELF SIGNED CERTI1CATE IN &IREFOX

&INALLY YOU WILL SEE ALOCK ICONWITH AN EXCLAM/@ &JN BMEBOBAR 4HESE SYMBOLS MEAN THAT THE ADDRE
COULD NOT BE YERIBY THE CEFJATE AND ADDRESS CANNOT BE VALIDATED BY@ACERBIUT YOUR CONNECTION IS
CIPHERED AND CANNOT BE INTERCEPTED BY AN ATTACKER




ICCESSING -ESHLIUM MAKE IT EASY

#HROME

' WINDOW SHOWING THE MESS8GER CONNECTION IS NOT PRIMATAPPEAR

A

Your connection is not private

Attackers might be trying to steal your information from 10.10.10.1 (for
example, passwords, messages, or credit cards). Learn more
NET::ERR_CERT_AUTHORITY_INVALID

D Automatically send some system information and page content to Google to help

detect dangerous apps and sites. Privacy policy

ADVANCED Back to safety

&IGURE -ANAGER 3YSTEM S CERTI1LCATE SCREENSHOT ON #HROME

&OR REMOVING THIS WARNING YOU HAVE TO INSTALL THE -ANAGHREMSHE=MS A TRUSTEDICERE IN YOUR
SYSTEM

&IRST OF ALL EXPORT THE -ANAGERSISBREBATE TO YOUR COMPUTER

2IGHT CLICK WITH THE MOUSE IN THE ADDRESS BARDBETHIREWVORDS

Privacy error »
L C | A Notsecure hitps://10.10.10.1

Your connection to this site is not
secure

You should not enter any sensitive information
on this site (for example, passwords or credit
cards), because it could be stolen by attackers.
Learn more

B Certificate (Invalid)

Show certificate

& Cookies (0 in use)

0t Site settings

&IGURE 3HOW THE SELF SIGNED CERTI1CATE IN #HROME




ICCESSING -ESHLIUM MAKE IT EASY

#LICK #ERTICATEN $ETAILSN %XPORAND SAVE THE CEGATE ON YOUR DISK

Certificate Viewer: meshlium

Generzl | Details

Certificate Hierarchy

meshlium

Certificate Fields

= meshlium
- Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
Validity
Not Before
Nof After

Field value

| Export... |

&IGURE %XPORT THE SELF SIGNED CERTI1CATE FROM #HROME

.OW INSTALL THE GEFATE IN YOUR SYSTEM

IN #HROME GO TGN 3ETTING8ND SEARCH FOR 83ROME SETTINGS SEARCH SSL
ORESS!DVANCED #ONGURATION

#LICK ON-ANAGE CERTCATES

'O INTO THEIUTHORITIESAB

‘“MPORT THE CERATE PREVIOUSLY STORED

2ESTART #HROME

Certificate manager
Your Certificates  Servers ~ Authorities  Others

You have certificates on file that identify these certificate authorities:

]

(7= (c) 2005 TURKTRUST Bilgi iletigim ve Bilisim Giivenligi Hizmetleri A.S.
TURKTRUST Elektronik Sertifika Hizmet Sadlayicisi
(F=7 A-Trust Ges. F. Sicherheitssysteme im elektr. Datenverkehr GmbH
A-Trust-nQual-03
= [E=7AC Camerfirma S.A.
Chambers of Commerce Root - 2008
Global Chambersign Root - 2008
= [E57 AC Camerfirma SA CIF A82743287
Chambers of Commerce Root

Global Chambersign Root

(4]

| Import... | Export

Done

&IGURE DD THE SELF SIGNED CERTILCATE IN YOUR SYSTEM



chrome://settings/search#ssl

ICCESSING -ESHLIUM MAKE IT EASY

“XPLORER ONLY -ICROSOFT 7INDOWS

' WINDOW SHOWING THE MESSABERE IS A PROBLEM WITH THIS WEBESOERITY CEFRNTEWILL APPEAR

@ There is a problem with this website's security certificate.

The security certificate presented by this website has expired or is not yet valid.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Ciick here to dose this webpage.
& Continue to this website (not recommended).

® More information

&IGURE -ANAGER 3YSTEM S CERTILCATE SCREENSHOT ON “%XPLORER

&OR REMOVING THIS WARNING YOU HAVE TO INSTALL THE -ANAGHREMSHEMS A TRUSTEDICERE IN YOUR
SYSTEM

#LICK ON#ONTINUE TO THIS WEBSITE NOT RECOMMENDED

#LICK ON THE GEAR IGOKNTERNET /PTIONS

4HE DIALOG FONWERNET /PTIONS APPEARS 3ELEGECHRITYAB

General | Security |Privaq-' | Content | Connections | Programs I Advanced

Select a zone to view or change security settings.

@ & v O

Internet  Local intranet gi=sf=1Zd  Restricted
sites

B
This zone contains websites that you
trust not to damage your computer or

your files,
‘fou have websites in this zone.

Security level for this zone
allowed levels for this zone: all

Medium
- Prompts before downloading potentially unsafe

— content

- Unsigned ActiveX controls will not be downloaded

[T|Enable Protected Mode {requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level

0K | [ Cancel Apply

&IGURE “%XPLORER 3ECURITY TAB

3ELECT THE ZONRUSTED SITESID THEN CLICK ON 3HESBUTTON




ICCESSING -ESHLIUM MAKE IT EASY

I'LIST OF TRUSTED SITES WILL APPEAR WITH THE CURRENT 52, TO ADD
#LICK ON THEDD BUTTON4HE CURRENT 52, WILL BE ADDED TO THE LIST

=)

y You can add and remove websites from this zone. All websites in
L this zone will use the zone's security settings.

. o ——

Add this website to the zone:

https://10.1010.1/

Websites:

Remove

[ Require server verification (https:) for all sites in this zone

m

&IGURE DD THE AS TRUSTED SITE

#LOSE THE DIALOGS AND GO BACK TO THE MAIN BROWSER WINDOW
2EFRESH THE PAGE PRESSING & OR CLICKING ON THE REFRESH ICON
#LICK ON#ONTINUE TO THIS WEBSITE NOT RECOMMENDED
#LICK ON #ERTCATE %RROR IN THE RED COLORED ADDRESS BARARY CERKIANES
‘N THE #ERITATE DIALOG PREBSSTALL #EFRCATE
‘N THE#ERTUCATEMPORT 7I1ZARDCLICK .EXT
/N THE ND STEP OF THE WIZARD SEIEGBCTE ALL CERATES IN THE FOLLOWING/ANDREICKROWSE

e

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

[ < Back ” MNext = ][ Cancel

&IGURE DD THE SELF SIGNED CERTILCATE IN YOUR SYSTEM

“N THE3ELECT #ERTATE STORHALOG SELHRUSTED 200T #EGATION IUTHORITKESD CLICK
“N THE WIZARD CLIEXT THEN CLIGHNISH
“F A SECURITY MESSAGE POPS UP C8KEBOSE

#LOSE THE DIALOGS AND RESPARIORER




ICCESSING -ESHLIUM

MAKE IT EASY

3AFARI ONLY -AC/3

'WINDOW SHOWING THE MESSABIS #ONNECTICN.OT ORIVATRVILL APPEAR

W This Connection Is Not Private

This website may be impersonating “10.10.10.1" to steal your personal or financial information.
You should go back to the previous page.

Show Details Go Back

&IGURE -ANAGER 3YSTEM S CERTILCATE SCREENSHOT ON 3AFARI

&OR REMOVING THIS WARNING YOU HAVE TO INSTALL THE -ANAGHREMSHE=MS A TRUSTEDICERE IN YOUR

SYSTEM
#LICK ON3HOW $ETAILR 6IEW #ERTCATE

-

=x meshlium

Cortgloatc meshlium
P Root certificate authority
i Expires: Friday, 8 July 2118 at 11:00:35 Central Eurcpean
Summer Time
€ This root certificate is not trusted
» Details
2

&IGURE 6IEW THE SELF SIGNED CERTILCATE ON 3AFARI

#LICK AND DRAG THE IMAGE TO YOUR DEBKOORS LIKE A LITTLEOBEETI

B% meshlium

meshlium

{oot certificate authority

xpires: Friday, 8 July 2118 at 11:00:35 Central Evropean
Summer Time

This certificate is marked as trusted for this account

Clprighocniin

R ettt
i

»  Details

&IGURE %XPORT THE SELF SIGNED CERTI1CATE TO YOUR DISK

$OUBLE CLICK IT 4HIS WILL START THE +EYCHAIN !CCESS UTILIPASEWERDDURNLOCK IT




ICCESSING -ESHLIUM MAKE IT EASY

IDD THE CERTICATE TO THEYSTEMKEYCHAIN NOT THE LOGIN KEYCHAIN ANIDBRESS

o Add Certificates

i Do you want to add the certificate(s) from the file
ot “meshlium.cer” to a keychain?

S

Mew root certificates should be added to the login keychain for the
current user, or to the System keychain if they are to be shared by all
users of this machine.

Keychain: System

View Certificates Cancel Add

&IGURE 3ELECT 3YSTEM

#LICK ILWAYS 4RUST EVEN THOUGH THIS DOES NOT SEEM TOSHSOIE ANY E

IFTER IT HAS BEEN ADDED DOUBLE CLICKIT 90U MAY HAVE TO AUTHENTICATE AGAI
%XPAND THE 4RUST SECTION

3ET 7HEN USING THIS CHRATE TO !ILWAYS 4RUST

Cortifoate meshlium
e Root certificate authority
- Expires: Friday, 8 July 2118 at 11:00:35 Central European Summer Time
=" 3 This root certificate is not trusted
¥ Trust

(o]
=

When using this certificate: | Always Trust

Secure Sockets Layer {S5L) | Always Trust
Secure Mail (S/MIME) | Always Trust
Extensible Authentication (EAP) | Always Trust
IP Security {IPsec) | Always Trust

Code Signing | Always Trust

Time Stamping | Always Trust

ofolololo]o]o

X.509 Basic Policy | Always Trust

&IGURE 3ELHGVAYS 4RUST

#LOSE +EYCHAIN AND RESTART 3AFARI




ICCESSING -ESHLIUM MAKE IT EASY

ICCESS TO THE -ESHLIUM -ANAGER 3YSTEM

.OW YOU CAN ACCESS THE -ESHLIUM -ANAGER 3YSTEM

USERADMIN
PASSWORDIBELIUM

~7

H&meshLlum
Plug & mesh!

User | admin

Password

© 2012 Libelium - Comunica:

&IGURE -ANAGER 3YSTEM LOGIN SCREEN

Meshlium Manager System Meshlium Scanner RF 4G GPS AP

=
% Sensor Gloud Device Update
Ty reraces 2 anager - llbellun

Welcome to the Meshlium Manager System 4.0!

&IGURE -ANAGER 3YSTEM LANDING PAGE

“F YOUR NETWORK DOESSEBRT$G#0 SERVICE -ESHLIUM STARTS WITH A DERFADDRESS ‘N THIS
CASE YOU CAN CONNECT -ESHLIUM THROUGH THE 71&I CONNECTION VEAVAILIABLE AR WITH THE CROSSOVER C/
PROVIDED WITH -ESHLIUM

“F YOU WANT TO ACCESS TO THE -ANAGER 3YSTEM USING THE CROSSOVER %THERNET CABLE GO

52, HTTPS -ANAGER3YSTEM
USERADMIN
PASSWORDLIBELIUM

“MPORTANT
7E RECOMMEND TBIANGE THE DEFAULT PASSWERBE DISERENT -ESHLIUM SERVICESSER FANAGER
SECTION FOR MORE INFORMATION ABOUT HOW TO CHANGE PASSWORDS



https://192.168.1.100/ManagerSystem

.ETWORK INTERFACES SETUP

.ETWORK INTERFACES SETUP

ICCESS THE NETWORK INTERFACES SETUP CLICKING ONNTHRBATESN

&IGURE “NTERFACES SETUP PLUGIN

THERNET SETUP

"Y DEFAULT -ESHLIUM COMES WITH THE % THERNET INTERFACE ACTIVATELOYGHIEDSWMWBITEIE $(#0 SERVICE
“N CASE A STATICXGEINRATION IS REQUIRED THE NEXT PARAMETERSIGANRED CON

m:
[] nterfaces | o

D Ethemet
@) Wifi AP

2@ Clients

'rll' connected

&IGURE %THERNET SETUP

Ethernet Network

Choose IP method
IP address
MNetmask address
Gateway
Primary DNS
Secondary DNS

Use IPVE

&IGURE %THERNET SETUP FORM

Ethernet Network

Choose IP method
IP address
Netmask address
Gateway
Primary DNS
Secondary DNS

Use IPV6

Static

192.168.3.110

255.255.128.0

192.168.1.2

192.168.1.9

192.168.11.9

Static
192.168.3.110
.255.255 128.0
:192.165 1.2

192.168.1.9

192.168.11.9

© Libelium Comunicaciones Distribuidas S

(¥

Tems of use

Meshlium7345 | [(D Restart |
Home | Logout | [(D Shutdown

libelitm




.ETWORK INTERFACES SETUP

90U CAN ALSO USE “NTERNET OROTOCOL VERSION BY SETTING THE 8SEOK BOXV IS A VERSION OF THE
‘NTERNET OROTOCONTENDED TO REPLAZE4HE NEXT PARAMETERS CAN BEGLRNED

Ethernet Network

Choose IP method Static T
IP address 192.168.3.110
Metmask address 255.256.128.0
Gateway 192.168.1.2
Primary DNS 192.168.1.9
Secondary DNS 192.168.11.9
Use IPvE ] Generate IPvE Address
IPvE address 2001::20d:boff.fe3f:9d88
MNetmask number B4
Gateway 20011

&IGURE “06 SETUP

“N MANY CASE®V ADDRESSES ARE COMPOSED OF TWO LOGICAL RXROIS BHARE AND A BIT PART THAT IS
GENERATED AUTOMATICALLY FROM THE -# ADDRESS OF THE INTERFACE

4HE BUTTONENERATEOV ADDRESSERFORMS THIS TASK

IFTER SAVING THE NEW OPTIONS AND ONCE YOU HAVE RESTARTED -ESHLIUM YOAT HAVIE NEWALGNRATION
BEFORE THE NEXT MINUTES IF NOT THE FACTORY DGERAITOBOWILL BE RESTORED TO AVOID LEAVING -ESt
WITHOUT CONNECTIVITY 3EE SEIWNRK SETUP GBNATIONFOR MORE INFORMATION

40 CHECKRV CONLGURATION AFTER SAVE AND RESTART -ESHLWUMOIED 0G 3ELECT %THERNET BY DEFAULT
IPV GOOGLE COM APPEARS AS DESTINATION HOST

Ping

Selectinterface Ethernet (IPvE) v |

Destination Host | ipv6.google.com

N

&IGURE OING “0V WITH NAME




.ETWORK INTERFACES SETUP

“‘F YOURITERNET 3ERVICE OROVIDER DOES NOT SUPPORY EXOERESEES YET YOU CAN CHANGE IT TO A LOCAL ADL

Security

Protocol: | WPAZ b |

Password:

Confirm password:

*8 to 63 characters

&IGURE OING “0V WITH ADDRESS

4HEN PRES$O0 4EST “F SOMETHING LIKE NEXT IMAGE APPEARS YOV IZORRECTLY TRANRED

Ping

Selectinterface | Ethernet (IPvE)

Destination Host | 2001::20d: b5 fe26:b620

Launching: pingét "2001::20d:b9ff:fe26:b620" -c 10 -I ethl

PING 2001::20d:b9ff:fe26:b620(2001::20d:b9%ff:fe26:b620) from 2001::20d:b9ff:fe26:b620
&4 bytes from 2001::20d:b9%ff:fe26:bb20: icmp seg=1 ttl=64 time=0.096 ms
&4 bytes from 2001::20d:b9ff:fe26:bb20: icmp seg=2 ttl=64 time=0.099 ms
64 bytes from 2001::20d:b9%ff:fe2b:bb20: icmp seg=3 ttl=64 time=0.098 ms
64 bytes from 2001::20d:b9%ff:feZb:bb20: icmp seg=4 ttl=64 time=0.107 ms
64 bytes from 2001::20d:b9%ff:fe2b:bb20: icmp seg=3 ttl=64 time=0.107 ms
64 bytes from 2001::20d:b9ff:fe26:bb20: icmp seg=6 tLtl=64 time=0.107 ms
64 bytes from 2001::20d:b9ff:fe2b:bb20: icmp seg=7 ttl=64 time=0.107 ms
64 bytes from 2001::20d:b9ff:fe2b:bb20: icmp seg=8 ttl=64 time=0.108 ms
64 bytes from 2001::20d:b9ff:fe26:bb20: icmp seg=9 ttl=64 time=0.106 ms
64 bytes from 2001::20d:b9ff:fe2b:bb20: icmp seg=10 ttl=64 time=0.109 ms

——— 2001::20d:b9ff:fe26:b620 ping statistics ---

10 packets transmitted, 10 received, 0% packet loss, time 9002ms
rtt minfavg/max/mdev = 0.096/0.104/0.109/0.010 ms

ping finished.

[4] it [¥]

&IGURE OING RESULTS




.ETWORK INTERFACES SETUP

/1&I'ICCESS OOINT SETUP

-ESHLIUM IS A 71&1 |CCESS OOINT AND CAN SUPPLY NETWORK CONNECTHN&T YAHEOWGST USEFUL FEATURE OF THI
10 1S TO PROVIDE ACCESS TO -ANAGER 3YSTEM FROM A TABLET OR LAPTOP VETECARWIONNERHION WITH -ESHLIUM

"Y DEFAULT THE !0 HAST THE®B&ESHLIUM8888WHERE 8888 ARE THE LAST FOUR DIGITS OF %THERNET -1# 4HIS A
TO IDENTIF\SBRENT -ESHLIUMS INSTALLED NEARBY

Meshlium Manager System Meshlium Scanner RF 4G GPS AP mesthumadst, . [TNFE B |
Home [Logout: (D Shutdown

libelitm

Wifi AP Network

Address  10.10.10.1 DHCP start ip address | 10.10.10.11
Netmask | 255.255.255.0 | DHCP end ip address | 10.10.10.41

DHCP expire time | 24
Radio

ESSID | meshiium9ds0 Hide aAp? ||
Channel | 11
Protocol | 802.11n

Tx power| auto

Security

Protocol: | Nene

&IGURE 71&l 'CCESS OOINT SETUP

#ON1GURATION

4HERE THREE SECTIONS IN THEUWRANION PAGE .ETWORK 2ADIO AND 3ECURITY

.ETWORK

(ERE YOU CAN CHANGE "OHBEF- THE DEVICE IN THE NETWORK AND THE $(#0 SETUP (ERE CAN BE SETUP
“0 ADDRESS OF THE 10
.ETMASK OF THE |DDRESS

$(#0 RANGE 4HE ADDRESS RANGE IN THE $(#0 SETUP MUST BE INSIDE THE NENRIDRK THE® ADDRESS AND
NETMASK OF THE 10

$(#0 LEASE TIME

Wifi AP Network

Address | 10.10.10.1 DHCP start ip address | 10.10.10.11
Netmask | 255.255.255.0 DHCP end ip address | 10.10.10.41
DHCP expire time 24 hours

&IGURE 71&1!10 . ETWORK SETUP




.ETWORK INTERFACES SETUP

2ADIO

4HESE ARE SPECI7I&l PARAMETERS (ERE CAN BE SETUP

%33% OF THE NETWORK 4HIS IS THE NAME THAT APPEAR IN THE DEVICES THMG ARENEEHARCRKE CAN BE
PUBLIC OR HIDDEN ALLOWING ONLY CONNECTIONS MANUALLY STARTED

#HANNEL “T IS POSSIBLE TO CHANGE THE RADIO CHANNEL WHICH IS USED FORATRAREMIESTANTHE NEXT
DIAGRAM

2412 MHz 25 MHz 2462 MHz
1 1

1
1
[
1
‘I
1
1
1
1
1
1
1

12

(=)}

' —
2401 MHz 3 MHz 22 MHz

&IGURE 71&lI RADIO CHANNELS

OROTOCOLIS POSSIBLETOUSE GAND N
4AX POWERT ALLOWS TO CONTROL THE TRANSMISSION POWER THUS THE RANGE OF THE !0

Radio

ESSID | meshiium7bic | Hide ap? ()
Channel ‘ 11 T|
Protocol ‘ B02.11g A |
Tx power ‘ 20 dB v |

&IGURE 71& RADIO SETTINGS

3ECURITY

4HE 71&1'0 CAN BE PROTECTED WITH ENCRYPTION 70! AND 70! ARE AVAILABLE

70! 03+ CAN BE USED WITH A PASSWORD FROM TO CHARACTERS

7E RECOMMEND USE 70! IN ORDER TO GET THE A GOOD SECURITY IN THE NETWORK

Security

*8 to 63 characters

&IGURE 7I1&l!0 70!




.ETWORK INTERFACES SETUP

3AVING

IFTER SAVING THE SETUP A MESSAGE WILL WARN THE USER ABOBMAHDIP CEEBOOT IS NEEDED TO APPLY
NEW SETTINGS 4HE SETUP HAS TO BEMEONWITHIN MINUTES AFTER REBOOT -ORE IERF@W/ORK SETUP
CON1RMATION

Wifi AP Network

\ddress |10.10.10.1 DHCP start ip address | 10.10.10.11

detmask | 255.255.25 Restart the machine to take effect

Once you restart you have to confirm hours
the changes in the next 5 minutes.

Radio

851D meshlium7bic Hide AP7?
“hannel | 11 A

rotocol | BOZ.11g hi

“x power | 20dB v

&IGURE #ON1RMATION WARNING

#LIENTS CONNECTED

4HIS SECTION SHOWS THE LIST OF CLIENTS CONNECTED TO THE 71&I v @M NBEENHOR-'# ADDRESS AND‘THE
ASSIGNEDT IS A QUICK WAY TO KNOW HOW MANY DEVICES ARE CONNECTED AND WHO ARE THEY

meshlium@d50 : (1) Restart

Meshlium Manager System ) Meshlium Scanner RF 4G GPS AP ;
y Home |Logout : (@D Shutdown

 osensor |
Interfaces | @
D Ethernet
Clients Connected

Fi) Wifi AP

libelitm

MAC address IP address Hostname

9 Clients

Ir[ll connected

&IGURE #LIENTS CONNECTED




.ETWORK INTERFACES SETUP

.ETWORK SETUP CON1RMATION

IFTER CHANGING %THERNET OR 71&! !0 SETUP A REBOOT IS NEEDED TO APPLY NERYRSETSIREBOOT THE USER HA
TO COMNRM THE SETTINGS IN ORDERNIDEAE APPLY THEVMAFTER MINUTES OF THE REBOOT THE USER HASWEDT CON
THE NEW SETTINGS LAST VALIDATED SETTINGS WILL BE APPHEREAGIENNO VALIDATED SETTINGS DEFAULT SETTI
BE APPLIED

‘N THE CARMATION SCREEN THE USER CAN SELERMIOEVOSETTINGS CHANGE TO LAST VALIDATED SETTINGS OF
TO DEFAULT SETTINGS ILL THE INFORMATION OF EVERY SETUP WILL BEGGHORYM TFONRSIBIENE THE NEW SETTING!
WILL BE STORED AS LAST VALIDATED SETTINGS FORVATTORSE CON

4HE SYSTEM WILL SHOW ARNDATION WINDOW FOR EVERY SETTING CHANGED ONE FOR %THERNET SETUB AND ON
SETUP SO IT CAN BE INDEPENDENTRMEON

Meshlium Manager System Meshlium i |O Restart
The open sour: r web manager Home | Logout | [([D Shutdown

Presets

Wifi AP setup confirmation:

Validate current configuration for Wifi AP. IP address: 10.
Netmas

Accept

Return to the last validated configuration.

Accept

Back to factory presets.

Accept

TxPower: a
Security: none

&IGURE #ONI1RMATION SCREEN




.ETWORK INTERFACES SETUP

'3ETUP

4HIS PLUGIN ALLOWS TO SET UP THE PARAMETERS OF THE MODEM CONNEGSION I BHERMEINITIALLGORATIONS
DEPENDING ON THE COUNTRY AND THE OPERATOR (OWEVER THIS LIST MAY NOH BEHERRSTEBMD GORATION
OF YOUR MOBILE PROVIDER !SK YOUR MOBILE COMPANY FOR THE INFOEMATODORBEUIR 0. SSERNAME
OASSWORD AND ADD THEODE OF THE-3CARD USED LEAVE EMPTY IF THERE1S NO O

7E RECOMMEND TO DISABLE THENOTHE 3- CARD AS THIS WILL MAKE EASIER THE TEST AND VALIDATION PROCE
WILL AVOID TO BLOCK-TEERD

meshiiumdso : () Restart
Home |Logout ! | Shutdown

Meshlium Manager System Meshlium Scanner RF 4G GPS AP

Card PIN

APN

Username

Password

&IGURE 'SETUP PLUGIN

IFTER SETTING THE ' PARAMETERS YOU HAVE TO SAVE THEM BY PRESENBUTHEN 4HEN YOU CAN TEST YOUF
CONNECTION THROUGHtONRECT NOWBUTTONT WILL TRY TO CONNECT TO YOUR CARRIER AND GNEIEATHEL ID
CONNECTION HAS BEEN MADE THE DEFAULT GATEWAY OF THE MACHINE 1S dH#NGEBNIS SIONNECTED THROU
71&I WILL REACH TNEERNET VIA '

“MPORTANTNCE YOU GET A VALID“0 THROUGH THBNNECT NOWUTTON YOU WILL NOT BE ABLE TO ACCESS -ESHL

VIA %THERNET UNLESS YOU ARE CONNECTED THROUGH THE SAME ,0CAL IREA .EEMBIRKWEHETAIMNREND TO
MAKE ALL THE TESTS USING THE 71& CONNECTION

Connecting...

&IGURE 'CONNECTING




.ETWORK INTERFACES SETUP

“F CONNECTION IS ESTABLISHEDWIHE BE SHOWN IN THE INTERFACE /NCE THE MODEM IS CONNECTED A PROC
CHECK THE CONNECTION EVERY MINUTES AND WILL TRY TO RECONNECT INCAEENOF DISCONN

Connected

IP: 85.126.125.200

&IGURE 'SUCCESSFULLY CONNECTED

“FYOU WANT THE ' TO BE THE $EFAULT 'ATEWAY OF -ESHLIUM EACH TIME IT £TARABEIUSE SERVICE IISHHES
$EFAULT 'ATEWAEZHECK BOX BEFORE SAVING 3ETTING THIS ON WILL CONRERNHDUSEG THE ' RADIO EACH TIME
-ESHLIUM RESTARTS

“‘F ANY PROBLEM IS PREVENTING THE DEVICE TO CONNECT AT BOOT OR TO RECORINHON ARLERAAMEISAGE WILI
BE DISPLAYED IN THE PLUGIN 4HE USER CAN MANUALLY STOP AUTOMADIC RECRESIECIG THECONNECT NOW
BUTTON

0 0 #| Connect at startup
o

Trying automatic reconnection

&IGURE 'TRYING TO RECONNECT

“MPORTANT
-ANY “NTERNET 3ERVICE OROVIDER COMPANIES DO NOTROMOWASIOESBHE NETWORK USING THE “0 CONNECT
“F YOU WANT TO ACCESS -ESHLIUM FROM THE “NTERNET ASKORBABROIED

OROXY SETUP

4HIS PLUGIN ALLOWS TO SETUP AN (440 PROXY FOR SOME FEATURES OERESEANJEE COMNJRED THE PROXY
ADDRESS THE PORT AND THE CREDENTIALS LEAVE BLANK IF NOT AUTHENTICATION NEEDED

meshlium7bic | [(D Restart
Home | Logout | __ Shutdown

Libelfﬁ?\é

Proxy setup

| (D Enabic Proxy

Address 192.168.1.100

&IGURE OROXY SETUP PLUGIN




.ETWORK INTERFACES SETUP

4HE PROXY CAN BE ENABLED OR DISABLED FROM THE CONTROL OF THE INTERFACE

C) Enable Proxy

&IGURE OROXY ENABLE CONTROL

() Dizable Proxy

&IGURE OROXY DISABLE CONTROL

.OTE #URRENTLY THE PROXY FEATURE IS ONLY AVAILABLEWRGIR ABISAEEZAERJRE WILL BE GRADUALLY INCLUDED
SERVICES

.0 “0 SETUP

4HIS PLUGIN ALLOWS TO SETUR ACCOUNHTTPS WWW NOIP CAH@®R DYNAMICREMOTE ACCESS

#ONLGURE THE FOLLOWING PARAMETERS WITH THE INFORMATION OF A VALID ACIDOAMITYEREBVIOUSLY CREATE
IN THE .0O“0 PLATFORM

(OSTNAME .AME OF THE HOST TO LINK WITH THE -ESIALIUM
5SERNAME .O “0 ACCOUNT USERNAME

OASSWORDO “0 ACCOUNT PASSWORD

“NTERVABPDATE INTERVAL IN MINUTES

meshlium@ds0 : (D Restart
Home | Logout | W‘

r. Interfaces . ) H 5-”"%
libelitm
D Ethernet
Noip2 setup

Meshlium Manager System Meshlium Scanner RF 4G GPS AP

Fi) Wifi AP ‘(:) Disable Noip2

Hostname meshiium.org
User name meshiiumi@iibelium.com

Password re—

Interval

(minutes) il

&IGURE .0"0 SETUP PLUGIN



https://www.noip.com

.ETWORK INTERFACES SETUP

OLEASE REFER TO THE INTERBAZLERBOIDN SECTION TO USE A PROXY

(P Enable Noip2

&IGURE .0"0 ENABLE CONTROL

@) Disabie Noip2

&IGURE .00 DISABLE CONTROL




7IRELESS 3ENSOR .ETWORKS

/IRELESS 3ENSOR .ETWORKS

-ESHLIUM AND 7ASPMOTE

INE OF THE MAIN APPLICATIONS OF -ESHLIUM IS BEING A GATEWAY FOR BRRLEFT®/BES BASED ON 7ASPMOTE
AND OLUG 3ENSE DEVICES 4HESE ARE SENSOR NODES THAT CAN SEREK WCBMMUNICATION TECHNOLOGIES L
71& ' OR 8"EE AMONG OTHERS -ORE THAN SENSORS ARE ALREADY AVAILABBMETE OPEN SOUREEOD “
LIBRARIES COMPILER MAKE REALLY EASY TO START WORKING WITH THE PLATFORM

-ORE INFO AT

HTTPS WWW LIBELIUM COM PRODUCTS WASPMOTE

HTTPS WWW LIBELIUM COM PRODUCTS PLUG SENSE

‘N THE MAIN PAGE GJENSOR .ETWORKAB WILL BE SHOWN THE DEVICES IN THE SYSTEM SHOWING THE LAST

DATA
- : ﬁ:?\:glr—ks - S . - . Up B : " » . E?Z:;:"'. .: 4
libelitm

RF modules
Waspmotes current status

L} . Capturer B_EV_1

- Last update: 2016-08-05 10:00:27 Last update: 2016-08-05 10:00:21 Last update: 2016-08-05 10:00:23
Logs

Sensors: Sensors: Sensors:

W BEND : 41.2 | WAP1:12.2 ¥ NO2:13.52
Sensor list W HALL : 0 | ®AP2:35 W 03:13.523

B PW: 141.25 WLPG: 125 W5V :13.53

W VBR:0 | | W MNH3:123.52 | WWVOC:12.52

—
#,'? OTA-FTP

B GA 4

Encryption
Last update: 2016-06-05 10:00:25

Sensors:

W HUMA : 123.5
W PA:1235

W TCA: 1235
W TFA: 1235

© Libelium Comunicaciones Distribuidas 5.L. | Terms of use

&IGURE .ODES WITH LAST DATA

2ECEIVING AND STORING DATA

2ECEIVING TROUGH 2& COMMUNICATIONS
2& MODULE SETUP

-ESHLIUM CAN INTEGRATESERENT 2& MODULES 8"EE 02/ 'Z 8'EE ,0 -(Z ANDS8 "EE 02/
o -(z “T CAN HAVE UP TO 2& MODULES AT THE SAME TIME

2& MODULES SETUP CAN BE FOUND IN



https://www.libelium.com/products/waspmote/
https://www.libelium.com/products/plug-sense/

7IRELESS 3ENSOR .ETWORKS

3ENSOR .ETWORKS& MODULES

4HE PLUGIN WILL SHOW

ONE TAB FOR EACH MODULE DETECTED IN THE DEVICE
SWITCH BUTTON TO ENABLE DISABLE THE SENSOR PARSER SERVICE
MENU FOR CHANGING LOGGING LEVELS IN (440 AND 2& PARSER

@) oisabie service LogLevel RF: | INFO |

Log Level HTTP: | REPORT :|

&IGURE 2& COMMUNICATIONS

8"EE 02/ RADIO SETUP

802.154

@ sensorParser Running
PAN ID: 1234
Channel: 0x16 vi
;dizti\tvsc;:rk address (4 hex
Node ID: l:l
Power Level:
Encrypted mode:
Encryption key (must be 16 |:|
characters):

MAC high: [ 100
MAC low: 41023A8A

‘ [Load MAC||Check status| ‘

&IGURE 8"EE 02/ SETUP

“N THIS MODULE THE PARAMETERS TO SETUP ARE
0.“¢ OERSONAL IREA .ETWCRKLSO KNOWN AS .ETWORKT IS THE IDENER OF THE NETWORKAS TO BE
THE SAME IN ALL THE NODES IN ORDER TO BE ABLE TO SEND DATA TO THIS -ESHLIUM
#HANNEL&REQUENCY CHANNEL USED FOR TRANSMISSIONS
.ETWORK |DDRESS5SER DENED IDENTER FOR THE NODE IN THE NETWORK HEXADECIMAL DIGITS -9
.ODE “$ READABLE NAME SET FOR THE DEVICE BY-BERAIWUM 5P TO CHARACTERS
OOWER LEVEL ="Y DEFAULT




7IRELESS 3ENSOR .ETWORKS

%NCRYPTED MODNTERNAL 8"EE %3 BITS ENCRYPTION $ISABLED BY DEFAULT
%NCRYPTION KEYCHARACTERS
-1# BITS HARDWARE ADDRESS OF THE MADOBIAREAD ONLY VALUE DIVIDED IN TWO PARTS
-#HIGH BITS HEXADECIMAL DIGITS
-#LOW  BITS HEXADECIMAL DIGITS

4HIS SETUP MUST BE CONSISTENT WITH THOSE SET ON THE 7ASPMOTE AND OLOGESID 3ENSE N

‘N THE BOTTOM PART OF THE INTERFACE THEBOKRKT®EMTUALLOWS TO CHECK IF THE MODULE SETUP IS CONCO
WITH VALUES SHOWN IN THE INTERFACE 4HBABIEWIN. WRITE THE PARAMETERS IN THE MODULE

"OTH PROCESSAVE AND #HECK STATUREQUIRE THE SENSOROARSER DAEMON TO BE STOPPED 4HIS MEANS NO

WILL BE RECEIVED WHILE EXECUTING THIS ACTIONS "E PATIENT THIS QAN UAKH ORITE
8"EE ,0 RADIO SETUP

XBee BGBLP

. SensorParser Running m

PAN ID: ' 4FFF

Node 1D: rnesh.liumf
Preamble (0-7): 4|

Channels:

Channel 0 Channel 1 Channel 2 Channel 3
Channel 4 Channel 5 Channel & Channel 7
Channel & Channel 9 Channel 10 Channel 11
anne anne anne ianne

Ch 112 Ch 113 Ch 114 Ch 115
Channel 16 Channel 17 Channel 18 Channel 19
Channel 20 Channel 21 Channel 22 Channel 23
Channel 24 Channel 25 Channel 26 Channel 27
Channel 28 Channel 29

Current Frequency Mask: 3FFFFFFF

Power Level: _. 4 :[
Encrypted mode: off :.l
Encrypt key (must be 16
characters):
MAC high: [ 13a200
MAC low: 40B7562F |
‘ [Load Module Info | [ Check status | ‘

&IGURE 8"EE ,0 SETUP

“N THIS MODULE THE PARAMETERS TO SETUP ARE

0. “¢ OERSONAL IREA .ETWCRKALSO KNOWN AS .ETWARKT IS THE IDENER OF THE NETWORKAS TO BE
THE SAME IN ALL THE NODES IN ORDER TO BE ABLE TO SEND DATA TO THIS -ESHLIUM

.ODE “$ READABLE NAME SET FOR THE DEVICE BY-BEERAWM 5P TO CHARACTERS




7IRELESS 3ENSOR .ETWORKS

OREAMBLE!N EXTENSION TO 0!'$ “T NEEDS TO BE THE SAME IN THE NODES TOO

#HANNEL 4HIS MODULE ALLOW TO SELECT THE CHANNELS THAT CAN BE USED FEEMTIALLE SELECTS THE
CHANNEL FOR THE COMMUNICATION BETWEEN AVAILABLE ONES /NCE THEELHANKELFAREIIIGIN GENERATE
THE#HANNEL &REQUENCY -ASIREAD ONLY HEXDIGITS THAT THE NEEDS TO BE SET IN THE NODES

OOWER LEVEL ="Y DEFAULT
%NCRYPTED MODNTERNAL 8"EE %3 BITS ENCRYPTION $ISABLED BY DEFAULT
%NCRYPTION KEYCHARACTERS
-1# BITS HARDWARE ADDRESS OF THE MAOBIAREAD ONLY VALUE DIVIDED IN TWO PARTS
-#HIGH BITS HEXADECIMAL DIGITS
-#LOW  BITS HEXADECIMAL DIGITS

8"EE 02/ (0 RADIO SETUP

XBee 900HP

. SensorParser Running m
PAN ID (PAN ID): ' 3255|
Node 1D: meshiil

Preamble (0-7): | 4

Channels:

Channel 0 Channel 1 Channel 2 Channel 3

Channel 4 Channel 5 Channel 6 Channel 7

Channe\a ChanneIQ Channel10 Channelﬁ
Channe\ 12 Channel13 Channel14 Channel15
Channe\ 16 Channelﬁ' Channel18 (1 Channel 19
Channel 20 Channel 21 Channel 22 Channel 23
Channel 24 Channel 25 Channel 26 Channel 27
Channel 28 Channel 29 Channel 30 Channel 31
Channel 32 ) Channel 33 Channel 34 Channel 35
Channel 36 Channel 37 Channel 38 Channel 38
Channel 40 Channel 41 Channel 42 Channel 43

Channel 44 Channel 45 Channel 46 Channel 47
1 Channel 48 Channel 49 Channel 50 [ Channel 51

() Channel 52 Channel 53 Channel 54 Channel 55

&IGURE 8"EE 02/ (0 SETUP

“N THIS MODULE THE PARAMETERS TO SETUP ARE
0. “¢ OERSONAL IREA .ETWCRKLSO KNOWN AS .ETWARKT IS THE IDENER OF THE NETWORKAS TO BE
THE SAME IN ALL THE NODES IN ORDER TO BE ABLE TO SEND DATA TO THIS -ESHLIUM
.ODE “$ READABLE NAME SET FOR THE DEVICE BY-BERAWUM 5P TO CHARACTERS
OREAMBLE!N EXTENSION TO 0!'$ “T NEEDS TO BE THE SAME IN THE NODES TOO

#HANNEL 4HIS MODULE ALLOW TO SELECT THE CHANNELS THAT CAN BE USED FEEMUIALLE SELECTS THE
CHANNEL FOR THE COMMUNICATION BETWEEN AVAILABLE ONES /NCE THEELHANKELTAREISIGIN GENERATE
THE#HANNEL &REQUENCY -ASKREAD ONLY HEXDIGITS THAT THE NEEDS TO BE SET IN TNENDBBESTOM
PART OF THE INTERFACE IS SHOWN THE MINIMUM NUMBER OF CHANNELBETSRROIBTAYD TO

OOWER LEVEL ="Y DEFAULT
%NCRYPTED MODNTERNAL 8"EE %3 BITS ENCRYPTION $ISABLED BY DEFAULT
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%NCRYPTION KEYCHARACTERS

-1# BITS HARDWARE ADDRESS OF THE MADBIAREAD ONLY VALUE DIVIDED IN TWO PARTS
-#HIGH BITS HEXADECIMAL DIGITS
-#LOW  BITS HEXADECIMAL DIGITS
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%NCRYPTION SETUP

INK LAYER KEY MANAGEMENT %3
4HIS FEATURE IS PROVIDED BY 8"EE MODULES

%NCRYPTION IS THIS LAYER PROVIDED THROUGH THE %3 ALGORLIAMM HBRROEH THE TYPE [%B3#ARIS CASE
THE &RAME #OUNTHERD HAS A UNIQWWEAND ENCRYPTS ALL THE INFORMATION CONTAINED IN THEEDAHICADS THE
PLACE IN THE LINK LAYER FRAME WHERE THE DATA TO BE SENT IS STORETHHAEENARRARIES HAVE BEEN DEVELOP
FOR MODULE PROGRAMMING MEANS THAT ENCRYPTION ACTIVATION IQJNSIISIGIFHE ASIRALIZATION FUNCTION Al
GIVING IT AKEY TO USE IN THE ENCRYPTION

{
xbee.encryptionMode( 1);

xbee.setLinkKey(key);
}

“N THE -ANAGER 3YSTEM ON 3ENSOR .ETWORK SECTION USERS CAN ENCRYPT MESSABESCABN BERNKCHIEVED
BY SETTING THE PARAMETERS

%NCRYPTED MODERUE FALSE BY DEFAULT FALSE
%NCRYPTION +EYST BE CHARACTERS DEPENDING ON THE %3 ENCRYPTION TYPE BITS

3EE SECTIOR& MODULE SETUFOR MORE DETAILS ABOUT SETTING ENCRYPTION

IPPLICATION LAYER KEY MANAGEMENT

-ESHLIUM IS CAPABLE TO PROPERLY RECEIVE ENCRYPTED DATA FROM 7ASPNNIG EPROGESIOS MADE IN THE
APPLICATION LAYER SO IT IS 7ASPMOTE AND -ESHLIUM PROCESSOR AND NO'E SNEHOMENTCRYPTS AND DECRYPT
THE MESSAGES

4HE USER HAVE TO SET A KEY FOR THE ENCRYPTION IN 7ASPMOTE AND -ESHLIUM

“N THE -ANAGER 3YSTEM THE MENU FOR MANAGING THE ENCRYPTION OPTIONE NMSEBRUEDWORKI6NCRYPTION

Encryption Waspmote List
& waspv15-if
Node ID: (73

AES Secret Key:

‘SaveWaspmutﬂ ‘DeLeteWaspmute

Accept only encrypted frames from HTTP

&IGURE %NCRYPTION KEY SETUP

&OR EACH 7TASPMOTE UNIT WHICH IS ABLE TO SEND FRAMES TO -ESHLIUM EPASRMOBEKDDED TO AN ENCRYPTIOI
+EY1LE“N THIS INTERFACE THE USER MUST SPECIFYSARINTHE7ASPMOTE %3 SECRET KEY OR BITS

IFTER DENING THE ABOYELDS PRESS THE BUTDDNASPMOTE ! NEW ENTRY WILL BE GENERATED IN THE LEFT SIDE

&OR DELETING A SRETASPMOTE UNIT FROM THE LIST SELECT THE 7ASPMOTE UNITSENETERESSMOTE4AHE
ENCRYPTED FRAMES RECEIVED FROM THIS NODE WILL NOT BE ABLE TO BE DECRYPTED ANYMOR

4HE OPTIONCCEPT ONLY ENCRYPTED FRAMES FROMN @480 AVAILABLE 3ELECT THIS OPTION IF YOU WANT TO [
ALL THEOT ENCRYPHREAMES RECEIVED BY THE (440 PARSER
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WWW

‘ | Gateway
&) -y
Common Network Key Point to Point Symmetric Key
AES 128 - Link Layer AES 256 - Application Layer

Secure Web Server Connection
HTTPS - SSL - SSH

&IGURE %NCRYPTION IN COMMUNICATIONS

INCE THE USER HAS PROPERLY SET THE 1%3 KEYS ASSOCIATED TO EVERY 7TESENMONG Y ENCRYPTED FRAMES IN
-ESHLIUM IS A STRAIGHTFORWARD PROCESS

IS AN ENCRYPTED FRAME ARRIVES TO -ESHLIUM SENSOROARSER PROGRARRDRRESTEHHEXH-OR THE 7ASPMOTE
“$ 4HE FRAME IS DECODED WITH THE KEY AND THE INFORMATION IS EXTRACORIMRIABIESEENS

"EAR IN MIND THAT TO USE THIS FEATURE THE FRAME HAVE TO BE CREATEMWIEH.IBRARASE FOR %3 FRAMES 90l
CAN SEE FURTHER INFORMATION ABOUT THIS IN THE 7ASPMOTE GUIDES

HTTPS WWW LIBELIUM COM WASPMOTE

#APTURING AND STORING SENSOR DATA FROM 2& MODULE

-ESHLIUM WILL RECEIVE THE SENSOR DATA SENT BY 7ASPMOTE AND OLUG INEDTBENSE RISDIO AND IT WILL STOR
THE FRAMES IN THE LOCAL DATABASE $ATA IS STORED WITH THE TIMESTAMP OF THEEFRROHPVIONIMN THE
TIMESTAMP IS ALWAYS STORED IN 54# TO AVOID INCONSISTENCIES REGARDLESE SEMHEEMENZESHLIUM

4HAT CAN BE DONE IN AN AUTOMATIC WAY THANKS TO THE 3ENSOR OARSER

4HE 3ENSOR OARSER IS A SOFTWARE SYSTEM WHICH IS ABLE TO DO TKE FOANBABIGANMS TRANSPARENT WAY

RECEIVE FRAMES FROM 8"EE MODULES WITH THE $ATA &RAME FORMAT
PARSE THESE FRAMES
STORE THE DATA IN THE LOCAL DATABASE

"ESIDES THE USER CAN ADD HIS OWN SENSORS AND THE DATA WILL BE PARBASENTOME ORDER TO ADD YOUR
OWN SENSOR FRAMES PROPERLY GO TO THEESEORQI$T

7E CAN PERFORM TWOHRENT STORAGE OPTIONS WITH THE FRAMES CAPTURED

,OCAL DATABASE
%XTERNAL DATABASE



https://www.libelium.com/waspmote
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ILL THE DATA IS STORED IN THE LOCAL DATABASH IRLALEE THEN IT CAN BE SYNCHRONIZED TO AN EXTERNAL DAT
PER USER NEEDS

LOCAL STORAGE Local Data Base

INSIDE MESHLIUM (MysQL)

3
) > 2 Storage Options
‘ External Data Base

[IF, Port]

IE:\\ (MysSQL)
N

2 )

>

&IGURE 3TORAGE OPTIONS

4HE DATA STORED CAN BE SYNCHRONIZED TOO TO EXTERNAL SERNTERNESIGGNRECTION

LOCAL STORAGE Local Data Base
INSIDE MESHLIUM (MySQL)
P IIII
External Data Base

[IP, Port]
- {MysQL)
‘] ﬂ Ethernet
éﬁ @ =
aG,faszG 7 3% party =,
Cloud platforms

GIS marT

2

v

ﬂm Platform\

&IGURE %XTERNAL SYNCHRONIZATION OPTIONS
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2ECEIVING TROUGH ' 71&l %THERNET (440

| p———— @ Ethernet ——»
|

- T :
Q‘l | :“— @%4[3)'35}'2(3 —J:

N o ———— ————

4G/3G/2G/WiFi
N

~

&IGURE (440 DATA RECEPTION

-ESHLIUM ACCEPTS 0/34 AND '%4 REQUESTS IN ANY OF ITS INTERFACES SO 7ASCRONEIEAD SENDING FRAMES
THROUGH '023 ' 'OR 71&I MODULES VIA (440 REQUESTS -ESHLIUM THROUGBIRERQUESTS IS CAPABLE OF
RECEIVE FRAMES FROM ' ''023 '3- 71&l OR % THERNET VIA (440
PARSE THESE FRAMES
STORE THE DATA IN LOCAL $ATABASE
SYNCHRONIZE THE LOCAL $ATABASE WITH AN EXTERNAL DATABASE

&RAMES RECEIVED BY THIS METHOD ARE STORED THE SAME WAY THAT 2& FRANMESAAND PREBUESSED AT SYNCHRO
STAGE

.O CONLGURATION OF ANY KIND IS NEEDED TO USE (@4B IS NEEDED CERTATE CQRBURATION WOULD BE NEEDED
IN MANY CASES SELF SIGNERCAERT IS INCLUDED WITH -ESHLIUM

,IKE THE CASE OF 2& MODULES RECEPTION THE USER CAN ADD HIS OWN SENSORS
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#APTURER

4HE #APTURER PLUGIN IS WHERE THE USER CAN CHECK MOST RECENT DADERHECEMEBCK IBR'HE NODES ARI
SENDING INFORMATION

“T CAN BE FOUND IN
3ENSOR .ETWORKS!APTURER

#APTURER PLUGIN HAVE SEVERAL TABS WHERE THE USER CAN SEE RECEWANDXGE RETHERIXAD DATABASE SYNCHRC
AND PERFORM SOME LOCAL DATABASE OPERATIONS

Meshlium Manager System Meshlium Scanner RF 4G GPS AP peene I
sl : Home | Logout| (@ Shutdown |

RF modules
Captured Data

Local DataBase " External Database ” Show me NOW " Advanced |

Lp. Capturer

Connection data #| Auto-purge
- Logs Keep the last i1 | days in the database

Database: [Mesh liumDB

'® deleting only synchronized data

L 3 || ) deleting all data
: |
nsor list Table: .LsensorParsel

i_loc:alhost Show data| Last 2-1 0o | insertions.

| 3308

User: | roat
Encryption 2
[ Password: i_libeliumzoo?

_—
? OTA-FTP

ID Date Sync D Wasp ID Secret Fr. TypeFr. Number Sensor Value
8240662016-08-05 12:53:490  A_AD 4 2B0C530E695B4AAD 134 159 MILLIS 347414908

824065 2016-08-05 12:53:49 0 A_AD_4 Z2B0CS530E695B4AAD 134 139 ACC 00,0
824064 2016-08-05 12:53:47 0 A_AD_3 2B0CS530E695B4AAD 134 158 IN_TEMP 1.00
824063 2016-08-05 12:5347 0 A_AD_3 2B0CS530EE95B4AAD 134 158 RAM 2478
824062 2016-08-05 12:53:47 0 A_AD_3 2B0CS530E695B4AAD 134 158 GMT 1

824061 2016-08-05 12:53.47 0 A_AD_3 2B0CS530EE95B4AAD 134 158 TIME 1-22-59+1
B24060 2016-08-05 12:53:44 0 A_AD_2 280C530E695B4AAD 134 157 TIME 1-22-59
824059 2016-08-05 12:53:44 0 A_AD_2 2B0CS530EE95B4AAD 134 157 DATE 0-5-10
824008 2016-08-05 12:53:44 0 A_AD_Z2 2B0CD30EG9TB4AAD 134 157 MNID 5566
824057 2016-08-05 12:53:44 0 A_AD_Z2 2B0CS530EE95B4AAD 134 157 1234
824056 2016-08-05 12:53:42 0 A_AD_1 280C530E695B4AAD 134 156 013
824055 2016-08-05 12:53:42 0 A_AD_1 280C530E695B4AAD 134 156 -8

824054 2016-08-0512:53.42 0 A_AD_1 2B0CS530EE95B4AAD 134 156 GPS 41.599998;-0.880000

&IGURE #APTURER PLUGIN
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,OCAL DATABASE

-ESHLIUM HAS AY31, DATABASE UP AND RUNNING WHICH IS USED TO LOCALLY STORAETTGIN OWFIRNRED THE
,OCAL $ATA "ASHAB THE USER CAN SEE THE DEFAULT CONNECTION PARAMETERS
$ATABASE -ESHLIUM$"
4ABLE SENSOROARSER
“0 LOCALHOST
OORT
5SER ROOT
OASSWORD.IBELIUM

Captured Data

Local DataBase u External Database ” Show me NOW ” Advanced ‘

Connection data |+ Auto-purge
Keep the last El days in the database
Database: |Me5hliumDB | - deleting only synchronized data

Table: |sensorF’arser | l;J gdelctingall st
IP: ||Dca|hust | Show data| Last|100 insertions.

Port: | 3306 |

User: | root |

Password: | libeliumz2007 |

1D Date Sync D Wasp ID Secret Fr. Type Fr. Number Sensor Value =
824066 2016-08-0512:53490  A_AD_4 2B0C530EGI5B4AAD 134 150 MILLIS 347414906
8240652016-08-05 12:53:490  A_AD_4 280CS530EG9SB4AAD 134 150 ACC 0;0;0

824064 2016-08-05 12:5347 0  A_AD_3 280CS530E695B4AAD 134 158 IN_TEMP 1.00

824063 2016-08-05 12:5347 0  A_AD_3 280CS530EGI5B4AAD 134 158 RAM 2478

824062 2016-08-05 1253470  A_AD_3 280CS530E695B4AAD 134 158 GMT 1

824061 2016-08-05 12:53:470  A_AD_3 2B0CS530ES95B4AAD 134 158 TIME  1-22-59+1
8240602016-08-05 12:53:44 0  A_AD_2 280CS530E695B4AAD 134 157 TIME  1-22-59

824059 2016-08-05 1253440  A_AD_2 280CS530E695B4AAD 134 157 DATE  0-5-10

824058 2016-08-05 12:5344 0  A_AD_2 280C530EGISB4AAD 134 157 NID 5566

824057 2016-08-05 12:53:44 0  A_AD_2 280CS530E695B4AAD 134 157 NA 1234

824056 2016-08-05 12:53420  A_AD_1 280CS530E695B4AAD 134 156 MAC 013

824055 2016-08-05 12:53420  A_AD_1 280C530E695B4AAD 134 156 RSSI  -B

824054 2016-08-05 1253420  A_AD_1 280C530E695B4AAD 134 156 GPS 41.599998-0.880000

&IGURE ,OCAL DATABASE TAB
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“N THIS TAB THE USER CAN

3HOW LAST INSERTIONS UP TO

Show data| Last 100 insertions.

&IGURE 3HOW LAST DATA

3ETUP IUTO PURGE 4HIS FUNCTION ALLOW TO PROGRAM A DAILY MAINETEDNGANICEATABASE THAT DELETES C
DATA KEEPING ONLY THE NUMBER OF DAGSREDNAND ALLOWING TO DELETE SYNCHRONIZED DATA ONLY
DATABASE OR ALL DATA

¥ Auto-purge
Keep the last I1 J days in the database

'® deleting only synchronized data

) deleting all data

&IGURE UTOPURGE SETUP

%XTERNAL $ATABASE

-ESHLIUM CAN SYNCHRONIZE ALL THE SENSOR INFORMATION STORED INABHETICMARIERAERRAL, DATABASE
MANAGED BY THE USER

Captured Data

Local DataBase " External Database || Show me NOW ” Advanced |

Connection data (77| Store frames in the external data base

Synchronization limit: | 100 = |

Database: |MeshliumDB

Table: sensorParser |Show data | Last|100 |insertions.|Show sql script| (to create database and table)

IP: 192.168.2.19
Port:
User: oot

i

;| libelium2007
Password. | NS Check Connection Mark all as synchronized

D Date ID Wasp ID Secret  Fr.type Fr.number Sensor Value
86219 2018-04-05 12:01:10 WASP PL 6 703468940 128 122 PLV1 4.61
86218 2018-04-05 12:01:10 WASP PL 7 703468940 128 122 PLV1 0.47
86217 2018-04-05 12:01:10 WASP PL 8 703468940 128 122 PLV1 1.69
86216 2018-04-05 12:01:10 WASP PL 9 703468940 128 122 PLV1 0.8
86215 2018-04-05 12:01:15 WASP_AW 0 703468940 128 122 WV !
86214 2018-04-05 12:01:15 WASP_AW 0 703468940 128 122 ANE 3
86213 2018-04-05 12:01:15 WASP_AW 1 703468940 128 122 wv 2
86212 2018-04-05 12:01:15 WASP AW 1 703468940 128 122 ANE 0
86211 2018-04-05 12:01:16 WASP_ AW 2 703468940 128 122 WV 3
86210 2018-04-05 12:01:16 WASP AW 2 703468940 128 122 ANE 2
86209 2018-04-05 12:01:16 WASP_ AW 3 703468940 128 122 WV 2
86208 2018-04-05 12:01:16 WASP AW 3 703468940 128 122 ANE 7
86207 2018-04-05 12:01:16 WASP_AW 4 703468940 128 122 WV 5

&IGURE %XTERNAL DATABASE TAB
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“N THIS TAB THE USER CAN

3ETUP THE PARAMETERS OF THE EXTERNAL DATABASE AND CHECK THE CONNECTION

Connection data

Database: |h1-eshliumDE! |

Table: | sensorParser |
IP: 192.168.2.19 |
Port: | 3306 |
User: |root |

Password: | libelinmz2007 |

&IGURE %XTERNAL DATABASE SETUP

%NABLE OR DISABLE THE SYNCHRONIZATION AND SELECT THEEDNSBBER RER SYNCHRONIZATION ITERATION

[ Store frames in the external data base

T —

Synchronization limit: | 100 = |

&IGURE #ONTROL TO ENABLE OR DISABLE SYNCHRONIZATION

3HOW LAST DATA INSERTED IN THE EXTERNAL DATABASE UP TO DATA

Show data| Last| 100 insertions. E

&IGURE 3HOW LAST INSERTED DATA

3HOW THBE1, SCRIPT USED TO CREATE THE DATABASE AND TABLE NEEDED FOR THE SYNCHRONIZATION

5. |[Show sqgl script| (io create database and table)

&IGURE 3HQW SCRIPT

-ARK ALL DATA IN THE LOCAL DATABASE AS SYNCHRONIZED SO IT WA NEEBE ERNAL DATABASE

Mark all as synchronized

&IGURE -ARK AS SYNCHRONIZED BUTTON
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4HE STEPS TO SETUP THE SYNCHRONIZATION ARE
"EFORE CABURING ANYTHING MAKE SURE YOU-MBVYEOATABASE WORKING UNDER YOUR CONTROL -AKE SU
THE DATABASE LISTEN TO CONNECTIONS IN A0 EXTERNAL

ORESS THBHOW 31, SCRIPBUTTON COPY THE 31, CODE 90U CAN MODIFY USER PASSWORD DATABASE NA
TABLE AS LONG AS YOU CHANGE THE SETUP OF THE CONNECTION TO MATCH

Just eopy and paste:
CREATE database MeshliumDB;

CREATE TABLE 'sensorParser’ (
A 1r!t(ll] NOT NULL AUTO IMCREMENT,
‘id_wasp’ wvarchar(16) COLLATE utf8 unlcode_ci DEFAULT NULL
‘id_secret’ varchar(22) COLLATE utf8_unicode_ci DEFAULT NULL,
‘frame_type’ int(11) DEFAULT NULL,
‘frame_number® int(11) DEFAULT NULL,
‘sensor’ varchar(16) COLLATE utfg unlcode ci DEFAULT NULL,
‘value' varchar(50) COLLATE utf8 unicode ci DEFAULT NULL,
'tlmestamp timestamp NOT NULL DEFAULT CURRENT TIMESTAMP,
'sync bigint(16) unsigned NOT NULL DEFAULT '@"
‘raw’ varchar(100) COLLATE utf8 unicode ci NOT NULL DEFAULT "noraw',
‘parser_type’ tinyint({3) NOT NULL DEFAULT ‘@',
‘MeshliumID varchar{150) COLLATE utf8 unicode ci NOT NULL DEFAULT 'meshlium
PR[MARY KEY ( id’ ),
KEY 'id wasp’ [ id wasp ¥,
KEY v15uallzer { id wasp , timestamp”}, -

&IGURB1, SCRIPT

%NTER THE CONNECTION SETTINGS ANBHRBB$TON 90U CAN CHECK THE CONNECTION NOW TO ENSUF
SETTINGS ARE CORRECT

%NABLE THE SERVICE WITH THE CHECKBOX AND SAVE

4HE SYNCHRONIZATION SERVICE RUNS EVERY SECONDS AND SYNTBROMZXES ENERY LOOP 4HE SERVICE
SYNCHRONIZEEST NEWER DATA AS IT IS MORE RELEVANT FOR DECISION MAKINGKEHDS TONMLEXWERNAL DATABASE
TO BE OUT OF ORDER !S EVERY DATA HAS A TIMESTAMP THIS SHOULD NOT BE HNIREOBIEHENAFARNJANY EXTERNAL
APPLICATION
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3HOW ME .OW

“N THIS TAB THE USER CAN SHOW THE LAST FRAME RECEIVED 4HE USER &3N FFRANE ORLEAN SPECIFY IF TH
INFORMATION WILL BE UPDATED PERIODICALLY WNEDTINEHRE/AL JUST CHECKINESHHEE $ENED“NTERVAL
BUTTON

Captured Data

Local DataBase || External Database || Show me NOW ” Advanced

Stop Scan ¥l Use the defined Scan interval Seconds

2016-08-01 09:31:28.37 - BINARY frame

Internal ID:665C530EG95B4A26 - Waspmote ID:E_AG_1 - Frame Type:& - Frame Number: 140
TCB:321.135

TFB:321.125

HUMB:321.1345

SOILT:321.345

2016-08-01 09:31:28.37 - BINARY frame

Internal ID:665C530EB895B4A26 - Waspmote ID:BE_AG_1 - Frame Type:6 - Frame Number: 140
TCB:321.135

TFB:321.125

HUMB:321.1345

SOILT:321.345

2016-08-01 09:31:28.37 - BINARY frame

Internal ID:665C530EG95B4A26 - Waspmote ID:E_AG_1 - Frame Type:& - Frame Number: 140
TCB:321.135

TFB:321.125

HUMB:321.1345

SOILT:321.345

2016-08-01 09:31:28.37 - BINARY frame

Internal ID:665C530EB895B4A26 - Waspmote ID:BE_AG_1 - Frame Type:6 - Frame Number: 140
TCB:321.135

TFB:321.125

HUMB:321.1345

SOILT:321.345

N16-NANT N9-31-28 37 . BINARY frame

&IGURE 3HOW ME .OW TAB

4HE SCREEN CAN BE CLEANED WITH THE BUTTON IN THE TOP RIGHT
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IDVANCED DATABASE OPTIONS
4HIS TAB SHOWS INFORMATION ABOUT LOCAL DATABASE

Captured Data

| Local DataBase " External Database " Show me NOW " Advanced |

Local Database

Database: MeshliumDB
Database Size: 220.250 Mb
Table: sensorParser
Entries: 1149110
Syncronized Frames: 246420
Unsyncronized Frames: 902690

Remove synchronized Data| |Rem0ve ALL Content

&IGURE -ARK AS SYNCHRONIZED BUTTON

“T SHOWS

$ATABASE NAME

$ATABASE SIZE

$ATABASE TABLE USED

.UMBER OF TOTAL SENSOR ENTRIES

.UMBER OF FRAMES ALREADY SYNCHRONIZED WITH EXTERNAL SERVICES
.UMBER OF UNSYNCHRONIZED FRAMES

4HERE ARE TOO TWO CONTROLS TO

2EMOVE SYNCHRONIZED DATREMOVES FROM THE DATABASE ALL THE FRAMES ALREADY SYNCHRONIZED W
DATABASE "E CAREFUL AS THIS COULD GIVE UNEXPECTED RESULTS BEYEEMARELCRIN®R EXTERNAL SERVI(
I CONLRMATION WILL BE PROMPTED

2EMOVE !,, CONTENT 4HIS REMOVES ALL THE SENSOR INFORMATION FROM THE DARNRAAEDN 'WION BE
PROMPTED

“MPORTANT
4HE SENSOR DATA WILL BE PERMANENTLY DELETED FROMDIM'WH DASEARKREESSNBLE TO RECOVER "E SURE TO H;
A BACKUP OF THE DATABASE BEFORE DELETING THE CONTENT
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, OGS

“N THIS SECTION THE USER CAN SEE THE LAST LINES OF THE LOGS OF FRAMES ANIEBENSOR DATA RECEI

| © sensor Parser Available |

= Refresh | |x Delete logs

Sensor Log

2016-08-06 08:44:25.112 - ASCII-280C530E695B4AAD-A AG 4-134-89- ANE:321.15,WV:15,PLV:321.15
2016-08-08 08:44:27.147 - ASCII-2806C530E695B4AAD-A RA 1-134-98-,RAD:0.123466
2016-08-08 08:44:29.172 - ASCII-280C530EGISE4AAD-A ME 1-134-91-,CU:1.25,WF:14.460,LC:4.250,DF:1.250
2016-08-06 08:44:31.719 - ASCII-2850C530E695B4AAD-A AD 1-134-
92-,BAT:180,GP5:41.5999958; -6. 886000, R551: -8, MAC: 013
AD 2-134-93-,MA:1234,NID:5566,DATE:0-5-12, TIME: 21-13-45

2016-08-08 08:44:33.762 - ASCII-280C53BE6I5B4AAD-A
2016-08-95 08:44: - ASCII-280C530E695B4AAD-A”AD 3-134-94- ,TIME:21-13-45+1, GHIT 1,RAM: 2478, IN TEMP: 1.0
2016-08-08 08:44 - ASCII-28BC53BE695B4AAD-A AD 4-134-95-,ACC:0:0;8, MILLIS:591664541

2016-08-08 08: ASEII 2BBC530ERI5B4AAD-A ES T-134-96- STR 5t,MBT:BT

2016-08-98 @8: - ASCII-288C530EGDSB4AAD-A ES 2-134-97- ,MWIFL:wf,UID:ID,RB:RFID

2016-08-98 08: - ASCII-28BC53BEGI5B4AAD-A WA 1-134-‘38-,F'H:5,38.GRP:].JBD,DD:Z.I.[DHD:3.3
2016-08-08 08: - ASCII-28BC53BE6ISB4AAD-A WA 2-134-99- ,WT:4.40,0INA:5.5080,DICA:6.600,DIF: 7,700
2016-08-98 @8: - ASCII-288C530E695B4AAD-A WA 3-134-106-,0ICL:8.866,DIBR:9,.968,011:1.160,DICU2:2.2608
2016-08-96 05: 5 - ASCII-28BC53PEGISB4AAD-A WA 4-134-101-,DIK:3.306,DIMG2:4.4080,0IND3:5.500
2016-08-08 08: - BINARY-288C53BERISB4AAD-B GA 1-6-102- (U 12.52, 02:12. 52,02: 11 5,CH4:13.5

2016-08-08 08:44 - BINARY-28BC53BERISE4AAD-B GA 2- .

2016-08-06 05: - BINARY-286C53DER95E4AAD-B GA 3-6-

2016-08-98 08: - BINARY-286C530ERS5B4AAD-B GA 4-6-

2016-08-98 08: - BINARY-280C530ERISB4AAD - B_E'll'_l—E—lUE— VP 141 25 E-EH-D 41, 2 VER: B HALL:®
2016-08-06 05: - BINARY-286C530ER95B4AAD-B EV 2-6-167-,LP:0,LL:6,LUM:141.25

2016-08-98 08: - BINARY-286C530ER95B4AAD-B EV 3-6-108- PIR:B.ST.1341 24

2016-08-08 08: - BINARY-280C530EGI5B4AAD-B CI 1-6-169-,MCP:87,CDG6:8,CP6:757.45

2016-08-88 08: - BINARY-288C53BE6I5B4AAD-B CI 2-6-110-,LD:652.452,DUST:562.45,U5: 5655, 452
2016-08-98 08:45: 1 - BINARY-280C530EGI5B4AAD-B PA 1-6-111-,HF:342:E45:3E3.P5:D

2016-08-08 08:45:15.6 - BIHAR‘I‘ 28BC530E695B44AD-B AG 1-6-

112-,TCB:321.135,TFB:321.125,HUMB: 321.1345, SOILT: 321,345

2016-05-08 98:45:17.645 - BINARY.286C530E605B4AAD- B AG 2-6-113-,50TL:321.145,PAR:321.23,UN:321.12
2016-08-08 08:45:19.686 - BINARY-280C530E695B4AAD-B AG 3-6-114-,TD:321.12,5D0:321.12,FD:321.12

2016-08-08 08:45:22.222 - BINARY-280C530E6I5B4AAD-B AG 4-6-115-,ANE:321.15,WV:15,PLV:321.15

2016-08-06 08:45:24.259 - BIHJ'-\RY-230(SEBEGQSBM.&D-B_RA_I-G-115-,RAD 6.1234

2016-08-08 08:45:26.279 - BINARY-280C530ERS5E4AAD-B ME 1-6-117-,(U:1.245,WF:14.4,1C:4.25,DF:1.25
2016-08-08 08:45:28.331 - BINARY-280C530EG95B4AAD-B AD 1-6-118-,BAT:168,GP5:41.6;-0.88,R551:65528, MAC:013
2016-08-06 08:45:30.383 - BINARY-280C530EG95B4AAD-B AD 2-6-119-,MNA:1234 NID:5566,0ATE:6;5;12,TIME:21;13;45
2016-0B8-08 08:45:32.427 - BINARY-280C536ER95E4AAD-B AD 3-6-1 E:21:13:45, GMT: 1,RAM: 24?3 IN TEMP: -105.8
2016-08-08 o - BINARY-280C530ERI5B4AAD-B AD 4-6-121-,ACC:8;6;0,MILLIS:591721174

2016-08-98 08:45: - BINARY-280C53BE695B4AAD-B ES_1-6-122-,5TR:st,MBT:BT -

Frame Log

2016-08-06 05:
2016-08-98 08:
2016-08-98 08:
2016-08-96 05:
2016-08-98 08:
2016-08-08 08:
2016-08-98 @8:
2016-08-98 08:
2016-08-08 08:
2016-08-98 @8:
2016-08-05
2016-08-98 08:
2016-08-98 @8:
2016-08-96 05:
EC 51 45 41 01
2016-08-98 08:
00 80 45 41 a5
2016-08-98 08:

:25.112 - ==>7#280C530E69564AADEA AG 4#BIEANE:321. 15#WV-15#PLV:321.15#

127,147 - <==7#280C530E095B4AADEA RA 1#90#RAD: 0. 123400+

129,172 - ==>7#280C530E695B4AAD#A ME 1#914CU 1, 258WF : 14 . 406+#LC : 4. 256#DF : 1. 250%

:31.719 - ==>7#280C530E69564AADEA AD 1#924BAT: 108#GP5:41.599998; - 0. 380000FR55T : - B4MAC  015%
:33.762 - ===7#280C530E69564AADEA AD ZEI3ENA: 12344NI0: 5566#DATE: B-5-128TIME: 21-13- 454
:35.811 - <=>7#280C530E69584AADHA_AD IH94#TIME: 21- 13- 45+1#GMT : 1#RAM: 2478FIN_TEMP:1.00¢
138,353 - <=>7#280C53BEEI5B4AADEA AD 4#95#ACC:0;0;08MILLIS: 591664541%

(10,38 - <=>7#2B0C530E605B4AADEA ES T#96ESTR: st#MBT: BT+

142,913 - <=>7#2B0C5IBEGISBAAADER ES 2#9TH#MWIFL:wf#UID: ID#RB:RFID#

- «=>7#280C530EE95B48AD4A WA L#95#PH 5. 3080RP: 1. 106+D0: 2, 28C0ND: 3. 3F

- «=>7#280C530E695B4AADEA WA 24994 WT : 4, 404DINA: 5. 500#0ICA: 6. 6ABKDIF: 7. 7008

: - <=>7#1BOCSIBERISBAAADEA WA 3#100#DICL:6.8004DIBR: 0. 9004011 1. 106#DICUZ: 2, 200%
152,145 - <=>7#28BC53BEEI5B4AADEA WA 4#101#DIK: 3. 3004DIMG2: 4. 4005DIN03:5. 5008

:54.181 - Bin frame (hex): 3C 3D 3E ©6 24 2B 6C 53 OE 69 5B 4A AD 42 5F 47 41 5F 31 23 66 60
51 48 41 62 60 60 48 41 63 00 00 58 41

:56.236 - Bin frame {(hex): 3C 3D 3E @6 24 28 €C 53 OF 69 5B 4A AD 42 5F 47 41 5F 32 23 67 04
GA F7 42 66 33 33 43 41 67 00 00 60 40

:58.283 - Bin frame (hex): 3C 3D 3E @6 24 28 ©C 53 OE 69 5B 4A AD 42 5F 47 41 5F 33 23 68 08
E1 7A 55 41 69 51 58 41 6A 35 5E 58 41 BB EC 51 48 41

2016-08-058 @8:45:00.828 - Bin frame (hex): D 3E @6 24 28 ©C 53 OE 69 5B 4A AD 42 5F 47 41 5F 34 23 69 aC
00 @0 F7 42 60 06 @8 F7 42 BE 60 60 F7 42 BF [;'IEJ 00 F7 42

2016-08-08 08:45:02.876 - Bin frame (hex): 3C 3D 3E @6 1E 2B €C 53 OE 69 5B 4A AD 42 5F 45 56 5F 31 23 6A 10
00 40 6D 43 11 €D CC 24 42 12 60 13 60

2016-08-06 06:45:04.922 - Bin frame (hex): 3C 3D 3E @6 19 28 ©C 53 OF 69 5B 4A AD 42 5F 45 56 5F 32 23 6B 14
00 15 0@ 16 60 46 OD 43

2016-08-08 08:45:06.965 - Bin frame (hex): 3C 3D 3E @6 17 2B €C 53 OE 69 5B 4A AD 42 5F 45 56 5F 33 23 6C 17
00 18 AE AT A7 44

2016-08-06 08:45:89.499 - Bin frame (hex): 3C 3D 3E @6 19 28 ©C 53 OE 69 5B 4A AD 42 5F 43 49 5F 31 23 6D 19

&IGURE ,0GS VISUALIZING PLUGIN

4HE 2EFRESHBUTTON WILL LOAD AGAIN THEEOG
4HE $ELETE LOG@BJTTON WILL DELETELHSEALLOWING TO CLEAN SOME SPACE IN THE DEVICE




7IRELESS 3ENSOR .ETWORKS

3ENSOR LIST

“N THIS SECTION THE USER CAN VIEW THE LIST OF AVAILABLE SENSORS INOBIDRYEHEWANBSER CUSTOM SENSOF

"Y DEFAULT -ESHLIUM RECOGNIZES ALL ,IBEIQUAL SENSORS 4HE BUBRDATE SENSORBDATES THE -ESHLIUM
UNIT WITH THE LATEST ,IBEL@ZIAL SENSOR LIST -ESHLIUM WILL CONNECT T IBRMERS AND WILL DOWNLOAD Tt

LATEST CKBURATIANMES

ILL ADDITIONAL SENSORS NOIRIQY INTEGRATED BY ,IBELIUM MUST BEBSHBECTHE USER 5SERS CAN ADD AND

REMOVE CUSTOM SENSORS IN AN EASY AND SIMPLE WAY ON THE -ANAGER 3¥BAEN PRAEBESS WILL NOT CHANG

THES5SER SENSORSST

40 ADD A NEW SENSOR THE USER MUST COMPIHTESTHE

13# ““‘$ SENSOR ID FOR 13#RAME

&IELDS 4HIEELD SPEHS THE NUMBER OF SENEDRS SENT IN THE FRAME 4HIS HELPS TO CALCULATE THE

LENGTH

4YPE TYPE QELDS
UINT 2T
INT
20AT
STRING
ULONG
ARRAY ULONG

5NITS 5NITS FOR THE SENSOR ADDED

INCE ALLELDS ARELED IN CLICK ON THE BUDDCRENSOR

Update sensors

ASCIID:

Fields:

Type: | uint_8

| units:

sensors

User sensors

ASCIHID

Fields

[units

ASCHIlID

Fields

float

Volts

float

Volts

float

Volts

float

Volts

float

Volts

float

Volts

float

Volts

float

Volts

float

Volts

float

Volts

float

Volts

float

Volts

float

°C

float

F

AUMA

float

%RH

float

KPa

float

ohms

END

float

Ohms

BR

uint_8

Open/Closed

dALL

uint_8

Open/Closed

uint_8

Open/Closed

uint_8

Open/Closed

um

finat

Ohm

custom_tmp

custom_acc

&IGURE 3ENSOR LIST PLUGIN

.OTE %XTENSIVE INFORMATION ABOUT HOW TO BUILD THE FRAMH HEAVASPABREE $ATA &RAME 'UIDE

40 DELETE SENSOR THE USER MUST PRESS THE GARBAGE CAN THAT APPEARSOESTREPIEBN OF THE SENSOR
40 COMPLETE THE ACTION SHOULD ACCERMATOON MESSAGE




7IRELESS 3ENSOR .ETWORKS

14 VIA &40

-ESHLIUM CAN ALSO BE USED AS AN &40 SERVER TO PREPARELTHSE BINBEYOWNLOADED BY 7ASPMOTE

&OR MORE INFO ABOUT /VER THE IR OROGRAMMING GO TO
HTTPS WWW LIBELIUM COM DEVELOPMENT WASPMOTE DOCUMENTATIOR ORERGRANKMING GUIDE OTAP

4HIS FEATURE ALLOWS REPROGRAMMING 7ASPMOTE USING AN &40ESHESHHRUNMISADD &40 CLIENT 7ASPMOTE
ITSELF

4HERE ARE TWO BASIC STEPS INVOLVED IN /4! PROCEDURE

3TEP 7ASPMOTE REQUESTS A SPECIALL'EEWHICH GIVES INFORMATION ABOUT THE PROGRAM TO UPDATE P
NAME VERSION SIZE ETC

3TEP “F THE INFORMATION GIVEN IS CORRECT 7ASPMOTE QUERIES THE &40 SERVERANMIER MAREINEFRDG
IT UPDATES BASH MEMORY IN ORDER TO RUN THE NEW PROGRAM

ooo
0110" 1

2 pooloo — 2
SaRgl RN
/7
! Firmware ‘
F
~--ooooo--- S o
FTP Server Waspmote

&IGURE /4! VIA &40 PROTOCOL

"ESIDES A DEFAULT USER IBGU®ED IN -ESHLIUM &40 3ERVER WITH THE FOLLOWING SETTINGS
USER OTA
PASSWORD LIBELIUM

4HIS USER DIRECTLY CONNECTS TO THE FOLLOWING PATHINSEEMLIWRECTORY WHERE THE APPLICATION CREA
THE BINARY AND 50'2!$% 484LLES

MNT USER OTA

“NSIDE 3ENSOR .ETWORKHERE IS THE SECTION /4! &40 5SERS CAN PREPARE THH.BENAQBE DOWNLOADED BY

7ASPMOTE 4HEN THE USER CAN GENERATE 50'2!$% 484 TEXNECESSARY TO DO /4l WITH ' ''023 '3- 71&l
VIA &40

R S
i 1 2 N
X P 5
N, - X »
"u‘(& PR e 5 = > <
2 1
> | Internet
N judt oud M5 o
é 2 1
25 7 AR
5 N >
e SN =
&‘5

&IGURE /4! &40 IN -ESHLIUM



https://www.libelium.com/development/waspmote/documentation/over-the-air-programming-guide-otap/

7IRELESS 3ENSOR .ETWORKS

OTA FTP

Select option:

NO_FILE

Seleccionar archivo | Ningan archive seleccionado

Existing file

Generate UPGRADE. TXT

UPGRADE.TXT
FILE:planificacion final.
PATH: /

SIZE:17400

VERSION:12

&IGURE /4! &40 PLUGIN

&IRSTLY THERE ARE THREE POSSIBILITIES TO BE CHOSEN

3ELECT ./?&,% TO INFORM 7TASPMOTE THAT NO /4! IS NECESSARY

3ELECT A NEMVE GENERATED BY THE 7ASPMOTE PLARREGRMS TO UPDATE THE 7TASPEOROGRAM

3ELECT AN EXISTING BINARY IF THE USER NEEDS TO UPDATE TO AN OLDHREFRAORKRAVOREED IN THE FOLLOWII
PATH MNT USER OTA

3ECONDLY THE PROGRAM VERSION IS ALWAYS SET BY THE USER BEFOREEYERERSVNGATHH. N 4HERE IS A
SPEQIC INPUT TO INDICATE THE PROGRAM VER&ISN BE OBRED AS A UNSIGNED BYTE NUMBER RANGE FROM T

&INALLY THERE IS ABUTTON TO GENERATE THE NEW 50'28% 484

INCE THESE STEPS HAVE BEEN COMPLETED THHIENNRY THE PROPER 50'2!$% 484.E WILL BE READY FOR THE
7ASPMOTE DEVICES DEPLOYED WHICH TRY TO PERFORM /4! VIA &40 TRANSBAISSISSHOWN IN THE WINDOW OF THE
APPLICATION REPRESENTING THE ACTUAL BINARY PREPARED FOR /4!




-ESHLIUM 6ISUALIZER

-ESHLIUM 6ISUALIZER

-ESHLIUM 6ISUALIZER IS A PLUGIN WHICH PLOTS GRAPHS AND MARSIWEHHORED IN THE DATABASEN ALSO EXPORT
DATA IN COMMON FORMATS -ESHLIUM 6ISUALIZER IS A SPECIAL SOFTWARE AFZAILABEE IN THE -ESHLIUM UNITS
INCLUDED IN T 6ERTICAL +ITS 3MART #04EERTICAL +IT 3MART 7TAOEBERTICAL +IT ETC AND 30OLUTION +ITS WI
-ESHLIUM 4HE SERVICE IS VALID FOR ,IBELIUM STANDARD SENSOfSSTHEEASRLOG SENSORS

&IGURE -ESHLIUM 6ISUALIZER CAN PLOT GRAPHS AND GEININAXRS E DATA

OLEASE NOTE THAT THIS IS A PAID SERVICE %ACH -ESHLIUM COMES WIAATIONSURILER  VISUALIZATIONS USERS
CAN CONTACT ,IBELIUM 3ALES $EPARBWIERT LIBELIUM COM THEY WANT TO CONTINUE USING THE SERVICE

/ORKING WITH THE 6ISUALIZER

/N THE TOP OF THE PAGE YOU CAN USE A SIMPLE FORM TO MAKE ALL YOUR QOERJIE$ FOLDOW THESE STEPS

Visualizer Available visualizations 97

different waspmotes detected :
L ol P

2_pr sensors of waspmote selected
v Sensors

Waspmote | AG_1 || Temperature Celsius =
Time

® Live +m=m from DB || Pressure atmospheric
Last day | Humidity (Sensirion)

period of Last 7 days [Z) Soil Moisture

time Last 15 days from file || Anemometer

] Wind Vi
Last 30 days i ind Yane

Rattan: - | Show Data
4

3ELECT ONE OLUG 3ENSE FROM THE LIST ILL OLUG 3ENSE UNITS WITH ERMWEBASEMVILL BE SHOWN

/INCE AOLUG 3ENSE “S SELECTED ALL ITS SENSORS WILL BE LOADED 4HIS PROCESS IS REPEATERNEAEH TIM
THE SELECTED OLUG 3ENSE

&IGURE &ILLING -ESHLIUM 6ISUALIZER S FORM

3ELECT THE PERIOD OF TIME YOU WANT TO SEE IN THE CHARTOPAHEN READS DIRECTLY FROM THE DATAB/
WHILE THE REST OPTIONS READ HEOGEAERATED EVERYDAY BY THE SERVICE CRON &OR EACH OLUG 3EN

GENERATESLES EACH DAY ONE FOR THE LAST DAY OTHER FOR LAST DAYS OTHER HORTASR FORYHEN
LAST DAYS

(IT ON THE 3HOW $ATABUTTON AND IF YOUR QUERY HAS RESULTS TO SHOW -ESHLIUM 6| SOALTHERI\IHE SH

REMAINING VISUALIZATION NUMBER WILL DECREASE INFOKIEE QNUERY DOES NOT HAVE ANY RESULTS A MES!
WILL APPEAR NOTIFYING THE SITUATION THE AVAILABLE VISUALMATHINS REMAIGES



mailto:sales@libelium.com

-ESHLIUM 6ISUALIZER

Visualizer Available visualizations 97

Waspmote ‘ AGP_1 v Sensors | [ Temperature Celsius i

[ZJ Humidity {Sensirion)
O soil Temperature
] soil Moisture

M Solar Radiation
[ Battery

Time | @ Live

) Last day

() Last 7 days
) Last 15 days
@ Last 30 days

Chart|-|Da‘la‘|Exporl|

Tue Jun 16 20115 04:26:39 GMT+0200 (CEST)

&IGURE -ESHLIUM 6ISUALIZER SHOWING ONE GRAPH

“‘F YOUR QUERY HAS '03 RESULTS DATA FRAMES WITH '03 INFORMASRON ABHEILL BE SHOVFNT IS NOT THE CASE
LIKE IN THE PREVIOUS PICTURE THIS TAB REMAINS DISABLED

Visualizer Available visualizations: 72
Expiration date: 2019 Sep 25

Waspmote | WASP_1 :l Sensors [V GPS [Map tab]
Time | () Live [+ M Anemometer
(a) Lastday [+ E Wind Vane
() Last7 days [_] Pluviometer (current hour)
() Last 15 days
() Last 30 days

chart | Map | Data | Export |

&IGURE ,OCATING NODE ON A MAP THANKS TO -ESHLIUM 6ISUALIZER




-ESHLIUM 6ISUALIZER

4HE $ATA TAB SHOWS A LIST OF SENSOR VALUES ORDERED BY TIME

Visualizer Available visualizations 97
Waspmote | AGP_1 v | 8ensors | [ Temperature Celsius 3
Time [ ® Live [7) Humidity (Sensirion)
] i
@ Last day - Soil Temperature
= i i
@ Last7 days - :ﬂll Moisture
” i
@ Last 15 days L:,l Solar Radiation
[ )
@ Last 30 days - Bettary "
chart [ Map || Data || Export |
-
time sensors
2015-06-16 00:42:17 S0IL: 50.15 SOILT: 5671.49
BAT: 28 ACC: 123:-28;999
2015-06-16 00:53:51 TCA:-39.71 HUMB: -2.1
PAR: 5425
2015-06-16 00:53:53 SOIL: 50.15 SOILT: 5670.54
BAT: 28 ACC: 126:-15:991
2015-06-16 01:05:27 TCA: -39.71 HUMB: -2.1
PAR: -11.67
2015-06-16 01:05:28 SOIL: 50.16 SOILT: 5670.54
BAT: 28 ACC: 122:-26:994
2015-06-16 01:17:03 TCA: -39.71 HUMB: -2.1
PAR: 26.09
2015-06-16 01:17:04 SOIL: 50.16 SOILT: 5671.49
BAT: 28 ACC: 125:-25:991
2015-06-16 01:28:39 TCA: -39.71 HUMB: -2.1
PAR: 36.39
2015-06-16 01:28:40 S0IL: 50.16 SOILT: 5670.54 o

&IGURE -ESHLIUM 6ISUALIZER SHOWING THE $ATA TAB

4HE %XPORTAB SHOWS TWO CALENDARS TO SELECT THENATIBAANEZHIS FEATURE DOES NOT TAKE INTO ACCOUI
BLOCK ON THE TOP OF THE PAGE IT WILL EXPORT ALL DATA FROM ALL OLUETVWAERSEHERHE SBTES $ATA CAN BE
EXPORTED IN FORMATS 836 8-, 484 AND (4-, AND COMPRESSED IN: “0

Visualizer Available visualizations 97
Waspmote | AGP_1 v Sensors | ) Temperature Celsius -
Time | @ Live () Humidity (Sensirion)
i IEI Sﬂ?l Ter-nperatum
@ Last7 days I:| :ml Moisture
< jati
@ Last 15 days L: Solar Radiation
]
() Last 30 days W Battery .
chart |[#ag || pata || Export |
Start date End date
« N June- 2015~ ) a 41 N June- 2015~ ) a
Sun Mon Tue Wed Thu Fri | Sat [EOGH] Sun Mon Tue Wed Thu Fri | Sat [EOEE
1| 2| 3| 4| 5| &|| 0700 1| 2| 3| 4| 5| &|| o700
7| 8| 9| 1| 11| 12| 13| | 0800 7| 8| 9| 10| 11| 12| 13| | o800
14 BREY 16 17 18 19 20 | 09:00 14 15“ 17 18| 19| 20 | 09:00
21| 22| 23| 24| 25| 26| 27 10:00 21| 22| 23| 24| 95| 26| 27 10:00
28 29 30 11:00 28 29| 30 11:00
A4 A4
Output file
@csy OsoL OxML OTXT OHTML
[#| Compress in ZIP file

&IGURE #ON1GURING -ESHLIUM 6ISUALIZER TO EXPORT DATA




#LOUD #ONNECTORS

#LOUD #ONNECTORS

4HE AIM OF THIS CHAPTER IS TO INTRODUCE THE USER TO THE -ESHLIUM #LOUNCACNWEHCTORIALS SECTION WIL
HELP YOU TO CONNECT YOUR -ESHLIUM TO A THIRD PARTY CLOUD PLATFORM

/NLY SENSOR DATA CAN BE SENT TO THE CLOUD SERVICES

LOCAL STORAGE Local Data Base
INSIDE MESHLIUM (MysSQL)
D |11}

.' . External Data Base
- - [IF, Port]

\ iy (MysQL)

“‘ @ Ethernet
% S

é N
@ 4G/3G/26 3% party
Cloud platforms

Gls MQTT

/JM Platform\

&IGURE #LOUD CONNECTOR DIAGRAM

‘NTERFACING -ESHLIUM WITH RD PARTY CLOUD SERVICES SHOULD BE THESEASDESIHROPISEN ANY PROJECT 4H
USER SHOULD ANALYZE IF THE USE OF CLOUDS IS NEEDED AND IF SG TAST SVIEP BE THE PROJECT "EFORE TRY
CLOUDS MAKE SURE ALL THE 7ASPMOTE UNITS ARE SENDING FRAMESAND-ESHHLUWUN IS RECEIVING AND INSERTINC
THEM ON THE LOCAL DATABASE PROPERLY

7HAT IS A CLOUD PLATFORM
#LOUD COMPUTING IS A MAJOR CHANGE IN OUR INDUSTRY /NE OF THE MCEARMPORTAMIT PARADIGM ARE CLOL

PLATFORMS 4HIS KIND OF PLATFORMS LET DEVELOPERS WRITE ARPLISAHEKEOHBTWBSE SERVICES PROVIDED FF
THE CLOUD OR BOTH




#LOUD #ONNECTORS

-ESHLIUM #LOUD #ONNECTOR

-ESHLIUM RUNS A SET OF SCRIPTS FOR IMPLEMENTING THE DATA SYNONROS! IRABRNATFDATABASEHE CLOUD

“N OTHER WORDS THOSE SCRIPTS SEND DATA TO WEBSERVERS WHERE THE IDERSHEERVIBEIRROYOUDS 4HOS
SCRIPTS ARE CALLED #LOUD #ONNECTOR

7E HAVE DIVIDED THE #LOUD #ONNECTOR INTO GHENMASM IDVANCEDAND "ASIC

- i [® Restart |
Meshlium Scanner RF 4G GPS AP mestaumscso. . [TNEREETN
Home | Logout

Meshlium Manager System

libelium
Premium
Cloud Partner
o
Advanced
@} Cloud Partner

a Basic
Cloud Partner

Advanced
Cloud Partner

oud Partner

@ Libelium Comunicaciones Distribuidas S.L. | Terms of use

&IGURE #LOUD #ONNECTOR MAIN MENU ON THE -ANAGER 3YSTEM




#LOUD #ONNECTORS

OREMIUM #LOUD OARTNERS

'IRROW
IRROW #ONNECT “O4 #LOUD OLATFORM

'IRROW #ONNECT IS A SOFTWARE SOLUTION THAT PLUMBS THE DATA FROM THEJEDGEVEDLAQPEDCBRY 'RROW
%LECTRONICS AND DESIGNED WITH SECURBEXIBAGAYEDEVICE MANAGEMENT OPEMMND EXTENSIBILITY AS CORE
TENANTS ENABLING BROAD USE CASES ACROSS MULTIPLE INDUSTRIESOBOU@YNRRPROWIBORT ASSIGN ACTIVA
UPDATE SUSPEND REPLACE DEACTIVATE AND MORE ALL FROM A SIIREENP#ANNERW MAKES DEVICE MANAGEME!
EASY SO YOU CAN FOCUS ON DRIVING BUSINESS VALUE VIA DATA ANGHNHEIEARRNING TOOLS

6ISITHTTP 10T ARROW COM DEVELOPHRORTMORE INFORMATION

2EGISTER -ESHLIUM IN IRROW #ONNECT

40 REQUEST FOR A DEVELOPER ACCOUNT IN 'RROW #ONNECT PLATFORM GRPERQXEGIBERPEVEN PROCESS Ol
HTTPS PORTAL ARROWCONNECT IO GRFIERSE EMAITNGUYEN ARROW CIIZLUDING THE FOLLOWING INFORMATI

#OMPANY NAME

&ULL NAME

4|TLE

%MAIL ADDRESS

(OW DID YOU HEAR ABOUT US

3HORT DESCRIPTION OF YOUR PROJECT

,OG ON TO THE PORTAHIAFS PORTAL ARROWCONNEBIGI¥OUR DEVELOPER ACCOUNT

Arrow Connect x

<« C | & Secure | https://portalarrowconnect.io/#/signin?redirect=%2Fhome T4 @ 0O

SIGNIN

Login

Password

Forgot Password? Sign in —

® 2017 Arrow Electronics, Inc. All Rights Reserved. Anow

&IGURE 'RROW PORTAL



http://iot.arrow.com/developer.html
https://portal.arrowconnect.io/#/signup
mailto:tnguyen@arrow.com
https://portal.arrowconnect.io

#LOUD #ONNECTORS

7ITH THE DEVELOPER ACCOUNT YOU HAVE A PRIVATE APPLICATION INSTADIZEN\WOEHSS 5PON LOGGING IN CLIC
ON IDMINISTRATION ICCESS +EYS THEN CLICK ON THE -ASTER +EY 90U CANLIGANEEANHERYPTED+BY AND
#LIENT %NCRYPTED 3ECRENCGHEME NOTEPAD 4HIS PAIR OF KEYS WILL BE USEDRE TdIN-ESHLIUM TO CONNECT
TO YOUR CLOUD ACCOUNT

Edit Access Key

Name TEST KEY

Expiration Date 01/27/2037 08:03:11 PM iz}

Expire Now

Raw Api Key

Raw Secret Key

Client Encrypted Api Key I I

Client Encrypted Secret
Key

Level PRI Name Actions

o :

Save Close

&IGURE ICCESS +EY

#ON1GURATION

OASTE THE KEYS ABOVE INTO THE TEXT AREAS AS SCREEN SHOT BELOW

Configuration || Log

Gateway Name:

Meshium 1713520110521

Gateway UID meshium-17135120110521
APIURL https /api-a0l.arrowconnect.io
MQTT URL ssk//magtt-a01.arrowconnect.io

Encrypted API Key:

Encrypted Secret Key:

Sending Interval (ms):
Heartbeat Interval (ms):
Sync Interval (ms)

Limit (#records per sync):

Log Level

5000

60000
60000
150

INFO j

Save

[2 Reset Local Database |

@ Arrow Status

o]

&IGURE #ON1GURE 'RROW

N\N\GW




#LOUD #ONNECTORS

ILL THE DEFAULTIXGDNRATION VALUES SHOULD BE APPROPRIATE AND YOU DO NOT NEED TO CHADIGEHBHWE #LI
BUTTON FOR STORING THEUERANIAKELDS

10 “52,

-144 52,

%NCRYPTED HEY
%NCRYPTED 3ECRET +EY

IFTER CLICKING BANE BUTTON YOU ALSO NEED TO CL2EREONOCAL $ATABASETHERWISE YOUR CHANGES WILL N
BE ASECTED

“N ALL CASES TO PREVENT LOCAL DATABASE CORRURGORATKE GBIOULD NEVER BE UPDATED WHILE THE IR
#ONNECTO4 #LOUD #ONNECTOR IS RUNNING 5SE THE 3TART 3TOP BUTTONS AS DESCRIBED BHEORE MABTIE |
CHANGES RESTART IT AFTER SAVING CHANGES

#ONTROLLING SYNCHRONIZATION

,LAUNCH THE -ESHLIUM IRROW #0ONNEZ#LOUD BACKGROUND PROCESS 3TART BUTTON 4HE PROGRAM WILL SEAI
RECEIVED FRAMES ON THE LOCAL DATABASE AND WILL SEND THEM TO THEORROQDUBDOIMEEDRM 4HE STATUS
INDICATOR DISPLAYS THE CURRENT STATE 'REEN COLOUR MEANS RUNNING

B I I TCET IR PN |

Heartbeat Interval (ms): |ﬁuuuu

]
|
Sync Interval (ms): |2Dﬂuﬂ |
|

Limit (#records per sync): |15&

Log Level:

Save

@ Arrow Status B Stop

Reset Local Database |

® Libelium Comunicaciones Distribuidas S.L. | Terms of use

&IGURE 3YNCHRONIZATION STOPPED

3TOP THE IRROW #ONNECT PROGRAM ANYTIME BY CLICKINGRBUTHDN 2ED COLOUR MEANS STOPPED

Limit (#records per sync): | 150 |

Log Level:

Save

@ Arrow Status m

Reset Local Datahase|

® Libelium Comunicaciones Distribuidas 5.L. | Terms of use

&IGURE 3YNCHRONIZATION RUNNING




#LOUD #ONNECTORS

7HILE THE PROGRAM IS RUNNING LOG ON TO THE 'RROW #ONNECT PORTAHECESHECLKTANMD 7ASPMOTES HAVE
BEEN PROPERLY REGISTERED AND ARE SENDING TELEMETRY DATA 3EE SOMESBMANFPRELSIVREEN

&IGURE

&IGURE

Arrow Connect x

“ C | & Secure

https://portal.arrowconnect.io/#/ga

Q, Search
&= Gateway List
10 items per page « £|(1/2]| >
Gateway * uD Type Owner 0S Name Software Name Software Version  Enabled
Meshlium 16326 = meshlium-16326  Local Linux, 3.16.7-ckt9 = Kronos Gateway 0.1 true

151136518 151136518 -voyage, amd64

Showing 1 to 1 of 1 gateways

A\N\GW

©® 2017 Arrow Electronics, Inc. All Rights Reserved.

IRROW GATEWAYS DISPLAY

- m] x
Arrow Connect b
& C | @ Secure | httpsy//portal.arrowconnect.io/#/gateway,
row Connect
B Meshlium 16326151136518 M h | 3 16326 15 1 1365 18 : ' 9
O Devices meshlium-16326151136518 sho
D Audit Logs Disable
B, Access Keys
10 items per page ~ <11 ¥
Name “ uD Device Type Enabled Commands
meshlium-16326151  gateway true Start Stop
136518
meshlium-16326151  meshlium true Start Stop
136518-connector
meshlium-16326151  waspmote true Start Stop
136518-waspmote-t
am-1
waspmote-tam-2 meshlium-16326151  waspmote true Start Stop
136518-waspmote-t
am-2
meshlium-16326151  waspmote true Start Stop

©® 2017 Arrow Electronics, Inc. All Rights Reserved.

IRROW -ESHLIUM DISPLAY




#LOUD #ONNECTORS

&IGURE

Arrow Connect x

& C | @ Secure | https:

row Connect

waspmote-tam-3

Notification

Telemetry

Export Telemetry

Developer

Audit Logs

Gateway

® 2017 Arrow Electronics, Inc. All Rights Reserved

waspmote-tam-3 @ @

Actions meshlium-16326151136518-waspmote-tam-3

SUMMARY DETAILS SETTINGS CONTROLS

DEVICES

Disable ‘Switch Device

Last7 Days

NOTIFICATIONS

Thu Fri sat Sun Mon Tue Wed
—8— Telemetry  —@- Notifications

Name Value Timestamp
ACC.0 31 02/01/2017 05:11:50 PM
ACC.1 32 02/01/2017 05:11:50 PM
ACC.2 1062 02/01/2017 05:11:50 PM

02/01/2017 05:11:50 PM

IRROW 7ASPMOTE DISPLAY




#LOUD #ONNECTORS

LEMENT"LUE 2IGHT3ENSOR

2IGHT3ENSOR IS A SOLUTION COMPANY DESIGNED TO PROVIDE SENSORSUBEGRICEANIS TRIAITERNET OF
4HINGS PROJECTS

&IGURE %LEMENT"LUE 2IGHT3ENSOR #LOUD

4HE 2IGHT3ENSOR CLOUD CONNECTS INTERFACE WORKS DIRECTLY VA TRENGEREHSHTINBUSTRINTERNET OF
4HINGS OLATFORM

3ENSORSIGHTIS USED BY COMPANIES FOR THE INTEGRATION DISPLAY AND DETAILEDAARROVNEIOHBILE SOURCES
PROVIDING AN ENVIRONMENT WHERE USERS CAN VIEW AND COMPARD REALORWEDPATA PATTERNS RECEIVE ALl
AND NOICATIONS AND TRIGGERGMRIWND ACTIONS BASED ON THE DATA FOR USE IN INDUSTRIAL ENVIRONMENT

40 USE THE SERVICE YOU MUST HAVE AN ACCOUNT WITH %SEBHERNSIORIIEGHTNDUSTRIAUTERNET OF 4HINGS
OLATFORM &OR MORE INFORMATIONMBHENSORINSIGANDWWW RIGHTSENSOR COM

#ON1GURATION

"Y EXPANDING THE 2IGHT3ENSOR MENU ITEM ON THE LIST YOU CAN SEE THEFORMITN@QWRCONNECTION PARAMETI
4HE FORM ACCEPTS THE FOLLOWING PARAMETERS

#LIENT “$ 4HIS IS A UNIQU& PROVIDED TO YOU FROM THE 3NSS8EMR SERVICE

'ATEWAY “$ 4HIS IS ANp YOU PROVIDE TO UNIQUELY IDENTIFY THIS -ESHLIUM DEVICE
5SER .AME 4HIS IS THE USER NAME REQUIRED TO SEND YOUR DATA TONBHE-BESISOIBRD
OASSWORDBHHIS IS THE PASSWORD REQUIRED TO SEND YOUR DATA TOSIGE BEN.SOR

Configuration
Client ID: 123456789 EIEI I Ientllue
innovative « intelligent » ideas
Gateway ID: gateway
User Name: usename
Password: |
Save
. Sensorinsight Synchronization Status m

&IGURE #ON1GURING %LEMENT"LUE 2IGHT3ENSOR IN -ESHLIUM

4HESE PARAMETERS CAN BE OBTAINED FROM YOWSSEHNSARCOUNT PAGE ,EARN MORBMTENSORINSIGHT 10

\Y


www.sensorinsight.io
www.rightsensor.com
www.sensorinsight.io

#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

40 LAUNCH THE CLOUD CONNECTOR SERVICE AND START SENDING YOURBOR PRESS MBRAGEBIUTTON

&IGURE %LEMENT"LUE 2IGHT3ENSOR SYNCHRONIZATNDNN&ERVICE ISR

90U CAN STOP AT ANY MOMENT CLICKINGIONMHBETTON

&IGURE %LEMENT"LUE 2IGHT3ENSOR SYNCHRONIZATOPREBERVICE IS S

OROBLEMS

4HE 2IGHT3ENSOR #LOUD #ONNECTOR SERVICE HAS BUILT IN LOGGING AXPABEBIGARILEASE CONTACT 2IGHT3ENX
ATWWW RIGHTSENSORKORTROUBLESHOOTING INFORMATION




#LOUD #ONNECTORS

%RICSSON $$-

4HE $$- $EVICE AND $ATA -ANAGEMENT CLOUD CONNECTOR WILL INTEGRATE -ES4L GBATES/AY WITH MINIMAL
ESORT AND COBURATION

-ORE INFORMATION ON $$- AND4 ICCELERATOR

HTTPS WWW ERICSSON COM OURPORTFOLIO PRODUCTS IOT ACCELERAT2R NAURROBGB? ?

2EGISTER -ESHLIUM IN $$-

2EGISTER A GATEWAY WITH THE RREREIN-ESHLIUM GATEWAY TYPE IN YOUR DEVICE NETWORK HESESHLIUM
GATEWAY TYPE IS MISSING IN YOUR INSTANCE OF $$- PLEASE CONTACT $$ B0OBRPBRETUNFAMILIAR WITH $$- YOU
CAN READ MORE ABOUT HOW THE PLATFORM MWIORK®ONS APPIOT 10

#ON1GURATION

4HE1GURE BELOW SHOWS THE MAINGORATION PAGE FOR THE $$- CLOUD CONNECTOR 4HE FOLLOWING IS A DE:
OF THE COMPONENTS IN THE CONBIESERNTERFACE

&IGURE #ON1GURATION OVERVIEW

3YNC “NTERVABETS THE NUMBER OF SECONDS TO SYNCHRONIZE WITH $$- 4HE DEFAULTBZAANIESS OLEASE
TAKE INTO CONSIDERATION WHEN SETTING THIS VALUE THAT -ESHLIUM IS ARESEDRIEBV/ICIENS4HE SHORTEST
SYNCHRONIZATION INTERVAL IS SECONDS

2ECORDS PER SYNSETS THE NUMBER OF SENSOR VALUES READ FROM THE ERSFABASE PER SYNCHRONIZATIORN
4HE DEFAULT VALUE IS RECORDS PER SYNCHRONIZAMINRECOMMENDED SETTING THIS VALUE ANY HIGHER TH.
DUE TO THE MEMORY LIMITATIONS OF -ESHLIUM

,OG LEVEL4HIS CONTROLS THE LOG OUTPUT FROM THE $$- CONNECTOR 4HE LOG LEVELS\BRVYBREIAGNLFAR
OUTPUT MESSAGES THAT IN SOME WASEZIY@PERATIONAL FUNCTIONALITY OF THE CLOUD CONNECTOR ILL OT}
LOGGING EXCERT WILL OUTPUT GENERAL EVENTS FROM THE CLOUD CONNECTORNFMHB/LLOGQEVSLON EVENTS
REGARDING ACTIONS TAKEN BY THE CONNECTOR /THER LEVELS LIKE &IRP MARTOUBRARYH. OGS AS WELL

2EGISTRATION TICKEHE REGISTRATION TICKET THAT WILL BE USED BY THE GATEWAY INTEGRAORNEHCTEER CLOU




#LOUD #ONNECTORS

3ENSOR MAPPINGIOGGLES THE SENSOR MAPPING TABLE USED TO TRANSLATE SENSOR TYPES BENW&EEN -ESHLII
IN EXAMPLE OF THE TABLE CAN BE SEEN IN THE NEXT IMAGE WHERE THEEIHETSAND SENSORS FROM -ESHLIUM AN
THE RIGHT HAND SIDE LISTS THE SENERRSIF%- .OTE THAT THE EMPTY VALUE REPRESENTS AN UNMAPPED SEN
4HE $$- CLOUD CONNECTOR WILL ONLY TRY TO SYNCHRONIZE SENSOR VALUES YHAT ARE NOT EMP

&IGURE 3ENSOR MAPPING

IS SHOWN IN THESURE BELOW ADD CUSTOM MAPPINGS IN THE CASE THAT YOUR SENSOR TYRE THHGTRREARNT
SET OF SENSOR TYPES ON THE -ESHLIUM #BICKXHEO THE MAPPING TO REMOVE A MAPPING

&IGURE IDDING A SENSOR MAPPING

3ERIAL NUMBER8HE DROP DOWN LISTS ALL THE 7ASPMOTES AVAILABLE AND OR REGISAHREDNGHRED STATE
BETWEEN $$- AND THE 7ASPMOTES ARE DISPLAYED NEXT TO THE 7ABPMEBRE ARE STATES .OT REGISTERED
2EGISTERED AND 2EGISTERED .OT SEEN 4HE .OT REGISTERED STATE REPRESENTSSMAIMEONE TRANESHLIUM
THAT IS NOT REGISTERED IN $$- 4HE 2EGISTERED STATE REPRESENTS A 7ASPMOTE TRENEBHLTUING TFOAT IS
REGISTERED IN $$- 4HIS IS THE STATE WHERE THE CONNECTOR SYNCHRONIZES CAHAABTISHSTE 2EGISTERED
.OT SEEN ISWHEN A 7ASPMOTE IS REGISTERED IN $$- BUT HAS NO RECORD OFSTRANBRFEBNLIUM 4HE BUTTON
NEXT TO THE DROP DOWN WILL COPY THE SELECTELCS7/ASRIAORECLIPBOARD

&IGURE 3ENSOR MAPPING

$$- 'ATEWAY 3TATUS AND 3TART 3TORIHE ROUND ICON INDICATES THE CURRENT STATE OF THE CONNECTOR 4HE
EITHER GREEN OR RED DEPENDING ON IF THE CONNECTOR IS RUNNING OR NOT 4HEWIREBSNAARABCONIECTOF
7HEN CLICKED IT CHANGES INTO A STOP BUTTON 40 STOP THE CONNECTOR PRESS THE RED STOP BUTTON

&IGURE 'ATEWAY STATUS

,OG TAB IS SEEN THE FOLLOWING SCREENSHOT YOU CAN REVIEW THE LATEST LOGS FRIBI¥ REERESNNECTTHRN
WILL RELOAD THE LOG WINDOW AND DISPLAY THE LATEST LOGS 4HE DELPTE BUENCDAEHA/ DN BEME -ESHLIUM
UNIT

&IGURE ,0G OVERVIEW




#LOUD #ONNECTORS

3ETUP

3TOP THE CONNECTOR IF IT WAS RUNNING
3UPPLY THE REGISTRATIONTECREYVITH A VALID TICKET
3TART THE CONNECTORILL BEGIN LISTENING FORANIONS FROM $3$-

#REATE DEVICE TYPES IN $$- TO REPRESENT YOUR 7ASPMOTES 4HE CLOUD CORBDHUEQRIWATIGNS ABOUT
DEVICES AND SENSORS MI2DIONS

3ET THE DESIRED SYNCHRONIZATION INTERVAL AND LIMIT PLEASE SEUECERSRPBEHPERRE

3ET THE DESIRED LOGGING LEVEL

2ESTART THE CONNECT®RLL INITIALIZE INTERNAL STRUCTURES ACCORDING TO NEWLY IHREBENB@RE® MODI
-AP THE -ESHLIUM SENSOR TYPES TO THE CORRESPONDING SENSOR HARDWARE TYPES IN $$-

“F YOU ARE USING USHRIBE SENSOR TYPES ON THE -ESHLIUM MAKE SURE TO ADD THESE TO TESERBSDIECTC
MAPPING TABLE

I RESTART OF THE CONNECTOR IS ALWAYS REQUIRED FOR SAVED CHBEGESSTOHR AKE EEONNECTOR BEFO!
SAVING THE PRESS 3AYE BUTTON AND THE THRARTBUTTON

.OTES

7HEN REGISTERING A 7ASPMOTE DEVICE IN $$- THE DEVICE NAME USED IN $$ORBEBROND TO THE 7TASPMOTE
NAME THAT THE DEVELOPER USED IN THE &RAME INSTANCE

4HE CLOUD CONNECTOR CAN HANDLE SENSOR TYPES WHIDSBUETIREE ARENED IN THE SENSORS TABLE ON
-ESHLIUM  %XAMPLE ## HAS THREH.DS AND TRANSLATES T®?66¢ 100  “/4 ?## AND 100  “/4 ?\##
4HE 100 /4 PRE1X WILL APPEAR ON ALL VELDMTYPES AND THE NUMBERING IS THE INDEXLEEIESIEUE

4HE CLOUD CONNECTOR DOES NOT SUPPOHDMURHER DEED SENSOR TYPES




#LOUD #ONNECTORS

,IBELIUM #LOUD "RIDGE SERVICE

4HE ,IBELIUM #LOUD "RIDGE SERVICE ENABLES TO ANY SENSOR NODE TO PUBH AMDANDIREECURED WAY TO THI
MAIN CLOUD SERVICES

4HIS SERVICE ALSO ENABLES THE USER TO MANAGE THEIR -ESHLIUM UNITS REMOTELY
&OR MORE INFORMATION ABOUT THE ADVANTAGES OF USING THE "RIDGE CHECK ITS GUID

HTTP WWW LIBELIUM COM DOWNLOADS DOCUMENTATION BRIDGESTIBEHNNEAL

2EGISTER -ESHLIUM AND OLUG 3ENSE UNITS ON ,IBELIUM S 3ERYI#LOUD
-ANAGER

40 START USING THE "RIDGE YOU MUSRESRREGISTERED YOUR OLUG 3ENSE DEVICES AND YOUR -ESHLIUM UNITSE
3ERVICES #LOUD -ANAGER AS EXPLAINED3INRWEE #LOUD -ANAGEBRIDE THAT YOU YWNIDLON THE FOLLOWING LINK

HTTP WWW LIBELIUM COM DOWNLOADS DOCUMENTATION SERVICEREHERRMEIAMEN DF

#ON1GURATION

90U WILL USE THE XT&NRATION PREVIOUSLY OBTAINED ON THE "RIDGE TO CERTIFY YOUR -ESHEENDER AR/ALI
MESSAGES

4HE "RIDGE PLUGIN IS LOCATED IN
#LOUD #ONNECTDRREMIUM #LOUD OARTNERBELIUM #LOUD "RIDGE

‘N THE CAKBURATION PANEL THE USER CAN SET

5SER EMAIL USED TO ACCESS TO THE 3ERVICES #LOUD -ANAGER
OASSWORMASSWORD USED TO ACCESS TO THE 3ERVICES #LOUD -ANAGER

%NABLE 2ZEMOTE -ANAGEMENT/HEN THE PARAMETER IS ON YOU ENABLE THIS -ESHLIUM UNIT TO BE REM
MANAGED'F THE PARAMETERISYQU WILL NOT BE ABLE TO MANAGE THE -ESHLIUM REMOTELY

&IGURE #ON1GURATION PANEL

3ENSOR NODESN THIS SECTION YOU CAN SELECT THE DEVICES WHICH WILL SEND DATA TBETABLRIDGE 4
SELECT ANY OF THE DEVICES SHOWN ON THE LIST YOU MUST HAVE REGISTERECESEA@MNDTHANERER AS
INDICATED BEFORE




#LOUD #ONNECTORS

&IGURE OLUG 3ENSE UNITS PANEL

7HEN YOU CHANGE ANY OF THE@®IRMATION PARAMETERS3AME BUTTON TURNS RED AND A MESSAGE WILL APPI
INDICATING THAT SOME CHANGES ARE NOT SAVED 90U CANNOT USE THEOR.QUIHJBGIENNEWIGORATION UNTIL
THE CHANGES ARE SAVED

&IGURE #ON1GURATION PENDING

#LICK THEBBAVE BUTTON FOR STORING THEURANIONELDS AND START USING THE SERWOE ENTERED WRONG
PARAMETERS A MESSAGE WILL APPEAR INDICATING THAT ONE OR MOREDERSOAREANRARRECT

&IGURE “NCORRECT 5SER OR OASSWORD ERROR MESSAGE

“‘F YOU HAVE NOT REGISTERED YOUR -ESHLIUM ON THE "RIDGE EVEN THOUGH YI¥ BA¥HREBRELIR ACCESS
DATA FROM THE CLOUD A MESSAGE WILL APPEAR INDICATING THAT YOU NERIRTE@REGISTES SHOWN IN THE
FOLLOWING IMAGE




#LOUD #ONNECTORS

&IGURE -ESHLIUM NOT REGIERRER MESSAGE

#ONTROLLING SYNCHRONIZATION

INCE THE CLOUD CONNECTORISUREYD THE USER CAN START THE SYNCHRONIZATION3TARFBNGTOHE 4HE
SYSTEM WILL START THE SYNCHRONIZATION OF DATA FROM THE DEVIOBSMTHSENMNUITERENVL DATAWILL BE SYNCHFR
NOT ONLY THE NEWLY RECEIVED FRAMES BUT ALSO THE PAST DATA STORED IN THE DATABASE

4HE STATUS INDICATOR DISPLAYS THE CURRENT SIBNEIISAYRIST OPPED

&IGURE "RIDGE CLOUD CONNECTOR IS RUNNING

90U CAN STOP THE SYNCHRONIZATION ANYTIME CLICRINGPGNTHEN

&IGURE "RIDGE CLOUD CONNECTOR IS STOPPED




#LOUD #ONNECTORS

4ELIT

4HE -ESHLIUM #LOUD #ONNECTOR FOR THE 4ELITBEOCAHOUD PLATFORM IS PROVIDED TO CONNECT ,IBELIUM 7ASH
SENSOR DEVICES TO THE 4ELIT #LOUD OLATFORM

2EGISTER IN 4ELIT

4HE BASIC STEPS REQUIRED TO CONNECT 7TASPMOTE SENSORS TO THE CLOWIFREAAIRD BVIRMREHT FORWARD

A 5SING THE 4ELIT -ANAGEMENT OORPAIRARAL TELIT COM

#REATE /BTAIN A 4ELO4 OORTAL !ICCOUNT ON A #LOUD /RGANIZATION
$EINE 4HING $ELNITIONS

-ESHLIUM #LOUD #ONNECTOR

7TASPMOTE 3ENSOR
#REATE AN IPPLICATION 40KEN FOR THE -ESHLIUM #LOUD #ONNHETIODR $E

B 5SING THE -ESHLIUM -ANAGER 3YSTEM WEB BROWSER INTERFACE

ICCESS THE 4ELIT DEVIB®A2 #LOUD OLATFORM #INJRATION OANEL

%NTER AND SAVE THEGORATION DETAILS FOR YOUR -ESHLIUM INCLUDING THE !PPLICATION 40KEN
ABOVE

3TART THE DEVICEZ 42 3ENSOR OROCESSING 3ERVICE

/INCE YOUR 4EL04 #L.OUD ACCOUNT HAS BEENC®RED WITH THE NEWWNG $ENITIONSND!PPLICATION SUPPORT
OF THE -ESHLIUM #LOUD #ONNECTOR YOU ARE READY TO PROCEEDRMWTHYOUIR -ESHLIUM GATEWAY

#ON1GURATION

3ELECT THIEELIT DEVICER6 #LOUD #ONNECBBERVICE ICON LOCATED ON.OHP #ONNECTORASIC #LOUD 0ARTNER
PANEL #ONSURE THEELDS TO PROVIDE THE REQUIRENJRANON AND CONTROL INFORMATIOMECON DEEZICERS
#LOUD #ONNECTMRNAGEMENT PANEL AS SHOWN BELOW

&IGURE 4ELIT CON1GURATION PANEL




#LOUD #ONNECTORS

&IGURE 4ELIT CON1GURATION OPTIONS

7THERE

#LOUD 3ERVER 53PECQIES THE TARGET 4B4I#LOUD OLATFORM
-ESHLIUM“D INDICATES THE UNIQUE NAME THAT YOU WOULD LIKE YOUR -ESHLIUM 'ATEMWANTAS BE KHE

4ELITO4 #LOUD OLATFORM
IPPLICATION 40KENDICATES THE UNIQUE SECURE TOKEN GENERATED ‘D¥ #HEUYBIOTATFORM FOR DEVICES T

BE ABLE TO ACCESS YOUR PRIVATE CLOUD ORGANIZATION

OROCESS &REQUENDYCATES HOW OFTEN THE CLOUD CONNECTOR SHOULD CHECK FOR AND PREOCESANEWI
FRAMES FROM THE ASSOCIATED 7ASPMOTE %DGE DEVICES 6ALID VAINUES BANSHCERIDS

OROCESS ,IMISPEQIES THE MAXIMUM NUMBER OF WAITING RECORDS TO PROCESS DURING THECAIARBAME
CYCLE 6ALID VALUES RANGE FROM TO

INCE ALL SETTINGS ARE PROVIDED SAVEGHRATON SETTINGS BY PRESSINGEBYH TON

&IGURE 3AVE CON1GURATION BUTTON

‘N THE EVENT THAIEAD HAS BEEN LEFT BLANK OR A STRING HAS BEEN ENTERED INTO ANUMEREEDAENTRY
FRAME WILL BE HIGHLIGHTED AND AN ERROR MESSAGE WILL BE BN AYEBEASCREEN IMAGES BELOW




#LOUD #ONNECTORS

&IGURE 3AVE CON1GURATION ERROR

IT THIS POINT THE -ESHLIUM #LOUD #ONNECTORIBREINAND READY TO START

#ONTROLLING SYNCHRONIZATION

INCE THE 4ELIT DEVICEZ'04 #LOUD #ONNECTOR HAS BEENGOED WITH THE PROPER RUNTIME PARAMETERS ITISF
FOR OPERATION 40 INITIATE THE CONNECTION FROM THE -ESHLIUM GATEVWMY#TOUBIBI4ELFORM AND START TH
BACKGROUND SERVICE AWAITING DATA FRAMES FROM 7ASPMOTE SENSORRESSCEHEGDERT BUTTON

40 INITIATE THE CONNECTION FROM THE -ESHLIUM GATEWAY T2 #HEUELOTATFORM AND START THE BACKGRO
SERVICE AWAITING DATA FRAMES FROM 7TASPMOTE SENSOR DEVICE NODES BEESSNHE 3TAR

&IGURE A4ELIT 3START BUTTON




#LOUD #ONNECTORS

40 STOP THE BACKGROUND SERVICE FROM AWAITING DATA FRAMES FROM 7AERNCETRGERSARD TERMINATE THE
CONNECTION FROM THE -ESHLIUM GATEWAY TOOHEIMBEUD OLATFORM PRESS THE 3TOP BUTTON

&IGURE A4ELIT 3TOP BUTTON




#LOUD #ONNECTORS

4HING70RX

4HING7ORX IS THRST SOFTWARE PLATFORM DESIGNED TO BUILD AND RUN THE APPLICAATORB BORID GABNNG70R)
REDUCES THE TIME COST AND RISK REQUIRED TO BUILD INNOVATIVECRMMENE-TANBR “NTERNET OF 4HINGS
APPLICATIONS BY PROVIDING A COMPLETE APPLICATION DESIGN RURTIMEENRGE ENVIRONMENT 4HE 4HING70R
PLATFORM INCLUIEESBLE DEVICE CONNECTIVITY OPTIONS RAPID APPLICATION DEVELCRMABIETSIQIFAGE AND
SUPPORTS VARIOUS DEPLOYMENT MODELS

-ORE INFORMATIONTTP_ WWW THINGWORX COM

4HING7ORX INCLUDES THE FOLLOWING FEATURES

4HING7ORX #OMPOSER AN END TO END APPLICATION MODELING ENVIRONMENT DESIGNED TO HELFLPOU EA
THE UNIQUE APPLICATIONS OFSTOODNNECTED WORLD #OMPOSER MAKES IT EASY TO MODEL THE 4HINGS "
,OGIC 6ISUALIZATION $ATA 3TORAGE #OLLABORATION AND 3ECURITY(REWMWEREBFARMA ICATION

#ODELESS -ASHUP "UILDERA DRAG AND DRGRSHUP "UILDER EMPOWERS DEVELOPERS AND BUSINESS US
TO RAPIDLY CREATE RICH INTERACTIVE APPLICATIONS REAL TIND DASFBPARIES WORKSPACES AND MOB
INTERFACES WITHOUT THE NEED FOR CODING

%XECUTION AND 3TORAGE %NEGINEG70R% EVENT DRIVEN EXECUTION ENGINE AND $IMENSIONAL STORAGE £

COMPANIES TO MAKE BUSINESS SENSE OF THE MASSIVE AMOUNTS OF DATA FROMIHENFS PAIIP COSNECTED
4HINGS MAKING THE DATA USEFUL AND ACTIONAERB FEATURES A DATA COLLECTION ENGINE THATEHROVIDE

SEMANTIC STORAGE FOR TIME SERIES STRUCTURED AND SOCIAL DATRERTTRIANEBRAMHABNAL 2$"S

3EARCH BASED “NTELLIGENEGENG7ORX15%!, + 3EARCH 1UERY AND !INALYSIS BRINGS 3EARCH TO THE W
OF CONNECTED DEVICES AND DISTRIBUTED DATA 7IBHNIERACTIVE SEARCH CAPABILITIES USERS CAN COI
DATA THAT DELIVERS ANSWERS TO KEY BUSINESS QUESTIONS

.OTE IF YOU NEED MORE INFORMATION ABOUT THESE COMPONENVSMBOTHINGWORX COM PLATFORM

#ON1GURATION

“‘NSIDE THEHING7ORXPLUGIN YOU CAN SETUP WHICH 7ASPMOTES IN THE SYSTEM WILL BE PUBGBBED SERMER

&IGURE 4HING7ORX CON1GURATION




#LOUD #ONNECTORS

4HE PARAMETERS TO SETUP ARE

3ERVER ADDREYSE ADDRESS OF YOUR 4HING70ORX SERVER
3ERVER O0ORAHE PORT WHERE YOUR 4HING70ORX SERVER IS ACCESSIBLE

-ESHLIUM BIND NAME 4HE NAME OF THE -ESHLIUMHINGIN 4HING7ORX -ESHLIUM THING IS DETECTED IN
4HING7ORX BUT WILL NOT SEND ANY DATA

4HING7ORX PP +EY 3ECURITY KEY TO SEND DATA TO YOUR 4HING70ORX SERVER
33, %NABLE THIS OPTION IF YOUR 4HING7ORX SERVER USES ENCRYPTED CONNECTION

#LICK ON THEAVE BUTTON TO WRITE THIS SETUP TO THE 4HING7ORX SERVICE

4HE STEPS TO SETUP 7ASPMOTES TO SEND TO 4HING7ORX ARE
#LICK ON THE BUTTOND LOCAL 7- 4HIS WILL READ 7TASPMOTES THAT HAVE DATA IN THE SENSOR DATABASE

&IGURE 'ETTING 7TASPMOTES FROM THE SYSTEM

' PANEL WITH THE DEVICES IS DISPLAYED WITH A LIST OF THE SENSORS RECEASEMEREM EAC

&IGURE 7ASPMOTES TO BE SEND TO 4HING70ORX

“T IS POSSIBLE TO DELETE A 7ASPMOTE FROM THE LIST CLEEKINIEBWITSN 4HIS DEVICE WILL NOT BE PUBLISHI
TO THE 4HING7ORX PLATFORM

&IGURE $ELETE A 7TASPMOTE FROM THE LIST




#LOUD #ONNECTORS

/NCE THE LIST IS CORRECT CLICKING ON THRBEBHKING7ORX SETWALL PUSH THIS SETUP TO THE 4HING70R
%-3 SERVICE

&IGURE 7RITE THE SETUP TO 4HING7ORX SERVICE

IFTER RESTARTING THE %-3 AND ,5! 3CRIPT SERVICES THE SETUP WILINBEYARPWHD SEE YOUR DEVICES IN YOL
4HING7ORX SERVER

“F YOU CLICK AGAIN ON'EHEASPMOTES FROM $"BUTTON THE PLUGIN WILL READ AGAIN THE $" AND DISPLAY A
7TASPMOTES'F YOU DO NOT WRITE THIS CHANGES TO 4HING70ORX SETUP THIS WILL NOEPRABEBNTEETO TH

90U CAN RECOVER THE CURRENT 4HING70ORX %-3 SERVICE SETUP BY CIOBRIRG-ERNTHHING7ORX

&IGURE 7RITE THE SETUP TO 4HING7ORX SERVICE




#LOUD #ONNECTORS

5SING THE %DGE -ICRO3ERVER %-3

4HING7ORX HAS THE ABILITY TO CONNECT VERY QUICKLY AND EASILAL TWORD NS IETRUCTURED DATA SYSTE
4HING70ORX SUPPORTS A VARIETY OF COMMUNICATION PROTOCOLS AND SYSARKMAREERIPAERENTED DIRECTLY
ON THE 4HING70ORX OLATFORM (OWEVER FOR EDGE DEVICES OR DATA STORES NEAT NEHBIE®@IGFORORM USINC
THENTERNET OR THRQBEWALLS ON"NNRANET 4HING70ORX PROVIDES AN %DGE -ICRO3ERVER %-3 SOLUTION TI
BE DEPLOYED WHERE THE DATA IS AND ALLOWZE SHENNVREGMUNICATION BACK TO THE 4HING7ORX OLATFORM
SECTION WILL CONCENTRATE ON THE %-3 AND THE CORRESPONDING %DGEMMPOBISFS WARE C

“‘N ORDER TO SEND DATA TO THE 4HING7ORX ENVIRONMENT ANOTHER COMPONENT IS NEHNED 2ESEBURCE
SERVICE 4HIS SERVICE NEEDS TO BE RUNNING AT THE SAME TIME VOTBHERZEHEFOTRLLOW DATA ACQUISITION

40 LAUNCH THE %DGE -ICRO3ERVER %-3 PRESS 3TART BUTTON AND TO STARUTTPRRESS 3TOP

&IGURE 4HING70RX %DGE -ICRO3ERVER RUNNING

&IGURE 4HING70ORX %DGE -ICRO3ERVER STOPPED

40 LAUNCH THE ,5! 3CRIPT RESOURCE PRESS THE 3TART BUTTON AND TO STOPARBUPREIS THE

&IGURE 4HING70RX %DGE -ICRO3ERVER RUNNING

&IGURE 4HING70RX %DGE -ICRO3ERVER STOPPED




#LOUD #ONNECTORS

IDVANCED #LOUD OARTNERS
-ICROSOFT !ZURE %VENT (UBS

IZURE IS A CLOUD PLATFORM PROVIDED BY -ICROSOFT 4HIS PLATFORMBERASCES 0D REACH COMMUNICATIOI
BETWEEN MACHINES AND DEVICES

4HIS SECTION FOCUSES ON %VENT (UBS WE CAN REFER THIS TECHNOLOGY ASORWKESSASHESOVEA (440 2%34
REQUEST %VENT (UBS IS PART OF 3ERVICE "US %VENT (UBS IMPLEMENESSSBERCLONSUMER - - TECHNOLOGY

&OR MORE INFORMATION ABOUT %VENT (UBS SEE THE FOLLOWING LINK
HTTPS AZURE MICROSOFT COM EN US SERVICES EVENT HUBS

3ETUP IN IZURE #REATING .AME3PACE

"EFORE GETTING THE PARAMETERS TO CONNECT TO %VENT (UB IT IS NECESSARETOE REMAEFPACGERSKIP THIS
SECTION IF YOU ALREADY HAVE ONE

'O TO THE !1ZURE %VENT (UB OORTAL
HTTPS MANAGE WINDOWSAZURE COM

3ELECT TRERVICE "WSENU T THE BOTTOM OF THE "US SERVICE MANAGER SCREEN YOI9.WIIRUSEDM WITH
A PLUS IMAGE CLICKONIT ! POP UP WINDOW WILL APPEAR WHERE YOUNMESSRASELEI?R6%.4 (5"

&IGURE #REATE NEW .AMESPACE




#LOUD #ONNECTORS

3ETUP IN IZURE #REATING AN %VENT (UB

“N THIS SECTION WE WILL CREATE AN %VENT (UB THAT WILL RECEIVE OURDMTAFRRMWESHNE INTO THE 3ERVICE
"US WE HAVE PREVIOUSLY CREATED WE CAN SEE A MENU ON THE TOP OF THE SEREERD CHERSEZENT (UBS

AND #REATE A .EW %VENT (UB

&IGURE #REATE .EW %VENT (UB |

IFTER CLICKING ON THIS MENU A NEW SCREEN WILL APPEAR T THISCRENTEVAENEN EVENT HUB CLICKING ON T
BOTTOM LEFT ICON LABELED AS .EW

&IGURE #REATE A .EW %VENT (UB I

IFTER CLICK THIS BUTTON A POP UP WINDOW RAISES ABOVE AND YOUTAREREAWEABNEEVENT HUB WE ARE GOING
CHOOSKUICK CREATPTION TO MAKE THIS STEP EASIER

&IGURELUICK #REATE




#LOUD #ONNECTORS

4YPE YOUR EVENT HUB NAME AND #REZKE A NEW EVENT HRIBTTON TMISH THE COGURATION PROCESS

&IGURE 4YPE THE NEW %VENT (UB NAME

90U HAVE CREATED AN %VENT HUB FOR ONE DAY DATA RETENTION WHICH MEANSVIHABEYRERRTONE DAY 4HIS
METHOD SETS A PARTITION SECTION WITHWHALCHEMEANS THE NUMBER OF PARTITIONS THE %VENT (UB MAY HAVE

3ETUP IN IZURE 3ETTING UP SHARED ACCESS IN %VENT (UB

7E SET UP A SHARED DIRECTIVE TO SEND DATA WITH CUSTOM CREDENTIALS /NCE VIENENHEREFFORMEATION BY
CLICKING ON EVENT HUB THESE CREDENTIALS CAN BE SET WBURAHEBNCSECTION THIS MENU IS ON TOP OF ~
SCREEN

&IGURE #ON1GURE THE %VENT

#LICK ON THEONGUREOPTION AND A NEW SCREEN WILL BE DISPLAYED (ERE YORUBENMEINSAGE RETENTION EVEN
HUB STATE PARTITION COUNT AND SHARED ACCESS POLICIES 4HISERICREBE PEHKRES MANAGES CREDENTI/
TO SEND AND LISTEN MESSAGES OR BOTH ACTION WE WILL CREATE A NEW CREISRGES TOSSENRED ACCESS
POLICIESTYPE A NAME FOR YOUR KEY AND IN THE PERMISSIONS DROP DOWN MENRGSEPEEMISSION 4HEN
PRESSSAVEON THE BOTTOM OF THE SCREEN




#LOUD #ONNECTORS

&IGURE #ON1GURE THE %VENT OERMISSIONS

&INALLY WE WILL COPY THE INFORMATION NEEDED TO CONNECT THE %VENTNUERDERNECDOR HAT GO TO THI
$ASHBOARDDF THE %VENT (UB AND SEBERT #ONNECTION 3TRING

&IGURE %VENT (UB $ASHBOARD




#LOUD #ONNECTORS

#OPY THEFONNECTION 3TRINGAT APPEARS IN THE SCREEN

&IGURE #ONNECTION 3TRING

7E WILL EXTRACT THE INFORMATION NEEDED TO CONNECT THE -ESHLAOWREOMANBTRING®U HAVE TO COPY

THE.!-%304#% THE$"2%#4"6%7?.1-%  THE$"2%#4"6%?+%9AND THE66%.4(5"?.!-% FROM THE STRING AS THE
FOLLOWING EXAMPLE

AMESPACE %NDPOINT SB.!-%30%#%  SERVICEBUS WINDOWS NET 3HARED!CCESS+EN2A0#2“6%7?
1-%  3HARED!CCESS+ER2%#4“6%?+%PoNTITY0ATH6%.4(5"?.!-%

.OTE THAT THE NAMESPACE IS ONLY A PART OF THE STRING %NDPOINT UIEOBSEIBINQEITHER THE
SERVICEBUS WINDOWS RERT




#LOUD #ONNECTORS

#ON1GURATION

IS RESULT OF PREVIOUS STEPS WE SHOULD HAVE A NAMESPACE A DIRBRECZH NEMEYAND AN EVENT HUB NAME
4HESE ARE THE MAIN PROPERTIES WE SHOULD SET IN THE -ANAGER 3YSURE AN GUENT (UB CONNECTION

.OW WE CAN ACCESS THE -ESHLIUM -ANAGER AND HWUE !ZURE %VENT (EBBDS WITH THE PREVIOUSLY OBTAINE
CONGURATION

&IGURE #ON1GURING !ZURE %VENT (UBS IN -ESHLIUM

.AMESPACE .AME OF THE SPACE CREATED IN THE [ZURE SERVICE CLOUD
$IRECTIVE NAMEAME OF THE DIRECTIVE CREATED IN IZURE
$IRECTIVE KEYEY OF THE DIRECTIVE ASSOCIATED TO THE PREVIOUS NAME
AME .AME OF THE %VENT (UB ESTABLISHED IN |ZURE
4EMPLATE 1LESSERS CAN DNE THEIR OWN DATA STRUCTURE USING THESE WILD CARDS
“‘$ SNIQUE IDENTLER FOR DATA
“$?7130 “DENTIES THE 7ASPMOTE UNIT
“$?73%#2%4 3ECRET IDENHER
3%.3/2 “‘DENTIES THE SENSOR
6!,5% 6ALUE OBTAINED FROM THE SENSOR
43 C $ATE WITH CUSTOM FORMAT 4HE PARAMETER PASSED IN THIS WILD CARDTTDRRESRMEDNES YOU CAN

USE IN 0(0 DATE FUNCTION SEE FORMAT PARAMETERS IN
HTTP PHP NET MANUAL ES FUNCTION DATE PHP REFSECT FUNCTRANEAERPA




#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

/INCE YOU HAVE SAVED THEIGDMRATION YOU CAN START SENDING YOUR DATA VIA %VENT (UB TO YOBR !ZURE
PRESSING THHARTBUTTON 90U WILL NOTICE ABOUT IT BECAUSE THE SCREEN SHOWS A SPEWIN{E \WREEE$8-
STARTS AND DISPLARBMNINGTATUS

&IGURE !ZURE %VENT (UBS SYNCHRONIZATION SERVICE IS RUNNING

“‘F YOU WANT TO STOP THIS PROCESS JUSTFPRESSUMBON 90U CAN START STOP THIS PROCESS WHENEVER YOU

&IGURE !ZURE %VENT (UBS SYNCHRONIZATION SERVICE IS STOPPED




#LOUD #ONNECTORS

-ICROSOFT !ZURE “O4 (UB

IZURE"O4 (UB IS A FULLY MANAGED SERVICE THAT ENABLES RELIABLE ANRESHTURA BTIOMMUNICATIONS BETWEE
MILLIONS GNTERNET OF 4HING& DEVICES AND A SOLUTION BACK END /NE OF THE BIGGEST CHAOAERRSBERETHAT
FACE IS HOW TO RELIABLY AND SECURELY CONNECT DEVICES TO THE SG WDDREFSCKRHESIDHALLENGEB

/ SERS RELIABLE DEVICE TO CLOUD AND CLOUD TO DEVICE HYPER SCALE MESSAGIN

%NABLES SECURE COMMUNICATIONS USING PER DEVICE SECURITNDORECESS BOSIAROL

“NCLUDES THE MOST POPULAR COMMUNICATION PROTOCOLS

-ORE INFORMATIONTTPS WWW MICROSOFT COM EN US CLOUD PLATFORM INTERNBIRI- OHISIGISAZ

7ITH THIS PLUGIN -ESHLIUM CAN SEND MESSAGES TO YOUR CLOUD BACK END

&IGURE !ZURE “O4 (UB PLUGIN




#LOUD #ONNECTORS

2EGISTER -ESHLIUM IN IZURE OORTAL

40 REGISTER -ESHLIUM IN IZURE OORTAL YOU HAVE TO FOLLOWTTSIEARUEIEWITH !ZUBE (UB FOR *AVA
HTTPS AZURE MICROSOFT COM EN US DOCUMENTATION ARTICLESAYA KBET SAXRTED

4HE GUIDE EXPLAINS HOW TO CRE®BEHWBBIAND A DEVICE ENTITYS IMPORTANT TO ANNOTATE THE CONNECTION S
GENERATED AFTER CREATING THE DEVICE ENTITY 90U WILL NEED THIS PARAMEEER IUM ERSORAHDON

“N THE -ICROSOFT !ZURE OORTAL"GAO(UB MENU AND SELECT
$EVICES MY#REATEDS$EVICE 3HARED ACCESS POLICIES IOTHUBOWNER #ORNECTPEGNVRARY KEY

90U HAVE TO ANNOTATE THE VALUELEBEOTHIS

&IGURE INNOTATE THE VALUE OF THE 1ELD




#LOUD #ONNECTORS

#ON1GURATION

90U WILL USE THE PREVIOUSLY OBIT@GNMHECTION STRARGM THE !ZURE PORTAL TOGPHETYOUR -ESHLIUM AS A
VALID SENDER OF MESSAGES

-ICROSOFT !ZURE4 (UB PLUGIN IS LOCATED IN
#LOUD #ONNECTORREMIUM #LOUD 0ARTMERZURE‘O4 #LOUD

‘N THE #ONGURATION PANEL THE USER CAN SET

#ONNECTION 3TRINEONNECTION STRING PREVIOUSLY COPIED
.UMBER 2EQUESTS.UMBER OF REQUESTS TO SEND PER ITERATION
3YNC “NTERVALUME DURATION IN SECONDS BETWEEN SYNCHRONIZING DATA BATCHES

OROTOCO#HOOSE THE PROTOCOL TO COMMUNICATE WIDH (dBREALID PROTOCOLS ARE BY DEFAULT
1-103 AND (4403

,OG ,EVEL 'ENERATE LOG MESSAGES &ROM FEWER TO MORE DETAILS THE LEVELS ARE/ /8%"8622/2
2%0/24 $EFAULT IS /&&

&IGURE !ZURE “O4 (UB CON1GURATION PANEL




#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

/INCE CONGURED THE SERVER BROKER THE USER CAN LAUNCH THE -ESHLIUM -|IGROSBRSCRIFRESTART BUTTON
4HE PROGRAM WILL SEND TEST MESSAGES TO THAEUBJREATFORM VIA THE SELECTED PROTOCOL 4HE STATUS IN
DISPLAYS THE CURRENT STATE28ANN&GOR 3TOPPED

&IGURE !ZURE “O4 (UB SENDER IS RUNNING

90U CAN STOP THE [ZUBRE(UB PROGRAM ANYTIME CLICKING C3TDRBUTTON

&IGURE [ZURE “O4 SENDER IS STOPPED




#LOUD #ONNECTORS

%NSURA

4HE %NSURA #OMMAND #ONTROL PLATHFORM WWW ENSURACC O@MAGES LIVE AND RECORDED VIDEO AUDIO Al
DATAROWS AND SHOWS SIMULTANEOUS LIVE AND RECORDED VIEWS INGVSIMBEEWINEM PROVIDES SERVER SID
AND SENSOR SIDE 6IDEO #ONTENT INALYTICS FOR ALL VIDEO CHXNNEIRIGEHRED ALERTS FROM ANY RD PA
END ELEMENT

4HE SYSTEM SUPPORTS BIOMETRIC AND FACE RECOGNITION MODULES !.02EEYS#EMERQICSOLUTIONS 3ECURI
AND &AILSAFE PLATFORMS /PEN ENDED AND INTEGRATION AGNOSIISYSDEVISADMN BE RAPIDLY SBITE/ELY
INTEGRATED INTO AN %NSURA DEPLOYMENT

%NSURA SUPPORTS EVENT DRIVEN TRIGGERING OF ACTIVITIES THROUSKD SURPERYSHNENVON OF PREADNED
SCENARIOS FOR MANAGEMENT OF ROUTINE AND EMERGENCY EVENTS

%NSURA ENABLES USERS TO MANAGE MULTIPLE REMOTE SITES USING INEEIRGAEELIESPLAYING REAL TIME Al
ARCHIVED DATA OF ALL MONITORED SITES CONCURRENTLY

%NSURA USES ITS 3ENSOR 3ERVER TO RECEIVE DATA FROM THE -ESHLIUMADERECEESVER (4

#ON1GURATION

&IGURE #ON1GURING %NSURA IN -ESHLIUM

3ERVERIHE"0 ADDRESS OR THE 52, OF YOUR %NSURA 3ENSOR 3ERVER
OORT4HE PORT NUMBER ON WHICH THE %NSURA 3ENSOR 3ERVER IS LISTENING FOR CONNECTIONS
#LIENT +EY4HE IDENTER THAT THE %NSURA 3ENSOR 3ERVERIEEDONO ACCEPT INFORMATION FROM

,OG ,EVEL 4HIS IS THE LOG LEVEL USED BY THE CLOUD CONNECTOR WITHIN THE -ES#+QULND BEVIEXCEPT
FOR DEBUGGING PURPOSES

4HIS DATA WILL BE PROVIDED BY THE ADMINISTRATORS OF THE %NSURA PLATFORM

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE FOR ALL DATA THAT HAS NOT BEEN BNRGHREDIZOARSER TABLE EACH TIM
90U CAN START AND STOP THE DATA SYNCHRONIZATION TO THE %NSURANSENSORTHHPAHE YOU CAN SEE AN
INDICATOR OF WHETHER THE STATUS SERVICE IS RUNNRG CRCIOBNARTTHE SYNCHRONIZATION WILL BEGIN

&IGURE %NSURA CLOUD CONNECTOR STATUS 3TOPPED

90U CAN STOP THE SYNCHRONIZATION AT ANY MOMENT CLICKRIOBEIN TEN

&IGURE %NSURA CLOUD CONNECZORNSNGTUS




#LOUD #ONNECTORS

“‘NISWIFT

&OR MORE DETAILS ON THE PLATFORM PLERSESVISMVWISWIFT COMND REVIEW SWIFT,AB DOCUMENTATION

#ON1GURATION

“N ORDER TO PUBLISH DATA FROM THE -ESHLIUM 'ATEWAY SWIFABROKER YOU WILL NEED TO LOGIN TO THE -ESF
-ANAGER FOR CIOBURATION .AVIGATE AIGUD #ONNECTRDRASIC #LOUD OARTN¥ERNLISWIFT 90U WILL NEED TO
COMPLETE THE FOLLOQWLRS IN THEUSWIFT #AMEURATION

&IGURE #ON1GURATION PANEL

7ITH THIS PLUGIN THE 7ASPMOTE SENSOR DATA CAN BE DIRECTLY INTEGRAWEFIMFBROKER

OULL REQUIREDITEMNRATION INFORMATION FROMIFY PORTAL USING EMAIL ID CREATED IN PREVIOUS STEPS

&IGURE IN1ISWIFT PORTAL




#LOUD #ONNECTORS

“0 IDDRESS 4HIS IS THE BROKERDDRESS BETAS8WIFT COM OF THE 'ATEWAY YOU WANT TO CONNECT TO
OORT .UMBER 4HIS IS THE PORT YOU OPENED UPOSWRMNION OF -ESHLIUM PLUGIN
5SER 4HIS IS THE USERNAME OF THE DEVICE CREATED AND TO BE SUPPUGDRFUOONCON-ESHLIUM PLUGIN

OASSWORDIHIS IS THE PASSWORD OF THE DEVICE CREATED AND TO BE SUPRIGEIRAPONOGBN OUR -ESHLIUM
PLUGIN

#LIENT “$ 4HIS IS THE DEVISEROM $%6t% #/.3/,% PAGE AND TO BE SUPPLIED UPON CGNRATION OF -ESHLIUM
PLUGIN

40PIC 4EMPLATHHIS IS THE TOPIC YOU SUPPLIED UPBBUBRANION OF -ESHLIUM PLUGIN

-ESSAGE 4EMPLATEAHIS IS THE MESSAGE TEMPLATE OF THE DATA YOU WANT TO SEND -ESHLIUM GENHRATE:!
TEMPLATE BUT YOU CAN PROVIDE YOUR OWN IF IT IS ALIGNED WITH RECIESHILONS S

-ESHLIUM WILL START TO LISTEN FOR AND INGEST DATA COMING FROMYYTHERNIHORVEA RN I TTBWIRSG CLOUD

#ONTROLLING SYNCHRONIZATION

/INCE IN1SWIFS SWIFT06 SERVER BROKER.SUFHD THE USER CAN LAUNCH THE -ESHEWNMTSCRIBTARBUTTON
4HE PROGRAM WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCALIC2ENMBASIEMND THIE SWIFT,AB PLATFOR
VIA THEL44 PROTOCOL 4HE STATUS INDICATOR DISPLAYS THE CURRENTZIMNIRGARBN®PPED

&IGURE SWIFT,AB “O4 SENDER IS RUNNING

90U CAN STOP THESWIFTO4 PROGRAM ANYTIME BY CLICKING GNORHUTTON ON THE BOTTOM OF THE PAGE

&IGURE SWIFT,AB “O4 SENDER IS STOPPED




#LOUD #ONNECTORS

S5BICAMOVIL

SBICAMOVIEO4 IS ANO4 7EB “NTERFACE TO CONNECT AND MANAGE YOUR DEVICES AND ALLOWS YOU TS CREA
BASED ON THE DATA TRANSMITTED BI4YQEMRCES OR THINGS EVEN WITH -ESHLIUM AND 7ASPMOTE

-ORE INFORMATION CAN BE FOUNDIAT CELLFORCE MX OUBLICACION NOTICIA

#ON1GURATION

4HE 5BICAMOVID4 PLUGIN IS CKNURED WITH THE FOLLOWING PARAMETERS

(OST 10T UBICAMOVIL COM
OORT
#LIENT“$ ISSIGNED BY 5BICAMOVIL THROUGH THE WEB SERVICE USING THE USERNAME

IFTER UPLOADING THESE PARAMETERS SAVEGTHRATION BY CLICKINGAVEBUTTON

&IGURE 5BICAMOVIL PANEL

#ONTROLLING SYNCHRONIZATION

"Y PRESSING THHARBUTTON THE #LOUD #ONNECTOR WOULD START TO SEND THE DATA TO THE DATABASE OF T
IN 5BICAMOVIL

90U CAN SEE THE INFORMATION ALSO,OR THAB

&IGURE 5BICAMOVIL SENDER IS STOPPED




#LOUD #ONNECTORS

"ASIC #LOUD OARTNERS
ILIBABA #LOUD

ILIBABA #LOUD IS A CLOUD PLATFORM PROVIDED BY ILIBABA 4HFRRO\ADESRMVIDE VARIETY OF CLOUD SERVICES
AS WEB HOSTING ELASTIC COMPUTING BIG DATA ANALYTICS OR DATABASE SERVICES

“N THIS CASE THE DATA IS STORED IN A -ONGO$" DATABASE -ORE INFORMATION ABCEJCANIBESEBRUND THROUGH
THE FOLLOWING WMWRV ALIBABACLOUD COM PRODUCT APSARADB FOR MONGODB

2EGISTER -ESHLIUM IN ILIBABA #LOUD

.EITHER -ONGO#$" NOR !LIBABA #LOUD REQUIRES TO REGISTER YOUR -ESHLIUM DEVACBS_THE DUMPED INTO THE
DATABASE REGARDLESS OF THE DEVICE WHO MAKES THIS OPERATION

#ON1GURATION

“N ORDER TO SYNCHRONIZE THE LOCAL DATA OF YOUR -ESHLIUM DEVIEEGNIDHYOBABIOULD CREATE A -ONGO$"
DATABASE ON !LIBABA #LOUD /NCE CREATED YOU WILL BE PROHOEDRORAFSERANDPASSWORBVHICH ALLOWS
YOU TO ACCESS TO YOUR -ONGO$" SHELL

4HEN YOU WILL NEED TO CREATE A -ONGO$" DATABASE AND A COLLECTION INSBE THHBSDBANBBE DONE

IN DEERENT WAYS THE EASIEST ONE IS TO CONNECT TO YOUR -ONGO$" SHELL USINS OBEATWREDENTIAE
PREVIOUS STERTPS DOCS MONGODB COM TUTORIALS CONNECT TO MONANDBISERIOREATEDANEABASEND
THECOLLECTIGWNITPS DOCS MONGODB COM MANUAL CORE DATABASES AND COOTECH TS IT DOES NOT MATTER
HOW YOU CREATE ORGURE YOUR COLLECTION OR DATABASE THE CONNECTOR WILL ONLY ATTEMPT TO DUMP
GIVEN DATABASE AND COLLECTION WITHOUT ANY FURTHER CHECK INS

‘N THE #ONGURATION PANEL THE USER CAN SET

(OST -ONGO$" ILIBABA #LOUD HOST OBTAINED IN THE PREVIOUS STEP

OORT-ONGOS$" ILIBABA #L.OUD PORT OBTAINED IN THE PREVIOUS STEP

5SER -ONGO$" ILIBABA #L.OUD USER OBTAINED IN THE PREVIOUS STEP

OASSWORDONGOS$" ILIBABA #LOUD PASSWORD ASSOCIATED TO THE USER OBTAINED IN THEPPREVIOUS S
$ATABASE-ONGO$" ILIBABA #LOUD DATABASE NAME OBTAINED IN THE PREVIOUS STEP
#OLLECTIOMONGOS$" ILIBABA #LOUD COLLECTION NAME OBTAINED IN THE PREVIOUS STEP
2EQUESTSUMBER OF REQUESTS TO BE SENT FROM -ESHLIUM TO THE CLOUD IN EACH ITERATION

,OG LEVEISETAIL LEVEL IN LOG MESSAGES &ROM FEWER TO MORE DETAILS THE LEVELS ARBY%&R %22
AND 2%0/24 $EFAULT I/

&INALLY CLICK ON3AVE BUTTON FOR STORING THEURANIANELDS




#LOUD #ONNECTORS

&IGURE LIBABA #LOUD CON1GURATION PANEL

#ONTROLLING SYNCHRONIZATION

/INCE CONGURED THE CONNECTOR THE USER CAN LAUNCH THE -ESHLIUM $UMMY BTRON IHERARBDGRAM WILL
SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE AND WILL SENBLTHEM Z9ELSBABUS INDICATOR
DISPLAYS THE CURRENT STATE28ANN&OR 3TOPPED

&IGURE ILIBABA #LOUD SENDER IS RUNNING

90U CAN STOP THE ILIBABA PROGRAM ANYTIME CLICKIRGOPBUHEON

&IGURE ILIBABA #LOUD SENDER IS STOPPED




#LOUD #ONNECTORS

IMAZON “O4

IMAZON 7EB 3ERVICE®4 ENABLES SECURE Bl DIRECTIONAL COMMUNICATIONBERMEESONNECTED THINGS SUC
AS SENSORS ACTUATORS EMBEDDED DEVICES OR SMART APPLIANCESLAND TNHERZS AND (440

-ORE INFORMATIONTTP _AWS AMAZON COM IOT

7ITH THIS PLUGIN 7ASPMOTE SENSOR DATA CAN BE DIRECTLY INTEGRATEDWITBU HR2BNR

&IGURE IMAZON “O4 PLUGIN

2EGISTER -ESHLIUM IN IMAZON “O4

40 REGISTER -ESHLIUM IN IMAZOM YOU HAVE TO CREATHIGIN YOUR IMAZON !73“04 DASHBOARD ATTACH A
SECURITY CEBRATE AND POLICY STATEMENT AND COPY THE PARAMETERS TO THE PLUGIN &010 BRGIHESE $OER
-ESHLIUM

3ELECT 173 “O4 IN THE IMAZON $ASHBOARD

&IGURE 3ELECT 7304

#REATE A4HING

&IGURE #REATE A THING




#LOUD #ONNECTORS

&IGURE OUSH THE BUTTON TO CREATE A THING

&IGURE DD YOUR DEVICE TO THE THING REGISTRY

#REATE A SECURITY CERTE AND DOWNLOADLTHE FOR LATER USE

&IGURE 3ELECT #REATE CERTI1LCATE




#LOUD #ONNECTORS

&IGURE 3AVE THE CREDENTIAL 1LES WHEN CONNECTING DEVICE

#REATE A POLICY WITH THE PARANIBETERED

&IGURE #REATE A POLICY




#LOUD #ONNECTORS

&IGURE &ILL THE POLICY FORM

ITTACH A POLICY

&IGURE 3ELECT ITTACH POLICY




#LOUD #ONNECTORS

&IGURE ITTACH THE POLICY TO THE CERTI1CATE

#0OPY THE (4403 CONNECTION STRING FOR LATER USE

&IGURE 3ELECT THE THING CREATED




#LOUD #ONNECTORS

&IGURE INNOTATE THE VALUE OF THE 1ELD

“T IS IMPORTANT TO ANNOTATE THEJRAONON DISPLAYED AND SAVE THE CREESNWAEN CONNECTING THE
DEVICE 90U WILL NEED THESEAND PARAMETERS LATER FOR THE -ESHEURATGDN

#ON1GURATION

90U WILL USE THE PREVIOUSLY OBTAIREIREATNN FROM THE"®@3 PLATFORM TO CERTE YOUR -ESHLIUM AS A VALID
SENDER G4 MESSAGES

‘N THE #ONGURATION PANEL THE USER CAN SET

OUBLIC KEY5SER PUBLIC KEYE PREVIOUSLY DOWNLOADED

ORIVATE KEY5SER PRIVATE KE¥E PREVIOUSLY DOWNLOADED
#ERTILCATEERTICATHELE PREVIOUSLY DOWNLOADED

(OST (4403 CONNECTION STRING PREVIOUSLY ANNOTATED

OORTI!73 “O4-144 PORT BY DEFAULT FOR -144

#LIENT“$ 173 “O4 #LIENT IDEMITATION

103 1UALITY OF 3ERVICE LEVELS FOR PUBLISHING AND SUBSCRIBING TO A TOPIC

,OG ,EVEL 'ENERATE LOG MESSAGES &ROM FEWER TO MORE DETAILS THE LEVELS ARE/ /8%"8622/2
2%0/24 $EFAULT IS /&&

40PIC TEMPLATEOPIC OF YOUR MESSAGE 4HE USER CAN USE THESE WILD CARDS CREMEIGGAREEBIREAL
“‘$ 5NIQUE IDENTLER FOR DATA
-%3(, “5- (OST NAME OF THE -ESHLIUM UNIT
“$?7130 “DENTIES THE 7ASPMOTE UNIT
“$?73%#2%4 3ECRET IDENHER
3%.3/2 “‘DENTIES THE SENSOR
6!,5% 6ALUE OBTAINED FROM THE SENSOR

4 “%341-0 -Y31,4 “%34-0 TYPE 9999 -- $$ ((-- 33 54#
-ESSAGE TEMPLATEPATA STRUCTURE OF YOUR MESSAGE 4HE USER CAN USE THESE WILD CBBDSMIREBTING
CONTENT

“‘$ 5NIQUE IDENTLER FOR DATA
-%3(, “5- HOST NAME OF THE -ESHLIUM
“$?7130 “‘DENTIES THE 7ASPMOTE UNIT
“$?73%#2%4 3ECRET IDENR
3%.3/2 “DENTIES THE SENSOR
6!,5% 6ALUE OBTAINED FROM THE SENSOR
4 “%34!-0 -Y31,4 “%34I-0 TYPE 9999 -- $$ ((-- 33 54#




#LOUD #ONNECTORS

&IGURE MAZON “O4 CON1GURATION PANEL

#ONTROLLING SYNCHRONIZATION

INCE CONGURED THE SERVER BROKER THE USER CAN LAUNCH THE -ESHLEMMSGRIPON3TART BUTTON  4HE
PROGRAM WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DAT ABASEMAND TWE INGEACDU PLATFORM
VIA-144 PROTOCOL 4HE STATUS INDICATOR DISPLAYS THE CURRENTZIMNIRGARBN®PPED

&IGURE IMAZON “O4 SENDER IS RUNNING

90U CAN STOP THE IMAZOK PROGRAM ANYTIME CLICKING GYOPRIBUTTON

&IGURE IMAZON “O4 SENDER IS STOPPED

/INCE THE SYNCHRONIZATION IS RUNNING YOU CAN CHECK THE RECEPTIORSOPN FEIMERZA®4 SERVICE USING
THE -144 MESSAGE MONITOR

HTTPS DOCS AWS AMAZON COM IOT LATEST DEVELOPERGUIDE VIEVGHOHTMESSA




#LOUD #ONNECTORS

IMPLIA S /PEN'ATE
#ON1 GURATION

“NSIDE THE IMPLB\PLUGIN YOU CIAND THE BERENTELDS THAT YOU MUST.GORE FOR USING YOUR -ESHLIUM AGAINS
/IPEN'ATE

&IGURE IMPLIA #L.OUD #ONNECTOR CON1GURATION PANEL

3ERVER (OSOU MUST ENTER THE HOST NAME THAT YOU ARE GOING TO USE FOR COLLBMCENENTISE -ESHLIU
3ERVER OORAHE PORT WHERE THE HOST IS ACCESSIBLE
10“+EY 3ECURITY KEY USED FOR VALIDATING THE ACCESS TO THE (OST

#LICK ON THEAVE BUTTON FOR STORING THEURANIQNELDS

IFTER THAT PRESS 3HERTBUTTON AND YOU WILL START TO RECEIVE DATA ARSREBEESBINIUM

“F YOU WANT TO STOP THE EVENT SENDING JUST3PREIBJTHEN

“N THE /PEN'ATE /33 WEB PORTAL YOU COULD CHECKERENTI VALUES COLLECTED BY -ESHLIUM AND BY THE 7ASPM
UNITS WHICH HAVE SENT MESSAGES USING GHREIDNESHLIUM AS GATEWAY

(OW TO GET YOUR OWN !0“ KEY

&OR GETTING YOUR OVWKEY YOU HAVE TO SEND AN E MANEDOAMPLIA EAND IMPLIA 3OLUTIONS WILL PROVIDE ONI
FOR YOWN THE SAME MAIL SEND THE SERIAL NUMBER OF YOUR DEVICE FOR CRERPENNGTH MLAHEORM




#LOUD #ONNECTORS

IVEVA 7TONDERWARE
7ONDERWARE /NLINE “NSIGHT #LOUD OLATFORM

“F YOU DONALREADY HAVE A VALID 7ONDERWARENSLEYH ACCOUNT YOU CAN GET ONE FOR FREE BY REGISTE
EITHER 7ONDERWARERTH IMERICAN OR %UROPEAN INSTANCE

.ORTH IMERICA WEBSIFETPS ONLINE WONDERWARE COM
%UROPEAN WEBSHEPS ONLINE WONDERWARE EU

.EXT CLICK ON TRBESN UPBUTTON IN THE TOP RIGHT CORNER TO GET STARTED 4HEN COMPLETE THE REGISTRAT

&IGURE 7ONDERWARE /NLINE “N3IGHT LANDING PAGE VAUATEISNORET STARTED

90U WILL THEN BE PROMPTED TO CREATE YOUR 7ONDERWNGREHNVLSYEUTION OROVIDE ANY NAME THAT YOU LIKE
YOUR NEW SOLUTION THAT WILL CONTAIN YOUR SOON TO BE PUBLISHED DATA

/INCE YOUR SOLUTION HAS BEENHDE CREATE A NEW #36 *3/. DATA SOURCE 40 CREATE A #36 *3/. DATA SOUR(
ACCESS THE IDMINISTRATION PAGE AS SHOWN BELOW

&IGURE 7ONDERWARE /NLINE “N3IGHT IDMINISTRATION EAEEMENU A

/INCE IN THE ADMINISTRATION PAGE CLEZKRAOROURCES




#LOUD #ONNECTORS

&IGURE 7ONDERWARE /NLINE “N3IGHT IDMINISTRATION PAGE

#LICK THE ICON TO CREATE A NEW DATA SOURCE

&IGURE $ATA 30OURCES MENU OPTION HIGHLIGHTING HOW #85 CB EBAEAAINEVRCE

OROVIDE ANY NAME THAT YOU LIKE FOR YOUR NEW #36 *3/. DATA SOUBKIE AND C

/INCE YOUR NEW DATA SOURCE HAS BEEN CREATED YOU WILL BE“ZHOWRNTECWTION TOKEN #LICK @QHHE
ICON TO COPY THIS STRING TO THE CLIPBOARD




#LOUD #ONNECTORS

&IGURE .EW #36 *3/. DATA SOURCE

#ON1 GURATION

40 GET STARTED YOU WILL SIMPLY NEED

' VALID 7ONDERWARE /NLINE ACCOUNT WITH ADMINISTRATIVE ACCESS TO A SOLUTI
! DE INED #36 *3/. DATA SOURCE IN YOUR 7ONDERWARE /NLINE SOLUTION
4HE '0“40KEN KEY FOR AUTHENTICATION FROM YOUR #36 *3/. DATA SOURCE TO PAUBAISH YOUR D

“F YOU ALREADY HAVE A VALID 7TONDERWAREABNEHNEACCOUNT PLEASE COPY YAWRHBNTICATION TOKEN FROM THI
DELNED #36 *3/. DATA SOURCE AND PASTE IN THE 4THKHENAS SHOWN BELOW

'O TO #LOUD #ONNECTDRASIC #LOUD 0ARTNEERONDERWARE /NLINESIGHTS

“N THE #ONGURATION PANEL THE USER CAN SET

%NDPOINT7ONDERWARE /NLINESIGHT UPLOAD ENDPOINT FOR #36 *3/. PAYLOADS

&OR THE UPLOAD ENDPOINT YOU CAN SPECIFY EITHER THE .ORTH IMERICAN OR\%BEROPEAN INSTA

&OR MORE INFORMATION ON SERHEDICE BETWEEN THESE TWO REGIONS PLEASE REVIEW THE TRUST V
THIS LINKTTPS WWW WONDERWARE COM TRUST@RDERHEHE HEADINGSBFA 2ESIDENCY AND $IGITAL
30VEREIGNTY

40KEN !UTHENTICATION TOKEN OBTAINED FROM YOUR 7ONDERWARE /NLINE SOLUTIONDBKGURATIIRCE C
MENU SEE BELOW FOR AN EXAMPLE #OPY AND PASTE IT FROM YOUR 7ONNERWRRELNIO HERE

,OG ,EVEL 3ELECT BETWEEN 6%2"/3% %22/2%&/ AND $%4! “,%$ TO LOG THE APPROPRIATE LEVEL OF DIAGNC
INFORMATION AS NEEDED




#LOUD #ONNECTORS

3YNC “NTERVAAREQUENCY AT WHICH THE DATA IS SYNCHRONIZATION TO THE CLOUD
3YNCHRONIZED TAEEAR THE SYNCHRONIZED TAGS IF YOU WISH TO CREATE THEM AGAIN

&IGURE 7ONDERWARE /NLINE “NSIGHT #ON1GURATION PANEL

#LICK ON THEAVE BUTTON FOR STORING THEURANIANELDS

#ONTROLLING SYNCHRONIZATION

7ITH ALL ENTRIES OF THESTLBATIANLED YOU CAN START THE CONNECTOR BY CLICGRINSEUNT TR

&IGURE 7ONDERWARE /NLINE “NSIGHT SENDER IS RUNNING

90U CAN STOP THE PROGRAM ANYTIME CLICKINSG @™BIUHAHE ON

&IGURE 7ONDERWARE /NLINE “NSIGHT SENDER IS STOPPED

3UPPORT

.EED HELP 7RITE TBEEDBACK WONDERWARE GOUR QUESTIONS WILL BE ANSWERED HELPING YOU TO GET STAF




#LOUD #ONNECTORS

"ASE.

&OLLOW THIS SHORT INSTRUCTION TO GET -ESHLIUM SYNCHRONIZED TORBWSEINGAAFORKBUIDE ASSUMES THAT
YOU ARE ALREADY A CUSTOMER OF "ASE. AND HAVE ACCESS TO YOUR "ASE. ADMIN WIKI

#ON1 GURING -ICROAGENT RECEIVER IN THE "ASE. OLATFORM

‘N YOUR CHOSEN WIKI PAGEGIE THE FOLLOWING MINIMUM SETUP FOR SYNCHRONIZING WITH TBHMMASE. OLATF

&IGURE #ON1GURATION OF -ICROAGENT 2ECEIVER

“D 5NIQUE‘$ OF THIS -ICROAGENT RECEIVER

OATH -EASUREMENT DATA PATH FOR DATA STORAGE

5SERNAME 5SERNAME FOR AUTHENTICATION OF -ICROAGENT RECEIVER
OASSWORMASSWORD FOR AUTHENTICATION OF -ICROAGENT RECEIVER

#ON1 GURING "ASE. OLATFORM IN -ESHLIUM
5SE THE SAME -ICROAGENT RECEIVER PARAMETERS IN THE -ESHLIUM "ASE. #LOUR #ONSEC
"ASE. PLUGIN IS LOCATED IN

-ANAGER 3YSTEM #LOUD #ONNECTORASIC #LOUD OARTMERASE.

&IGURE #ON1GURING "ASE. OLATFORM IN -ESHLIUM




#LOUD #ONNECTORS

"13%.?52, SSUALLY HTTP CUSTOMERNAME BASEN COM ?UA CUSTOMERNAME
"13%.? “$ S5NIQUE“$ OF THIS -ICROAGENT RECEIVER

"13%.753%2 5SERNAME TO AUTHENTICATE THE -ICROAGENT RECEIVER
"13%.?01337/2$ OASSWORD TO AUTHENTICATE THE -ICROAGENT RECEIVER

IFTER SETTING THE PARAMETERS SAVEGHERATOBN CLICKING OSAWEICON

3TART "ASE. #LOUD #ONNECTOR

#LICK ONSTARTFOR #LOUD 3YNCHRONIZATION ! GREEN ICON SHOULD START ROLLNGHRONIRAIADH SYRUNNING

6ERIFY "ASE. #LOUD #ONNECTOR SYNCHRONIZATION

‘O TO THE "ASE. OLATFORM WIKI WHERE THE -ICROAGENT 2ECEIVER AND -ICR@BGHERREQMEURED AND CHECK
UNDERSEBUG'NFORMATION FOR IBND 3TATSTHAT THE /BSERVER 2EQUEST #OUNTS DOES SHOW REQUESTS ARRI




#LOUD #ONNECTORS

“IZ “NTELLIA
"lZ “NTELLIAIS AWELL INTEGRATED COMBINONTDENICES AM4 PLATFORM SUITE ANDGJRABLE BUSINESS SERVICES

-ORE INFORMATIONTTP _ WWW BIZ INTELLIA COM

7ITH THIS PLUGIN 7ASPMOTE SENSOR DATA CAN BE DIRECTLY INTEGRATEDRMATH "1Z

&IGURE "IZ*NTELLIA PLUGIN

#ON1 GURATION

90U WILL USE THE PREVIOUSLY OBTAIEEIREUNN FROM THENIZELLIA PLATFORM TOGHETYOUR -ESHLIUM AS A
VALID SENDER

‘N THE #ONGURATION PANEL THE USER CAN SET

OUBLIC KEY5SER PUBLIC KEYE PROVIDED BY BIZ INTELLIA
ORIVATE KEY5SER PRIVATE KE¥E PROVIDED BY BIZ INTELLIA
#ERTLCATE#ERTICATHELE PROVIDED BY BIZ INTELLIA

(OST (4403 CONNECTION STRING PROVIDED BY BIZ INTELLIA
OORT-144 PORT BY DEFAULT FOR-144

#LIENT“$ #LIENT IDEN'OATION

,OG ,EVEL 'ENERATE LOG MESSAGES &ROM FEWER TO MORE DETAILS THE LEVELS ARE/ /8%"8022/2
2%0/24 $EFAULT IS /&&

40PIC TEMPLATEOPIC OF YOUR MESSAGE 4HE USER CAN USE THESE WILDCARDS CREATHNGARERBIREAL|
“$ 5NIQUE IDENTLER FOR DATA
-%3(, “5- (OST NAME OF THE -ESHLIUM UNIT
“$?7!130 “DENTIES THE 7ASPMOTE UNIT
“$?73%#2%4 3ECRET IDENHER
3%.3/2 “‘DENTIES THE SENSOR
6!,5% 6ALUE OBTAINED FROM THE SENSOR

4 “%341-0 -Y31,4 “%34I-0 TYPE 9999 -- $$ ((-- 33 S54#
-ESSAGE TEMPLATESATA STRUCTURE OF YOUR MESSAGE 4HE USER CAN USE THESE WILDCARDSMIREBRTING
CONTENT

“$ S5NIQUE IDENTLER FOR DATA
-%3(, “5- HOST NAME OF THE -ESHLIUM UNIT
“$?7130 ‘DENTIES THE 7ASPMOTE UNIT
“$?73%#2%4 3ECRET IDENR
3%.3/2 “DENTIES THE SENSOR
6!,5% 6ALUE OBTAINED FROM THE SENSOR
4 “%341-0 -Y31,4 “%34I-0 TYPE 9999 -- $$ (( -- 33 S4#




#LOUD #ONNECTORS

&IGURE "IZ“NTELLIA CON1GURATION PANEL

#ONTROLLING SYNCHRONIZATION

/INCE CONGURED THE SERVER BROKER THE USER CAN LAUNCH THE -BSHLIUM4IECRIPIBTARTBUTTON 4HE
PROGRAM WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASETARDIZBENIETHENTATFORM VIA
-144 PROTOCOL 4HE STATUS INDICATOR DISPLAYS THE CURRENTZUMNINGAR N®PPED

&IGURE "IZ“NTELLIA SENDER IS RUNNING

&IGURE "IZ*“NTELLIA SENDER IS STOPPED




#LOUD #ONNECTORS

" 3CADA

" 3CADA" 604 PLATFORM ALLOWS YOU TO CREATE RICH SCPUISRIDATEPPLICATIONS THAT CONSOLIDATE ANC
ORGANIZE DATA FROM ANYWHERE AND VISUALIZE IT IN REAL TIME OAOANEOEVIC THOUSANDS OF POTENTIAL D.
SOURCES 6ISUALIZE YOUR DATA USING MODERN HIGH PERFORMANCEREBBTCIMIARMERAGE POWERFUL ANALY
TOOLS AND AUTOMATION #ONNECT YOUR DEVICES PROCESSES AND PEOPLE INIATORNNOQMAREN SYSTEM

-ORE INFORMATION ABOUT 604 OLATHORM WWW VOTPLATFORM COM

#ON1 GURATION

' NEW OPTION IS SHOWN IN THE - - OLATFORMS MENU' JEADA #LOUD #ONNECTOR YOU EXPAND IT YOU CAN SEE
THIS FORM WITHELDS IN IT

&IGURE #ON1GURING " 3CADA IN -ESHLIUM

52, “0 ADDRESS OF THE 604 PLATFORM SERVICE BY " 3CADA 4HIS ADDRESSGHDEDRBBE FCADA
OORT4HE PORT IN WHICH THE 604 3ERVER IS LISTENING TO CONNECTIONS

#LIENT “$ #USTOMESR IDENTER OR COMPANY NAME

3ECRET +EMMHE SECURITY KEY TO SEND ENCRYPTED DATA TO 604

“NTERVAL SAIME DURATION IN SECONDS BETWEEN OPERATIONS OF UPDATING DATA

%NABLE ,0G4HIS OPTION ENABLES THE CREATIONI®S [XBGSAVE ALL COMMUNICATIONS PROCESSED TO TH
SERVER




#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE FOR ALL DATA THAT HAS NOT BEEN BYRGHRSDIRZOARSER TABLE EACH TIM
90U CAN START AND STOP THE DATA SYNCHRONIZATION TO THEN6GDHAESEREZREACE YOU CAN SEE AN INDICATOF
WHETHER THE STATUS SERVICE IS RUNNINGYOR ROICK GNARTTHE SYNCHRONIZATION WILL BEGIN

&IGURE " 3CADA SYNCHRONIZATION SERVICE IS RUNNING

90U CAN STOP THE SYNCHRONIZATION AT ANY MOMENT CLICKRIOBEIN TEN

&IGURE "3CADA SYNCHRONIZATION SERVICE IS STOPPED




#LOUD #ONNECTORS

# -
#- ™IS AN END TO END4 AND $IGITAL %NTERPRISE PLATFORM THAT ALLOWS EASY SECURE ANINGRARID PRC
DEPLOYMENT @R - - SOLUTIONS

#ON1 GURING # - OLATFORM IN -ESHLIUM

3ELECT THE # ™ PLUGIN
,OGIN WITH YOUR # ™ CREDENTIALS

“FYOU DO NOT HAVE # -CREDENTIALS PLEASE CLIGIGN-E? BUTTON AT THE BOTTOM OF THE SCREEN TO REGI

&IGURE #-LOGGING

#ONTROLLING SYNCHRONIZATION

3ELECT THE /NBOARD TAB AND PRESS BHHTON ON THE 7ASPMOTE 3ENSORS THAT YOU WISH TO ONBOARD
4URN THE SWITCH /N TO ENABLE THE 7ASPMOTE 3ENSOR
40 $ISABLE THE #HANNEL 40GGLE THE 8WITCH TGS/
40 $ELETE THE #HANNEL ORESS THE 4RASHCAN ICON
.OTE 4HIS WILL DELETE THE CHANNEL AND ALL DATA WILL BE PERMANENTLY REMOVED

&0OR A TEMPORARY PAUSE IN SENDING DATA SEE NEXT STEP

&IGURE #-/NBOARD TAB




#LOUD #ONNECTORS

3ELECT THE $ATA 4RANSFER TAB (ERE YOU WILL SEE YOUR ENABLED 7ASPM@ELEGENSDRE4RANSMISSION
METHOD TOGGLE ON THE DEVICES IN WHICH YOU WANT TO SEND DAPVEND PRESS

#LICK ON THBTARTBUTTON TO BEGIN THE # - 3YNC SERVICE #LIGKAOMBUTTON TO TERMINATE THE # - 3YNC
SERVICE

40 TEMPORARILY PAUSE A NODE TOGGLE $HRVN'CH TG/AND PRESSAVE

&IGURE # - $ATA 4RANSFER TAB

,OGIN TO YOUR # - ACCOUNTHIITPS CLOUD C M NET LOGIN ASNALYZE VISUALIZE AND AUTOMATE YOUR DA

&IGURE #-LOG

4HERE IS ALSO A ,OG TAB (ERE YOLNDIRCCESS TO VARIOUS LOG LEVELS $EFAULT LOG VIEWS/SEEETO 7!2.
YOU CHANGE THE ,0G ,EVEL YOU MUSTIRHESBO STORE THIS OPERATION AND TO VIEW THE UPDATED INFORN




#LOUD #ONNECTORS

#ONSUL-EDIA
#ONSUL-EDIA IS A COMPANY THIERS AKD4 PLATFORM FOR ACQUISITION AND VISUALIZATION OF DATA FROM SENSO
POWERED BY44 PROTOCOL /UR SYSTEMS PROVIDE FULLY CUSTOMIZABLE RULES ENCGANEORSRANBRMS AND
REMOTE CONTROL OF ACTUATORS

&OR MORE INFORMATION PLEASE CONTAGBULMEDIA IT

#ON1 GURATION
90U CAN LOCATE THE #ONSUL-EDIA #LOUD #ONNECTOR AT

-ANAGER 3YSTEM #LOUD #ONNECTBRSASIC #LOUD 0ARTNERBONSUL-EDIA

&IGURE #ONSUL-EDIA CON1GURATION PANEL

“N THE CAMBURATION PANEL THE USER HAS TO SET

3EVER NAME “0 ADDRESS&HE SERVER NAME OR SERXERRESS PROVIDED BY #ONSUL*EBMDMINISTRATORS
OORT NUMBERBERVER PORT NUMBER PROVIDED BY #ONSQ4EMMINISTRATORS

40KEN 5NIQUE ACCESS TOKEN THATIEENHE DEVICE ON #ONSUL-EO4ASERVER PROVIDED BY #ONSUL-EDIA
“‘O4 ADMINISTRATORS

ITTRIBUTE MESSAGE TEMPLAZBPIC OF THE -144 MESSAGE WITH THE ATTRIBUTES OF THE 7TASPMOTES
6ALUES MESSAGE TEMPLAZ4EPIC OF THE -144 MESSAGE WITH THE TELEMETRY VALUES

3LEEP TIME.UMBER OF SECONDS BETWEEN ONE UPLOAD AND ANOTHER

.UMBER OF LAST RECORDS TO SYNIBER OF RECORDS TO UPLOAD TO THE SERVER EVERY CYCLE

#LICK THBAVE BUTTON FOR STORING THEURAYIANKELDS




#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

/INCE CONGURED THE CONNECTOR THE USER CAN LAUNCH THE #ONSUL-EDIA #LBJBRYBO SCBNPTUHE PROGRAM
WILL SEARCH FOR THE RECEIVED FRAMES ON THE -ESHLIUM LOCAL DATABRSHEEAWDOWANSUL-EBDY SERVER
4HE STATUS INDICATOR DISPLAYS THE CURRENT SZUNEISABREEN CIRCLE3IRPPEDRED CIRCLE

&IGURE #ONSUL-EDIA #LOUD 3YNC IS RUNNING

90U CAN STOP THE #ONSUL-EDIA #LOUD 3YNC PROGRAM ANYTIME CLIGRINEGBDN TEIR

&IGURE #ONSUL-EDIA #LOUD 3YNC IS STOPPED




#LOUD #ONNECTORS

#UMULOCITY

#UMULOCIT®4 SOLUTION ALLOWS FOR A SEAMLESS INTEGRATION OF YOUR -ESHLIUM ANDES3RMIHE QEMUD
INCE -ESHLIUM IS CONNECTED TO THIS CLOUD THE #UNMLSMHUYION WILL AUTOMATICALLY MANAGE ALL YOUR D
2EGISTERING AND GATHERING DEVICE DATA TO #UMULOCITY OLATFQRMYRUSTORE2ABLE INTERFACE ALLOWINC
DEEP DATA ANALYSIS

#UMULOCITY WORKS WITH A MULTITUDE OF DEVICES CENTRAANG@HNGICMRES IN A SINGLE PLACE &OR M
INFORMATION VI8WWW CUMULOCITY COM

#ON1 GURATION

&IRST OF ALL MAKE SURE YOUR -ESHLIUM IS RECEIVING DATA FROMMTOOR PASEBEM3ENSE UNITS OLEASE ACCES
TO THE #UMULOCITY CLOUBORATOR IN THE -ANAGER 3YSTEM 90U NEED HE@ FOLLOWHNEGS WITH YOUR CORRECT
#UMULOCITY ACCOUNT SETTINGS

&IGURE #ON1GURING #UMULOCITY IN -ESHLIUM

“0 ADDRESSDDRESS PROVIDED BY #UMULOCITY

OORT NUMBERIORT .UMBER PROVIDED BY #UMULOCITY

5SER 5SERNAME PROVIDED BY #UMULOCITY

OASSWORMASSWORD PROVIDED BY #UMULOCITY

,OG LEVELENERATE LOG MESSAGES 6ALID VALUES GO FROM NO LOG TO DEBUG
‘“NTERVAKIME DURATION IN SECONDS BETWEEN SYNCHRONIZING DATA BATCHES

4HEN CLICBAVE TO STORE YOUR NEW SETTINGS
IFTER THAT THE ONLY THING LEFT TO DO IS TO ACTIVATE THE#SRNNEPOBYYCLICKING GWART

4HE #UMULOCITY PLATFORM WILL HANDLE ALL TBREBXVGNEBND DATA GATHERING FOR YOU 90U CAN ACCESS
YOUR #UMULOCITY ACCOUNT WITH YOUR BROWSER AND YOU SHOULD BE BBVECES 8HD YXOUBMING DATA




#LOUD #ONNECTORS

$EVICE,YNK

$EVICE,YNK IS A HIGH LEVEL CLOUD SERVICE BASED ON THE 4HINGNORRFACEIVALK THROUGH

&IGURE $EVICE,YNK CLOUD PLUGIN INTERFACE

“NTERFACE ELEMENTS

$EVICE,YNK LOGGH{LICK TO JUMP TO THE $EVICE,YNK WEBSITE

3ERVER !DDRES&HE $EVICE,YNK 3ERVER ADDRESS YOU WISH TO CONNECT TO

-ESHLIUM "IND .AME  4HE NAME THAT THE $EVICE,YNK 3ERVER USES TO IDENTIFY THE -ESHLIUM UNIT
%NABLE ,OGGINEHECK BOX TO ENABLE DISABLE INTERNAL LOGGING

3AVE #LICK TO SAVE THE 3ERVER IDDRESS -ESHLIUM "IND .AME AND ,OGGINRLDAN

,OAD ,OCAL 7- #LICK THIS BUTTON TO LOAD THE LIST OF 7TASPMOTES THAT THE -ESHLIUM IS CONNECTED T(

,OAD $EVICE,YNK 7- FROM $EVICE,YNK BUTTON #LICK TO LOAD THE LIST OF 7ASPMOTES WHICH ARE CON
THE $EVICE,YNK 3ERVER

7RITE $EVICE,YNK SETUP#LICK TO WRITE THE CURRENT LIST OF 7ASPMOTES TO THE $EVICE,YNK 3ERVER 7,
DETAILS ARE SENT TO THE 3ERVER

7ASPMOTE #LICK THBELETEBUTTON TO REMOVE THAT 7ASPMOTE UNIT FROM THE CURRENT 7ASPMOTE CLI(
,OAD ,OCAL 7ASPMOTEBUTTON OR BY CLICKINGORHEE7- #ON 1G FROM $EVICE,YNK BUTTON

%DGE -ICROSERVER %-3 3TATYWSBE STATUS OF THE $EVICE,YNK IGENT WILL BE INDICATED RUBMNIANGNER
3TOPPED#LICK BUTTON TO TO START STOP THE SERVICE

,5! 3CRIPT RESOURCE 3TATUSIE STATUS OF THE ,5! 3CRIPT 2ZESOURCE WILL BE INDICATED 2DISRLNAG DS
3TOPPED#LICK BUTTON TO TO START STOP THE SERVICE




#LOUD #ONNECTORS

3TEPS TO START THE $EVICE,YNK PLUGIN

4YPE THE $EVICE,YNK 3ERVER ADDRESS THAT YOU WISH TO CONNECT TO IN B3SIHHRVER !DDR

4YPE THE -ESHLIUM "IND .AME THAT THE $EVICE,YNK 3ERVER WILL USE-NOTHENESHLIUM DEVICE

#LICK THESAVE BUTTON

#LICK THEOAD ,0CAL 7TASPMOTEBUTTON !LL 7ASPMOTES CONNECTED TO THIS -ESHLIUM UNIT WILL SHOW UF

$ELETE THE 7ASPMOTES THAT YOU DO NOT WANT TO BE CONNECTED TO THE $EVICE, YOKI 186 RMER HEYIRCL
RESPECTIMEELETEBUTTON

#LICK THE7RITE $EVICE,YNK SETUBUTTON TO MAKE THE $EVICE,YNK 3ERVER LISTEN TO THOSE 7ASPMOTES

40 SHOW THE 7ASPMOTES UNITS THAT THE $EVICE,YNK 3ERVER IS CURRENT LGLICITENEAG 7- #ON 1G
FROM $EVICE,YNBUTTON

#LICK THESTARBUTTON UNDEHEVICE,YNK IGENT 3TATU3UNNINGWILL BE DISPLAYED
#LICK THESTARBBUTTON UNDER 3CRIPT 2ESOURCE 3TATUWRNNINGWILL BE DISPLAYED




#LOUD #ONNECTORS

EAGLE 10

EAGLE 10 IS A HUB CONNECTING MONITORING ASSETS ENGINEERS AND DECGI)ONREAKERSINIREAL TIME FROM
-ESHLIUM AND 7ASPMOTE DEVICES RECEIVE ALERTS FOR CRITICAL ERENNCGCENS WHAd STAKEHOLDERS 4RANSF(
YOUR TIME SERIES DATA INTO BEAUTIFULLY PRESENTED ACTIONABLE INFORMATION

-ORE INFORMATION CAN BE FOUNDVATEAGLE 10

#ON1 GURATION

&IGURE EAGLE IO CLOUD CONNECTOR CON1GURATION PANEL

4HE EAGLE 10 PLUGIN ISGORED WITH THE FOLLOWING THREE PARAMETERS

-ESHLIUM .AME A NAME TO HELP IDENTIFY THIS DEVICE REQUIRED PARAMETER

IUTH+EY OPTIONAL SECRET KEY IF THISEBDHEN THE SAME KEY WILL BE REQUIRED WEIBRISGNHE DEVICE
WITHIN EAGLE IO AS A DATA SORUREES KEY IS NOTNED THEN THE -ESHLIUM DEVSAE SW CIENT TO IDENTIFY
THE DEVICE WITHIN EAGLE O08NTION

5SE TIME 1ELDS AS TIMESTAMIF THIS BOX IS CHECKED THEN ANYELIMEONTAINED IN A -ESHLIUM DATABASE
RECORD WILL BE USED AS THE EAGLE IO TIMESTAMP FORFTHERBORRDNOT CHECKED THE DATA RECEPTION
OF THE RECORD WILL BE USED AS THE EAGLE 10 TIMESTAMP

IFTER CHANGING ANY OF THESE PARAMETERS SAVYEGURATIODNBY CLICKINGIAME BUTTON THEN RESTART THE
EAGLE 10 SYNCHRONIZATION IF IT IS CURRENTLY RUNNINGE BYCQRPBKINGNIROLLOWED BB TARBUTTON

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE IN BATCHES OF RECORDS AT A YSVEMS NMH VERLOADED 4HE TIME
BETWEEN BATCHES IS SECONDS 4HIS MEANS THAT WHEN SYNCHROR&ASIOMNRTED ON A DEVICE WITH MAN
EXISTING RECORDS IN THE DATABASE IT MAY TAKE SOME TIME FOR ALL TEHDEEECERDS BNIYNCHRONIZED WITH
EAGLE 10

7THEN THE SYNCHRONIZATION IS NOT RUNNING RED STATUS INDICATTARTHBRYWEGHCKING THE SREEBUTTON

&IGURE %AGLE IO START BUTTON

7HEN THE SYNCHRONIZATION IS RUNNING GREEN STATUS INDICATPREEBX BEIGKING THEBREBBUTTON

&IGURE %AGLE IO STOP BUTTON




#LOUD #ONNECTORS

%SRI

IRC' “3 1S A COMPLETE SPATIAL INFORMATION PLATFORM PRERAMBAD BYLOWS TO CREATE ANALYZE STORE AND S
DATA MODELS MAPS AND $ GLOBESAN BE ACCESSED VIA DESKTOP APPLICATION BROWSER OR HBNSSETS
TARGETED A3 PROFESSIONALS LOCATION ANALYSTS AND DEVELOPERS THAT WANTN @RIREAAH ONSIRABED ON
GEOGRAPHICAL DATA

-ORE INFORMATIONTTP  WWW ESRI COM PRODUCTS

7TASPMOTE SENSOR DATA COULD BE INTEGRATED INTO YOUR EXISTING'BIAPBIAGATRINS FOLLOWING THERONON
STEPS DESCRIBED FOR3IRQINE SERVICE

IRC*3 /INLINE

7E CAN CONGURE IN THIS FORM ALL THE PARAMETERS NEEDED TO CONNECT AND SEND'BATANEOPLAE HRRM

&IGURE !RC"“3/NLINE CON1GURATION

4HE PARAMETERS TO SETUP ARE

ESRI?USERSER FOR THE %SRI“BRONLINE PLATFORM

ESRI?PASSWORIASSWORD FOR THIS %SRI USER

ESRI?SERVICE?NAMEME OF THE SERVICE WHICH WILL RECEIVE THE DATA

,OG LEVELENERATE LOG MESSAGES

2ECORDS PER SYNCHRONIZAZEIDORDS SENT FOR EACH SYNCHRONIZING DATA BATCH
3YNCHRONIZATION INTERYIME DURATION IN SECONDS BETWEEN SYNCHRONIZING DATA BATCHES

#LICKING ON TBRVE BUTTON THIS SETUP IS SENT TO THEOMNRANE SERVICE

#LICKING ON TBEARBUTTON ENABLES THE %SRI#LOUD #ONNECTOR TO SEND DATA PERIODIEMNILNECHEREZIERE'
PREVIOUSLY CGNRED !'RUNNINGSTATUS IS DISPLAYED ON SCREEN SHOWING THAT THE #LOUD #ONNECTOR IS SE




#LOUD #ONNECTORS

&IGURE !RC™“3/NLINE 3TARITTON

#LICKING ON THHOP BUTTON WILL DISABLE THE %SRI #LOUD CONNECTOR SO -ESHLIUM DEVIGH BEQRSFEEDIN
/INLINE SERVICE WITH DATA

&IGURE !RC*3 /NLINETOPBUTTON

#HECK THE &EATURE 3ERVER IN !RC™3 /NLINE

“N ORDER TO CHECK THAT DATA IS ARRIVISGNIINRCYOU SHOULD LOGIN IN THE PLATFORM

HTTPS WWW ARCGIS COM HOME SIGNIN HTML

#LICK ON THE OPTION NANEDERYAND YOU SHOULD SEE A NEW &EATURE 3ERVER WITH THE NAME THAT YOU |
IN THE -ESHLIUM CQSURATION PLUGIN

&IGURE [RC*3'ALLERY

/PENING THE NEW CONTENT YOU SHOULD SEE A MAP WHERE EACH LAYER IS ONE/SEASGRIN WREURVPROJECT
#LICKING ON THE TABLE ICON ALL THE DATA COLLECTED FOR THIS TYPEISPLIEMNEBOR WILL BE D

&IGURE [RC*3 SENSOR MAP VIEW

IT THIS POINT IT IS POSSIBLE TO USE THIS DATA TO CREATE NEW MAYES ARPIS ABOMMILYTICS MAKING USE OF Tt
COMPLETE ARRAY OF SERVICES PROVIDED/BYINNCHTTPS DEVELOPERS ARCGIS COM EN




#LOUD #ONNECTORS

$EVICES

-ESHLIUM

‘N THE -ESHLIUM SECTION THE USER CAN SET AND MODIFY THE NAME AND DESERESHONMPBPEVICE 90U CAN
SELECT THE OPTE3R '03 VALUES 4HIS OPTION OVERRIDES THE 7TASPMRDIETIONS WITH THE -ESHEIBMSITION
OBTAINED BY THE '03 OR MANUALLY INSERTED IN THE '03 MENU EXCEPT IF THOBOANEDNSTH 7ASPMGTE3
SENSOR

/NLY -ESHLIUM 53 MODELS HAVE THEIR OWN '03 RECEIVER

&IGURE -ESHLIUM INFO IN IRC*3
7TASPMOTES

“N THE 7ASPMOTES SECTION THE USER CAN MANAGE THE 7ASPMOTE UNITS WHIGHNFIRSEANTON TO -ESHLIUM

&IGURE 7ASPMOTES LIST IN IRC*3

40 ADD A NEW 7ASPMOTE CLICKODNNEW 4HEN1LL UP THIS INFORMATION

AME 4HE 7TASPMOTE NAME-UST MATCH WITH THE 7TASPMOTE IDENCER USED WITH THE FRAKKMEE CHAPTER
#APTURING AND STORING SENSORORAVIORE INFORMATION

$ESCRIPTION ! DESCRIPTION OF THAT 7ASPMOTE UNIT

3ENSOR COUNT .UMBER OF SENSORS ON THAT 7ASRMMATCH WITH THE NUMBER @QELDS OF THE FRAME
3EE CHAPTERAPTURING AND STORING SENSOROPAVIQRE INFORMATION

IND CLICK ON THED BUTTON

40 MODIFY A 7TASPMOTE CLICK ON THE 7ASPMOTE NAME FOR SHOWING THERAWVTRIBUTES VI

&IGURE -ODIFY 7TASPMOTE IN IRC*3




#LOUD #ONNECTORS

4HEN THE USER CAN MODIFY THE NAME DESCRIPTION AND SENSOR COUNTONSORMATEAPNRCGPERTIES CLICK O
3AVE

40 DELETEHIS 7ASPMOTE UNIT CLICKBEINETE
$EVICES LOCATION

“N THE SECTION $EVICES LOCATION THERE IS A VIEWER WHERE THE USER CANIBHRSPSMYTEML@CATED ON A
MAP

&IGURE $EVICES LOCATION IN IRC*3

40 CHANGE THE LOCATION OF THE DEVICES CENTER THE MAP ON THE DESIREDHEDEVION SEDECOICKIBN
OOSITION




#LOUD #ONNECTORS

%XTUNDA

%XTUND®4 PLATFORNMITP_ WWW EXTUNDA COMA HORIZONTAL PLATFORM WHICH ALSO ENABLES VERTICAL APP
,IBELIUM 3MART #ITIES AGRICULTURE AND VARIOUS DEVICES ARE [REINDHED BEBR SERVICE OVER Y34 UNDA
PLATFORM 4HE SENSOR DATA CAN BE GATHERED ANALYZED STORED AND FRHHRSRIAD IBOHRERET AND DEVELO
ACTIONS BASED ON ONLINE DATA

%XTUNDA USH84 STRUCTURE FOR THE INTEGRATION OF YOUR -ESHLIUM DEVICES TO ITEYP IATEREAOERASTHE
CONNECTOR WILL EASILY SEND THE SENSOR DATA TO %XTUNDA PLATFORM

#ON1 GURATION

&IGURE %XTUNDA CLOUD CONNECTOR CON1GURATION PANEL

“0 IDDRESS 52, 4HE"0 ADDRESS OR THE 52, WILL BE PROVIDED TO YOU BY %XTUNDA
OORT .UMBER 4HIS IS THE PORT WHICH %XTUNDA SERVER IS LISTENING FOR CONNECTIONS

5SER .AME O0ASSWORD 4HIS IS THE %XTUNDA 3ERVER USERNAME PASSWORD TO BE USED FOR CONN
%XTUNDA SERVERS 4HIS INFORMATION WILL BE PROVIDED BY %XTUNDA

7ASPMOTE “$ 7HEN YOU LOGIN TO YOUR %XTOABILATFORM ACCOUNT WITH YOUR USERNAME AND PASSWOF
ARE AUTHORIZED TOINEEAND MATCH YOUR 7ASPMOTE WITH ALSHEEDNITION | E*STANBUL?GASES? 90UR
7TASPMOTE DATA WILL BE TRANSFERED TO THE SERVER AS IN THE ABOVE MESSAGE TEMPLATE

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE FOR ALL DATA THAT HAS NOT BEEN BNERGHREDRZOARSER TABLE EACH TIM
90U CAN START AND STOP THE DATA SYNCHRONIZATION TO THE %NTUMDINSERFATEE YOU CAN SEE AN INDICATOF
WHETHER THE STATUS SERVICE IS RUNNINGYOR ROICK GNARTTHE SYNCHRONIZATION WILL BEGIN

&IGURE %XTUNDA START BUTTON

90U CAN STOP THE SYNCHRONIZATION AT ANY MOMENT CLICKRIOBEIN TEN

&IGURE %XTUNDA STOP BUTTON




#LOUD #ONNECTORS

&UJITSU “O4 #ONNECTOR

4HE &UJITSO4 #ONNECTOR PROVIDES AN INTERFACE BETWEEN -ESHLIUM AND‘O#HELLUWIDISERVICE + 4HE
&UJITSIW4 #ONNECTOR FORWARDS THE SENSOR DATA CAPTURED BY -ESHLIUNMOEGHTAOERBERGICE +

4HE &UJITS04 #ONNECTOR SUPPORERENT PROTOCOLS IN ORDER TO SSFRENRTHANDWIDTH AND SECURITY CONSIL
4HE FOLLOWING SECTIONS DESCRIBEGURATGIN OPTIONS OF THE &DMIFSNNECTOR &OR MORE INFORMATION C
THE USE AND CIIWRATION OF THE &U@MF&UOUD 3ERVICE + SEE THE DOCUMENTATION

HTTPS K DOC JP EAST PAAS CLOUD GLOBAL FUJITSU CORMRMVMEENGC HTML

'ENERAL CONGURATION

4HE FOLLOWINGITZDNRATION SETTINGS APPLY TOIBAND 2%34 CONL.GURATIONS

4RANSMISSION 4YPBELECT -144 OR 2%34 TRANSMISSION TYPE
(OST 3ERVER HOST ADDRESS EITHER OF THE WEBSERVER IF USING 2%34 OR THEIMESEAGESBRIFK-144
OORT3ERVER PORT NUMBER TO USE FOR CONNECTION THE DEFAULT PORTS ARE AS FOLLOWS

2%34 WITHOUT 33,

-144 WITHOUT 33,

2%34 WITH 33,

-144 WITH 33,

5SE 33, 3ECURITY 3ELECTS IF THE 33, SECURITY IS TO BE USED BY THE SELECTED PROTOCOL "OBH 2%34
MESSAGES CAN BE SECURED VIA 33, ENCRYPTION

3ERVER #ERITATE“DENTIES IF A SPE@ CERITATELE IS TO BE UPLOADED AND USED BY THE -ESHLIUM CONNEC
TO VALIDATE THE SERVER ONLY VALID WHEN 33, SECURITY IS ENABHEECKBOK TBIRJEE A SRECGERVER
CERICATE UPLOADED ONTO THE -ESHLIUM DEVICE 3UCH SERWEREEREIREQUIRED TO BE IN THE $%2 ENCOD
FORMAT FOR UPLOADING TO THE -ESHLIUM DEVICE #LEAR THE CHECKBEFAUD USETTEE CERITE AUTHORITY
SERVER CERATES EMBEDDED ON THE DEVICE

#LIENT +EYS “DENTIES IF A SPE@ PUBLIC PRIVATE KEYSIERE TO BE USED BY THE -ESHLIUM CONNECTC
IN ENCODING THE CONNECTION ONLY VALID WHEN 33, SECURITY IS ENABIETECKBCK THD USE A SET OF
PUBLIC PRIVATE KEYS UPLOADED TO THE -ESHLIUM DEVICE 4HE SREEREGENED TO BE IN THE 0+#3
KEYSTOREE FORMAT THE KEYSIIERE ITSELF ENCRYPTED BY A PASSWORD WHICH IS REQUIREDREDBE COI
USING A SPECI#LIENT +EYH.E #LEAR THE CHECKBOX NEXEND+EYWHEREBY NO SPECSET OF PUBLIC PRIVATE
KEYS ARE SPHED BY THE #ONNECTOR

+EYS OASSWORBEYSTORE PASSWORD ASSOCIATED WITH AN ©IREQABEDS_E ONLY VALID WHEN 33, SECURITY
IS ENABLED AND A #LIENTIHENS IN USE

,OG ,EVEL "DENTIES THE LEVEL OF LOGGING PRODUCED BY THE #ONNECTOR

&IGURE -ESHLIUM &UJITSU “O4 #ONNECTOR GLOBAL CONMIEUERTION PARA




#LOUD #ONNECTORS

30ME PARAMETERS MUST BEGORED IN THE &UJt08#LOUD 3ERVICE + PLATFORM PORTAL NAVIGATE TO THE FOI
52, AND LOGIN WITH A VALID USER

HTTPS [IOT PORTAL UK PAAS CLOUD GLOBAL FUJITSU COM ,0GIN3HO

OLEASE REFER TO THE &@AEEOUD 3ERVICE + DOCUMENTATION FOR A DETAILED DESCRIPTION
4RANSMISSION 4YPE

AVIGATE TO THECESS #ODHAB AND SELECT THE ICCESS #ODE THAT WILL BE ASSOCIATED WITH THE -ESHLIU
4HE ICCESS OROTOCOLS ARE THEN SHOVIS OREDCGDN THECESS #ODENFORMATION SPDADRALOGUE

&IGURE &UJITSU “O4 OLATFORM OORTAL !CCESS #ODE INFERMADGNEIPOBESS OROTOCOLS

OLEASE REFER TO THE & FEEOUD 3ERVICE + DOCUMENTATION FOR A DETAILED DESCRIPTION




#LOUD #ONNECTORS

(OST

AVIGATE TO THEESOURCHAB AND SELECT THE 2ESOURCE THAT WILL BE ASSOCIATED WITH THE -ESHEIUM DI
SERVICE HOSTNAME IS THEN CONTAINED WITHIN THE 2%34 52, DISP2ZEEDJRCEEORMATION 5SPDADRRALOGUE

&IGURE &UJITSU “O4 OLATFORM RESOURCE INFORMATION (BPSAVENIHEALOG

OLEASE REFER TO THE &@AEEOUD 3ERVICE + DOCUMENTATION FOR A DETAILED DESCRIPTION




#LOUD #ONNECTORS
33, BECURITY

AVIGATE TO THEERTICATETAB TO GET A VALID 0+#3LE NAVIGATE BSER TAB AND SELEENERATEBUTTON
TO UPLOAD A VALID KEY3STPBRE

&IGURE &UJITSU “O4 OLATFORM OORTAL CERTILICATE NN KEYS GENER

.OTE THAT IN ORDER FOR THE -ESHLIUM TO BE CORREIRED TONSE A +EYSTIAREHEXPORT OASSWORAT WAS
USED IN ITS CREATION IS REQUIRED TUGBIREDKN THE -ESHLIUM 4HE &UIDASELOUD 3ERVICE + CURRENTLY USE!
SIGI#ERT 3(! (IGH ISSURANCE 3ERVER fRROVIDED BY $IGI#ERIC FOR 33, 4,3 SERVER QERIMES 4HIS CERATE

IS CURRENTLY EMBEDDED ON THE -ESHLIUM DEVICE WITH AN EXPIRY DATEMBERTH SBE

HTTPS WWW DIGICERT COM DIGICERT RIEATEERTM ROOTS

OLEASE REFER TO THE & FHEOUD 3ERVICE + DOCUMENTATION FOR A DETAILED DESCRIPTION




#LOUD #ONNECTORS

-144 #ON 1 GURATION

4HE FOLLOWING XENRATION SETTINGS APPLY ‘D@ ¥BENECTOR WHEN THE 4RANSMISSION 4YPE IS SEZ4TO THE
PROTOCOL
-144 5SER  3ERVER USER NAME TO LOG INTO THE -144 BROKER
-144 OASSWORD 3ERVER PASSWORD TO LOG INTO THE -144 BROKER
-144 103 [EVEL ,EVEL REGARDING THE DELIVERY OF MESSAGES TO -144 BROKER
40PIC TEMPLATROPIC OF -144 MESSAGE 4HE USER CAN USE THE FOLLOWING SUBSTITEIDIRSI EXRREDTE A
PERSONALIZED STRUCTURE
%3(, “5-  “DENTIER FOR -ESHLIUM DEVICE
“$  5NIQUE IDENTLER FOR DATA
“$?7130  “DENTIER FOR 7ASPMOTE
3%.3/2 3ENSOR IDENTILCATION
-ESSAGE TEMPLATESATA STRUCTURE OF -144 MESSAGE 4HE USER CAN USE THE FOLLOWINGXRBESSSIONON
TO CREATE A CUSTOMIZED MESSAGE CONTENT
“$  5NIQUE IDENTLER FOR DATA
“$?7130  “DENTIER FOR 7ASPMOTE
“$?7130 3ECRET IDENTLER
3%.3/2 3ENSOR IDENTILCATION

6!,5% 6ALUE OBTAINED FROM THE SENSOR
43 C $ATE WITH CUSTOM FORMAT 4HE PARAMETER PASSED IN THIS EXPRESSION COHRRESBOEDS TC

BY *AVA 3IMPLE$SATE&ORMAT SEE $ATE AND 4IME OATTERNS IN
HTTPS DOCS ORACLE COM JAVASE DOCS APl JAVA TEXT 3IMPLESATHESIORM

&IGURE -ESHLIUM &UJITSU “O4 #ONNEZTIRN1GURATION PARAMETERS

30ME PARAMETERS MUST BEGORED IN THE &UJt08#LOUD 3ERVICE + PLATFORM PORTAL NAVIGATE TO THE FOI
52, AND LOGIN WITH A VALID USER

HTTPS 0T PORTAL UK PAAS CLOUD GLOBAL FUJITSU COM ,0GIN3HO

OLEASE REFER TO THE & FROUD 3ERVICE + DOCUMENTATION FOR A DETAILED DESCRIPTION




#LOUD #ONNECTORS

-144 5SER AND -144 OASSWORD

AVIGATE TO THEOMMON TAB AND SELECT THME 4HE USER NAME AND PASSWORD FOR COMMUNICATION VIA T
-144 PROTOCOL WILL THEN BE DISPLAYED IN THE FOLLOWING DIALOGUE

&IGURE &UJITSU “O4 OLATFORM OORTAL COMMQMADNTEQRMHETION

OLEASE REFER TO THE & FREOUD 3ERVICE + DOCUMENTATION FOR A DETAILED DESCRIPTION

40PIC 4dEMPLATE

AVIGATE TO THEESOURCEAB AND SELECT THE INTENDED RESOURCE FOR THEMESBAGES TO VIEW A 2ESOURCE
-144 40PIC

&IGURE &UIIMBIWOLATFORM RESOURCE INFORMATION UPDATE DIALOGUE -144 TOPIC

“T SHOULD BE NOTED THATCTHES #ODBJSED IN ASSOCIATION WITRHHEURCEHOULD REPLACE THE TERESS

#ODE WHEN ENTERED AS A TOPIC TEMPLATE ON THE -ESHIOBMER FOR THE -144 MESSAGES TO BE CORREC
IDENTIED AGAINST A SPECEUJITSO4 OLATFORRESOURCHHE TOPIC TEMPLATE SHOULD BE THAT OF THE -144 40l
AS IDENIED ON THE &UJITSW#LOUD 3ERVICE + PLATFORM PORTAL

OLEASE REFER TO THE &@AEEOUD 3ERVICE + DOCUMENTATION FOR A DETAILED DESCRIPTION




#LOUD #ONNECTORS

2%34 #ONL GURATION
4HE FOLLOWINGXIRNRATION SETTINGS APPLYD@ABIENECTOR WHEN THE 4RANSMISSION 4YPE IS SET TO 2%34
2EST 2ESOURCEHE 52, PATH OF THE &UJITSA2%34 SERVICE 4HE 2EST 2ESOURCE IS REQUIRED TO MATCF

OF THE &UJITO4 #LOUD 3ERVICE + PLATFORM PZIRSAURCHEN ORDER FOR 2%34 MESSAGES TO BE CORRE
PROCESSED
*3/. TEMPLATE *3/. FORMAT DATA STRUCTURE OF 2%34 MESSAGE 4HE USER CAN USESTHE FOLLOWIN
SUBSTITUTION EXPRESSIONS TO CREATE A CUSTOMIZED MESSAGE CONTENT

“$ GSNIQUE IDENTLER FOR DATA

“$?7130 ‘DENTIER FOR 7TASPMOTE

“$?7!30 3ECRET IDENTLER

3%.3/2 3ENSOR IDENTILCATION

6!,5% 6ALUE OBTAINED FROM THE SENSOR
43 C $ATEWITH CUSTOM FORMAT 4HE PARAMETER PASSED IN THIS EXPRESSION COHRRESBSOEDS TC

BY *AVA 3IMPLE$SATE&ORMAT SEE $ATE AND 4IME OATTERNS IN
HTTPS DOCS ORACLE COM JAVASE DOCS APl JAVA TEXT 3IMPLESATHESIORM

"EARER 40KEN4OKEN GIVEN TO AUTHORIZE THE CLIENT WITH THE #LOUD 3ERVICE !CCESSREPDEOKIENE BE
CONGURED ON THE -ESHLIUM IS REQUIRED TO MATGTHESHEODRSSOCIATED WITH THE &UWIMTSERVICE +

PLATFORM PORPESOURCE

"ULK -ESSAGE “DENTIES IF BULK 2%34 MESSAGES ARE USED
9%3 4RANSMIT MULTIPLE SENSOR DATA POINT MESSAGES IN A SINGLE BEEK 2%34 REQ
./ 5SE AN INDIVIDUAL 2%34 REQUEST FOR EACH SENSOR DATA POINT

&IGURE -ESHLIUM &UJITSU “O4 #ONNECTOR 2%34 CON1GEBRER®N PARAM

30ME PARAMETERS MUST BEGORED IN THE &UJt08#LOUD 3ERVICE + PLATFORM PORTAL NAVIGATE TO THE FOI
52, AND LOGIN WITH A VALID USER

HTTPS [IOT PORTAL UK PAAS CLOUD GLOBAL FUJITSU COM ,0GIN3HO

OLEASE REFER TO THE & HEEOUD 3ERVICE + DOCUMENTATION FOR A DETAILED DESCRIPTION




#LOUD #ONNECTORS

2%34 2ESOURCE

AVIGATE TO TREESOURCEAB ON THE &UJITBLHFLOUD 3ERVICE + PLATFORM PORTAL AND SELECT THE INTENDED R
FOR THE -ESHLIBWESSAGES TO VIEW THE 2%34 2ZESOURCE TO USE

&IGURE &UJITSU “O4 OLATFORM RESOURCE INFORMATIOR GREBAB2DIALOG

“T SHOULD BE NOTED THAT 2EST 2ESOURCE IS ALL THE SYMBOLS FOLLOWINNETHEINGS HNAINE IBHARACTER

OLEASE REFER TO THE &@ATFEOUD 3ERVICE + DOCUMENTATION FOR A DETAILED DESCRIPTION




#LOUD #ONNECTORS

"EARER 40KEN

AVIGATE TO THECESS #ODHAB ON THE &UJITH#LOUD 3ERVICE + PLATFORM PORTAL AND SEIGESSHHEDE
ASSOCIATED WITHZEHEOURCINTENDED TO RECEIVE MESSAGES FROM -ESHLIUM

&IGURE &UJITSU “O4 OLATFORM OORTAL !CCESS #ODE INFERMADOGNEPEARER 40KEN

OLEASE REFER TO THE &@ATFEOUD 3ERVICE + DOCUMENTATION FOR A DETAILED DESCRIPTION

#ONTROLLING STATUS

/INCE THE CONNECBORARAMETERS AREIGORED THE USER CAN LAUNCH THEGAJBOSNECTOR 4HE 3ERVICE WILL
THEN PERIODICALLY POLL FOR RECEIVED FRAMES ON BHEEIHDAIWBASE AND SEND THEM TO THBE4&HIOGHD
3ERVER EITHER-YA OR 2%34 DEPENDING UPON THE CONNBCIQEGURATION 4HE STATUS INDICATOR DISPLAYS
CURRENT STATE VIA A GREEN OR RED SYMB&UWINETAL@UD #0ONNECTOR

&IGURE -ESHLIUM &UJITSU “O4 #ONNECTOR STOPPED

INCE THE &UJITSU #LOUD #ONNECTOR IS RUNNING IT CAN BE STOPGHBIBYTORBKINTON

&IGURE -ESHLIUM &UJITSU “O4 #ONNECTOR RUNNING




#LOUD #ONNECTORS

6IEWING LOGS

“N ORDER TO ENSURE THE &041#50UD #ONNECTOR IS CORRECGUREDKNND IDENTIFY ISSUES THE USER CAN SELE
VIEW THE MOST RECENT LOG OUTPUT OF THE #LOUD #ONNECTOR

IT THE TOP OF THE &UJOSEONNECTOR CONRATION SETTINGS PAGE ARE TABSLBORATIOAND ,0GS 3ELECTING
THE ,0GS TAB A SNAPSHOT OF THE LOG OUTPUT OF THE #LOUD #ONNECTOR IS ${WCRENJRBETHBW@ SHOW THE
MOST RECENT LOG MESSAGES BY SELECHRREBHEUTTON 4HE USER CAN ALSO SELECT TO CLEAR THE CURREN
SELECTING TH$H.ETEBUTTON

&IGURE &UJITSU “O4 #ONNECTOR LOGS VIEW




#LOUD #ONNECTORS

(AIBUSMART

(AIBUSMART IS ARD4 PLATFORM FOR BUSINESS 4HE SERVICES INCLUDE %NTERPRISEATUSINESHAPINGOLVES
NEAR REAL TIME INFORMATION AND THE INTEGRATION OF SENSORS AS PRIMARY PAMNNACQU

&OR MORE INFORMATION YOU CAN REACH US AT

HTTP_ WWW HAIBUSMART COM

(AIBUSMART #LOUD

4HIS'O4 PLATFORM WAS DESIGN TO BE SIMPLE AND SCALABLE ANIT SHSERRBACTLY IN (AIBU3BASRLUTIONS CATALOG
INCLUDING IGRICULTURE AND OTHER ASSOCIATED SERVICES

4HE FOLLOWING DIAGRAM SHOWS THE INTERACTION BETWEEN -ESHLIUMRND (AIBU3

&IGURE (AIBUSMART ARCHITECTURE

2EGISTERING YOUR -ESHLIUM WITH (AIBUSMART

DD YOUR !0 +%9 IN THE (AIBUSMART PANEL OF THE #LOUD #ONNECTOR TAB IN THE -ANAGERER/EDBER"18%69
CHOOSE THE ,0G ,EVEL AND PBE®S

&IGURE (AIBUSMART #LOUD CON1GURATION

3YNCHRONIZATION SERVICES

ORESSING THHART "UTTONHE (AIBUSMART #LOUD #ONNECTOR WILL BE LAUNCHED %VERY TIMBMIRETCERSES |
FRAMES THAT ARE STORED ON THE LOCAL DATABASE THE (AIBUSMART #LOULCSENUNEED RAVIHE (AIBUSMART
#LOUD OLATFORM 90U CAN CHECK IF THE SERVICE IS RUNNING WITH THE MEFSBASE ONETRED STOPPED GREE|
RUNNING INDICATORS

90U CANND FURTHER INFORMATION ON OUR WHEHB3H BEVAWVW HAIBUSMART COM MESHLIUM CONNECTOR




#LOUD #ONNECTORS

“-#LOUD

“-#LOUD IS A CLOUD PLATFORM AS A SERVICE 0AA3 DEVELORET BMVES A WIDE SCOPE OF SERVICES TO USE T
CLOUD ONE OF THEM IS BASEDIOROMMUNICATIONS 4HIS IS A GREAT ALTERNATIVE IF THE USER DO NIDODWANT
HIS OWN -144 SERVER

#ON1 GURATION

#ONLGURATION OPTIONS ARE SHOWN IN THE - - OLATFORM MENU ENLARAINGOHE4 SECTION 90U WILL NOTICE
THAT THE CBUJRATION FOR THIS PLUGIN IS VERY STRAIGHT FORWARD YOU HAVE MCARAMEHERSEENEBIE
#LOUD WEB PANEL

&IGURE #ON1GURING “-#LOUD IN -ESHLIUM

/RGANIZATION “$“DENTIER OF YOUR ORGANIZATION YOU CAN GET IT FROM THE PLATFORM CREDENTIALS
10“ USER 5SER GENERATED IN THPLATFORM SECTION
10“ PASSWORDOASSWORD GENERATED IN TIREATFORM SECTION

%VENT “$5SED TO CABURE THE EVENT WHERE YOU WANT TO SEND THE INFORMADIONOT KNOW WHAT TO
TYPE IN THIELD YOU CAN USIB

“NTERVABSED TO DELAY THE COMMUNICATION AFTER A BUNCH OF MESSAGES WERE SENT

ORESS THBAVE BUTTON FOR STORING THEUEANIORN THE CASE THAT YOU HAVE RUN A PREVIGURLTGN WE
ADVISE THAT YOU ALSO RESET THE LOGORATION PRESS2NGET ,OCAL #0E

#ONTROLLING SYNCHRONIZATION

90U CAN STOP OR START-HHBUD SYNCHRONIZATION PROCESS ANYTIME HITTING ON THH/ARANONS OP
4HEN THE STATUS INDICATOR DISPLAYS THE CURRENT 3UNNINGARRBOPPED

&IGURE “'-#LOUD SYNCHRONIZATION SERVICE IS RUNNING

90U CAN STOP THE SYNCHRONIZATION ANYTIME CLICRINGPGNTHEN

&IGURE "'-#LOUD SYNCHRONIZATION SERVICE IS STOPPED

-ORE INFORMATION CAN BE FOUND ON THIS 2ECIPE WE CREATED FOR
HTTPS DEVELOPER IBM COM RECIPES TUTORIALS BLUHNRATION GUIDE FOR MESHLIUM




#LOUD #ONNECTORS

“O4 4I1CKET

“O4 4ICKET IS ONE OF THE VBORDBT COMPLETE ADVANCED AND EASYNRQUSSRIMNTERNET OF 4HINGS PLATFORM
WITH OVER  MILLION USERS MAINLY IN THE ENERGY AND MOBILE MACHIRERYSING4 4ICKET YOU CAN BUD4D
APPLICATIONS IN YOUR WEB BROWSER IN MINUTES NO PLUG INS REQUORHATEODASHBOARDS REPORTS ANALY
OR AUGMENTED REALITY BASED ON BIG DATA COLLECTED FROM YOUR THINGS

&IGURE “O44ICKET PANEL EXAMPLES

30ME BENETS GERED BYO4 4ICKET

#OMPLETE UP TO DATE SOLUTIGD 4ICKET IS A COMPLETE REMOTE MANAGEMENT SYSTEM WHICH INCLULC
ELECTRONICS SOFTWARE AND SERVER 4HE PLATFORM IS CONTINUOUSHEREVEHOREY FEBERTURES AND
OPTIONS

%ASY TO GET STARTED AND INTEGRAUEDAN USE THE PLATFORM AS A SERVICE 3AA3 OR 0AA3 OR DEPLOY
OWN SERVERS 7E CAN INTEGIRMIEKET WITH ANY OF YOUR OTHER INFORMATION SYSTEMS

&LEXIBILITY AND CHOIGEE THE WHOL®4 4ICKET PLATFORM OR PART OF'04 46KET SPECIELECTRONICS OR
USE YOUR OWN ALREADY DEPLOYED ELECTRONICS %ASYWANYFHROGRAMMING LANGUAGES ALLOWS A HLU
SELECTION OF DEVICES TO BE EASILY CONNECTED

%ASY TO USE AND #USTOMIZABHE “O4 4ICKET WEB DASHBOARDS ALLOWS YOU TO BE UP AND RUNNING IN M
USING ONLY YOUR WEB BROWSHRKET CAN BE CUSTOMIZED TO MEET YOUR UNIQUE NEEDS EVEN THE LOOK
CAN BE MADE TO MATCH YOUR CORPORATE BRAND IDENTITY

-ORE INFORMATION CAN BE FOUNDVAT IOT TICKET COM




#LOUD #ONNECTORS

“O4 4ICKET -ESHLIUM INTEGRATION

INCE ,IBELIUMS #LOUD #ONNECTOR HAS BEEINGOBED ALL YOUR AVAILABLE DATA WILL SHOW UP AUTOMATICALL
“O4 41ICKET WEB BASED DASHBOARD REPORT DESIGNER FROM WHERE YOUSSINNERSIEY OE@HINGS APPLICATIONC

&IGURE “O44ICKET -ESHLIUM INTEGRATION

4HE"O4 4ICKET CLOUD CONNECTOR SETTINGS CAN BE FOUNBHIRDEFRONHEF THE BROWSER BASED -ESHLIUM -ANAG
3YSTEM 4HE CONURATION IS SPLIT INTO THREE PARTS JGGRAION #ONNECTOR 3ETTINGS AND 7ASPMOTE &ILTE
AS WELL AS A SECTION FOR INFORMATION ABOUT THE CURRENT STATUS OF THETRONSIEOTORARTTANOCIN OP TF

PROGRAM

&IGURE “O44ICKET PLUGIN PANEL




#LOUD #ONNECTORS

4HE ,OGIN #ONGURATION SECTION SETS UP THE INFORMATIOQ4FORKETURCCOUNT AND CONSISTS OF FOUR PART

3ERVICE /WNER +EYGIVES THE USERNAME AND PASSWORD OF THE MY IOT TICKET COM SERVIBEACTUNT T
WISH TO CONNECT YOUR -ESHLIUM DEVICE

3ERVERSPEQIES THEO4 4ICKET SERVER TO USE BY DMFAWLTICKET COM

“O4 $EVICE .AME IS A READ ONLELD SHOWING TBE4ICKET DEVICE NAME USED FOR THAT -ESHLIUMSSIET
WHEN THE CONNECTOR IS STARTED AND IS EMPTY IF NO NAME HAS YET BEEN SETUBERRIWSEERFRESH
AFTER CONNECTOR HAS STARTED TO SEE THE NAME

4HE #ONNECTOR 3ETTINGS SECTION HAS PARAMETERS FOR THE OPERATION OF THE ESENWEGITESATSHLAEAH
BETWEEN UPDATES'O®4ICKET AS WELL AS SIZE OF TRANSMITTED BATCHES OF DATA -ORE FREXJBENWAYATA L
COME AT THE COST OF INCREASED SYSTEM RESOURCE USAGE

,LAUNCH AT STARAHIS CHECKBOX INDICATES WHETHER THE CONNECTOR IS SET TO STAREAUHEMES HIAUMY WE
IS POWERED ON

4IME BETWEEN TRANSMITSIVES THE MINIMUM ELAPSED TIME BETWEEN TRANSMISSAGNKED 6ALUES LESS
THAN SECONDS MAY CONSUME HIGH SYSTEM RESOURCES

3LEEP BETWEEN QUERIESTHE TIME THE PROGRAM SLEEPS BBIWERHNRIES IN ORDER TO CONSERVE RESOURC

-AX SIZE OF 31, QUERY IS THE MAXIMUM NUMBER OF RESULTS FOR A SINGLE 31, QUERY TO THE -B&3BHUM DA
6ALUES GREATER THAN MAY LEAD TO HIGH SYSTEM LOAD

4HE SECTION ALSO ALLOWS EGBRING CONNECTOR LOGGING

,OG1LE MAX SIZE KBYTESAHE MAXIMUM SIZE OF A SINGLELDP®N KILOBYTES

-AX NUM OF LOGILES IS THE NUMBER OF 1OES THAT CAN BE WRITTEN BEFORE THE LOGGING HANDLEF
OVERWRITING TRE&T

3AVE LOAD AND VERIFY

4HESE BUTTONS ALLOW SAVING LOADING AND VALIDATING GNREREINGIAYA TO A LOEAIN THE -ESHLIUM DISK
WHICH IS READ BY THE CONNECTOR 4HE SAVED DATA INCLUDES BOTH THE ,OGIR AED HOGSEAS WELL AS AN
ENTERED 7ASPMOTETERING RULE 3BEPMOTESSECTION BELOW

&IGURE 3AVE ,OAD AND 6ERIFY BUTTONS

3AVE VALIDATES THE DATA ENTERED INTO THE FORM AND SAVES TO IT TO DISK
2ELOADREADS DATA BACK FROM DISK ERASIEGDNVHAT HAVE BEEN CHANGED SINCE LAST SAVE

6ALIDATE RUNS A CHECK THAT ENTHERES ARE OF THE CORRECT TYPE AND COQNMEICKETOO CHECK THE
ENTERED USERNAME AND PASSWQORRCATION FAILS FORA IT WILL BE MARKED IN RED AND AN ERROR MESS
APPEARS




#LOUD #ONNECTORS

6ALIDATION OF SETTINGS

#ONLGURATION SETTINGS ARE VALIDATED TO MAKE SURE THE BRTERMAKRABENSE EG NUMERIOS SUCH AS
SLEEP AND QUERY SIZE MUST BE NUMBERS !DDITIONALLY THE VALISATEOWARNINGS IF ANY PARAMETERS MIC
CAUSE HIGH SYSTEM LOAD ON -ESHLIUM

IDDITIONALLY THELIDATBBUTTON CHECKS ENTERED LOGIN INFORMATIOQ4AMITKEHEERVER AND SHOWS A WARNIN
IF SETTINGS ARE INCORRECT AND A GREEANIOBINMESSAGE IF THEY ARE CORRECT

&IGURE 6ALIDATION ERROR

&IGURE 6ALIDATION SUCCESS

/ASPMOTE 1LTERING

4HIS SECTION ALLOWERING OF WHICH 7ASPMOTE DATA IS SYNCHROKMWERHETD 4HE SECTION IS ENABLED BY TICKII
THE 7TASPMOTELTERING ACTIVE CHECKBOX

&IGURE 7ASPMOTES LIST

2EFRESH’/ASPMOTES RELOADS THE LIST OF 7ASPMOTES FROM THE -ESHLIUM DATABASE
3ELECT 5NSELEQIL ALLOWS FOR QUICK SELECTION OR DESELECTION OF ALL PRESENT 7ASPMOTES
4HE 7ASPMOTE INFOBOX CONTAINS THE FOLLOWING VALUES
AME IN THE TOP LEFT SHOWS THE NAME A 7TASPMOTE BROADCASTS TO THE -ESHEADMNGE HHIS 5 SET IN
7ASPMOTE CODEF NOT SET .O NAME IS DISPLAYED INSTEAD
,AST 3EEN IS THE LAST DATE AT WHICH A SENSOR ENTRY WAS SENT FROM THE 7TASPMQIM TO THE -ESHLI

3ENSORSS A LIST OF SENSORS PRESENT ON THAT 7ASPMOTE DEVICE /NLY THE LATESTIBELECEBMERE IS C
IN CASE SENSORS ARE CHANGED &ULL NAMES MAY BE SEEN BY HOVERINZERHEHERBEREVIATED NAMES IN
THE LIST

“NCLUDE SPEAIES WHETHER THE 7ASPMOTE SHOULD BE INCLUDED IN THE DATA TRANSMITTED BY THE (
$ESELECTED 7ASPMOTES HAVE THEIR INFO BOX GREYED OUT




#LOUD #ONNECTORS

3YNCHRONIZATION STATUS

4HIS SECTION ALLOWS THE USER TO START AND STOP THE CONNECTORWNDIONSBAYE INFOBRRENT STATUS 7HE
THE CONNECTORSISBE INDICATOR MARKER IS RED

&IGURE 3TART BUTTON

IFTER CLICKISTARTTHE CONNECTOR SHOWS A STARTUP SEQUENCH MSERTHEMNE RUNNING STATUS WILL BE INDICA
BY THE STATUS ICON TURNING GREEN 4HE START BUTTON BETORESTA QND

&IGURE 3TOP BUTTON

4HE LINKGIEW LOGLESWILL ALLOW YOU TO SEE THE STATUS OF THE RUNNING CONNHEDRLWIAERBD SET OF THIS
LOGGING DATA WILL ALSO BE AVAILABLE AS A DATA NODETKEDEIRTERPRISE

“‘O4 41CKET VIEW

/INCE THE CONNECTOR IS RUNNING YOU CAN USE YOUR WEB BROWSER TO SEATHE®AMEBIMTO YOYJRICKET
$ASHBOARDS AND %NTERPRISE -ANAGER ON MY IOT TICKET COM

‘N YOURO4 4ICKET ENTERPRISE THE -ESHLIUM DEVICE WILL BE VIEWABLAGGEANDEVICE UNDER YOUR ENTERPRI
AND CAN NOW EASILY BE USED IN %NTERPRISE $ASHBOARDS TO CREATENZIEMIBIGBXDAUREYVEN MIXING IT WITH
DATA COMING FROM OTBHEROURCES

&IGURE “O44ICKET PANEL




#LOUD #ONNECTORS

90U CAN NOW CIINURE YOUR OWN DASHBOARD WITH SENSOR DATA AND HAVE IT UP ANDARUERING MINMUTES

&IGURE “O44ICKET PANEL




#LOUD #ONNECTORS

“O43ENS

“O43ENSHTTP WWW IOTSENS COSMA HORIZONTAL PLATFORM FOR THE DEVELOPMENT OF SMART CITIES WHIC
FUNCTIONALITIES FOR GATHERING INTEGRATING STORING ANDRENAIVANGTIFATROM A GLOBAL POINT OF VIEW
MANAGERS AND CITIZENS KNOW WHAT IS HAPPENING AND CAN IMMEDIATELY ACT

“O43ENS SEAMLESSLY INTEGRATES WITH -ESHLIUM DEVICES BYIMEQNEWHS SO THE CONNECTOR WILL SEND A
THE SENSORS DATA TO'GERHERNS PLATFORM IN ORDER TO BE PROCESSED

#ON1 GURATION

&IGURE #ON1GURING “O43ENS IN -ESHLIUM

4HE"O43ENS PROVIDER WILL SUPPLY YOU WITH THE -144 CONNEGU RN [@MNATTENDING YOUR PARTICULAR DEPLOY

-144 3ERVER “0 “O0 ADDRESS WHERE THE -144 3ERVER IS DEPLOYED
-144 3ERVER OORT OORT NUMBER WHERE THE -144 3ERVER IS LISTENING FOR CONNECTIONS

-144 3ERVER 5SER 5SER NAME FOR CONNECTING TO THE -144 3ERVEREELBHTAN BE EMPTY IF NO USER IS
REQUIRED

-144 3ERVER OASSWORDOASSWORD FOR CONNECTING TO THE -144 3ERVERDAEWSI BE EMPTY IF NO USER IS
REQUIRED

IDDITIONALLY TOE3ENS PLUGIN SUPPORTS THEURATION OF SOME PARAMETERS REGARDING HOW THE SYNCHRC
PROCESS WORKS

3LEEPING TIMEAHE SYNCHRONIZATION PROCESS SLEEPS SOME TIME BETWEEN EXECUTIONS CAMNISRAFHZSVIETE
HOW MANY SECONDS IT WILL SLEEP BEFORE STARTING THE SYNCHRONGZANONCROCHESIZHED 4HE
SLEEPING TIME MUST BE LONG ENOUGH TO GIVE TIME TO OTHER DEVICE PROCE&HHS TO DO THEIR W

-AX MEASURES TO SYN@HIS PARAMETER COGNRES HOW MANY SENSOR MEASURES ARE SYNCHRONIZED AT N
EVERY SYNCHRONIZATION PROCESS 4HE NUMBER OF MEASURES TO SYNEHRONZEHMOSDEBR TO AVOID THE
SYNCHRONIZATION PROCESS TO OVERLOAD THE SYSTEM FOR A LONG TIME

#ONTROLLING SYNCHRONIZATION

90U CAN START AND STOP THE SYNCHRONIZATION OF THEORBENS SERIHCHE THE INTERFACE YOU CAN SEE AN
INDICATOR OF WHETHERABHNS SERVICE IS RUNNING OR YOO CLICK GNARTTHE SYNCHRONIZATION WILL BEGIN

&IGURE “O43ENS SYNCHRONIZATION SERVICE IS RUNNING

90U CAN STOP AT ANY MOMENT CLICKENGRBUTTON

&IGURE “O43ENS SYNCHRONIZATION SERVICE IS STOPPED




#LOUD #ONNECTORS

+I

‘NTRODUCTION

+11 #LOUD IS AN -"AA3 -OBILE "ACKEND AS A 3ERVICE ANDAMTERNET OF 4HINGS CLOUD PLATFORM PROVIDED |
#ORPORATION

+Il OSERS A CLOUD SERVICE THAT PROVIDES VARIOUS SERVER SIDE FUNETIONSFAR \NEBBIAEIIAPPS AGD
SOLUTIONS "Y LEVERAGING THESEHE USER CAN PROVIDE SERVICES MAKING MOBILE APPS'NNBERNENEBGEADY
WITHOUT THE SERVER SIDE IMPLEMENTATIONS AND OPERATIONS

40 LEARN MORE ABOUT THE ADVANTAGES OF USING THE +1l #.OUD SEE THIS PAGE

HTTP DOCS KIl COM EN STARTS MERITS

“N ORDER TO MAKE IT EASIER FOR DEVELOPERS AND SYSTEM INTEGRATORS F0D GERSHESENOF 3$+S
HTTP DOCS KII COM EN REFERBNIESIULTIPLE PLATFORMS

‘NTERNET OF 4HINGS “O4

&OR0O4 SCENARIOS SERS THE 4HING3$+ HTTPS DOCS KIl COM EN GUIDES THINGAFHOENTERACTION &RAMEWORK
4HING'&HTTPS DOCS KII COM EN STARTS IOT FUNCTIONS BASICRAHRAMEWORK POSITIONED ABOVE THE +I1 #LO!
3%+ “T IS A COMBINATION OF SELECTED FEATURES OF THE +II #L.OUD 3%$+7@ SOCHLERS E

$EVICES WHICH ARE PARJACFOLUTIONS ARE CALLED THINGS IN THE +II #.OUD ENVIRONMENT

#ONNECTOR BASICS

4HE +11 #.OUD CONNECTOR RUNS ON -ESHLIUM AS AN AGENT DAEMON THATCHERIBBITAELLOCAL DATABASE F(
INCOMING SENSOR DATA EG FRAMES COMING FROM REMOTE 7ASPMOTES 4HEHHEBISHUMIS REGISTERED AS
GATEWAY AGAINST THE +ll #.OUD AND THE NODES SENDING SENSOR DEM. ARREBEFISAFRED AS END NODES OF T
GATEWAY 4HE SENSOR DATA ITSELF PROVIDED BY THE NODES IS SENT T®4HHEGE SIAUBA

HTTP DOCS KII COM EN FUNCTIONS THINGIFSDK THINGIFSDK MOQBHCIS REEES A NOESENSOR DATA SNAPSHOT
AT A SPECT POINT IN TIME

/INCE THE NODES ARE SENDING STATES ON THE +11 #L.OUD YOU COULD FOR EXAEMNEGERVREBENT AND HISTORICAI
SENSOR VALUES ON A MOBILE APPLICATION BY USING&TBiE ARGNDROID
HTTPS DOCS KIl COM EN GUIDES THINGIFSDK ADIDE®DIBTTPS DOCS KIl COM EN GUIDES THINGIFSDK IOS
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#ONNECTOR COGURATION AND OPERATION

90U CAN CABURE THE +Il #.0UD CONNECTORANDTHEAONNECTDOAB OF THE -ESHLIUM -ANAGER 3YSTEM #LICK ON
"ASIC #LOUD OARTNARD SELECT +lI

&IGURE +II #LOUD #ONNECTOR

4HENILL IN THEELDS AS FOLLOWS

3ERVER ,OCATIO®NTER SERVER LOCATION OF YOUR APP EITHER 53 *0 %5 #. OR 3' CREATEDKATAHVELOPE
&OR MORE INFO ON CREATING AN APP SEE THIS PAGE

IPP “$ %NTER THE !PP OF YOUR APP CREATED AT DEVELOPER Kl COM &OR MORE INFO ON CREAHNSS AN /

PAGE
IPP +EY %NTER THE IPP +EY OF YOUR APP CREATED AT DEVELOPER KIl COM &OR HAREGED SRPCEE
THIS PAGE

'ATEWAY 6ENDOR “$%NTER A UNIQUE NAME FOR THIS GATEWAY -ESHWUWM BE CREATED IF IT DOES NOT EX
ON THE +1I CLOUD

'ATEWAY 0ASSWORDANTER A PASSWORD FOR THIS GATEWAY -EBHIHENEATEWAY ALREADY EXISTS ON THE
CLOUD THE PASSWORD MUST MATCH THE PREVIOUS REGISTRATION

/WNER 5SERNAME %NTER A USERNAME TINBEBVHICH +II USER WILL OWN THE GATEWAY AND NODESE
CREATED ON THE +1I CLOUD IF IT DOES NOT EXIST

/WNER OASSWORD%NTER A PASSWORD FOR THE USER YB SBEBCEF THE USER ALREADY EXISTS ON THE -
CLOUD THE PASSWORD MUST MATCH THE PREVIOUS REGISTRATION

5PDATE “NTERVA%NTER THE FREQUENCY IN WHICH THE +1l AGENT QUERIES THE LOCALVD SEAIRSHEFAORA NE
FRAMES -INIMUM AND DEFAULT IS SECONDS

-AXIMUM &RAMES PER 5PDATE %NTER THE MAXIMUM NUMBER OF FRAMES TO FETCH FROM THE LOCAL DAT/
UPDATE CYCLE $EFAULTIS MAXIMUMIS  /NLY FRAMES NOT PRESNNCHRONIZED WILL BE FETCHED IS
GENERAL RULE OF THUMB WE ADVISE YOU AT LEAST ALLOW FOR SECONDHER®RAMBWNTER DAEMON TO
KEEP UP EG IF YOU CHOOSE FRAMES SELECT AN INTERVAL OF AT LEAST SECONDS

,OG ,EVEL %NTER THE LOG LEVEL &ROM FEWER TO MORE DETAILS THE LEVELS'RRES%EE: 2820/24
$EFAULT IS /&&
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90U CAN START AND STOP THE SERVICE BY G BIEBUTTON IN THE -ANAGER 3YSTEM PLUGIN

&IGURE #ON1GURING +II IN -ESHLIUM

&IGURE #ONI1GURING +II IN -ESHLIUM

(OW TO VERIFY THAT THE +II #L.OUD #ONNECTOR IS WORKING PROPERLY

90U CAN MANUALLY VERIFY THAT THE +II #LOUD #ONNECTOR IS WORKING RROFERLWSOECTION OF THE DEVICI
AND SENT DATA AT OUR DEVELOPER CONSOLE 4HESE ARE THE STEPS

'O TODEVELOPER KII CAND SIGN IN WITH THE SAME CREDENTIALS YOU USED TO CREATE THE APR ASEDESCF
PREVIOUS SECTION OF THIS DOCUMENT

3ELECT THE APP YOU CREATED BEFORE 90U WILL SEE A SET OF ICONS REPHESENSER/TEESIRROVIDED BY
+l

#LICK ON THE 4HINGS ICON THE CUBE THEN CLICK ON THE #ONSOLE TABEAKDWRKE SEE THE -ESHLIUM
AND THE NODES THAT YOU TESTED TO SUBMIT DATA IN THE LIST

#LICK ON THE /BJECTS ICON THE CYLINDER THEN CLICK ON THE $ATANRBAESERVIB® BOX SELECT .ORMAL
BUCKET AND THEN CLICK ON !PPLICATION SCOPE .OW CLICK ON STATESU-B8KE ABREWTHAT WHEN EXPANDED
SHOWS THE DATA FROM ONE FRAMELNHIY{3U CAN SEE THEM ALL HERE -AKE SURE THE VERSION COLUMN ¢
A NUMBER EQUAL TO THE NUMBER OF FRAMES YOU SENT IF YOU CLICK ON 2EFRESHHGI\NTHEBERPSHEBUILD
INCREASE ON EACH INTERVAL TIME BY THE NUMBER OF MAXIMUM FRAMESITHUREDOONCTOMNE CONNECTOR
CONGURATION PAGE

#LICK AGAIN ON THE /BJECTS ICON THE CYLINDER THEN CLICK ON THHABTM TRBWSEMBO BOX SELECT 4IME
SERIES BUCKET AND THEN CLICK ON 4HINGISEBFFECOND COMBO BOX SELECT 6ENDCIRANINKG THE TEXT
BOX BELOW TYPE THE NAME OF THE NODE YOU WANT TO VERIFY ! POP (HEBRXWVIHLTAEE NODE AND YOU
MUST CLICK ON IT .OW CLICK ON TS?HISTORY AND YOU WILL SEE A LIST GFOSENSORNENDERHEAICK ON EACH O
THEM TO VERIFY THE SENSOR DATA
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,ABEEB

,ABEEB “O4 IS A #LOUD AND /N OREMISETERNET OF 4HING8 3ERVICES %NABLEMENT OLATFDRRIOVIDES AN
ATTRACTIVE ENVIRONMENT | E PLATFORM AS A SERVIEBDBDVHNIBMENT TOOLS AND DOCUMENTATION FORENTR
THIRD PARTY DEVELOPERS AND COMPANIES TO ACCELERATE THE DEVELORMEEN TOMUEWEPSERVICES AND TO
HELP THEM ACHIEVE FASTER TIME TO MARKET

&OR MORE INFORMATHONP WWW LABEEB IOT COM

&IGURE ,ABEEB “O4 PLUGIN

2EGISTER -ESHLIUM IN ,ABEEB “O4 OLATFORM
#REATE A ,ABEEB4 ACCOUNT PREVIOUSLY TO REGISTER -ESHLIUMO% ABEEBORM

HTTP MEA LABEEB IOT COM

&IGURE #REATING A NEW ,ABEEB ACCOUNT




#LOUD #ONNECTORS

#ON1 GURATION

IFTER CREATING YOUR ACCOUNT YOU CAN USE YOUR CREDENTIALS ENERRRARIGANBNWASSSVORD TOGLMRE
-ESHLIUM

&IGURE ,ABEEB “O4 CON1GURATION PANEL

&ILL THE COGURATIANELDS WITH YOUR ,ABEEEBCREDENTIALS
(OSTING 3ERVERHE SERVER WHERE YOUR ,ABEEBCOUNT ISHOSTED IN DEFAULT -%! FOR MEA LABEEB I
%NTERPRISE . AMEENTERPRISE NAME USED TO CREATE PORTAL ACCOUNT
5SERNAME USERNAME OF YOUR PORTAL ACCOUNT
OASSWORMDPASSWORD OF YOUR PORTAL ACCOUNT
,OG LEVEWUSED FOR DEBUGGING LEVEL ERRORS REPORTS ETC

-AX NUMBER OF RECORDIHE MAXIMUM NUMBER OF RECORDS TO BE SYNCHRONIZED'O® PABIRRBSOME
TIME INTERVAL

3YNC FREQUENCY SESPEdIC TIME INTERVAL TO PERFORM SYNCHRONLAEDON SEHEONDS
3AVE THE CANGURATION BY PRESSING THE BRAMESN4AHIS WILL STORE THEM LOCALLY AND CREATE ALL NEEDED
AND SENSORS AUTOMATICALLY ON“@ABEESTFORM

7THENEVER YOU MAKE A CHANGE ADD A SENSOR OR A DEVICE PRESEQMNG TO UPDATE THESE PARAMETERS
ON ,ABEEB'O4 PORTAL




#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

/INCE THE CONNECTOR ISGORED THE USER CAN LAUNCH THE -ESHLIUMQYERERIPBTARBUTTON 4HE PROGRAM
WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE AND WILABERBOHEMTEARIA 4HE STATUS
INDICATOR DISPLAYS THE CURRENUSINMYEOR 3TOPPED

4HE -ESHLIUM ,ABEEB'O4 CLOUD CONNECTOR WILL START SENDING THE DATA OF ANY NEW 7ASPM(EEBDEVIC
“O4 OLATFORM AFTER A MAXIMUM OF MIN

&IGURE ,ABEEB “O4 SENDER IS RUNNING

90U CAN STOP THE ,ABEEBSCRIPT ANYTIME BY CLICKING GNORHEUTTON

&IGURE ,ABEEB “O4 SENDER IS STOPPED

90U CAN GET ALL THE DATA SENT FROM THE 7ASPMOTE DEVICES ONZ IRDRRBHEEB

#LICK ON $ATA $ATA RETRIEVAL SELECT THE RELATED DEVICE OR DATA TYPECTE RIPARIEVE COL

&IGURE ,ABEEB “O4 OLATFORM DATA RETRIEVAL
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-144

-144 1S APUBLISH SUBSCRIBE EXTREMELY SIMPLE AND LIGHTWEGNG MES$AQCOL DESIGNEBBR CONSTRAINED
DEVICES AND LOW BANDWIDTH HIGH LATENCY OR UNRELIABLE NEBWDHRRY ROIEER IS CRITICAL $UE TO ITS FEAT
OF DELIVERY ASSURANCE AND BANDWIDTH REDUCTION -144 IS BEING BSHIDBY SOMFORMS SUCH @GR
#ARRIOTS WHICH MEANS THAT 7ASPMOTE DATA CAN BE STORED INSIDE THEHFRONE BRSEITEN THIS PROTOCOL

-ORE INFORMATIONTTP _MQTT ORG FAQ

7ITH THIS PLUGIN 7ASPMOTE SENSOR DATA CAN BE DIRECTLY INTEGRATHEROKERA -144

&IGURE144 PLUGIN

#ON1 GURATION

4HE BROKER IS A KEY AGENT IN -144 PROTOCOL 4HE BROKER IS A SERVEERSWICHHREERAMES AND DISTRIBUTE
EACH ONE OF THEM TO THE SUBSCRIBERS CLIENTS

“N 3ERVER "ROKER #GNRATION THE USER CAN SET

“0 IDDRESS 3ERVE®R ADDRESS
OORT NUMBERBERVER PORT NUMBER
5SER 3ERVER USER NAME TO LOG IN THE -144 SYSTEM
OASSWORBBERVER PASSWORD TO LOG IN THE -144 SERVER
40PIC TEMPLATEOPIC OF YOUR MESSAGE 4HE USER CAN USE THESE WILD CARDS CREAZHIGSAREGBOREA L
-%3(, “5- “‘DENTIER FOR -ESHLIUM
“‘$ 5NIQUE IDENTLER FOR DATA
“$?7130 ‘DENTIER FOR 7TASPMOTE
3%.3/2 3ENSOR IDENTI1CATION
-ESSAGE TEMPLATEPATA STRUCTURE OF YOUR MESSAGE 4HE USER CAN USE THESE WILD CA8DSMIREBTING
CONTENT
“$ S5NIQUE IDENTLER FOR DATA
“$?7130 “DENTIES THE 7ASPMOTE UNIT
“$?73%#2%4 3ECRET IDENR
3%.3/2 “‘DENTIES THE SENSOR
6!,5% 6ALUE OBTAINED FROM THE SENSOR

43 C $ATE WITH CUSTOM FORMAT 4HE PARAMETER PASSED IN THIS WILD CARD TDORRE SZOND
ONES YOU CAN USE IN 0(0 DATE FUNCTION SEE FORMAT PARAMETERS IN
HTTP PHP NET MANUAL ES FUNCTION DATE PHP REFSECT FUNCTRAMBEAERPA
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&IGURE 3ERVER "ROKER #ON1GURATION

%XAMPLES ABOW44 3ERVERS "ROKERS

HTTP MQTT ORG WIKI DOKU PHP BROKERS
HTTP _MOSQUITTO ORG
HTTP MQTT IO

.OTE IN THIS EXAMPLE THE BROKER WAS RUNNING ON A COMPUTERLINEDEGRKRAABCTEST PURPOSES ONLY
PROFESSIONAL USE IT IS RECOMMENDED TO WORK WITH A STEBERVERIRIDRESS

#ONTROLLING STATUS

/INCE CONGURED THE SERVER BROKER THE USER CAN LAUNCH THE -ESHLIUM -14ZAROBRAMDIS 4HE PROGRAM
WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE AND WILBREERERTHEMIZO HARIBTOCOL 4HE
STATUS INDICATOR DISPLAYS THE CURRENT SPANNISISORGTOPPED

&IGURE144 SENDER IS RUNNING

90U CAN STOP THE -144 SENDER ANYTIME CLICKINGONABEBTTON

&IGURE -144 SENDER IS STOPPED




#LOUD #ONNECTORS

OLATFORMS USING -144

-144 HAS BEEN WIDELY IMPLEMENTED ACROSS A VARIETY OF INDUSTRIES IS OF-14R(8 IN THE PROCESS OF
UNDERGOING STANDARDIZATIONRAPRGTOCOL STACK 4HE PROTOCOCABRBCHAS BEEN OPENLY PUBLISHED WITH
ROYALTY FREE LICENSE FOR MANY YEARS AND COMPANIES SUCH MERURKNEBH ASFRRCOM HAVE IMPLEMENTED
THE PROTOCOL IN THEIR PRODUCTS

(ERE ARE A NUMBER OF NOTABLE PROJECTS THAT HAVE MADE USE OF -144 ANINREDSITED THEHOMPANIES LIKE
#ISCO %CLIPSE &OUNDATION %UROTESHNG --l1 2ED (AT 30OFTWARE "' 4 “#/ AND #ARRIOTS AMONG OTHER
COMPANIES ARE WORKING WITH THIS PROTOCOL

-ORE INFORMATION ABOUT EXAMPLES ANBHUBESMQTT ORG WIKI DOKU PHP EXAMPLE?USES
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Y0# #ONNEXIVE

#ONNEXIVE IS A CLOUD PLATFORM DEVELOPED BY .%# THAT GIVES A SCORESESHREV/ILER)D

#ON1 GURATION
4HE #ONNEXIVE CLOUD CONNECTOR IS LOCATED IN

#LOUD #ONNECTDRASIC #L.OUD 0ARTNERONNEXIVE

&IGURE #ONNEXIVE SYNCHRONIZATION SERVICE CON1GURATION PANEL
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4HE #ONNECTION #DEURATIONSECTION IS THE GENERAGUORATION FOR THE #ONNEXIVE CLOUD CONNECTOR

3ERIAL“$ '04'7 “$ OR THE UNIQWH-OR THE -ESHLIUM WHICH WAS SET IN #0ONNEXIVE WHEN REASTERING
#ONNEXIVE (OSTNAME; OORT#ONNEXIVE HOSTNAME AND PORT NUMBER

3ERVICE .AME SERVICE NAME TO ACCESS #ONNEXIVE $EFATRGATEWAY

(440 $EFAULT 4IMEOUT SECDEFAULT TIMEOUT OF THE REPLY FOR AN (440 TRANSMISSION IN SECONDS UNIT
5SE OROXY 3ERVERURN ON THIS BUTTON IF YOU ARE USING A PROXY SERVER

OROXY (OST “0 ADDRESS OR HOST NAME OF THE PROXY SERVER

OROXY OORTPORT NUMBER OF THE PROXY SERVER

5SE 33, TURN THIS BUTTON ON IF USING 33,

5PDATE 33, 4RUST 3TORHURN THIS BUTTON ON WHEN UPDATING THE 33, TRUST STORE

4RUST 3TORE &ITRUST STAQRE FOR 33,

4RUST 3TORE OASSWORBSWORD FOR THE TRUSILETORE

4HE #LOUD #ONNECTOR HGURATIONSECTION SETS UP THE SYNCHRONIZATION CHARACTERISTICS

&ETCH ,“-“4 THE MAXIMUM NUMBER OF RESULTS FORZLSMNEREY TO THE -ESHLIUM DATABASE 6ALUES GREAT
THAN MAY LEAD TO HIGH SYSTEM LOAD

LOG ,EVELLOG LEVEL
4HE #ONNEXIVE #ANEURATIONSECTION IS THE SPECIONGURATION FOR THE #ONNEXIVE CLOUD

#& 6ERSIONCONGURATION VERSION TO CONNECT WITH #ONNEXIVE OLEASE ALWXED NIRIWWIERHE

OOLLING (OURS OF -APPING 2ULHS$IE TIME PERIOD TO POLL IN ORDER TO ACQUIRE MAPPING RULES &OR EX
THE CASE OF IT POLLS #ONNEXIVE FROM  TO

OOLLING #YCLE OF -APPING 2ULES MINUTESE INTERVAL WHICH IS POLLED TO ACQUIRE MAPPING RULES
4HE -AXIMUM .UMBER OF $EVICES THE MAXIMUM NUMBER OF DEVICES

#LICK ON THEAVE BUTTON FOR STORING THEUEANIANELDS

#ONTROLLING SYNCHRONIZATION

/INCE CONGURED THE CLOUD CONNECTOR PRESBBHETON TO START THE SYNCHRONIZATION SERVICE

&IGURE #ONNEXIVE SYNCHRONIZATION SERVICE IS RUNNING

90U CAN STOP THE SYNCHRONIZATION SERVICE ANYTIME CLEIJKIRGLON ONE

&IGURE #ONNEXIVE SYNCHRONIZATION SERVICE IS STOPPED




#LOUD #ONNECTORS

/IRCHESTRA

4HE /RCHESTRA PLATFORMENABLES THE POSSIBILITY TO COLLECT ALL THE DATA FROM SENSORS ATTOZERD TO
-144 AND MANAGE THEM IN A USER FRIENDLY DASHBOARD

(OW TO GET YOUR OWN !0“ KEY

&OR GETTING YOUR OWHEN)YOU HAVE TO SEND A MAER@CES ORCHESTRATH THE SUBJEQBELIUM ICTIVATION=
.EW ACTIVATION REQUESGNALING THE NUMBER OF SENSORS AND THE NUMBERS OF VENUES OR -ESSELMS BE
AND /RCHESTRA WILL PROVIDE THE ACCOUNT TO ACCESS THE PLATFORGETVHERENEEDEIAINFORMATION

&IGURE #ON1GURING /RCHESTRA

"ELOW THERE ARE A COUPLE OF IMAGES SHOWING WHHERD Y& WIINFORMATION ON THE /RCHESTRA WEBSITE

&IGURE /RCHESTRA PLATFORM USER PANEL
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40 ACTIVATE THE 8ECRET KEY AND GET THE"'DLNDIT HAVE TO GO TOUR{ELE SECTION OF THE /RCHESTRA ACCOUI
AND THEN SELECT THE CHECKBOXREHBETRA 0 SECTION AND CLICK'ENERATE KEYBUTTON

4HEN YOU HAVE TO SAVE THE INFORMATION GENERATED BY CLEARYEGONONEN THE SAME SECTION

&IGURE /RCHESTRA PLATFORM !0“ PANEL

#ON1 GURATION

&IGURE /RCHESTRA #LOUD #ONNECTOR CON1GURATION PANEL

I0“"ASE 52, 90U MUST ENTER THESR, THAT YOU ARE GOING TO USE FOR COLLECTING THE -ESHLIUM DATA
3ECRET +EMMHE SECRET KEY TO ACCESS‘THE !0
#LIENT “D3ECURITY KEY USED FOR VALIDATING THE ACCESS TO THE (OST

#LICK ON THIODIFY BUTTON TO ENABLETBHES AND INSERT THE VALUES PREVIOUSLY OBTAINED

&IGURE /RCHESTRA #LOUD #ONNECTOR CON1GURATION PANEL
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/NCE YOU CLICK TBEVE BUTTON A SELECT BOX WILL APPEAR WITH THE VENUES YOU CAN CHOOSE

&IGURE /RCHESTRA #LOUD #ONNECTOR CON1GURATION PANEL

IFTER THAT PRESS IHERTBUTTON AND YOU WILL START TO RECEIVE DATA ARRMREB EESBINIUM

“F YOU WANT TO STOP THE EVENT SENDING JUST3FREPISJTHEN
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2EDD
2EDD IS A COMPANY FOCUSED ON DELIVERING TELEMETRY AND TELECONTROL SOASHEINSWIOR CTHEMNME OF
OPTIMIZING AND SIMPLIFYING OPERATIONS AND MOST IMPORTAWI THEROWTH THE NECESSARY INFORMATION
MAKE QUICK AND TIMELY DECISIONS

&OR MORE INFORMATION PLEASE CONREODSYSTEM COM

#ON1 GURATION
90U CAN LOCATE THE 2EDD #LOUD #ONNECTOR AT
#LOUD #ONNECTORASIC #LOUD OARTNEREDD #LOUD #ONNECTOR

“‘NSIDE THE COBURATION PANEL YOULCANPARAMETERS WITH THE INFORMATION PROVIDED BY 2EDD 4HESE ARE

&IGURE 2EDD #LOUD #ONNECTOR CON1GURATION PANEL

5SER THISLELD RECOGNIZES THE INFORMATION SENT TO 2EDD BY YOU
40KEN UNIQUE IDENFHR THAT ENABLES ACCESS OF YOUR INFORMATION TO 2EDD

#LICK ON THBAVE BUTTON FOR STORING THEURANIANELDS

4HE TABLOGWILL ALLOW YOU TO SEE THE STATUS OF THE RUNNING CONNHE@E®R VIA ITS LOG

#ONTROLLING SYNCHRONIZATION

INCE CONGURED THE 2EDD #LOUD #ONNECTOR YOU CAN LAUNCH THE SYNC SCRIFE BYARISBUINGN 4HE
SYNCHRONIZATION WILL SEARCH FOR THE RECEIVED FRAMES ON THE LO@ALLDRHNBASHEMND THE 26BD
PLATFORM VIA 4#0 PROTOCOL

&IGURE 2EDD #LOUD #ONNECTOR SYNCHRONIZATION SERVICE IN STANDBY

IFTER CLICKING ONIHERBUTTON IT BECOMES ABREDPBUTTON #LICK AGAIN AND YOU WILL STOP THE SYNCHRONI.

&IGURE 2EDD #LOUD #ONNECTOR SYNCHRONIZATION SERVICE RUNNING
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2“/4 OLATFORM

274 1S A 3ENSING AS A 3ERVICE OLATFORM DEVELOPED BY‘2%$TONENAGES CONNECTIVITY FROM SENSORS OR |
SOURCES WITH VARIOUS COMMUNICATION PROTOCGI1L34MCIDUZHSEFUL

OLEASE VISHITTP_ _RIOT COM MFOR MORE INFORMATION

#ON1 GURATION

&IGURE 274 PLUGIN #ON1GURATION

4HE 2/4 PLUGIN IS CANBURED WITH THE FOLLOWING PARAMETERS

52, 4HE"0 ADDRESS OR THE 52, WILL BE PROVIDED BY 2%4$TONE

10“+EY IN!0 “+EY WILL BE PROVIDED BY 2%$ONEONE OF THE AUTHORIZATION INFORMATION IN ORDER TC
DATA TO THELZPLATFORM

'ATEWAY &IELD TO IDENTIFY WHICH -ESHLIUM DEVICE THE DATA CAME FROM WBRM RECENMEE THE DATA
SO THAT WE CAN TRACE THE LOCATION

.OTE “N THE 7ASPMOTE SENSOR BOARD MAKE SURE YOU IDENTIFYTBACHEBOGRMD V¥l SO THAT WE CAN TRACE W
SENSOR BOARD THE DATA ORIGINATED

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE EXECUTED FOR ALL THE DATA THAT HASOWIMHBEHEN SENBEENSOR OARSER DATABA!
TABLE 90U CAN START AND STOP THE SYNCHRONIZATIONHIRIMNTEREACE OF OUR SERVICE YOU CAN SEE IF THE
OF OUR SERVICE IS EITHER RUNNING-ORNQLICK @NARTTHE SYNCHRONIZATION WILL START

&IGURE 2“/4 SENDER IS RUNNING

“‘F YOU WANT TO STOP THE SYNCHRONIZATION PROCESS YOU CAN SIMBIOBUSIDAHEKRNCESS WILL STOP

&IGURE 2“/4 SENDER IS STOPPED
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20B0O-1

20BO-11SA(YBRID*"NTEGRATION OLATFOBMHAT CAN CONNECT ANY DEVICE SENSOREWAY ENTERPRISE APPLICAT
OR ANY CLOUD TO ALLOW YOU TO BUILD BUSKIESS ATBRISS NETWORKS AND CLOUDS 7HAT MAKES 20BO-1 A Gl
CHOICE FOR YAMRNEEDS IS THAT Y@4RDEVICES OR APPLICATIONS CAN EASILY INTEGRATE WITH AND“OBVERAC
DATA BY MAKING IT PART OF BUSINEZBDWORKOLVING CLOUD 3AA3 AND ON PREMISE ENTERPRISE SYSTEMS 2(
PLATFORM IS BUILT WITH CONTAINERIZED MICROSERVICE ARCHITECTWRECRIATVERNIEASLY AND HORIZONTALL
RUNS IN A DISTRIBUTED MULTI HYBRID CLOUD SETUP

40 LEARN MORE ABOUT THEIBBENEF INTEGRATION WITH 20BO-IWASMROBOMQ @R CONTARALES ROBOMQ 10

'ET A TRIAL OR PAID SUBSCRIPTION TO 20BO-1 I0AA3

40 USE THIS CONNECTOR THER$SBRUST GET A TRIAL ACCOUNT OR PAID SUBSCRIPTION

#ON1 GURE 20B0O-1 CONNECTOR

/INCE YOU HAVE YOUR 20BO-1 SUBSCRIPTION CREDENT®@UF THE FOLLOWINGUWAN IONELDS FOR THE 20BO-1
CONNECTOR

&IGUREROBO-1 CONNECTORIGDNRATION PANEL

(OST 20BO-1 MESSAGE BROKER 52, &OR FREE TRIAL ACCOUNISLLEBOMQ 10

OORT20BO-1 -ESSAGE BROKER PORT FOR !-10 PROTOCSWPPORTS 33, ENCRYPTELCTRAICH IS RECOMMENDED
5SE PORT FOR NON 33, AND PORT FOR 33, TR& RESPECTIVELY

AENANT4ENANT IS THE 4ENANOR YOUR ACCOUNT WITH 20BO-1 I0AA3 THAT IS PROVIDED IN THE PROXISIONINC
5SERNAME USERNAME THAT IS PROVIDED IN THE PROVISIONING EMAIL
OASSWORMDPASSWORD THAT IS PROVIDED IN THE PROVISIONING EMAIL
,OG ,EVEL ,0G ,EVEL THAT IS SET FOR THE CONNECTOR WITH THE FOLLOWING SETTINGS
/&& .O NEW LOGS WILL BE PRINTED TO THE LOG TAB ON -ESHLIUM GATEWAY
&.% 4HE MOST VERBOSE LOGGING LEVEL !LL LOGGING STATEMENTS ERDUIGIEGEAMNDOW
“&/ 6ERY VERBOSE LOGGING LEVEL BUT OMITS EXTREMELY DETAILED LOGS
712, ' INLY SHOWS WARNING AND SEVERE LOGS TO THE USER
3%6%2% /NLY SHOWS SEVERE LOGS

2ECORD 1UERY ,IMITAHE NUMBER OF RECORDS THAT IS QUERIED AT EVERY RECORD QUERYONIMERN[MD4HE R
MAXIMUM NUMBER OF RECORDS TO BE QUERIED IS ! VALUE GREATER THXQEPTISDABUT CAEGT THE
PERFORMANCE OF THE -ESHLIUM GATEWAY

2ECORD 1UERY “NTERWHE NUMBER OF SECONDS THAT WILL ELAPSED IN BETWEEN EACH RECORD QUBERYEEH
INTERVAL BETWEEN RECORD QUERIES IS SECONDS ANY RECORD QUERY INHEENARSBHLOWOTSBE ACCEPTEL
SINCE THIS COUSB@T THE PERFORMANCE OF THE -ESHLIUM GATEWAY




#LOUD #ONNECTORS

#ONNECTOR OPERATION AND STATUS PANEL

/INCE YOU HAVE COGBURED THE CONNECTOR YOU CAN LAUNCH THE-ESB{DIUMONNECTOR AND START SENDINC
DATA TO 20BO-1 BY CLICKING THE GBEARIBUTTON 4HE FOLLOWING IMAGE IS DISPLAYED AFTER YGUARIICK Tt
BUTTON

&IGUREOBO-1 #ONNECTOR IS RUNNING

40 STOP THE CONNECTOR PRES®AHUTTON AND WAIT FOR A FEW SECONDS FOR THE CONNECTOR TO FULLY ST
DO THIS BSTARBUTTON SHOULD APPEAR ONCE AGAIN

&IGURE 20BO-1 #0ONNECTOR HAS STOPPED

,OG TAB

/INCE YOU START THE CONNECTOR YOU CAN VIEW LOGS FOR THIS CONNECTORIBETHELIL OBMIG CEOVHE ILLUSTRATI
OF THE LOG WINDOW AFTER THE CONNECTOR WAS STARTED 90U CAN REFRESNG HBEEEFBGSHBY TLODKIOOU
CAN CLEAR THE LOGS BY CLICKBNCGETHBUTTON

&IGURE 20BO-1#0ONNECTOR LOGGING IN ACTION




#LOUD #ONNECTORS

SCRIPTR IO

SCRIPTR 10 IS THEERNET OF 4HINGS PPLICATION OLATFORM AND -ARKETPLACE QHEXFER3BICINT COMBINES
AVISUAL ENVIRONMENT AND AN EXTENSIVE ‘SHHOBFTBE RAPID DESIGN INTEGRATION AND DEVELOPMENT OF APPL
THAT EXECUTE ON A SCALABLE SECURE AND ROBUST RUNTIME SGORIBLE WITSHCQMMAIORATA PLATFORMS TO
ACCELERATE YOUYRIGITAL 4ARANSFORMATION

S5SING -ESHLIUM WITH SCRIPTR 10

40 USE -ESHLIUM WITH SCRIPTR 10 YOU NEED THE FOLLOWING ~ GRBRTBA®O SYREATE A CHANNEL IN YOUR SCRIPT
ACCOUNT  #REATE A SCRIPT IN YOUR SCRIPTR I0 ACCOUNT TO REENIVBYHESBATUM  #REATE A DEVICE ON
SCRIPTR 0 TO AUTHENTICATE THE REQUESTS SENT BY -ESHLIUM

3IGN UP TO SCRIPTR IO
90U CAN SIGN UP FOR AN ACCOUNT BY SELECTING ONE OF THE AVAIMBIEH REGISTFRAM

HTTPS WWW SCRIPTR 10 REGISTER

IFTER SIGNING UP OR IF YOU ALREADY HAD AN ACCOUNT SIGNONFROMICRHSTRVWW SCRIPTR 10 USNS YOUR
CREDENTIALS /NCE AUTHENTICATED YOU WILL BE DIRECTEB TEBS$SRIPTR 10

#REATE A CHANNEL IN YOUR SCRIPTR IO ACCOUNT

SCRIPTRI@HANNELS ARE USED TO BROADCAST MESSAGES TO YOUR SCRIPTS WIDGEABRYMCADIONIS CHEN ARE
USING YOUR SERVICES 40 CREATE A CHANNEL FRGWVEERIBTRTOPS WWW SCRIPTR 10 WORK&RAK=ON THE
DROP DOWN ARROW NEAR YOUR USERNAME AT THE TOP RIGHT CORNER OBSEHECSCBEENNGH=N

“N THE CArBURATION DIALOG THAT IS DISPLAYED SEHEGNEHEAB #LICK ONDD #HANNEL THEN ENTER A NAME
E G LIBELIUM +EEP THE CHECKBOXES UNCHECKED SO THAT ONLY AUTHORIZED ENTITIES CBRSIORUBE 568 TRS
CHANNEL #LICK ON THE CHECK SIGN ON THE RIGHT TO VALIDATE YOUR CHANGES

&IGURE #ON1GURE YOUR CHANNEL




#LOUD #ONNECTORS

#REATE A SCRIPT TO RECEIVE DATA

&IGURE #REATE A NEW SCRIPT

3CRIPTS ARE USED TO IMPLEMENT THE LOGIOOAPRMEATIONS IN *AVA3SARIAE CURRENT CASE WE NEED A SCRI
THAT RECEIVES THE DATA SENT BY THE -ESHLIUM DEVICE 40 CREATE AMEVWHE@ENPICRIPT OPTION ON THE
BOTTOM LEFT CORNER OF THR«/EBR SELEGTRIPTFROM THE DROP DOWN

90U CAN CARURE -ESHLIUM TO USE (440 OR10 TO SEND DATA TO YOUR SCRIPTR IO ACCOUNT 4HE BELOW COD!
TO BOTH COBURATIONS AND PARSES THE RECEIVED DATA INTO A *#AYBIEDN THE BELOW EXAMPLE #OPY
PASTE THE FOLLOWING INTO THE SCRIPT EDITING ARE®%F THE 7EB

/I require the scriptr.io 's log module and configure it to the "info" level
var log = require( "log" );
log.setLevel( "info" );
try {
var payload = null;
/I Check if the payload is available in request.parameters
/I (AMQP message) or in request.body (HTTP message)

if (request.parameters  && Object.keys(request.parameters).length > 0) {
payload = JSON.parse(request.parameters.data)
telse {

payload = JSON.parse(request.body);
}

log.info( "Received the following payload: \n" + JSON.stringify(payload));

/l ADD YOUR CUSTOM LOGIC HERE

}catch(exception){
log.error( "Something went wrong\n" + JSON.stringify(exception));




#LOUD #ONNECTORS

'IVE ANAME TO YOUR SCRIPT EIBELIUMAND SAVE IT

&IGURE .AME AND SAVE YOUR SCRIPT

#REATE A DEVICE TO AUTHENTICATE THE REQUESTS

40 ACCESS YOUR RESOURCES ON SCRIPTR IO THIRD PARTY CLIENTS FUGHM G8TYEYWRY-ESHOULD AUTHENTICAT
&OR THAT THEY WILL USE THE CREDENTIALS OBTAINED AFTER HANARN@SBENVIICESITN YOUR SCRIPTR 10 ACCOUNT

40 CREATE A NEW DEVICE CLICK ON THE DROP DOWN NEAR YOUR USERNABH INORIEEFOBRRTHE'$®BTHEN
SELECS$EVICE $IRECTOR%NTER Al AND A PASSWORD FOR YOUR DEVICRMFTHE PASSWORD THEN VALIDATE YOL
CHANGES BY CLICKING ON THE CHECK BUTTON ON THE RIGHT

&IGURE #REATE A NEW DEVICE

90UR DEVICE IS ADDED AND AN AUTHENTICATION TOKEN HAS BEEN GENERATED FOR IT

&IGURE %VERY NEW DEVICE GETS AN AUTHENTICATIONTTOXENA@ANE HECRIPTR 10




#LOUD #ONNECTORS

#ON1 GURATION
40 COMGURE THE SCRIPTR 10 CLOUD CONNECTOR OS -ESAGERI3YSTEM GO TO
#LOUD #ONNECTORASIC #LOUD OARTNERCRIPTR

4HE CONGURATION FORM IS DIVIDED INTO SECTIONS A COMMON SECTION AND SECHEGISCTHATARBROTOCOL
(440 OR !-10 YOU WILL DECIDE TO USE

.OTE IF YOU HAVE SIGNED UP FOR A FREE SCRIPTR IO ACCOUNTNOOSEH@WL.D ONLY C

3HARED CANGURATION
‘N THE#OMMON SECTIONLL THE FOLLOWING

3CRIPT NAMEENTER THE NAME OF THE SCRIPT YOU CREATEREWNTEHESCRIPT TO RECEIVESBBTN E G
LIBELIUM

-ESSAGE TEMPLATECONGURE THE MESSAGE TO SEND TO SCRIPTR 10 THIS DEPENDS ON THE MEASURES SE
SENSORS

,OG LEVEISPECIFY A LOG LEVEL

“‘“NTERVAISPECIFY ATIME IN SECONDS BETWEEN SYNCHRONIZATIONS WITH Y @IROSCRIPIFRIOALUE CANNOT
BE LESS THAN

5SING (440 TO SEND DATA
‘N THE#OMMON SECTIONLL THE FOLLOWING

3ERVER ADDDRESSPEAPI SCRIPTRAPPS |10
OROTOCOCHOOSK440 DEFAULT VALUE

“N THE(440 SECTIONLL THE FOLLOWING

IUTH TOKEN ENTER THE VALUE OF THE AUTHENTICATION TOKEN THAT WAS GENERATED BY-&SRIRURI IO FOF
DEVICE AS DESCRIBED IN#FRHATE A DEVICE TO AUTHENTICATE THE FEEQUESN'S

5SING !-10 TO SEND DATA
.OTE IF YOU HAVE ONLY SIGNED UP TO A FREE SCRIPTR 10 ACQOUNT DON T USE

‘N THE#OMMON SECTIONLL THE FOLLOWING

3ERVER ADDRESSPEAMQP SCRIPTR IO
OROTOCOCHOOSE-10

“N THE!-10 SECTIONLL THE FOLLOWING

.OTE CHECK NEXT PARAGRRPHNING !-10 CONLGURATION FROM SCRIPDR [CHE VALUES OBTAINED FROM SCRIPTR |

5SER PASTE THE VALUE OF5SHRNAMELELD FROM SCRIPTR IO
OASSWORDPASTE THE VALUE OF THE OASSYEDBIFROM SCRIPTR 10
6IRTUAL HOSFASTE THE VALUE OF THE 6IRTUALBHD&ROM SCRIPTR 10
%XCHANGPASTE THE VALUE OF THE %XCHBNGEROM SCRIPTR 10
20UTING KEYPASTE THE VALUE OF THE 20UTINKEKEY¥ROM SCRIPTR 10




#LOUD #ONNECTORS

/BTAINING !-10 CON 1GURATION FROM SCRIPTR 10

&ROM SCRIPFSIZEB “$% CLICK ON YOUR USERNAME ON THE TOP RIGHT CORNER OF THE SCREENMNGDNEHECT
RESULTING PANEL

3ELECT-10 AS PROTOCOL

“N THE #REDENTIALSECTION SELECT THE DEVICE YOU HAVE CREAFRBANETHEDEVICE TO AUTHENTICATE TH
REQUESTS

“N THEOUBLISHING $ETAISECTION SELECT THE CHANNEL YOU HAVE GFREANHDANCHANNEL IN YOUR SCRIPTR
ACCOUNT

#OPY THE VALUE 6IRTUAL HOSBSSERNAME O0ASSWORD%XCHANGE NAMEND 20UTING +EY TO INVOKED PASTE
THEM IN THE-10  SECTION OF -ESHLISIONGURATION

&IGURE-10 CON 1GURATION FROM SCRIPTR IO

“N -ESHLIUM -ANAGER 3YSTEM CLICK3IAE BUTTON FOR STORING YQURIRANON

#ONTROLLING THE SYNCHRONIZATION

/INCE THE CLOUD CONNECTORISWURED THE USER CAN LAUNCH IT USSNISRTBETTON T SPERED INTERVALS THE
FRAMES RECEIVED FROM THE SENSORS AND STORED IN THE LOCAL DATABASEJRISCBEPSENT STRPTR 10 #HEC
THE STATUS INDICATOR OF THE CLOUD CONNECTOR TZUKINONG IGIREESN LIGHT ®FROPPEDRED LIGHT

&IGURE SCRIPTR IO CLOUD CONNECTOR IS STOPPED

90U CAN STOP THE SCRIPTR IO CLOUD CONNECTOR ANYTIME GTORIBIGTORNHE

&IGURE SCRIPTR IO CLOUD CONNECTOR IS RUNNING




#LOUD #ONNECTORS

3ENSORS5P “O4 OLATFORM

3ENSOR5P PROVIDES AN OPEN STAMBIARDATFORM THAT ENABLES INFORMATION FERENILKIDNDS OF SENSORS
ACCESSIBLE IN A SINGLE PLATFORM

#ON1 GURATION

90U CAN ACCESS THE 3ENS@RSPLATFORM PLUGIN FROM THE #LOUD #ONNECTOR MENU AND SETUP ALL THE IN
NEEDED TO CONNECT -ESHLIUM TO THE 3ENSORSRTFORM

&IGURE 3ENSORSP CON1GURING PLUGIN

3ERVERBENSOR5PO4 PLATFORM SERVER
/RGANIZATION'DENTIER OF YOUR ORGANIZATION
3ERVICE +EY+EY USED TO ACCESS 3ENSQRIH.ATFORM

ILL THESE PARAMETERS ARE PROVIDED BY 3ENSORS5P

#ONTROLLING SYNCHRONIZATION

/INCE YOU HAVE SAVED THEIGDIRATION YOU CAN SEND YOUR DATA TO THE'S8ENGG@RBEPRM BY PRESSINGTART
BUTTON 90U WILL NOTICE ABOUT IT BECAUSE THE SCREEN SHOWS A SPENNTHE WRBEESB-STARTS AND DISPLAY
RUNNINGTATUS

&IGURE 3ENSORS5P STATUS 2UNNING

“F YOU WANT TO STOP THIS PROCESS JUSTPRESSUMEN 90U CAN START STOP THIS PROCESS ANYTIME

&IGURE 3ENSORS5P STARFRPED




#LOUD #ONNECTORS

3ENTILO

3ENTILO IS AN OPEN SOURCE SENSOR AND ACTUATOR PLATFORMINHBIGREBRO#ITY ARCHITECTURE OF ANY CITY
LOOKS FOR OPENNESS AND EASY INTEROPERABILIY USED AND SUPPORTED BY AN ACTIVE AND DIVERSE COMI
OF CITIES AND COMPANIES THAT BELIEVE THAT USING OPEN STANDARDSRE [SARER SIOHWART DECISION A 3SMART
#ITY SHOULD TAKE

#ON1 GURATION

&IGURE #ON1GURING 3ENTILO IN -ESHLIUM
“NSIDE THEBENTILAPLUGIN YOU HAVE A FORM TO INTRODUCE YOUR CREDENTIALS TO ACCESBEEXOUR BEMIVEO SY
TO ENTER HERE THESE PARAMETERS

3ENTILO 52, IDDRESS OF THE'ISERVICE OF 3ENTILO 4HIS ADDRESS SHOULD BE PROVIDEDMVTIPIOUT THE
#ONNECTION OORIHE PORT IN WHICH THELIGTENS TO CONNECTIONS

3ENTILO OROVIDERIE PROVIDER IS THE IDENTITY OF WHO IS SENDING DATA TO 3ENTILO

3ENTILO +EYAHE SECURITY KEY TO SEND DATA TO 3ENTILO

4HIS DATA WILL BE PROVIDED BY THE ADMINISTRATORS OF THE 3ENTILOWBYSTEM YOU ARE

3ENSOR 4YPES AND #OMPONENTS ARE NOT CREATED AUTOMATICALLY YOU NEEREAOBVIRREMLINYSENTILO AS
A PREVIOUS STEP

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE IN PACKS OF DATA AT ATIMEEBOISHNIOSYS/ERLOADED 90U CAN START A
STOP THE SYNCHRONIZATION OF THE DATA TO THE SENNTHOESEREZRFACE YOU CAN SEE AN INDICATOR OF WHETH
3ENTILO SERVICE IS RUNNING GRYRUTCLICK @NARTTHE SYNCHRONIZATION WILL BEGIN

&IGURE 3ENTILO SYNCHRONIZATION SERVICE IS RUNNING

90U CAN STOP AT ANY MOMENT CLICKENGRBUTTON

&IGURE 3ENTILO SYNCHRONIZATION SERVICE IS STOPPED




#LOUD #ONNECTORS

3IMFONY

3IMFONY¥“O4 OLATFORM IS FOCUSED ON PROVIDING THE CORE SET OF TOOLS THAT ENABUE ® FHEGRAPRIDBECT
OR SERVICE #OMPANIES CAN USE THE SERVICE TO EASILY AND RAPMIOTYEBIAGNDHABEPI@YPROJECTS THAT
MATCH THEIR EXACT NEEDS AND REQUIREMENTS RATHER THAN LGORMEGSHBERFARRODUCTITISABEST 4HE
PLATFORM PROVIDES THE FOLLOWING SERVICES GLOBAL MOBILE DATAVBANSENENTTXND CONTROL DEVICE
AUTHENTICATION AND AUTHORIZATION A VISUAL SERVICE DESIGNER R HINGOREGHSRERIZADOBD. AND

AN EXTENSIVE1EXPOSING ALL OF THESE CAPABILITIES FOR ENTERPRISE INTEGRATIOKS 'ARHANAH SBEYICN A
PICK AND CHOOSBRASIS ENABLING MAXIMBEXIBILITY AND OPTIMIZING COSTS

-ORE INFORMATION CAN BE FOUNDVAT SIMFONYMOBILE COM

#ON1 GURATION

4HE 3IMFONY #LOUD #ONNECTOR IS CAPABLE OEGHRATION USING DATA ALREADY PROVISIONED FROM THE 3l
#LOUD OLATFORM 4HIS FUNCTION REQUIRES THAT THE USER IS AUTHENDRIZEBDNAND TAET#H.OUD 3ERVICE WITH
SPEQIC SET OF CREDENTIALS PROVIDED THROUGH THE 3ELF #ARE PORTAL ARESE@REDEREDAOS! THE -ESHLIUM
OR BY THE #ONNECTOR AND WILL HAVE TO BE ENTERED MANUALLY EACH TIMEURRTUOND AONON IS REQUESTEI
THROUGH THE WEB '8HIS FUNCTIONALITY RUNS ON THBRGBRSER THAT IS CONNECTED TO THE -ESHLIUM DEVICE
REQUIRESTERNET ACCESS | E FROM THE BROWSER TO THE #LOUD OLATFORM !0

INCE THE USER IS AUTHENTICATED A LIST OF ALL THE #LOUD PROVISIGNELAENACERISELECFIONE OF THE

DEVICES IS SELECTED IN THE DROP DOWN LIST THNHAMWBRRIBOMATICHALLN OR OVERWRITE THE FOLLOWING PARAM
#LIENT$ $EVICE'$ $EVICE .AME AND $EVICE 0ASSWORD

&IGURE 3IMFONY CLOUD CONNECTOR CON1GURATION PANEL

“F THE #LOUD #ONNECTOR IS ALREKBYREDNVITH A VALID $ESITHE IUTO #ONGURATION FEATURE WILL AUTOMATIC/
RETRIEVE THE #LOUD PROVISIONED DATA CORRESPONDING TOAMATLEAMICHE PARAMETERS MENTIONED ABOVI
INY PREVIOUS COBURATION IS OVERWRITTEN 4HIS FUNCTIONALITY CAN BE USED TO REGNEGNONEEIRAHERROUD
WITH THE COBURATION DATA OF THE #ONNECTOR

ILL THE DATA RETRIEVED AUTOMATICALLY FROM THE #LOUD CAN ALSO BEYENTERED MANUALL

4HE USER MUST USE THE 3AVE BUTTON TO SAVE ANYIXEBYRED@ANA OR APPLY ANY CHANGES TO IT




#LOUD #ONNECTORS

'IDVANCED CONGURATION

4HE ADVANCED Q@URATION WINDOW OF THE #ONNECTOR ALLOWS THE SETTING OF THE FOLLOWING PARAMETE

#ONNECTION RETRIE®NTROLS THE NUMBER OF CONNECTION TESTING RETRIES BEFORE SUSPENDING OP
GOING TO THE SLEEPING PHASE SEE THE &UNCTIONAL DESCRIPTION CHAPTER YAPSRA SO BNECONY
-ESHLIUM #ONNECTOR 5SER 'UIDBEFAULT

-144 103 #ONTROLS THIE OF THE -144 05", “3( MESSAGES$EFAULT

OERMANENT -144 CONNECTION'N CASE OF -144 CONNECTIONS CONTROLS IF THE #ONNECTOR WILL CLOSE"
CONNECTION OR NOT DURING THE SLEEEPMAISE FALSE

2EFRESH “NTERVAIHE NUMBER OF SECONDS THE #ONNECTOR WILL SUSPEND ITS OPERATIONS SLEEP T
STARTING ANEW EXTRACT AND TRANSMIT CYCLE SEE THE &UNCTIONAR THSIBRIFORK-ESHLIUM #0ONNECTOR
5SER'UIDE $EFAULT

-AXIMUM TRANSMIT INTERVAI4HE NUMBER OF 2EFRESHERVALS AFTER WHICH THE #ONNECTOR WILL TRANS
DATA INDEPENDENTLY OF THE NUMBER OF NEW DATABASE RECORDS HOUNINANDMBER OF $" RECORDS
PARAMETER VALSEFAULT

-INIMUM NUMBER OF $" RECORDS4HE MINIMUM NUMBER OF NEW DATABASE RECORDS THAT WILL TRIGGER A
PROCEDURE OF THE #ONNEE®TGHE FOUND NEW NUMBER OF RECORDS IS LOWER STRICTLY THAN THE V/
PARAMETER THE TRANSMIT PHASE WILL BE SUSPENDED UNTIL THE NUMBERCBIEREGERBIRERSHOLD OR TH|
CONDITION EXPIRES SEE -AXIMUM TRANSMIT INTERWAQNY -ESHLIUM #ONNECTOR 5SER 'UIBEFAULT

IGGREGATE SENSOR DATONTROLS THE WAY THE #ONNECTOR AGGREGATES THE SENSOR DATAFFORIMD IN THI
THE CONNECTOR WILL AGGREGATE SENSOR DATA FROM THE SAME 7ASPMOTESERAWESSINGD RARISHHE
#ONNECTOR WILL TRANSMIT THE DATA INDIVIDUALLY AS EXTRACTEDFERERFAUETDARAEBA

&IGURE 3IMFONY CLOUD CONNECTOR ADVANCED CON1GURATION PANEL

%XTENDED SENSOR DADNTROLS THE NUMBER OF PARAMETERS THE #ONNECTOR WILL TRANSMITRWUETHE CL
THE WHOLE DATA EXTRACTED FROM THE DATABASE WH.EABESEDNLY A SUBSET OF THE DATA STORED IN T
DATABASE IS SESHFAULT FALSE

“NCLUDE SENSOR L#$TE SENSORLIST SECTIGBENSOR LISTHAT THE #ONNECTOR WILL LOOK FOR WHEN EXTR
DATA FROM THE -ESHLIUM DATABASE*MEIEJDEAND %XCLUDHESTS ARE EXCLUSIVE WITH THE %XCLUDE LIST F
HIGHER PRECEDENEEAULT EMPTY

%XCLUDE SENSOR UISE SENSOCRLIST SECTIGENSOR LISTHAT THE #ONNECTOR WILL EXCLUDE WHEN EXTR/
DATA FROM THE -ESHLIUM DATABASE“MEBJDEAND %XCLUDHEST ARE EXCLUSIVE WITH THE %XCLUDE LIST H
HIGHER PRECEDENEEAULT EMPTY




#LOUD #ONNECTORS

2UNNING THE CONNECTOR

IFTER THE ENTIREXZRNRATION IS COMPLETE THE USER CAN START THE CONNEGT@ARBBIN®NHE- THE"3HE
#ONNECTOR WILL BE STARTED AND RUN SEAMLESSLY IN BACKGROUND

&IGURE 3IMFONY START BUTTON

4HE 3TATUS BOX WILL SHOW THE #ONINENTERWVHENEVER THE PAGE IS VIEWED BY THE USER
40 STOP THE #ONNECTOR THE USER CAN PRESSUMHBN THAT WILL STOP THE CONNECTOR FROM RUNNING

7ARNING 4HE+ILLOPERATION WILL TERMINATE THE #ONNECTOR PROCESS AND ALL IT PROCBEEBRESEBRIYPTL
OF THE STAGE THEY ARE IN I E EXTRACTING TRANSMITTING ETC

&IGURE 3IMFONY STOP KILL BUTTON

40 STOP GRACEFULLY THE CONNEGTORBWH ON CAN BE USED 4HIS WILL NOT INTERRUPT ANY ONGOING OPERA
RATHER WAIT FOR THE CONNEGITSIR AY ONGOING ACTIVITIES 4HE #ONNECTOR WILL LOOK FOR THIS GRACEFL
EACH TIME IT IS STARTINGISORING THE SLEEP CYCLE

“‘NTEGRATION WITH 3IMFONY S “O4 PLATFORM

4HE 3IMFONY #LOUD #ONNECTOR IS INTENDED TO WORK WITH ANY TYPE OF CIDMIREEN IMHEY-PRAMUM DEVICE

IT IS DEPLOYED ON 4HE #ONNECTOR HAS TWO STANDARD PROTOCOLS AVUNISBIENORITAMME 3IMFONY #LOUD
-144 AND (440 "OTH OF THEM ARE AVAILABLE IN THE ENCRYPTED VERSION A4&33] ANE1 (4403 4HE CUSTOMER

IT IS ABLE TO CHOOSE THE MOST APPROPRIATE PROTOCOL FOR HIS APPLICATION

%ACH #LOUD #ONNECTOR -ESHLIUM DEVICE MUST BE INDIVIDUALLYEAWANEMIUCAORIZED BEFORE IT CAN SEND D
TO THE 3IMFONY #LOUD 3ERVICE*O4HE.ATFORM WILL PERFORM PROTACOALHEDTICATION AND AUTHORIZATIC
PROCEDURES AND WILL ALLOW THE CONNECTORS TO SEND DATA ONLY IF THES$EARNNSECTERIEMNRATION
DATA MUST CONTAIN THESE CREDENTIALS BEFORE THE #ONNECTOR CAN RUN PROPERLY

"EFORE DATA CAN BE SENT FROM THE #ONNECTOR TO THE #LOUD OLATE@RRPIACATORN MUST BE DEPLOYED
IN ORDER TO LISTEN FOR DATA #USTOMERS CAN EASILY CREATE TEST AND DHRDAOY IDHEIS K IBVWWNEAFRPLICATION
$ESIGNER '5° %ACH APPLICATION CAN HAVE AGEETRY POINT FOR THE DATA COMING FROM THE SENSOR AND CON
4HIS ENTRY POINT ISNHD BY THE USED OROTOCOL -144 OR (440 AND A CUSTOM TARGET -144 TOPISTHI48HS
ENTRY POINT MUST BE ALSIGGOBKRD IN THE #ONNECTOR VIFONNECTION 4YRPEND #ONNECTION OARARAMETERS
INCE THE APPLICATION IS DEPLOYED THE CONNECTORS CAN START SENTANG DAEACINETOM BUSINESS LOGIC W
BE TRIGGERED

&IND OUT MORE ABOUT RUNNING THE CONNECTBINMAGNWHEESHLIUM #ONNECTOR 5SER 'UNE
HTTP WWW SIMFONYMOBILE COM




#LOUD #ONNECTORS

SMART#ITYOLATFORM
4HE 3MART#TYOLATFORM CONNECTS ALL THE CORE ELEMENTS OF A SUCCESSFULLY MASAGEBMART-AYOR TO
MANAGE URBAN DEVELOPMENT SOCIO ECONOMIC DEVELOPMENT AND TECENGRRIENTADPENE CITY MEASURINC
AND REPORTING PROGRESS IN REAL TIME

"Y USING THIS CLOUD CONNECTOR YOU CONNECT TO THE 3ENSE MODULE WBMNARISHA VAR BBRIVALLOWS
AN OVERVIEW OF THESRUY.SE BY GATHERING MEASURING MONITORING HAPPENINGS IN THE CITY

WWW SMARTISCITY EU

#ON1 GURATION

40 USE THE 3MART#ITYOLATFORM CLOUD CONNECTOR YOU NEED TO REGISTER MIBJRUESHENTIMATION SERVER
4HE SERVER PROVIDES YOU WITH CREDENTIALS WHICH YOU WILL ENTER INAIHE FOBMNERH OOMNGURING CLICK
THE3AVE BUTTON TO SAVE THEGORATION

&IGURE 3MART#ITYOLATFORM CLOUD CONNECTOR CON1GURATION PANEL

(OSTNAME THEO OR HOSTNAME OF THE SENSOR BROKER

OORTTHE PORT WHERE THE SENSOR BROKER IS LISTENING FOR CONNECTIONS
ICCOUNT SERVERHEO OR HOSTNAME OF THE ACCOUNT SERVER

#LIENT “$ CLIENT IDENTATION PROVIDED BY THE AUTHENTICATION SERVER
#LIENT SECREILIENT SECRET PROVIDED BY THE AUTHENTICATION SERVER
$EVICE “$ DEVICE IDENTATION PROVIDED BY THE AUTHENTICATION SERVER
$EVICE SECREDEVICE SECRET PROVIDED BY THE AUTHENTICATION SERVER
$EVICE GROURHE NAME YOU SET FOR YOUR DEVICE GROUP

‘NTERVAIIME DURATION IN SECONDS BETWEEN SYNCHRONIZING DATA BATCHES




#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

7ITH THE CANGURATION SAVED YOU CAN START USING THE CLOUD CONNECTOR 40OSTARTOMPRENSSHRE GREEN
3TARTBUTTON ON THE RIGHT

&IGURE 3MART#ITYOLATFORM START BUTTON

90U GET AOADINGTATUS INSIDE THE SYNCHRONIZATION CONTROL SECTION INDICATIENG OHEISENBRRMDIG

&IGURE 3MART#ITYOLATFORM LOADING BUTTON

7HEN THE CLOUD CONNECTOR STARTS A GREEN DOT ON THE LEFT APPEARSONR@MWIINIGOM ESRUNNING 40 STOI
THE SYNCHRONIZATION SIMPLY CLICK ONTEEBREDI ON ON THE RIGHT

&IGURE 3MART#ITYOLATFORM STOP BUTTON




#LOUD #ONNECTORS

3SMART$ATA3YSTEM POWERED BY 3ENTILO

3MARTS$ATAIYSTEM IS'BM PLATFORM WITH PREGIZRED SMART CITY KITS AND ENERGY MANAGEMENT TOOLS THAT
PUBLIC AND PRIVATE ORGANIZATIONS TO KEEP TIGHT CONTROL ON THEIR ASSHEESMBANIERBTURANNESS DATA
PERFORMING REAL TIME MONITORING TASKS AND GENERATING COMPCBXADNSTREROR MNG

3MART$ATA3YSTEM HAS TWO SPECIALIZED PAUKAGER LAGE KIASIDNERGY -ANAGEMENT SUIFERE INFORMATION
CAN BE FOUNDWWW SMARTDATASYSTEM ES

&IGURE 3MART$ATA3YSTEM DASHBOARD

2EGISTER -ESHLIUM IN THE 3SMART$ATA3YSTEM PLATFORM

“N ORDER TO REGISTER -ESHLIUM UNITS PLEASE CONTACT THE SMART$ATA3YBIRSI GRNMDIRIEARVICE PROVIDEI

#ON1 GURATION
40 ACTIVATE AND CBRE THE 3SMART$ATA3YSTEM CLOUD CONNECTOR ON -ESHGERISYSTEM GO TO
#LOUD #ONNECTORASIC #LOUD 0ARTNERMART$ATA3YSTEM

“NSIDE THE 3MART$ATA3YSTEM PLUGIN THERE IS A FORM TO INTRODUCE SOORACRESENHELPLATFORI@UD
HAVE TO ENTER HERE THESE PARAMETERS

3BMART$ATA3YSTEM 52, IDDRESS OF THE“!SERVICE 4HIS ADDRESS SHOULD BE PROVIDED WIRHAORIT THE
NOT OTHERWISE SHHLIT WILL BENTILOAPI SMARTDATASYSTEM ES

#ONNECTION OORAHE PORT IN WHICH THELIGTENS TO CONNECTFEONGT OTHERWISE $EECIT WILL BE
3MART$ATA3YSTEM OROVIDERE PROVIDER IS THE IDENTITY OF WHO IS SENDING DATA TO THE PLATFORM
3BMART$ATA3YSTEM +EYIHE SECURITY KEY TO SEND DATA TO THE PLATFORM

4HIS DATA WILL BE PROVIDED BY 3MART$ATA3YSTEM ADMINISTRATORS GTRROUIIERERVICE




#LOUD #ONNECTORS

&IGURE 3MART$ATA3YSTEM CON1GURATION PANEL

#LICK ON THEAVE BUTTON FOR STORING THEUEANIANELDS

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE IN PACKS OF DATA AT ATIMEEBOSHIOSYS/ERLOADED 90U CAN START A
STOP THE SYNCHRONIZATION OF THE DATA TO THE 3MARTS$ATAIYISTEM SSEFBREECE YOU CAN SEE AN INDICATOF
WHETHER THE 3BMART$ATA3YSTEM SERVICE IS RUNNINE@RMDTIK GNARTTHE SYNCHRONIZATION WILL BEGIN

&IGURE 3MART$ATA3YSTEM SYNCHRONIZATION SERVICE IS RUNNING

90U CAN STOP THE 3MART$ATA3YSTEM PLUGIN ANYTIME CLICRINGE BNTIHEN

&IGURE 3MART$ATA3YSTEM SYNCHRONIZATION SERVICE IS STOPPED




#LOUD #ONNECTORS

3SMARTOLANTS

3MARTPLANTS #LOUD INTEGRATION ENABLES SECURE COMMUNICATIONS BEHSVEENNEHETEEVIO THE -ESHLIUM
DEVICE AND THE CLOUD

#ON1 GURATION

90U WILL RECEIVE THEG@RATION INFORMATION THAT IS REQUIRED TO CONNECT YOUR -ESHLIUM TS SMEBEMRTO
VIA AN E MAIL FROM 3MARTPLANTS

#ONTROLLING SYNCHRONIZATION

INCE YOU CONSURED THE SERVER BROKER THE USER CAN LAUNCH THE -ESHLIUM 3NPARTRUGKIRES STRITHE
3TARBUTTON 4HE PROGRAM WILL SEARCH FOR THE RECEIVED FRAMES ON THEND@ALD3ENBASEM TO THE

3MARTPLANTS #LOUD PLATFORMMINPROTOCOL 4HE STATUS INDICATOR DISPLAYS THE CURRENT2ZMNIEGAYINC
OR3TOPPED

&IGURE 3MARTPLANTS SENDER IS RUNNING

90U CAN STOP THE 3MARTPLANTS PROGRAM ANYTIME CLICKIGBEIN TEE

&IGURE 3MARTPLANTS SENDER IS STOPPED




#LOUD #ONNECTORS

30 1A

30LA IS A MIDDLEWARE DEVELOPERIBYA THAT ALLOWS THE INTEROPERABILITY OF MULTIPLE SYSTENE&RNIGDEVI(
A SEMANTIC PLATFORM TO MAKE REAL WORLD INFORMATION AVAILABLEATGWSAHEIRAEH OF 4HINGS

“T'IS MULTI LANGUAGE AND MULTI PROTOCOL ENABLING THE INTERCONNENEQUWSIFEVETHERIROVIDES PUBLISHING
AND SUBSCRIPTION MECHANISMS FACILITATING THE ORCHESTRATION OFLSENIRIBIAMDER TO MONITOR AND
ON THE ENVIRONMENT

#ON1 GURATION
4HE PLUGIN TO CONNECT -ESHLIUMLFORR@TFORM IS IN THE -ANAGER 3YSTEM MENU

#LOUD #ONNECTORREMIUM #LOUD 0ARTMEROLA

&IGURE 301A CON1GURATION

2EGISTERING THE -ESHLIUM DEVICE.AN A PREVIOUS STEP REQUIRED TO CONNECT THE -ESHLILIM WITHBO
END OF THE REGISTRATION PROCESS YOU WILL OBGAIRAHENBARAMETERS NEEDED TO SET UP THE -ESHLIUM PL
PROPERLY

4HIS CONGURATION INCLUDES THE FOLLOWING INFORMATION
-EASURES /NTOLOGY#OLLECTION TABLE OR STORAGE WHERE THE MEASURES FROM 7ASPMOTE SENSC
-ESHLIUM THE GATEWAY WILL BE STORED INTO THE PLATFORM

-ONITORING /NTOLOGY+OLLECTION TABLE OR STORAGE WHERE MONITORING VALUES INTERNAL TEMPERZ/
LEVEL OF THE 7TASPMOTES CONNECTED TO -ESHLIUM WILL BE STORED INTO THE PLATFORM

#LIENT .AME .AME OF THE -ESHLIUM UNIT TO BE IDENIBY 3QA PLATFORM CHECKING IF IT HAS PERMISSION
WRITE ON THE ONTOLOGIES

#LIENT “DENTER “DENTIER OF THE -ESHLIUM UNIT BERENTIATE BETWEEN SEVERAL -ESHLIUMS USING THE S,
#LIENT .AME

IUTHENTICATION 40KEMOKEN TO AUTHENTICATE THE -ESHLIUM DEVICE DURING THE ESTABLISHMEWTT®IF A SE
301A PLATFORM




#LOUD #ONNECTORS

2EGISTER -ESHLIUM IN 30A

40 REGISTER -ESHLIUM INABCCLICK ON THE LINK'ET #OGNRATION &ROM RO

&IGURE 301A CONI1GURATION LINK

90U WILL BE REDIRECTED TO THE FOLLOWING PAGE

&IGURE 301A CON1GURATION PORTAL

7THERE

,OGIN USING YOURLAOACCOUNT
#REATE A NEW ACCOUNT IF YOU DO NOT HAVE A VALID LOGIN USER

,OGGING IN 3@ PLATFORM WILL REDIRECT TO THE FOLLOWING PAGE THAT SUGGESR SQINEKEIEQR WEWEASURE!
AND MONITORING DATA AND FOR YOUR GATEVERY HDENBIQA TERMS

&IGURE 301A CON1GURATION INFORMATION




#LOUD #ONNECTORS

&INALLY AFTER CREATING TEHRXONON YOU WILL OBTAIN AFB/ CONTAINING ALLGARATION VALUES READY TO BE
PASTED ON THE -ANAGER 3YSTEM IN ORDER TO SETIAPAIEJB*ONNECTOR

&IGURE 301A *3/. CON1GURATION

#ON1 GURE THE #LOUD CONNECTOR

4HE CONGURATION FROMABGCAN BE SETUP IN -ESHLIUM JUST BY CLICKING OASURBDIKN RECEIVED FROM 30
AND PASTING THE *3/. GENERATED IN THE PREVIOUS STEP

&IGURE 301A PASTING *3/. CON1GURATION

#ONLGURING THE PLUGIN THIS WAELDFOR -EASURES /NTOLOGY -ONITORING /INTOLOGY #LIENT .AMENAILERNT
AND IUTHENTICATION 40KEN WILL BE COMPLETED

ILTERNATIVELY THESBES CAN BELED IN MANUALLY WITH THE INFORMATION RECEIVED FRGURAABREMGE
OF 3@A SHOWED IN THERST STEP

3ELECT COMMUNICATION PROTOCOL

2%34

2%34 1S A STATELESS COMMUNICATION PROTOCOL OVER (440 5SING THIS PROT2QRNETHDRUSW CLIENT OF THE
301A PLATFORM THAT PERIODICALLY OPENS A CONNECTION WITH THE PLATFGRN/ZOGHERRAAMNI(M CONTAINING
THE SENSOR MEASUREMENTS

4HE PARAMETER OF THE 2%34 PROTOCOL ARE

%NDPOINT 52, OF THE 2%34 'ATEWAY OR JDATFORNT IS THE 2%34 SERVER THAT WILL RECEIVE REQUESTS FROM

&IGURE 301A 2%34 PROTOCOL




#LOUD #ONNECTORS

-144

-144 IS A STATEFUL COMMUNICATION PROTOCOL OVER 4#0 5SING THIS PROTO@0ONNE{H @ROSDA CLIENT OF THE
301A PLATFORM THAT INITIALLY OPENS A CONNECTION WITH THE PLATFORMVE RINRINSSHAT TIME AND PERIODIC
SENDS AN -144 PACKET CONTAINING THE SENSOR MEASURENESE®F DISCONNECTION THE CONNECTOR PERIOL
TRIES TO RECONNECT

4HE PARAMETERS OF THE -144 PROTOCOL ARE

3ERVERO OR MACHINE NAME OF THE -144 GATEWAY IN THESERVER

OORTOORT OF THE -144 GATEWAY IN THEA 38ERVER

+EEPILIVE “NTERVAL IN SECONDS THAT THE CONNECTOR WILL USE TO CHECK THE STATUS OF THE CONNEC
#ONNECTION 4IMEOUZIMEOUT TO ESTABLISH A CONNECTION

2ESPONSE 4IMEOURBIMEOUT TO WAIT RESPONSE FROMIAHEERVER

IUTH USER/PTIONAL -144 PROTOCOL AUTHENTICATION USER

IUTH PASSWORDPTIONAL -144 PROTOCOL AUTHENTICATION PASSWORD

&IGURE 301444 PROTOCOL

TEBSOCKET

“T IS A STATEFUL COMMUNICATION PROTOCOL OVER (440 5SING THIS PROTOCCMETHERUOWVDCETNNT OF 30
PLATFORM THAT INITIALLY OPEN A CONNECTION WITH THE PLATFORMENDAIRINGNYSINEAD TIME AND PERIODICALLY
SENDS A (440 PACKET CONTAINING THE SENSOR MEASURENEASH ®F DISCONNECTION THE CONNECTOR PERIOIL
TRIES TO RECONNECT

4HE PARAMETERS OF THE 7TEBSOCKET PROTOCOL ARE

%NDPOINT52, OF THE 7TEBSOCKET GATEWAY OF BOATFORMT IS THE SERVER THAT WILL RECEIVE REQUESTS
CLIENTS

4IMEOUT 4IMEOUT FOR ANY OPERATION WITH THE SERVER

&IGURE 38 7EBSOCKET PROTOCOL




#LOUD #ONNECTORS

3AVE THE CANGURATION AND START THE CONNECTOR

INCE ALL COSURATION AND CONNECTION PARAMETERS ARE SETUP THEY CAN BE STORED AMIN BEESTARNEQ TO
TO SEND INFORMATION I® 30

40 SAVE THE CINURATION CLICK ONSRME BUTTON

&IGURE 301A SAVE CON1GURATION BUTTON

IFTER SAVING THETRMRATION THE #LOUD #ONNECTOR CAN BE STARTED BY CLEJARBION ONE

&IGURE 301A SYNCHRONIZATION SERVICE RUNNING

90U CAN STOP THE PROCESS AT ANY MOMENT BY CLICKSNRGRBUTHEN

&IGURE 301A SYNCHRONIZATION SERVICE STOPPED




#LOUD #ONNECTORS

3PARKCOMPASS

4HIS GUIDE WILL TAKE YOU THROUGH CONNECTION TO THE 3PARKCOMPAGE POATSORNE BPARKCOMPASS PLATFO
WITH -ESHLIUM SET YOU UP YOUR OWN SUB DOMAIN E G YOURSUBDI#ADRPACOM OR

YOURSUBDOMAIN SPARKCOMPASS COM 7HEN YOU LOG INTO YOUR PNEBE-GEMEGIBTAE APP YOU WANT TO RECE
DATA FROM YOUR -ESHLIUM

(OW TO SET UP 3PARKCOMPASS TO RECEIVE DATA FROM THE -ESHLIUM HUB
3ELECT THEL4 TAB IN THE 3PARKCOMPASS PP WHERE YOU WANT TO RECEIVE THE DARGIZONINRS -ESHLIUM

90UR !ICCESS'$AND ICCESS +EY WILL BE GENERATED AUTOMATICALLY #REATE AN -BINGEHUEBUTTON SHOWN
AND GIVE IT A UNIQUE $EVSCEBP TO CHARACTERS

&IGURE 2ETRIEVE YOUR ACCESS CREDENTIALS FROM SHEASHFABRIZOMPAS

#ON1 GURATION
90U WILL USE THE VALUES OBTAINED FROM THE 3PARKCOMPASS PILGTARERKOUR GEBHLIUM

“N THE #ONGURATION PANEL THE USER CAN SET
(OST YOURSUBDOMAIN SPARKCOMPASS COM YOU WILL GET THIS FRONSSPARKCOMPA
OORT  UNLESS OTHERWISE DIRECTED
ICCESS5$ ASABOVEEG A CFAAEAAEE C
ICCESS+EYASABOVE EG C CD BD AA EFBE FE
$EVICE “$ AS CREATED ABOVE E G 90UR-ESHLIUM

&IGURE 3PARKCOMPASS PLUGIN CON1GURATION PANEL

#LICK THBAVE BUTTON FOR STORING THEUERANIANELDS




#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

/INCE CONGURED THE CONNECTOR THE USER CAN LAUNCH THE 3PARKCOMPASSNGEUEE BARIBESBDN 4HE
PROGRAM WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASEMAND WAEL3BERKCOMPASS 4HE
STATUS INDICATOR DISPLAYS THE CURRENT SPANNISISORGTOPPED

&IGURE 3PARKCOMPASS SENDER IS RUNNING

90U CAN STOP THE SPARKCOMPASS PLUGIN ANYTIME BY CLICKIRG BINT TR

&IGURE 3PARKCOMPASS SENDER IS STOPPED




#LOUD #ONNECTORS

3PARKSTER

4HE 3PARKSTER CLOUD PLATFORMESISIPTUP JUST LOGIN AND SET RULES FOR WHAT DATA SHOULD BE SENT TO 1

&IGURE 3PARKSTER LOGIN PANEL

2EGISTER -ESHLIUM

,OGIN TO THE S3PARKSTER AND NAME YOUR -ESHLIUM THEN2EGCXERE/TTON

&IGURE -ESHLIUM NAME




#LOUD #ONNECTORS

AME YOUR SENSORS

.AME YOUR SENSORS AND SPECIFY THE LOCATION OF SENSORS THERDOATESONTI®NETO SAVE

&IGURE 3ENSOR NAMES




#LOUD #ONNECTORS

#REATE UPDATE RULES

$ETERMINE HOW FREQUENTLY YOU WOULD LIKE YOUR DATA TO BE UPDATED ROHEEPOLXIEBUJITION TO SAVE
4HE LOWER THE FREQUENCY THE LOWER THE BANDWIDTH CONSUMED

#REATE THE RULES OF WHAT DATA NEEDS TO BE SENT FROM THE DEVICE TO CKEORLHEBEPERNDERBUTTON

TO CREATE UPDATE RULES %XAMPLES OF THESE RULES INCLUDE THE MAXIEMOHETEHEMEBERATIURN THE UPDATE
PERIOD OR NOTIFYING THE CLOUD IF THE BATTERY LEVEL IS ER®DHAGN TO THE VALUE YOU MAY ALSO SENL
MESSAGE TO THE CLOUD

&IGURE 3PARKSTER RULES

#ONTROLLING SYNCHRONIZATION

INCE YOU HAVE CREATED ALL YOUR RULES JTARBUMREON TO BEGIN THE TRANSMISSION TO THE CLOUBT@BICK THI
BUTTON TO STOP THE DATA TRANSMISSION

&IGURE #ONNECTION STATUS

#ONTROLLING THE APPLICATION
#LICK ON THETOP !PP BUTTON TO STOP THE 3PARKSTER APPLICATION ON YOUR -ESHLIUM

.OTE #LICKING ON THE 3TOPBRHTON WILL LOG YOU OUT AND STOP ANY DATA TRANSMISSIONSTWIIHBELSIM@UL
TERMINATE THE 3PARKSTER !PPLICATION

#LICK ONOGOUTBUTTON TO LOGOUT FROM THE APPLICATION

.OTE #LICKING ON T@EOUBUTTON WILL LOG YOU OUT AND STOP DATA TRANSMISSION TO THE CLOUD

&IGURE 3TOP OR LOG OUT




#LOUD #ONNECTORS

4AECH%DGE 3!0 (!.!

310 (I.I #LOUD OLATFORM IS A PLATFORM AS A SERVICE OPEN 0AA3 GQWHAREPRINIQUE SERVICES FOR DATABASES £
APPLICATIONS IN MEMORYIS THE CLOUD PLATFORM THAT ALLOWS YOU TO QUICKLY DEVELOR NIRAMEAPENITATIC
EXISTING ONES !LLOWING ANYONE TO EXTEND 3!0 APPLICATIONS WITALINIMMWE EEOUD

7ITH 3!0 (I.! #LOUD OLATFORM YOU CAN

$EPLOY IN THE CLOUD AND THEIR EXISTING ON PREMISE APPLICATIONKIOOADBIAN IPEW FUNCTIONALITY TO TH
EXISTING APPLICATIONS IN THE CLOUD AND ON PREMISE

#ONNECT YOUR CLOUD AND ON PREMISE APPLICATIONS TO ELIMINATENDXWRASSIUE AN SECURE AND SCALABLE
DIGITAL ACCESS

#REATE AND RUN NEW APPLICATIONS IN THE CLOUD TO SOLVE NEW PREBLEVST OMERSIAND NEW INCOME
“T ALLOWS TO CONNECT THE BUSINESS PROCERBSHSEWITHS THRONTGERNET OF THINGISSERVICES

4HIS PLATFORM ALLOWS

%NABLE REMOTE SERVICES MANAGEMENT OF DEVICES
#OMMUNICATE THROUGH SECURE PROTOCBILIS DEVHCES
-ANAGE DEVICES AND THEIR MESSAGES REMOTELY THROUGH PROGRAMMIBG INTERFACES

#ON1 GURING 3!0 (!.!

40 MAKE THE CONNECTION BETWEEN THE PLATFORM AND THE 3!0 (#0 'ATEWAY -ESBELUWNMBSQ WE CAN RECEIVE
THE DATA SENT FROM THE GATEWAY ABRIRATNON OF 4HIMGERNET SERVICE IS REQUIRED

&OR MORE INFORMATION ABOUT HOWGOREONHE 4HINMSERNET SERVICE PLEASE CONTACT YOUR 4ECH%DGE CC

#ON1 GURATION

ORESS ON 3!0 (#0 TO ACCESS THE SERVICEBURNION SCREEN OF 4ECH%DGE CLOUD CONNECTOR FOR 310 (I.! #
OLATFORM

"Y ACCESSING THE 3!0 (#0 CONNECTOR@IMATION SCREEN A FORM WITH THE NEEIESSAR COBURE IS DISPLAYED

&IGURE 4ECH%DGE CON1GURATION PLUGIN




#LOUD #ONNECTORS

$EVICE 40KEN4HE 40KEN /!lUTH PROVIDED BY (#0 TO THE DEVICE CREATE YOU MUSUREODBI0 (#0 “O4
BEFORE AS DESCRIBED IN THE PREVIOUS SECTIONS

$EVICE “$ “DENTIER OF THE DEVICE CREATED IN (#0

--3 %NDPOINT $ATA %NDPOINT OF (#0 --3 SERVICES
-ESSAGE “$ “$ OF MESSAGE TYPE CREATED IN (#0
-ESHLIUM .AME  -ESHLIUM UNIT IDENTIFYING NAME HRHE

3END “NTERVASE INES THE CONNECIOIRACE OF TIME TO WAIT BETWEEN EACH (#0 CLOUD DELIVERIES %ACH [
CONTAINS BETWEEN AND  SENSORS TRACES AND IN ORDER TO NOT SATURATANGMHEMORYEWHE
MINIMUM ACCEPTED IS SECONDS

OROCESSING ,IMIT,IMIT OF SIMULTANEOUS MESSAGES PROCESSING IN EACH OF (#0 CLOUD DEGVER&ES TI
ARE CONSIDERED BETWEEN  AND THESE ARELGMRES RECOMMENDED BY ,IBELIUM TO ENSURE A HiI(
PERFORMANCE IN THE 'ATEWAY

IFTER SETTINGJ&LDS DESCRIBED ABOVE IT IS NECESSARY TO SAVE THE CHANGES BACEIBHIN®NHE THE
BOTTOM OF THE DEBBRATION FORM
#ONTROLLING SYNCHRONIZATION

IFTER SAVING THETEMRATION YOU CAN NOW START THE SERVICE 40 DO THISTARIBWN ONE

&IGURE 4ECH%DGE STATUS 2UNNING

7THEN THE SERVICE HAS STARLEDFORM 3TATIS®ISPLAYED IN GREEN ANBBTARBUTTON CHANGESITOP

.OTE 4HE $ATA SYNCHRONIZATION WITH -ESHLIUM WILL BE HELD ASKEAXSXEINEZD INOROCESSING ,IMELD

ILL THOSE NEW DATA RECEIVED SINCE THE LAST DELIRHROYNZHDBHE SYHE DATA EXCEEDS THE MAXIMUM SIZE
OROCESSING ,INHEVERAL DELIVERIES WILL BE MADE TO COMPLETE TBRISYNCHRONIZATI

7ITH THE SERVICE HAS STARTED TO STOP THE SERVICE YOU MUSBTRBUDNONHEN THE (#0 CXNJRATION
SCREEN IN -ESHLIUM

&IGURE 4ECH%DGE SIFORRED

ORESSING THHOPBUTTON A STOP WILL START IN A CONTROLLED MANNER ALLOWING YOU TOBTOPTTINE BHERMICE
CLOSELES ENDS ACTIVE PROCESSES OF POLLING ETC ENSURING A PROPHRIEURESHIOMNSADEWAY

7THEN THE SERVICE HAS STOPBEATFORM 3TATIS®ISPLAYED IN RED ANDIHEP BUTTON WILL CHANGETBRT




#LOUD #ONNECTORS

4ELEFONICA “O4 OLATFORM
4ELEFONICA PROVIDES AN - - CLOUD TO COLLECT AND ANALYZE DAJRMASISREEDFON ASSETS AND MODELS AND YC
CAN OPTIMIZE YOUR BUSINESS PROCESSES IMPLEMENTING RUCES IONS NOID SUBSCRIBING TO DATAEREND
HOSTS
#ON1 GURATION

I'NEW OPTION IS SHOWN IN - - OLATFORM MENU IN THE #LOUD #ONNECTOR MAIR ORUENXPAND IT YOU CAN SEE
THIS FORM WITHELDS IN IT

&IGURE 4ELEFONICA “O4 SETUP EXAMPLE ON -ANAGER 3YSTEM

52, !DDRESS OF THE'ISERVICE OF 4ELEFOQUCMIS ADDRESS SHOULD BE PROVIDED WITHOUP THESUALLY
INT DCATID ES

OORT4HE PORT IN WHICH THEIISTENS TO CONNECTIONS
10 4HE SECURITY KEY TO SEND DATA TO 4EXEFONICA

ILL THIS DATA ARE PROVIDED BY 4ELEFONICA SERVICE ADMINISTRATORS

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE IN PACKS OF DATA AT ATIMEEBOISHNIOSYS/ERLOADED 90U CAN START A
STOP THE DATA SYNCHRONIZATION TO THE 4ELEFONNCAHEERMIERFACE YOU CAN SEE AN INDICATOR OF WHETH
4ELEFONICA SERVICE IS RUNNINGBRMWOTLICK GNARTTHE SYNCHRONIZATION WILL BEGIN

&IGURE 4ELEFONICA “O4 3TART BUTTON

90U CAN STOP AT ANY MOMENT CLICKENGEBUTTON

&IGURE 4ELEFONICA “O4 3TOP BUTTON




#LOUD #ONNECTORS

4HINGOLUS

4HING ALLOWS CUSTOMERS TO BUILD THEIBBERYNCES WITH HIGH SPEED RELIABILITY SCALABILITY AND ERE$EOL
CONNECTED BY A 3AA3 OR GWBLATFORM 7HEN 4HING %MBEDDED DEVICES CONNECT TO THE 4HINGLKL.OBD PL
PRIVATE CUSTOMERS CAN VISUALIZE VARIOUS DATA GRAPHS AISBENEBRI ®FFEIMLY ON THE 4HING OORTAL $E\
REGISTRATION IS EASY AS THE 4HING OORTAL PROVIDES DASHBOARIGRROGEINISI TAONRAKE TION BASED RULE ENGI
FOR ALERT NCATIONS OR TO CONTROL ACTUATORS AND RESULTS IN THE FORM OF AN EVENT TIMELINE

'ET 10" +EY

'ET THE 'ATEWAY'$ TO REGISTER
/PEN THE -ESHLIUM -ANAGER 3YSTEM
#LICK #LOUD #ONNECTOR
/PEN THE 4HINGOLUS PLUGIN
90U CAN SEE 4HINGOLUSIGORATION ANBTEWAY"$
#OPY THEATEWAY'$
'ET THE I0“+EY

'O TO YOUR 4HINGOLUS SERVICE IF YOU HAVE NO REGISTERED SERVICEEREGIETER YOUR
HTTPS YOURSERVICE THINGPLUS NET

'O TO 'ATEWAY -ANAGEMENT PAGE VIA UPPER RIGHT MENU
#LICK THE BUTTON IN THE UPPER RIGHT CORNER
#LICK2EQUEST FOR 'ATEWAY CERTES OR1EY BUTTON

&IGURE 2EQUEST !0“+EY IN THE 4HINGOLUS PANEL




&ILL FORM

'ATEWAY'$

3ELECTO “+EY !UTHENTICATION 4YPE
#LICK'ET 10 “+EY
#OPY THEO “ +EY

&IGURE 'ET THE !0* +EY IN THE 4HINGOLUS PANEL

3ET!0 “+EY IN THE -ESHLIUM -ANAGER 3YSTEM
'O TO 4HINGOLUS CGBURATION AGAIN
OASTE THB “+EY

&IGURE %NTER [0“+EY IN THE 4HINGOLUS PLUGIN

#LICK THBAVE BUTTON 4HINGOLUS GATEWAY APP WILL RESTART
“F THE STATUS3K800%$ THEN CLICK ON THRRBUTTON AFTER SAVINEEY

#LOUD #ONNECTORS




#LOUD #ONNECTORS

2EGISTER 'ATEWAY AND 3ENSORS

'O TO YOUR 4HINGOLUS SERVICE

'O TO 'ATEWAY -ANAGEMENT PAGE VIA UPPER RIGHT MENU

#LICK THE BUTTON IN THE UPPER RIGHT CORNER

&ILL THE FORM
3ELECT 'ATEWAY -ODEL ABELIUM -ESHLIUM
‘NPUT 'ATEWAY THE SAME -'# ADDRESS WHEN REGISTERING GATEWAY
3ELECT $EVICE -ODEL ASSPMOTE "ASIC
“NPUT $EVICE IDDRESS 7ASPMOTE ADDRESS IS THE [CEMDASP
“NPUT $EVICE .AME
3ELECT 3ENSORS TO REGISTER ALL SENSORS ARE SELECTED AS DEFAULT
3ELECT 3ITE .AME DEFAULT

#LICK2EGISTER A 'ATEWAY $EVICES AND 3ENSOR®N
4HINGOLUS GATEWAY APP WILL RESTART AND SEND THE SENSOR DATA IN A FEW MINUTES
90U CAN SEE THE SENSOR DATA AT $ASHBOARD OR 3ENSOR PAGE

&IGURE 2EGISTERING A'ATEWAY IN 4HINGOLUS SERVICE




#LOUD #ONNECTORS

4HING3PEAK
4HING3PEAK PROVIDES INSTANT VISUALIZATIONS OF DATA POSTED BY YOUR SENSORAKRCCTEBRHING3AHE
ABILITY TO EXECUTE -4, CODE IN 4HING3PEAK YOU CAN PERFORM ONLINE ANALYSIS AND PRECES3MGS OF TH

COMES IN 5SE THE 4HING3PEAK #LOUD #ONNECTOR TO VIEW YOLRURATACDOAND SEND YOUR 7ASPMOTE DATA T
4HING3PEAK FOR ANALYSIS AND DISPLAY

&IGURE 4HING3PEAK CLOUD

OREREQUISITES

40 USE 4HING3PEAK YOU MUST HAVE A -ATH70RKS ACEOWINI'DO NOT ALREADY HAVE ONE CREATE A -ATH70I
ACCOUNHTTPS THINGSPEAK COM USERS SIGN?UP

90U NEED A LICENSE FOR COMMERCIALT®SE THINGSPEAK COM PRICES THINGSPEAK?SORNMOARBAN SIGN UP
FOR A FREE EVALUATION 40 USE THE 4HING3PEAK #LOUD #ONNECTOR YRRUGRAMIMEER AASPMOTE THAT IS
SENDING DATA TO YOUR -ESHLIUM

#ON1 GURATION

‘N THE -ESHLIUM -ANAGER 3YSTEM SELECT THEWRATION TAB 4HE 7TASPMOTES UNITS AND SENSORS CONNECT
YOUR -ESHLIUM DEVICE ARE LISTED ON THEBRAMNON TAB

&IGURE #ON1GURATION TAB OF THE 4HING3PEAK #LOUD #ONISEHCTOR-MNREERE3YSTEM




#LOUD #ONNECTORS

4HE 4HING3PEAK #LOUD #ONNECTOR HAS BASIC OPERATIONS

3AVE 3ELECT THE DEVICES TO ENABLE AND THEN SAVE THE SETTINGS TO THE -ESSISUEMANAGER

3YNC 3YNCHRONIZE CHANGES TO YOUR 4HING3PEBRADAN 4HIS OPERATION CREATES NEW CHANNELS FOR ¢
NOT PREVIOUSLY ENABLED 90U NEED TO ENTER YOUR 4HING3PEAKTE3SERNT

3TART%NABLE STORING YOUR -ESHLIUM DATA TO 4HING3PEAK 'S SOON AFARIDRREFROM YOUR -ESHLIUM
IS SENT TO YOUR 4HING3PEAK CHANNELS

IDDITIONAL 3ETTINGS

#HANNEL “$ 4HING3PEAK STORES DATA IN CHANNELS ! CHANNEL IS CREATED FORERSOR UMBWHANNEL 1S
PRIVATE BY DEFAULT BUT YOU CAN MAKE IT PUBLIC 5SE THE CHANNIREARE AHAER YOU SYNCHRONIZED W
4HING3PEAK TO SEE CHANNEL CONTENTS OR GO TO -Y #HANNELS AT 4HINGBPEAKKIRESPEAK COM CHANNEL

%NABLE'NCLUDE DATA FROM THIS SENSOR WHEN UPDATING 4HING3PEAK %ACHGEVEHEGLNABAN VALUE
YOU MUST SAVE THEXGRMNRATION

“NTERVAL3ET THE INTERVAL BETWEEN UPDATES TO 4HING3PEAK 4HE SMALLEST INUNDS\L 3BDATES
HAPPEN IN A BATCH SO THIS VALBERERIT THAN THE SENSOR MEASUREMENT FREQUENCY

,OG ,EVEL #HOOSE THE LEVEL OF INFORMATION WRITTEN TO THE LOG

5SER 10" +EY ,0G IN TQVWW THINGSPEAK CAND GO TI@COUNTS -Y ORCLLE
HTTPS THINGSPEAK COM ACCOUNTEPROPY THE KEY AND PASTE IT IN THE 5SERVIBOX &OR SECURITY THE
5SER I0*+EY IS NOT STORED IN THE CONNECTOR 90U NEED TO ENTER IT EVERY T3VECBDI USKE THE

40 SET UP YOUR 4HING3PEAK CONNECTION

‘N THE #ONGURATION TAB SEURNABLE FOR EACH SENSOR FROM WHICH YOU WANT TO RECORD
3ELECT THRTERVAAND,OG ,EVEL
#LICK3AVE 4HE 4HING3PEAK #LOUD #ONNECTOR INDICATES THAT SYNCHRONIZATION IS NEEDED

2ETRIEVE YOUR 4HING3PEAK 5SERBY
,OG IN TQVYWW THINGSPEAK COM
3ELECICCOUNT -Y ORO1LEHTTPS THINGSPEAK COM ACCOUNTEPRO
#OPY YOUR 5SER"®EY TO THE 4HING3PEAK #LOUD #ONNECTOR

&IGURE 4HE 4HING3PEAK 5SER [0 +EY IS REQUIRED TO SYNGHROBNUE SETTINGS

ORESS8YNCTO CREATE CHANNELS ON 4HING3PEAK AND MAP THEM TO SENSORS ON THE -ESHLIUM DEVIC

\Y



#LOUD #ONNECTORS

ORESS3TART4HING3PEAK STARTS LOGGING THE DATA 90UR EXISTING 7ASPMOBEEDANAOQBR/KEHING3PEAK
CHANNELS IMMEDIATELY

INALYZE AND VISUALIZE YOUR DATA WITH 4HING3PEAK

2EGULARIZERSMOOTHOUR DATA TO REMOVE OUTLIERS
HTTPS WWW MATHWORKS COM HELP THINGSPEAK REGULARV EARFEGDLUMIA HTML
HTTPS WWW MATHWORKS COM HELP THINGSPEAK REMOVE HIGHNEREQUWENMEASURED DATA HTML

INALYZEDATA TOND UNDERLYING INSIGHTBREDICT TRENDS
HTTPS WWW MATHWORKS COM MATLABQERERBHANGE
ANALYZING WEATHER DATA FROM AN ARDUINO BASED WEATHER STA
HTTPS WWW HACKSTER 10 MATLAB IOT
MEASURE AND ANALYZE TIDE LEVELS WITH THINGSPEAK AND MATLAB EFA

SSE STANDARD VISUALIZATIORSCREATE CUSTOM VISUALIZATIONS TO SHOWCASE YOUR DATA
HTTPS WWW MATHWORKS COM HELP THINGSPEAK
#OMPARE 4EMPERATURE $ATA FROM 4HRERENT $AYS HTML

4IPS
%ACH 7ASPMOTE MUST HAVE A UNIQUE NODE NAME AND EACH -ESHLIUMBVAJSNIQANE HOSTNAME

/N YOUR 4HING3PEAK CHANNELS DO NOT REMOVE ANY TAGS OR EDIT THH MEFRIBATAE AUTO GENERATE
4HING3PEAK #LOUD #ONNECTER CHANNELSIHHESERE USED TO COMMUNICATE WITH THE -ESHLIUM -ANAC
3YSTEM 90U CAN CHANGE ANY QEHER OR SETTINGS

4HE MAXIMUM NUMBER OF RECORDS SELECTED IN A SINGLE UPDATELIS YOUR DATA IS NOT BEING SENT
4HING3PEAK DECREASE THE INTERVAL TO SEND UPDATES MORE OFTEN

5SE THE CHANNEAGS FEATURE RAPIDLY SORT YOUR SENSOR CHANNELS ON 4HING3PEAK 90UR CHANNEABLAF
TAGGED BY THE SENSOR NAME AND 7ASPMOTE NAME %NTER A VALUE AND BWEIGHARRED VIO SHOW ONLY
CHANNELS WITH THAT TAG

&IGURE 5SE TAG FEATURS WWW MATHWORKS COM HELP THINGSPEAKIREEANMNEMLSETANNELS SEARCH BY TAG

&OR EXAMPLE ENTERING THE NAME OF A 7TASPMOTE UNIT SHOWS ONLY CAANNEVISIASERTIVASPMOTE 90U
CAN ADD TAGS BUT DO NOT REMOVE THE AUTOMATICALLY GENERATED TAGS

“‘F A 7TASPMOTE FAILS AND NEEDS TO BE REPLACED THE EXISTING 4HINERBEAMNCBIAREUSED JUST GIVE TH
NEW 7ASPMOTE THE SAME NODE NAME AS THE FAILED DEVICE

“F YOU RESET THEKEY OF A CHANNEL USBYNEBUTTON TO UPDATE THE NEW KEYS
“F YOU ACCIDENTALLY DELETE A 4HING3PEAK CHANNENCERHTBE TO CREATE A NEW CHANNEL
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SEVICE #ONNECTORS

4HE AIM OF THIS CHAPTER IS TO INTRODUCE THE USER TO THEEHSHHADNNECTOR FUNCTIONALITY 4HIS SECTIO!I
HELP YOU TO CONNECT YOUR -ESHLIUM TO A RD PARTY DEVICE PLATFORM

RD PARTY CHED CONNECTORS ARE LINKED WITH -ESHLIUMIBYEERFACE

7HAT IS A DEVICE PLATFORM

$EVICES ARE EQUIPMENTS WHICH COULD BE EASILY CORRELATED WITH -EH %MERREUGIR WIRELESS CONNECT
$EVICES PERFORM ACTIONS LIKE TAKING IMAGES ACTIVATION ON SYSTEUSTRODUSTRERFACING WITH RD PARTY
DEVICES ALLOWS -ESHLIUM TO EXECUTE ACTIONS MANUALLY OR AUTONBINGALQYERESHFS DETECTED IN THE INI
SENT BY 7ASPMOTE OR OLUG 3ENSE AND RECEIVED ON -ESHLIUM

-ESHLIUM $EVICE #ONNECTOR

-ESHLIUM RUNS THE SOFTWARE NECESSARY FOR IMPLEMENTING THE ANERKNAS DEATABASE AND THE CONTROL

DEVICESN OTHER WORDS THIS SOFTWARE CHECKS THE OCCURRENCE OF EVENTS ANS PEREEIRVIS EXRERUIE
ACTIONS ON THE DEVICE 4HIS SOFTWARE IS CALLED $EVICE #ONNECTOR

&IGURE $EVICE #ONNECTOR MAIN MENU ON THE -ANAGER 3YSTEM
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$EVICE OARTNERS
IXIS

IXIS OSERS A WIDE VARIETY OF NETWORK VIDEOCAMERAS AND ADVANCED ARALY FOREPRECRMATION
HTTPS WWW AXIS COM GLOBAL EN PRODUCTS NETWORK CAMERAS

4HANKS TO THIS PLUGIN THE SENSOR DATA RECEIVED ON -ESHLIUM CANSTRNABISRCAMERNS

&IGURE XIS PLUGIN

#ON1 GURATION

ORIOR TO CNURE -ESHLIUM MAKE SURE YOU SET THESE PARAMETERS ON THES8RERME PASSWORD AND
PRESETS

&OR INFORMATION ABOUT HOWITENBEN OUR CAMERA PLEASE CHECK THE INSTALLATION GUIDE OF YOUR CAMEF
4HE IXIS PLUGIN IS LOCATED IN
$EVICE #ONNECTORSEVICE OARTNERIXIS

“N THE#ONLGURATIORANEL THE USER CAN SET
,OG ,EVEL 'ENERATE LOG MESSAGES &ROM FEWER TO MORE DETAILS THE LEVELS ARE $2&'3/2R12
29%0/24 4HE OPTION BY DEFAULT IS /&&
%XECUTION INTERVAAUE INTERVAL BETWEEN CHECKING GARUERS

“N THE!DD #AMERA PANEL THE USER CAN SET

AME $EVICE RULE NAME

“0 “0 ADDRESS OF THE CAMERA

5SER 5SER NAME CAQBURED ON THE CAMERA

OASSWORDBIHE PASSWORD @GNRED ON THE CAMERA BY THE USERRDDH THE PREVIOUS STEP

04: ORESET ORESET OF THE CAMERA TO BE USED WHEN THE RULE IS EXECUTED &OR OBVAINBGEARREBDFS
ON THE CAMERA YOU HAVETOHE PARAMETERS ABDMEER AND PASSWORD 4HEY WILL BE USED FOR GETTIN
PRESETS WHEN YOU PRESS THE BUTORNSETS!FTER PUSHING THE BUTTON THE LIST OF PRESETS WILL BE
AND YOU WILL BE ABLE TO SELECT ONE OF THEM

4AHRESHOLBHRESHOLD IN A SENSOR VALUE FOR TAKING A PIEIIRE METSMANDATORY BUT IF YOU WANT TO £
A THRESHOLD YOU HAVE TO SELECT ONE

7TASPMOTE SENSOR WVAILABLE SENSOR WHICH WILL TRIGGER THE RULE

IPERATION !VAILABLE OPERATIONS ARE GREATER LESS GREATER OR EQU2QUAESSHAR BRHRENT
FROM

6ALUE 6ALUE TO BE COMPARED TO THE SENSOR SELECTED
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&IGURE XIS CON1GURATION PANEL

7HEN ALL THE PARAMETERS HAVE BEEGIUREID PRESS TBE #AMERA BUTTON 4HIS ACTION WILL ADD A NEW RULE
THE $EVICESSECTION

&IGURE .EW DEVICE
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$EVICES

“N THE$EVICESSECTION YOU CAN SEE ALL THE RULES THAT WILL BE EVALUATED FOR EARDREBHEEKIRERTHAT
THE RULES ARE PROPERIGUREIRD YOU CAN EXECUTE ACTIONS

$ELETESELETE THE DEVIOBEWILL BE DISAPPEAR FROM THIS SECTION AND THE RULE WILL NOT BE EVALUATED
4AKE A PICTUREBHE CAMERA WILL TAKE A PICTURE IN THNERPBESET

&OR ACCESSING TO THE PICTURES TAKEN BOTH MANUAL OR AUTOMATIC YOO HAZEA02ERHEISOF THE -ESHLIUM
UNIT 4HE FOLDEKIS INSIDE THE &40 MAIN DIRECTORY CONTAINS THE IMAGES TAKEN 4HE IMAGEWWYRWYES \
DEPENDING IF THE PICTURE WAS TAKEN MANUALLY OR AUTOMATICALLY

-ANUALLY THE NAME OF THEE WILL BE46?9999 -- $$?(( -- 33 JPG
IUTOMATICALLYTHE NAME OF THEE WILL BE%6?7!30.!-%?3%.3/2.1-% JPG

#ONTROLLING SYNCHRONIZATION

/INCE THE DEVICES AREXX®&MRED THE USER CAN LAUNCH THE -ESHLIUM XIS SERNTBETTON 4HE PROGRAM WILL
SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE AND WILL CHEORHBIE RIRIHECORVALUATED

POSITIVELY THEN A PICTURE IN THE PRESET POSITION OF THE RULE WILL BE WAKESTANDSTMRCATOR DISPLAY
THE CURRENT STATE RED MEAWSLEDAND GREEN MEANRUNNING

&IGURE XIS SERVICE IS RUNNING

90U CAN STOP THE XIS SERVICE ANYTIME BY CLICKIRTGOPNBUHEON

&IGURE IXIS SERVICE IS STOPPED
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SMARTPHONE DETECTION

-ESHLIUM ALLOWS TO DETECT IOHONE AND !INDROID DEVICES AND IN GENERAVHARM WORKS WITH 71&I OR "LUETOOT
INTERFACES

4HESE DEVICES CAN BE DETECTED WITHOUT THE NEED OF BEING CONNECTERJESAS GPEOI ENABLING THE
DETECTION OF ANY SMARTPHONE LAPTOP OR HANDS FREE CAR KIT DEVICEOMHE K CORMZSIN AREA OF -ESHLIUM

4HE IDEA IS TO BE ABLE TO MEASURE THE AMOUNT OF PEOPLE AND CARESENICH AREERR AIN POINT AT AGPECI
TIME ALLOWING THE STUDY OF THE EVOLUTIORIOEDONGEBAON OF PEDESTRIANS AND VEHICLES

&IGURE 3MARTPHONE DETECTION

S5SERS HAVE TO DO NOTHING TO BE DETECTED AS THE 71&I AND "LUETOOTH RADIOS RISHBRAPHDNES-HHERIODICALI
SEND AHELLOMESSAGE TELLING ABOUT THEIR PRESENCE 4HE INFORMATION READ FROM EACH USER CONTAIN

4HE -1#%# ADDRESS OF THE WIRELESS INTERFACE WHICH ALLOWS TOQDENYIFY IT UNI
4HE STRENGTH OF THE SIGNAWEBGH GIVES AN IDEA OF THE DISTANCE OF THE DEVICE FROM THETSCANNING

4HE VENDOR OF THE SMARTPHONE !PPLE 3AMSUNG ETC

4HE 71&I !CCESS OOINT WHERE THE USER IS CONNECTED IF ANY AND THE ENIEYORAME-RBSERS NOT
CONNECTED TO AN !0 WILL BE SHOWHREESJSERS

4HE #LASS OF $EVICE #0$ IN CASE OF "LUETOOTH WHICH ALLSBRENSIADBTHE TYPE OF DEVICE SMARTPHO
HANDS FREE LAPTOP ,!. NETWORK!0 7ITH THIS PARAMETER VBERBENDATE AMONG PEDESTRIANS AND VEHICI

SEE SECTIGN ADDRESS RANDOMIZATHKONR MORE INFORMATION
SEE SECTIOBREQUENTLY !SKEHSTIONS &!1FOR MORE INFORMATION

4HE COVERAGE AREAS MAY BE1IHDMBY CHANGING THE POWER TRANSMISSION OF THE RADIO INTERFACES AL
CREATION OEERENT SCANNING ZONES FROM A FEW METERS IN ORDER TO1ETPONA SPEDDZENS OF METERS T(
STUDY THE WHOLE STREET OR EVEN TAHEENORE SHOPPING MALL
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IPPLICATIONS RELATED TO SHOPPING AND STREET ACTIVITIES

.UMBER OF PEOPLE PASSING DAILY IN A STREET
I'VERAGE TIME OF THE STANCE OF THE PEOPLE IN A STREET
7ALKING ROUTES OF PEOPLE IN SHOPPING MALLS AND AVERAGE TIME IN EACH AREA

4HE 6EHICLE 4RE& -ONITORING IS ALSO ANOTHER IMPORTANT APPLICATION AS UNDERSWAANINGONGEESTION OF
VEHICULARZ RAS ESSENTIAL FORIENT ROAD SYSTEMS IN CITIES 3MOOTHRORWSGMEDUCE JOURNEY TIMES REDUC
EMISSIONS AND SAVE ENERGY 3IMILAREYCTENEDOW OF PEDESTRIANS IN AN AIRPORT STADIUM OR SHOPPING (
SAVES TIME AND CAN MAKE TSIEERENCE BETWEEN A GOOD AND A BAD VISIT -ONITDRINGHRPHER ROAD VEHICLES
OR PEOPLE IS USEFUL FOR OPERATORS OF ROADS ATTRACTIONS AND TRANSPORT HUBS

&IGURE 6EHICLE GREETECTION

IPPLICATIONS FOR 6EHICIZECHRBETECTION

.UMBER OF PEOPLE PASSING DAILY IN A STREET
IVERAGE TIME OF THE STANCE OF THE PEOPLE IN A STREET
20UTES OF PEOPLE AND AVERAGE TIME IN EACH AREA

4HE MONITORING SYSTEM CAN ALSO BE USED TO CALCULATE THE AVERAGHGHEEDBEHFHERARISI T OVER A ROADW
BY TAKING THE TIME MARK AT BERHENT POINTS

&IGURE #ALCULATE THE AVERAGE SPEED




3MARTPHONE DETECTION

$EVICES DETECTED

$ETECTION INCLUDES ANY OF THE LAST MODELS EVEN THOSE THAT IMPLEMENT LOW NIQNSESMATEDNJBEIG THE
RADIO INTERFACES

IOHONEALL MODELS

INDROIDALL MODELS

-l# ADDRESS RANDOMIZATION

“T IS POSSIBLE TO TRACK DEVICES AND THEREFORE THEIR USERS USINCESSEIRMEHIA A€ ADDRESS AS A
UNIQUE IDENFHR 40 FULL WITH PRIVACY REGULATIONS AND PUBLIC CONCERNS SOME VENDGHESHEOIEIONKEN
TO RANDOMIZE THE -# ADDRESSES THAT ARE USED WHEN THE PHONE IS NOT CONSENEMRIORKA 7

4HIS ENSURES THAT A CLIENT CANNOT EASILY BE TRACKED WHEN IT MOVES BETW&ESLLENI/AST DAY USE A
RANDOMIZED -# ADDRESS TO DISCOVER NETWORKSEBUTTO THEIR FACTORXDDRESS ONCE THEY START THE
PROCESS TO CONNECT TO A 71&l NETWORK

IPPLE AND INDROID ADDED -# ADDRESS RANDOMIZATION TO THEIR DEVIGEBR®ONKRTINANDINDROID IF
HARDWARE SUPPORTED $EPENDING ON THE VENDOR -ESHLIUM WILL DETECEDHE! RANDRBEAS WHEN IT IS
NOT CONNECTED TO A 71&l NETWORK BUT ALPAGBOR® ADDRESS WHEN THE DEVICE IS CONNECTED TO A 718
ACCESS POINT 10

6EHICLE 4RA Z C -ONITORING

4HE REDUCTION OF THE TIME BETWEEN SCANNING INTERVALS ALLOWS FOE WEEREMENDETECHON RATE

-ONITOR IN REAL TIME THE NUMBER OF VEHICLES PASSING FOR A CERTAIRPOAND REARMSN
$ETECT AVERAGE TIME OF VEHICLE STANCE BORIGESTION PREVENTION

-ONITOR AVERAGE SPEED OF VEHICLES IN HIGHWAYS AND ROADS

OROVIDE TRAVEL TIMES ON ALTERNATE ROUTES WHEN CONGESTION IS DETECTED

INTENNAS

"ESIDES THE OMNIDIRECTIONAL ANTENNAS PROVIDED BY DEFAULT WITHKIFEITHSHRQBBIBLE TO INSTALL OTHE
TYPES OF ANTENNAS THE DIRECTIONAL AND THE SECTOR ANTENNAS

4HEDIRECTIONAL ANTENMAXIEND THE RANGE OF 71&I AND "LUETOOTH SCANNING IN THE REQUIREIDDIRECTION IN £
,IBELIUM PROVIDES A PACK OF DIRECTIONAL ANTENNAS READY TO CONNEQT THE-EEMBSOCKETS AVAILABLE FO
THE OMNIDIRECTIONAL 7I&I AND "LUETOOTH ANTENNAS 4HEY ARE SPECIALEY REBGHEMENEARAONITORING
APPLICATIONS 4HE DIMENSIONS OF THE ANTENNA ARE X X CM AND BBWHT&A4HE ANTENNA HAS A GAIN
OF D"I AND COMES WITH THE NEEDED MOUNTING SYSTEM M CABLES AND SCREW ADAPTER
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&IGURE $IRECTIONAL ANTENNA FOR -ESHLIUM 3CANNER

4HESECTOR ANTENNSSA TYPE OF DIRECTIONAL ANTENNA CATEGORIZED BY ITS AZIMUTH PLARE \WIOMMONLEY
AVAILABLE WITH AND 3ECTOR ANTENNAS ARE USUALLY DEPLOYED HIGHER UP 4HE HEIGHT ENRFTTHE DI
HELPS TO SELECT THE REQUIRED ANTENNA AS THIS IMPACTS IN THE GAMHENINRENNA QBELIUM DOES NOT
PROVIDE SECTOR ANTENNAS SO THE USER CAN LOOK FOR A COMPATIBLE ONE ZHENMESKBERANYATNMGIAL
HARDWARE LIKE SECTORIAL ANTENNAS VOIDS THE WARRANTRRODIBELSUM

$IRECTIONAL ANTENNA COVERAGE 3ECTOR ANTENNA COVERAGE

&REQUENTLY ISKED 1UESTIONS &!1
$O THE USERS NEED TO HAVE A SPE@PP INSTALLED OR INTERACT SOMEHOW TO BE DETECTED

.O THE SCAN IS PERFORMED SILENTLY -ESHLIUM JUST DBEACTINIFEAMESRIGINATED BY THE 71& AND "LUETOOTH
RADIOS INTEGRATED IN THE SMARTPHONES 5SERS JUST NEED TO HAVE AT LEASTRENESSHNHERFAORSITURNE!
ON

(OW DO WE DISERENTIATE IF THE "LUETOOTH DEVICE DETECTED$3HARRBR FREE OR A SMARTPHONE

“N THE SCANNING PROCESS EACH "LUETOOTH DEVIGEAPFEIABEVIGEO$S ATTRIBUTE WHICH ALLOWS TO IDENTIFY
TYPE OF SERVICE IT GIVES 7E SBRENTIATE EASILY THES#EBNERATED BY THESGHRIDS FREE FROM THE PEOPLE
PHONE ONES

(OW DO “CONTROL THE INQUIRY AREA

“N THE "LUETOOTH INQUIRY THERE ARE SERENTCROWER LEVELS WHICH GO FROM D'M TO D"M IN ORDER TO
DISERENT COVERAGE ZONES FROM TON BOTH 7I&l AND "LUETOOTH RADIOS THESE ZONES CAN ALSO BE INCRE;
DECREASED BY USINGERENT ANTENNA FOR THE MODULE AS IT COUNTS WITH A STANDARD . -ALE COERYELTOR -
ANTENNA WHICH COMES WITH THE SCANNING MODULES IS AN OMNIDIRECTWONAIA AMIENNA D"l
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(OW DO “ CALCULATE THE DISTANCE OF ANY OF THE DEVICES DETECTED

“N THE INQUIRY PROCESS WE RECEIVE THE -# ADDRESS OF THE "LUETOOTH DENVTEIE AECERD 3IGNAL 3TRENGTH
“NDICATOR 2Z33WHICH GIVES US THE QUALITY OF THE TRANSMISSION WITH EACHBRRVESEUS3BLLY GO FROM
D"M NEAREST NODES TO D"M FARTHEST ONES

‘N THE TESTS PERFORMED "LUETOOTH DEVICES AT A DISTANCE OF M REPORTED AGEMMSLEVERE ONES
PLACED AT M GAVE US AN AVERAGE OF D"M (OWEVER3®IEFALUE DOES NOT HAVE A DIRECT PROPORTION V
DISTANG®ND THE CORRELATION COUIZDCRE DITO OBTAIN 4HERE ARE UNPRED&ERES EIKE OBSTACLES IN THE 26
PATH REECTIONS REFRACTIONS FADING MULTIPATH TRANSMISSION NMAC CHMNGIESSLIGHTLY FROM PHONES A
THE SAME DISTANCE OR FROM ONE FRAME TO ANOTHER LATER IN TIME DEPENDINKENN THIHRIABRE DETAILED
MEASURES HAVE TO BE TAKEN IN PLACE FOR DETERMINING THIS RELATION

7HAT ABOUT PRIVACY

4HE ANONYMOUS NATURE OF THIS TECHNIQUE IS DUE TO THE USE OF -l# ADERBEESRSS ASADDRESSES ARE NOT
ASSOCIATED WITH ANY SBBEGER ACCOUNT OR MOBILE PHONE NUMBER NOT EVEN TOYEMISPEAQDDITIONALLY THE
INQUIRY MODKISIBILITY CAN BE TURSEID®EOPLE HAVE ALWAYS CHOSEN IF THEIR DEVICE WILL OR WILL NOT BE [

(OW DO THE "LUETOOTH 7I&I AND :IG"EE RADIOS COEXIST WITHOWBINGAINTERFERENCES WITH EACH OTHER

71& 8"EE AND "LUETOOTH WORK IN THE '(Z FREQUENCY BAND -(Z HOWEVER THE "LUETOOTH RADIO
INTEGRATED IN -ESHLIUM USES AN ALGORITHM CALLED !DAPTIVE &REQUGERCYV@IRPINVPROVES THE COMMON
ALGORITHM USED BY "LUETOOTH &(33 AND ENABLES THE "LUETOOTH RADIQ. YIDEXNAMICAANNELS ALREADY |
USE BY 8"EE AND 71&I DEVICES AND TO AVOID THEM

INYWAY IN THE CASE OF SENDING FRAMES FROM 7ASPMOTE OR (ENE&E 3O A -ESHLIUM 3CANNER EQUIPPED
WITH 8"EE 02/ IT ISRECOMMENDED TO PERFORM RE TRIES IN THE SENDEEARPN JUST TO MINIMIZE POSSIBLL
INTERFERENCES AND ENSURE A GOOD PERCENTAGE OF RECEIVED FRAMES IN -ESHLIUM
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&IGURE "LUETOOTH 71&l AND :IG"EE RADIOS COEXIST

SNDER WHICH CONDITIONS DO YOU GET A DETECTION RATE OE®EVIC
I SET OF CONDITIONS MUST BE RESPECTED TO KEEP THE DETECTION RATE HIGH

4HE DEVICES TO BE DETECTED MUST BE SOME METERS AWAY FROM THE 3CANNERINNEDMESIERBINDS INSIDE
THE COVERAGE AREA TO GIVE TIME TO THE SYSTEM TO DETECT THEM

4HE DEFAULT SETUP OF THHEEAN FEATURE IN -ESHLIUM IS SECONDS OF SCANNING SPAN 4HIS NHEANS -ES
3CANNER LISTENS FOR SECONDS AND THEN STORES THE RESULTS OF THE 88S\NARBVRRTEFESAN BE ADJUSTED
FROM2EAL 4IMETO SECONDS OF SCANNING SPAN

“‘F YOU SELEPHAL 4IMEDETECTION -ESHLIUM WILL CONTINUOUSLY SCAN AND STORE EACH REGIST BIEASCIEDON AS

“MPORTANT
4HE 2EAL 4IMEOPTION HAS THEIR ADVANTAGES AND INCONVENIENCES /NTHHE RRECHAQN IN THE DETECTION

TIME WILL SIEMNTLY INCREASE /N THE OTHER HAND MEMORY AND #05QREAGE WOD IMHE USER MUST [CHECK
THE #05 TEMPERATURE DOES NOT GET TOO HIGH ESPECTALHOTNARENIER|

INDROID AND 1/3 DEVICES HAVE A SPECIAL OPTION TO DISABLE 71&I CONRECHBNSER LOCKS THE SCREEN IN ORI
TO SAVE BATTERY ILL CASES ARE STUDIED HERE 4HIS OPTION CHANGES BION BYH VSIMERE PRESENT IN THE
MAJORITY OF I/3 DEVICES
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7HEN A DEVICE IS CONNECTED TO A 71&l ICCESS OOINT IT IS NORMALLY ALWAESCHNEBCITSCFACTORY -1# AS IT
NEEDS TO SEND RADIO PACKETS TO ALLOW COMMUNICATION

4HE RESULTS NOT INDROID OR I/3 DEVICES MAY VARY DEPENDING ON THE TYASUAELYY EEMRE ALWAYS DETECTED
AS THEY BROADCAST THEIB®DEN 33“$ ARE DETECTED TOO 4HE ONLY !0S THAT CAN BE HARD TO DETECT ARE THE
DO NOT BROADCAST THEIR PRESENCE 4HIS !10S CAN ONLY BE DETECTED WHENRGEREOSNRBTED DEVICES

2EGARDING OTHER 71&l DEVICES THE INDIVIDUAL BEHAVIONRIWITHHEYEARE DETECTABLE 'S A GENERAL RULE E
DEVICE THAT BROADCASTS BEAMS OR IS CONNECTED GENERATIBGE DEAECTED

71& DETECTION IS SUMMARIZED ON THIS TABLE

71&l /&& NEVER DETECTED

#ONNECTED TO 3CREEN $ETECTION -# FETCHED 5SE CASES
/ Z CE WORK MALLS ETC ANY PLACE
9%3 &ACTORY -1#
9%3 /. WHERE USER CONNECTS TO 71&l !0
ILL SCANNING CYCl CASES

AND USING THE PHONE

|/ Z CE WORK MALLS ETC ANY PLACE
1&& 9%3 &ACTORY -#

9%3 WHERE USER CONNECTS TO 71&!'0
OR POWER SAVING -OST SCANNING CYCL CASES
AND ./4 USING THE PHONE

9%3 OEOPLE AND CARS ON MOVEMENT
¥ /. 2ANDOMIZED -#
ILL SCANNING CYCL USING THE PHONE
OEOPLE AND CARS ON MOVEMENT
J /&8 9%3 2ANDOMIZED -#
OR POWER SAVING 3OME SCAN CYCLE:! /4 USING THE PHONE

FEW MINUTES DEPENDING ON THE MODEL
DEPENDING ON THE OPERATING SYSTEM AND MODEL

"LUETOOTH SCANNING UNLIKE 71&I SCANNING IS BASED ON POLLINGCASEIMEQTSTENING 4HIS MAKES "LUETOOT
DETECTION SLOWER AND LEFT THE DEVICE THE CHANCE OF AVOIDING CEHEE TIOMNNCOQRETHE POLLING REQUEST

.EVERTHELESS "LUETOOTH SCAN IS STILL USEFUL IN SOME APPLICAETEINT IOMEACARTIST OF MODERN CARS HAVIE
"LUETOOTH HANDS FREE DEVICE AND THESE DEVICES ARE MOST OF THE TINENNETENDNG FOR C

INY SMARTPHONE CAN BE T&MRED TO BE VISIBLE OR NOT BY OTHER "LUETOOTH DEVICES OUTTING./AHIS OPTI
6“3"",% WILL MAKE THE SMARTPHONE UNDETECTABLE BY ANY OTHER "LUETOOTH DENJEE -BSHCKHINIGCANNER
.OTE THAT SOME LATEST TECHNOLOGY HANDS FREE DEVICES IMROEMNENBIHEDE TOO

7HEN THE "LUETOOTH INTERFACE IS SET AS VISIBLE THE PHONE WILL BE OBMEG IQGERIRINGHIS WAY THE DEVICE
CAN BE SCANNED 4HE VISIBILITY SETUP MAEBREND! IN SERENT DEVICES 30ME OF THEM ACTIVATE VISIBILITY |
LIMITED TIME USUALLY SECONDS SOME OTHERS HAVE A MANUAL CONF RISIABOEENABVISIBILITY

$ISERENT INDROID AND I/3 VERSIONS HAHERBNT BEHAVIORS ABOUT "LUETOOTH VISIRIOSY OF THE MODERN
VERSIONS "LUETOOTH VISIBILITY IS DISABLED WHEN THE SCREEN IS LOCKND HERUBHRNBXH'S THE "LUETOOTH
CONGURATION MENU 4HERE IS NO WAY TO DETECT AN !INDROID OR 1/3 PHONE WITIASTHEHBCREBEAKES T
VERY BICULT TO SCAN INDROID OR I/3 DEVICES IN A REAL ENVIRONMENT /N THE OERERARENIDRHE AND MORE
SMARTPHONES PAIRED PERMANTENTLY WITH WEARABLES DEVICES WHICH MAKES EBENBEES

4HERE ARE A LOT OF TYPES OF "LUETOOTH DEVICES -OST OF SLAVE "LUETOOTIGNENITESVXRE BESINCOMING
CONNECTIONS 4HIS MAKES HIGHLY POSSIBLE TO DETECT DEVICES IGKR HANDBERBEEE TS HTC

4HE SCANNING TIME IS MORE IMPORTANT IN "LUETOOTH AS THE DEVICES NEEIREBMETOMEIEQUERIES

\Y



3MARTPHONE DETECTION

$EVICE NAME IS NOT ALWAYS OBTAINED AS SOME DEVICES TAKE SOME TIMEHEONREPL YUERIES .EVERTHELESS
THE DEVICE CAN BE EASILY IIEENBY ITS -1# ADDRESS

(OW CAN “ CALCULATE THE TOTAL NUMBER OF PEOPLE FROM THE NUMBER EIF DEVICES

“T DEPENDS .OT ALL THE PEOPLE HAVE A SMARTPHONE LSO NOT ALL THE PERRANDSVWRTCHETOOTH RADIOS
ON THEIR SMARTPHONEALL DEPENDS ON SO MANY ECONOMIC SOCIAL AND CULTURAL FACTORES CHHEBTREENT
WITH 7I&l OR "LUETOOTH ON DEPENDS ON THE SCENARIO WHERE THEY ARE TOO &ESHXAMREANNER IS
INSTALLED IN A COLLEGE CAMPUS WHICH PROVIDES FREE 71& SHRIDESTBANYLSBE DETECTED BECAUSE THEY
PROBABLY KEEP THEIR SMARTPHONES TABLETS OR NOTEBOOKS WITH 71&I ON 4AP BANBWOAILDR FAIRPORT OR
HOTEL WITH FREE 71&l

"ESIDES CONSIDER THAT NOT ALL THE PEOPLE WHO COULD BE DETECTED WILLRENMSNDENOCRJGHE COVERAGE
AREA OF -ESHLIUM 3CANNER

ILSO KEEP IN MIND THAT SOME PEOPLE CAN CARRY SEVERAL 71& OR "LUETGXORI BANMPES A DRIVER WITH
SMARTPHONE IN HIS POCKET AND A "LUETOOTH DEVICE IN HIS CAR CAN BE EFRENEDSERPBY -ESHLIUM

“T ALL DEPENDS ON A NUMBER OF VARIABLES 4HE ADMINISTRATOR OF -EFRHCANPERRNRM REAL TESTS IN ORDEF
IND THE EXACT VALUE OF THIS FACTOR INCIIEERERIO UNDER STUDY
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71&l SCANNER
#ONCEPTS

4HE ADDITIONAL ND 71&I RADIO INTEGRATED IN -ESHLIUM 3CANNERSSIANYIE DEVICES IN A RANGE OF ACTION OF
TO M DEPENDING ON THE LINE OF SIGHT CONDITIONS -ESHLIUM 3SCANNERTAR\WICES IN THE '(Z AND
'(Z FREQUENCY BANDS

4HE IDEA IS TO SEARCH FOR 71&I DEVICESLNER INTERVAL WHICH CAN BESOBED -ESHLIUM WILL GET-#HE
ADDRES®NFORMATION ABOUT THE DEBEVTED 2EGARDING THESE DEVICES WE CAN DISTINGUISH ICGBSSNDINTS
#LIENT§ O “N THE CASE OF EACH CLIENT -ESHLIUM GETS WHICH !CCESS 0OINT THE BEVEIETS GPKHNY LSO
THE SIGNAL STRENXE3H OF THE DEVICE ALONG WIIMESTAMPWHICH IDEN'HS WHEN THE SCAN WAS PERFORMED C
WHEN THE DEVICE WAS DETECEED4IMEOPTION 4HE TIMESTAMP IS ALWAYS STORED IN 54# TO AVOID INCONSIST
REGARDLESS OF THE TIME ZONE SELECTED IN -EBFLIM?ORTANT TO SET THE CORRECT TIME IN THE 3YSTEM |
STARTING WITH THE STORAGE OF THE DATA 3EE THE 4IME 3YNCHRONIZATIGECNITNE 3YSTEM

IS EXTRA INFORMATION THE 3YSTEM ALIEIOENBENDOROF THE 71&l DEVICES USING ITS -1# ADDRESS AND IF TH
INFORMATION IS SYNCHRONIZED TO THE EXTERNARYDIETABASE

%XAMPLE OF INFORMATION SCANNED

"“g  3YNC 4IMESTAMP -1 $EVICE 233“  BGENDOR
## %! g O NOTDETECTE IPPLE
$ 1% % O LIBELIUM?WSN .OKIA #ORPORATION

71 1 SCANNER COBURATION MENU IS LOCATED IN
400LS8l 71 1 3CAN

“N THIS SECTION WE CAN SELECT THE 3CANNING 4IME FROM A DROP DOWH BREHAIEHISAW MANY SECONDS
THE SCANNER WILL SPEND SEARCHING !FTER EACH SCANNING PROCHSS-DRMSYSTAWSE OF ONE SECOND BEFO
STARTING AGAIN

4HE OPTION2EAL 4IME BEHAVES BERENTLY TO THE OTHER OPTIONS 5SUALLY DATA IS STORED WITH THE TIV
THE SCANNING PROCESS BUT WIZHAIHAME OPTION THE TIMESTAMP WILL BE THE EXACT TIME WHEN THE DE\
DETECTED WITH SECONDS PRECISION

4HE 3CANNING 4IME MUST BE TRIMMED IN ORDER TO AVOID THAT A TEMPERATSREAFHEOAN THE -ESHLEJM
MICROPROCESSOR 3EE CHAYTHERNAL TEMPERATURE SERFOROW HOW TO MONITOR THE MICROPRAEMPERRTURE

&IGURE #ON1GURING 71&l 3SCANNER

7E CAN ALSO ACTIVATE THE ANONYMIZATION OF THE -# ADDRESSES 4HISTOREARMBAHADDRESS ENCODED WITH
AN -$ HASH 4HE HASH WILL BE CONSISTENT IN THE SAME DAY BUWGHEIERCGMAONE DAY TO ANOTHER 4HIS SYSTI
ALLOWS TO FOLLOW A PARTICULAR USER IN THE SAME DAY BUT KEEPSHEIBHERVNOT STORING THE REAL -# OF T
DEVICE AND NOT ALLOWING TO TRACK A USER MORE THAN ONE DAY




3MARTPHONE DETECTION

&ROM THIS SECTION THE USER CAN START AND STOP THE SERVICE FROM THE BIATICINNEBICATORHE S

&IGURE 71& 3CANNER WAS STOPPED

‘F THE USER MANUALLY STOPS THE SERVICE IT WILL BE AUTOMATICAEONREEBONTHERDER TO COMPLETELY
DISABLE SERVICE THE USER HAVE TO CLICK ON$TS#®BEHBERVICEHIS WILL STOP THE SERVICE AND AVOID IT TO
UPON REBOOT 3ETUP CANNOT BE CHANGED WHEN DISABLED BUT ALREADY\AAIORBIDEDAT BESSNOWN

40 ENABLE THE SERVICE AGAIN CLICK ON TWRASBIEERERVICE

&IGURE %NABLE AND $ISABLE CONTROLS

“T IS POSSIBLE TO PERFORMSERERT STORAGE OPTIONS WITH THE DATA CAPTURED

,OCAL DATABASEHIS IS ALWAYS USED
%XTERNAL DATABAGHE DATA IS SYNCHRONIZED TO AN EXTERNAL DATABASE FROM THE LOCAL DATABASE

&IGURE 71&I 3SCANNER STORING OPTIONS




3MARTPHONE DETECTION

,OCAL DATABASE

-ESHLIUM HAS AY31, DATA BASE UP AND RUNNING WHICH IS USED TO STORE LOCALLATTICIE OWFIRIREND THE
,OCAL $ATA "ASHAB YOU CAN SEE THE CONNECTION PARAMETERS

$ATABASE-ESHLIUM$"

4ABLE WIL3CAN

‘0 LOCALHOST

O0ORT

5SER ROOT

OASSWORDIBELIUM

&IGURE ,OCAL DATABASE FOR 71&1 3CANNER

IT ANY TIME YOU CAN SEE THE XASHCORDS STORETERED BY ACCESS POINTS OR CLIENTS *UST SET HOW MANY A
KIND OF INSERTIONS YOU WANT TO SEE AND FRE3S DAEABUTTON 4HE MAXIMUM NUMBER OF DATA TO DISPLAY

4HE DATA FROM THE DATABASE CAN BE DELETED PRESSINGSEHEBUALDNATE CAREFUL AS THIS OPTION DELETE
ALL THE INFORMATION OF 71&lI SCANS IN THE LOCAL DATABASE

4HERE IS AN OPTION TO PROGRAM AN AUTOMATIC PURGE IN THE DATABASE ENGRYHBANFRRMATION IN THE
DATABASE THE DAYS YOU SPECIFY &URTHERMORE IF YOU INFERE TOECONTERNAL DATABASE YOU CAN CHC
IF YOU WANT TO DELETE ONLY SYNCHRONIZED DATA OR EVERYTHING TAKNNEGERRE (GHEBBBEFORE




3MARTPHONE DETECTION

%XTERNAL DATABASE

-ESHLIUM CAN SYNCHRONIZE ALL THE 71&l DEVICES INFORMATION STORED DRTAHEAESE TO AN EXTERBNAL
DATABASE MANAGED BY THE USER

&IGURE %XTERNAL DATABASE TAB

“N THIS TAB THE USER CAN

3ETUP THE PARAMETERS OF THE EXTERNAL DATABASE AND CHECK THE CONNECTION

%NABLE OR DISABLE THE SYNCHRONIZATION

3ELECT THE NUMBEREDDS SENT PER SYNCHRONIZATION ITERATION

3HOW LAST DATA INSERTED IN THE EXTERNAL DATABASE UP TO DATA

3HOW THE 31, SCRIPT USED TO CREATE THE DATABASE AND TABLE NEEDEDCRORATHENSYNCHR
-ARK ALL DATA IN THE LOCAL DATABASE AS SYNCHRONIZED SO IT WIOLTIMG TEREERINAL DATABASE

4HE STEPS TO SETUP THE SYNCHRONIZATION ARE

"EFORE CABURING ANYTHING MAKE SURE YOU HAVE A -Y31, DATABASE WORKIQGRJSIDERROL -AKE SURE
THE DATABASE LISTEN TO CONNECTIONS IN AN EXTERNAL

ORESS THBHOW SQL SCRBUTTON COPY THE 31, CODE 90U CAN MODIFY USER PASSWORD DATABASE NA
TABLE AS LONG AS YOU CHANGE THE SETUP OF THE CONNECTION TO MATCH




3MARTPHONE DETECTION

&IGURB1, SCRIPT

%NTER THE CONNECTION SETTINGS ANBWHRBEB$TON 90U CAN CHECK THE CONNECTION NOW TO ENSUF
SETTINGS ARE CORRECT

%NABLE THE SERVICE WITH THE CHECKBOX AND SAVE

4HE SYNCHRONIZATION SERVICE RUNS EVERY SECONDS AND SYNTBROBIEXES ENVERY LOOP 4HE SERVICE
SYNCHRONIZEST NEWER DATA AS IT IS MORE RELEVANT FOR DECISION MAKINGKEHDS TONLEXWIERNAL DATABASE
TO BE OUT OF ORDER !S EVERY DATA HAS A TIMESTAMP THIS SHOULD NOT BE AIREOBIEENAFARNUANY EXTERNAL
APPLICATION

4HE 2EAL TIMESCANNING OPTION WILL INCREASE THE NUMBER OF REGISTERS STOREDINTHEBAYT RESSEIMENDAE
TO CHANGE TRBENCHRONIZATION LIWROM THE DEFAULT VALUE TO A HIGHER NUMBER THAT ALLOWS THE DAT/
SYNCHRONIZE COMPLETELY




3MARTPHONE DETECTION

"LUETOOTH 3CANNER
#ONCEPTS

4HE "LUETOOTH RADIO INTEGRATED IN -ESHLIUM 3CANNER ALLOWS TO SCANCESYEN @GRNGEOF ACTION OF UP T
M DEPENDING ON THE LINE OF SIGHT CONDITIONS

4HE IDEA IS TO SEARCH FOR "LUETOOTH DEVICEBSEIN INTHRVAL WHICH CAN BESOED -ESHLIUM WILL GET THE
-l# ADDRESS THE'LUETOOTH “$AND THER33* OF THE DEVICES ALONG WIMESTAMPWHICH IDEN'THS WHEN THE
DEVICE IS DETECTED 4HE TIMESTAMP IS ALWAYS STORED IN 54# TO AVOID INRENSRDJIEREIES- THE TIME ZONE
SELECTED IN -ESHLIUK IS IMPORTANT TO SET THE CORRECT TIME IN THE 3YSTEM BEFORE STARTINGMVIHE THE
DATA 3EE THE 4IME 3YNCHRONIZATION IN THE 3YSTEM SECTION

ITHER INTERESTING PARAMETERS THE SYSTEM ALSO DEFEASS ORBEVIEEE #0$VHICH ALLOWS USSERBINTIATE
THE TYPE OF DEVICE SMARTPHONE HANDS FREE LAPTOP ,l. ETWORK !IGEENNBDROE THE "LUETOOTH DEVICES
USING ITS -'# ADDRESS

7ITH THESE PARAMETERS WE GERBENTIATE AMONG PEDESTRIANS AND VEHICLES

"ug AIMESTAMP I “ 233" #0$ 6ENDOR
EFC MY#AR (ANDSFREE  0122/4 3!
OKIA
| % 0 # AROP MARTPHONE
o G ORIC 3 ONE . ORPORATION

71 1 SCANNER CIINURATION MENU IS LOCATED IN
400LSl "LUETOOTH 3CAN

“N THIS SECTION WE CAN@&JRE THE 3CANNING 4YPE WHICHBPEBE USE OF OUR "LUETOOTH 3CANNER
“‘NDOOR TYPE IS RECOMMENDED TO SCAN STATIC DEVICES OR DEVICES WITH SFG@ESIOMMVEMENTTC  4HIS
OPTION RETRIEVES DEVICE NAMES AFTER ABOUT SECONDS SCANNING
/UTDOOR TYPE FOCUS ON DEVICES WHICH STAY A BRIEF PERIOD OF TIME IN OUR RANGE BUOABRSTHIBIHWAY S
4HIS OPTION DOES NOT ASK THE DEVICE NAME AND THE SCANNING PERIGECGOANBBUT

‘N BOTH TYPES THE DEVICES ARE REGISTERED IN THE DATABASE AS SOON AS THEY ARE DETECTED

&IGURE #ON1GURING "LUETOOTH 3CANNER

7E CAN ALSO ACTIVATE THE ANONYMIZATION OF THE -# ADDRESSES 4HISTOREANMBAMLADDRESS ENCODED WITH
AN -$ HASH 4HE HASH WILL BE CONSISTENT IN THE SAME DAY BUWGHEIERCMAONE DAY TO ANOTHER 4HIS SYSTI
ALLOWS TO FOLLOW A PARTICULAR USER IN THE SAME DAY BUT KEEPSHEBEHERVNOT STORING THE REAL -# OF T
DEVICE AND NOT ALLOWING TO TRACK A USER MORE THAN ONE DAY




3MARTPHONE DETECTION

&ROM THIS SECTION THE USER CAN START AND STOP THE SERVICE FROM THE BIATICINNEBICATORHE S

&IGURE "LUETOOTH 3CANNER WAS STOPPED

“‘F THE USER MANUALLY STOPS THE SERVICE IT WILL BE AUTOMATICAEONREEBONTHERDER TO COMPLETELY
DISABLE SERVICE THE USER HAVE TO CLICK ON$TSBEHBERVICEHIS WILL STOP THE SERVICE AND AVOID IT TO
UPON REBOOT 3ETUP CANNOT BE CHANGED WHEN DISABLED BUT ALREADY\AAIORBIEDAT BESAOWN

40 ENABLE THE SERVICE AGAIN CLICK ON THWERASBLUEEFRERVICE

&IGURE %NABLE AND $ISABLE CONTROLS

.OTE ,AST VERSIONS OF INDROID AND I/3 DEVICES MAY NEED THETURBTREEN BE ACTIVATED TO BE DETECTED

7E HAVE TWO BERENT STORAGE OPTIONS FOR THE DATA CAPTURED

,OCAL DATABASEHIS IS ALWAYS ACTIVE
%XTERNAL DATABAGHS SYNCHRONIZES LOCAL DATABASE DATA TO ARBEXDERNBASE

&IGURE "LUETOOTH 3CANNER STORING OPTIONS




3MARTPHONE DETECTION

,OCAL DATABASE

-ESHLIUM HAS AY31, DATABASE UP AND RUNNING WHICH IS USED TO STORE LOCALLATTOIE OWRIRIRED THE
,OCAL $ATA "ASHAB YOU CAN SEE THE CONNECTION PARAMETERS

$ATABASE -ESHLIUMS"
4ABLE BLUETOOTHS$ATA
‘0 LOCALHOST

OORT

5SER ROOT
OASSWORLIBELIUM

&IGURE ,OCAL DATABASE FOR "LUETOOTH 3CANNER




3MARTPHONE DETECTION

IT ANY TIME YOU CAN SEE THE XASHCORDS STORETERED BY ACCESS POINTS OR CLIENTS *UST SET HOW MANY A
KIND OF INSERTIONS YOU WANT TO SEE AND FRE3S DAEBUTTON 4HE MAXIMUM NUMBER OF DATA TO DISPLAY

4HE DATA FROM THE DATABASE CAN BE DELETED PRESSINGSEHEBUALDNATE CAREFUL AS THIS OPTION DELETE

ALL THE INFORMATION OF "LUETOOTH SCANS IN THE LOCAL DATABASE

4HERE IS AN OPTION TO PROGRAM AN AUTOMATIC PURGE IN THE DATABASE ENGRYHBEANFRREATION IN THE

DATABASE THE DAYS YOU SPECIFY &URTHERMORE IF YOU INGBERE TRECEONTERNAL DATABASE YOU CAN CHC

IF YOU WANT TO DELETE ONLY SYNCHRONIZED DATA OR EVERYTHING TAKNNEGERE (GHEBBBFORE
%XTERNAL DATABASE

-ESHLIUM CAN SYNCHRONIZE ALL THE 71&l DEVICES INFORMATION STORAD DRTAHHEASE TO AN EXTERNAL
DATABASE MANAGED BY THE USER

&IGURE %XTERNAL DATABASE TAB




3MARTPHONE DETECTION

“N THIS TAB THE USER CAN

3ETUP THE PARAMETERS OF THE EXTERNAL DATABASE AND CHECK THE CONNECTION

%NABLE OR DISABLE THE SYNCHRONIZATION

3ELECT THE NUMBEREDDS SENT PER SYNCHRONIZATION ITERATION

3HOW LAST DATA INSERTED IN THE EXTERNAL DATABASE UP TO DATA

3HOW THE1, SCRIPT USED TO CREATE THE DATABASE AND TABLE NEEDED FOR THE SYNCHRONIZATION
-ARK ALL DATA IN THE LOCAL DATABASE AS SYNCHRONIZED SO IT WIOLTNG TEREEFEINAL DATABASE

4HE STEPS TO SETUP THE SYNCHRONIZATION ARE
"EFORE CABURING ANYTHING MAKE SURE YOU HAVE A -Y31, DATABASE WORKIQGRJSIOERROL -AKE SURE

THE DATABASE LISTEN TO CONNECTIONS IN A0 EXTERNAL

ORESS THBHOW 31, SCRIPBUTTON COPY THE 31, CODE 90U CAN MODIFY USER PASSWORD DATABASE NA
TABLE AS LONG AS YOU CHANGE THE SETUP OF THE CONNECTION TO MATCH

&IGURB1, SCRIPT

%NTER THE CONNECTION SETTINGS ANBWRBBSTON 90U CAN CHECK THE CONNECTION NOW TO ENSUF
SETTINGS ARE CORRECT

%NABLE THE SERVICE WITH THE CHECKBOX AND SAVE

4HE SYNCHRONIZATION SERVICE RUNS EVERY SECONDS AND SYNTBROMEXES ENERY LOOP 4HE SERVICE
SYNCHRONIZEEST NEWER DATA AS IT IS MORE RELEVANT FOR DECISION MAKINGKEHDS TONMLEXWIERNAL DATABASE
TO BE OUT OF ORDER !S EVERY DATA HAS A TIMESTAMP THIS SHOULD NOT BE NIREOBIEHENAFARNJANY EXTERNAL
APPLICATION




400LS

400LS

&RESNEL CALCULATOR

4HE &RESNEL :ONE IS THE SPACE WHICH SHOULD BE EMPTY OF OBJECTS INNSMASSEDEEETRAEN TWO POINTS
TO GET THE MAXIMUM THROUGHPUT AND TRANSMISSION QUALITY (ERBE XOWGORANN ORDER TO CALCULATE Wt
CHOOSING THE RIGHT POINTS FOR YOUR NODES

&IGURE &RESNEL CALCULATOR PLUGIN

‘PERF

4HIS TOOL LETS YOU KNOW THE REAL BANDWIDTH BETWEEN -ESHLIUM AND ANHIPEREWBHRMERESI THE CORREC
INTERFACE IN LOCAL NETWORKS AND USES THE DEFAULT GATEWAY FOR EXTERERAWHTBAORKGAY IS ' ,4% IF
CONNECTED OR %THERNET OTHERWISE

40 USE THE TOOL ENTEROTHMBEDRESS OR THE HOST OF THE IPERFEERVERIS USED SO ENSURE THE SERVER
COMPATIBLE WITH THAT VERSION

&IGURE “PERF PLUGIN




400LS

OING

“T LETS YOU TEST IF YOU CAN REACH A CHERT@SYNAME THROUGH A $EBEMETWORKTERFACE %THERNET
%THERNEQV 7I&I 10 AND ',4%

&IGURE OING PLUGIN

-ESHLIUM CAN ALSO PERFORM THIS TESV MMNERTHERNET INTERFACE

&IGURE “0V PING




400LS

4RACEROUTE

INOTHER INTERESTING TOOL TO DISCOVER THE PATH OF THE COMMUNICATION BETWEHR SERHCUMAMNDS T

&IGURE 4RACEROUTE PLUGIN

-ESHLIUM CAN ALSO PERFORM THIS TEST OVER THECXTHERNREFACE

ETSTAT

$ISCOVER WHICH CONNECTMNORT TCP ANDV OORT TCP ARE ACTIVE

&IGURE .ETSTAT INFORMATION




400LS

'03
-ESHLIUM 53 MODELS INTEGRATE A '03 RECEIVER WHICH ALLOWS TO KNOVATISNEAAGT IMEC

&OR -ESHLIUM DEVICES WITHOUT '03 YOU CAN MANUALLY SET THE POSIHOS WEHNG BEE 3ET 0OSITIGNOR
MORE INFORMATION

“MPORTANT
&ROM *ULY  ONLY 53 MODELS HAVE AN INTEGRATED '03 RECEIVER

'03 RECEIVER

4HE '03 RECEIVER IS SPECIALLY INTERESTING FOR MOBILE AND VEAT@NARMPRHEN SETTING LONG RANGE LINK
THE '03 POSITION ALSO GIVES INFORMATION ABOUT THE HEIGHT OF EACH POBITGRETEENBREBRN CURATELY KNOWN

4HE '03 MODULE GIVES US INFORMATION ABOUT

LATITUDE
LONGITUDE
HEIGHT METERS
SPEED KM H
DATE TIME

$ATA CAPTURED FORM '03 IS STORED IN THE LOCAL DMASEABIEON THE DATA CAN BE SYNCHRONIZED TO AN EXT
-Y31, DATABASE TO BE USED IN OTHER SYSTEMS 4HE '03 DATA IS STORED WITH TIMEBAYSMRS#4% TO AVOID
INCONSISTENCIES REGARDLESS OF THE TIME ZONE SELECTED IN -ESHLIUM

&IGURE '03 STORAGE OPTIONS

3ET OOSITION

4HIS PANEL LETS YOU SET THE CURRENT POSITION OF THE -ESHLIUM DEAHEPUBNUAMLILS STOREEAN
OUTPUT FORMAT

&IGURE 3ET 1XED -ESHLIUM POSITION




400LS

#ON 1 GURING '03 SERVICE

&IGURE '03 PLUGIN SETUP

4HE '03 SERVICE CAN BE ENABLED OR DISABLHE USER DISABLES THE SERVICE THE SERVICE WILL BE STOPPED Al
BE LAUNCHED WHEN -ESHLIUM IS POWERERN ADDITION SETUP WILL BE BLOCKED AND CANNOT BE CHANGED 7HE
SERVICE IS DISABLED NO '03 INFORMATION WILL BE READ OR STORED

&IGURE %NABLE CONTROL

&IGURE $ISABLE CONTROL

4HE USER CAN SET THE TIME INTERVAL BETWEEN DATA ACQUISITION

&IGURE '03 DATA READ INTERVAL

4HE SERVICE CAN BE MANUALLY STARTED AND STOPPED

&IGURE 3ERVICE STOP BUTTON

&IGURE 3ERVICE START BUTTON




400LS

,OCAL DATABASE

-ESHLIUM HAS AY31, DATABASE UP AND RUNNING WHICH IS USED TO STORE LOCALLATTOIE OWRIRIRED THE
,OCAL $ATA "ASHAB YOU CAN SEE THE CONNECTION PARAMETERS

I SERVICE IN -ESHLIUM WILL READ PERIODICALLY THE '03 TO GATHER LOCASTORBNDIMTHE LOCAL DATABASE

$ATABASE -ESHLIUMS"
4ABLE GPS$ATA

‘0 LOCALHOST

O0ORT

5SER ROOT
OASSWORDIBELIUM

&IGURE ,OCAL DATABASE FOR '03 DATA

IT ANY TIME YOU CAN SEE THE KASHCORDS STOREIERED BY ACCESS POINTS OR CLIENTS *UST SET HOW MANY A
KIND OF INSERTIONS YOU WANT TO SEE AND FRE3S DAEBUTTON 4HE MAXIMUM NUMBER OF DATA TO DISPLAY

4HE DATA FROM THE DATABASE CAN BE DELETED PRESSINGSEHE BUATLDNATE CAREFUL AS THIS OPTION DELETE
ALL THE INFORMATION OF "LUETOOTH SCANS IN THE LOCAL DATABASE

4HERE IS AN OPTION TO PROGRAM AN AUTOMATIC PURGE IN THE DATABASE ENEGRMHBANFRREATION IN THE
DATABASE THE DAYS YOU SPECIFY &URTHERMORE IF YOU INGERE TOECEONERNAL DATABASE YOU CAN CHO
IF YOU WANT TO DELETE ONLY SYNCHRONIZED DATA OR EVERYTHING TAKRGEERRHE (FHEBDBBEFORE




400LS

%XTERNAL DATABASE

-ESHLIUM CAN SYNCHRONIZE ALL THE 71&l DEVICES INFORMATION STORED DRTAHEAESE TO AN EXTERBNAL
DATABASE MANAGED BY THE USER

&IGURE %XTERNAL DATABASE TAB

“N THIS TAB THE USER CAN

3ETUP THE PARAMETERS OF THE EXTERNAL DATABASE AND CHECK THE CONNECTION

%NABLE OR DISABLE THE SYNCHRONIZATION

3ELECT THE NUMBEREDMDS SENT PER SYNCHRONIZATION ITERATION

3HOW LAST DATA INSERTED IN THE EXTERNAL DATABASE UP TO DATA

3HOW THE 31, SCRIPT USED TO CREATE THE DATABASE AND TABLE NEEDEDOFORATHENSYNCHR
-ARK ALL DATA IN THE LOCAL DATABASE AS SYNCHRONIZED SO IT WIOLTNE EBEESREINAL DATABASE

4HE STEPS TO SETUP THE SYNCHRONIZATION ARE

"EFORE CABURING ANYTHING MAKE SURE YOU HAVE A -Y31, DATABASE WORKIGGRJSIDERROL -AKE SURE
THE DATABASE LISTEN TO CONNECTIONS IN A0 EXTERNAL

ORESS THBHOW SQL SCRBUTTON COPY THE 31, CODE 90U CAN MODIFY USER PASSWORD DATABASE NA
TABLE AS LONG AS YOU CHANGE THE SETUP OF THE CONNECTION TO MATCH




400LS

&IGURB1, SCRIPT

%NTER THE CONNECTION SETTINGS ANBHRBB$TON 90U CAN CHECK THE CONNECTION NOW TO ENSUF
SETTINGS ARE CORRECT

%NABLE THE SERVICE WITH THE CHECKBOX AND SAVE
4HE SYNCHRONIZATION SERVICE RUNS EVERY SECONDS AND SYNTBROMZXES ENERY LOOP 4HE SERVICE
SYNCHRONIZEST NEWER DATA AS IT IS MORE RELEVANT FOR DECISION MAKINGKEHDS TONMLEXWERNAL DATABASE

TO BE OUT OF ORDER S EVERY DATA HAS A TIMESTAMP THIS SHOULD NOT BE 3IREOBIEENAFARNUANY EXTERNAL
APPLICATION

"EEP

7HEN CONGURING SEVERAL -ESHLIUM AT THE SAME TIME IN THE LABORATORY CUCRAN@EIBTINGUISH BETWEEN
THEM SPECIALLY WHENOTABEDRESSES ARE GIVEN BY A EXTERNAL $(#0 ROUTER &OR THIS REASON WERERVE ADD
BUTTON IN THE 400LS SECTION WHICH WILL MAKE THE CURRENT -ESHLIUKENDTBEERORT S

&IGURE "EEP PLUGIN




$ATABASE MANAGEMENT

SATABASE MANAGEMENT

$IRECT ACCESS

“N ORDER TO ACCESS TO THE -ESHLIUM $ATABASE FROM AN EXTERNAL APPLITATUSE YERFHAVEOWING PARAMETER
“0
71&l
%THERNESEPENDING ON YOUR $(#0 SERVER YOU CAN SPECIFYONISTAIERTERFACES SECTION

$ATABASE -ESHLIUMS$"

4ABLE $EPENDING ON THE DATA TO BE EXTRACTED 3OME OPTIONS ARE SENSOROARSER BLUETOOTH$/
WIL3CAN 90U CAN LIST THE TABLES OF THE DATABASE

OORT
5SER SSLROOT

OASSWORDIHE DEFAULT PASSWORIBE_IUM “TIS IMPORTANT THAT THE USER CHANGES ALL DEFAULT PAS
IMMEDIATELY &OR CHANGING THE PASSWORDWIRLOAD (4403 CERTIATESECTION

#ERTL CATESSOWNLOAD THE CEBATES &OR MORE INFORMATIONSG@/NIDOAEY31, CERTILCATESSECTION
5SING THE COMMAND LINE YOU CAN CONNECT USING THIS COMMAND

mysql -h 10.10.10.1 -u sslroot -plibelium2007 \
--ssl-ca =ca-cert.pem \
--ssl-cert  =client-cert.pem \
--ssl-key =client-key.pem

90U CAN USE ANY MANAGEMENT -Y31, APPLICATIONYBIKEORKBENCHOR31,YOGTO ACCESS THE DATABASE IN
-ESHLIUM AND PERFORM ANY MAINTENANCE OPERATION

OHP-YIDMIN

-ESHLIUM HAS A BUILT IN PHP-Y!DMIN INSTANCE THAT ALLOWS IE2GA NDNNAGEMENT 'O TO
400LS8l PHP-Y!DMIN
#LICK ONPEN IN A NEW WINDOWO OPEN THE PHP-Y!DMIN PANEL
90U CAN DIRECTLY ACCESS PHP-YIDMIN PANEL IN THE 52,
HTTPS ;-ESHLIUM?“0= PHPMYADMIN
7THERE;-ESHLIUM?“0=HAS TO BE REPLACED FORUSED IN -ESHLIUMT CAN BE 71&!1 10 %THERNET ORD'

40 LOGIN USE THE CREDENTIAL SHOWN IN THERBECTI®BCESS




$ATABASE MANAGEMENT

&IGURE PHP-Y!DMIN LOGIN PAGE

&IGURE PHP-Y!DMIN PANEL




3YSTEMNFORMATION

3YSTEM “NFORMATION

(OSTNAME

4HIS PLUGIN ALLOW THE USER TO CHANGE THE HOSTNAME OF THE GATEWAEF NXNIEFRESHLIUM8888WHERE

8888 ARE THE LAST FOUR DIGITS OF %THERNET -1# ADDRESS

40 CHANGE THE HOSTNAME ENTER THE DESIRED VALUESANE RRESBPLYBUTTON

&IGURE (OSTNAME CHANGE FORM

SSER -ANAGER

4HE 5SER -ANAGERCONGURATION MENU IS LOCATED IN
3YSTEMN 5SERS -ANAGER

“N THIS SECTION YOU CAN PERFORM THESE ACTIONS

#HANGE PASSWORCHANGE THE PASSWORDS NEEDED TO ACCESSERENREASHLIUM SERVICES
$OWNLOAD CERTIATESDOWNLOAD THE QEFATES TO COMMUNICATE SECURELY WITH -ESHLIUM

&IGURE 5SER -ANAGER SCREEN

“MPORTANT
,IBELIUM STRONGLY ADVISES THE USER TO CHANGE MNOREFMMEPMSELY AFTER RECEIVING A NEW
UNIT

-ESHLI




3YSTEMNFORMATION

#HANGE PASSWORDS

90U CAN CHANGE THE PASSWORD FOR THESE USERS
ADMIN -ANAGER 3YSTEM PASSWORD FOR ACCESING TO THE -ANAGER 3YSTEM INTERFACE
LOG&40 USER FOR CONNECTING TO THE &40 SERVER AND EXTRACT LOGS
OTA&40 USER FOR INSTALLING NEW BINARIES IN REMOTE 7ASPMOTES
SSLROOY¥31, USER FOR CONNECTING SECURELY TO THE -Y31, DATABASE

40 CHANGE A PASSWORD PRES&IANGE OASSWORIDTTON INTRODUCE ANDRBONEW PASSWORD AND PRESS
90U CAN ABORT THE OPERATION PRESSIRG

&IGURE OASSWORD CHANGE FORM

$OWNLOAD CERTI1CATES
$OWNLOAD (4403 CERTICATE

40 DOWNLOAD THE CERTE FOR SENDING SECURE FRAMES TO -ESHLIUM USE TBBR\BWOAINAERTATEOF THE
-ANAGER 3YSTEM\DMIN USER

&IGURE $OWNLOAD THE CERTI1CATE

&OR MORE INFORMATION ABOUT HOW TO USAE CHEECEBRISECURE COMMUNICATIONS IN ,IBELIUM %COSYSTEM

THE PERTINENT GUIDE

OROGRAMMING #LOUD 3ERVICE 0#3 GUIBECTIONOW TO DOWNLOAD THE -ESHLIUM TERHE FOR (4403
CONNECTIONS

HTTPS WWW LIBELIUM COM DOWNLOADS DOCUMENTATION PROGBAMRENBY(CE?GUIDE PDF

7ASPMOTE ' .ETWORKING 'UIDE SECTIONENDING 7ASPMOTE FRAMES TO -ESHLIUM VIA (4403

HTTPS WWW LIBELIUM COM DOWNLOADS DOCUMENTATION WASPMOTENG?ISETINCHRBE

7ASPMOTE 71&l .ETWORKING 'UIDE SECTIOIEND 7ASPMOTE FRAMES TO -ESHLIUM VIA (440 OR (4403

HTTP WWW LIBELIUM COM DOWNLOADS DOCUMENTANEINYWWRKING?GUIDE PDF




3YSTEMNFORMATION

$OWNLOAD -Y31, CERTLCATES

40 CONNECT TO THE -ESHL:NB, DATABASE SECURELY 33, YOU HAVE TO GENERATE AND DOWNLOAENY31, ClL
CERICATES 5SE THE BUTTRINVNLOAD #ERTCATESOF THE -Y31, SSLROGJISER“NTRODUCE THE NUMBER OF DAYS
THAT THE CERATE WILL BE VALID AND PRESSAIT UNTIL THE CERBAINE IS GENERATED FOR DOWNLOADING ! DIAI
TO DOWNLOAD THHCERE IN A ZIHLE WILL BE DISPLAYED 90U CAN ABORT THE GENERATIONC2H EHIREERNG
#ANCEL

&IGURE $OWNLOAD, CERTICATES FORM

&IGURE ZIBE WITH THE COMPRESSEOAJESTIY31,

4HE ZIP CONTAINSLES

CA CERT PEMLLE THAT CONTAINS THECART DF THE -ESHLIUM -Y31, $"
CLIENT CERT PEMLE THAT CONTAINS 8 CEBATE GENERATED FOR THE CLIENT
CLIENT KEY PEMLLE THAT CONTAINS 8 KEY GENERATED FOR THE CLIENT

&OR MORE INFORMATION ABOUT HOW TO UBEEBSHESH®IRECT ACCESECTION




3YSTEMNFORMATION

3ECURITY

4HIS PLUGINSGR THE OPTION TO ENABLE OR DISABLE -E&HLIUNDNNECTIONS "Y DEFAULT THE SYSTEM ONLY ALl
(4403 CONNECTIONS FOR SECURITY REASONS &OR ENABLING (440 CONNECTIONS FOLLOW THESE STEPS

3ELECT(440 3ERVICE
#LICK ON THE TICK
ORESS 3AVE

&IGURE %NABLE (440 SERVICE

“MPORTANT
ICTIVATING (440 CONNECTIVITY ALLOWS NON ENCRYPTEDNSOMNUTHEANFORMATION TRANSMITTED WILL NO
SECURE




3YSTEMNFORMATION

ICTIVITY -ONITOR

4HIS PLUGINSBRS A GRAPHICAL BOARD TO CHECK IMPORTANT METRICS OF THE SYSTESP 4 ENARECPDIME
$ISK USAGE -EMORY USAGE .ETWORK USAGE AND OROC USAGE

&IGURE ICTIVITY -ONITOR PLUGIN




3YSTEMNFORMATION

‘NTERNAL TEMPERATURE SENSOR

“N THIS PLUGIN THE USER CAN SEE IN REAL TIME THE PROCESSOR TEMPERATHRE IN #ELSIUS DEG

&IGURE 4EMPERATURE 3ENSORS PLUGIN

! TEMPERATURE ABOVE# IS CONSIDERED HIGH AND A TEMPERATURE ABOMBULD BE DANGEROUS FOR THE DEVICE




3YSTEMNFORMATION

4IME SYNCHRONIZATION

“‘N ORDER TO STORE CORRECTLYHNSYSEEM AND IN THE LOCAL DATABASE THE DATA CAPTURED FROM THE 2&
AND SCANNER IS IMPORTANT TO HAVE THE TIME CORRECTLY SYNCHRORIXEBE-BSHOMATICALLY SYNCHRONIZE
USING THE .40 PROTOCOL !CTIVATE THE SERVICE TO PERFORM TIME SYMNESHROMZWTIORCCESS AN .40 SERVER
PERIODICALLY DOWNLOAD THE CORRECT TIME AND DATE AND OVERWRIDEKT8H\E ERNAURE HAS A SMALL IMPAC
TERMS OF INTERNEZTORM %THERNET OR ' CONNECTIONS

&IGURE 4IME 3YNCHRONIZATION PLUGIN

4HE PLUGIN ALSO ALLOWS THE USER TO SET THE TIME MANUALLY SELEROMIGHEISHIEMETORS AND SETTING T
TIMEZONE ORESS TBIEET BUTTON TO APPLY THE TIME SELECTED

&IGURE -ANUALLY SELECTING TIME AND TIMEZONE




3YSTEMNFORMATION

3CHEDULED SHUTDOWN

5SE THE 3CHEDULED SHUTDOWN FEATURE OF -ESHLIUM TO SET A TIME FOR YOURBPEVCBEITYCRESTART OR SHUTDO
4HIS IS USEFUL TO SHUT DOWN -ESHLIUM CORRECTLY BEFORE THE MASNSUHLEETSOMEYCASES FACILITIES CL
ELECTRICITY SERVICE IN CERTAIN MOMENTS SO THIS FEATURE AVOIDDEBHLBINDBENTS IN AN INCORRECT WAY

&IGURE 3CHEDULED 3HUTDOWN PLUGIN

4HE PLUGIN ALLOWS THE USER TO SET THE TIME AND DAYS OF THE WEER M&GNIWA CTHWVEHEROM THE SELECTORS A
CHECKING THE DAYS OF THE WEEK FROM -ONDAY TO 3UNDAY

"Y DEFAULT THE DEVICE WILL SHUTDOWN UNTIL IT IS POWEREDTUB RGABIERETTO OVERRIDE THIS BEHAVIOUR SELE
THE 2EBOOTOPTIONN THIS CASE THE -ESHLIUM WILL RESTART AT THE TIME AND DAYS YOU HAVE SELECTED

&IGURE -ANUALLY SELECTING TIME AND DAYS

ORESS THBAVE BUTTON TO APPLY THE OPTIONS SELECTED




5PGRADING -ESHLIUM

SPGRADING -ESHLIUM

“N THE UPDATES PLUGIN THE USER CAN INSTALL NEW -ANAGER 3YSTEMBERSIOMNSPAOGN GO TO

5PDATE -ANAGER “NSTALL 5PDATES

&IGURE “NSTALL 5PDATES PLUGIN

“N ORDER TO USE THIS FEATURE -ESHLIUM NEEDS TO BE CONNBEOHEHRNED FHEHLIUM VBIECURELY CONTACT THE
,IBELIUM SERVERSOR PERFORMING ALL THE CHECKS AND UPDATES

ORESS THEHECK FOR UPDATHRS$ITON TO LET -ESHLIUM ACCESS THE ,IBELIUM REPOSITORY AND SEARCH FOR NEW
“‘F THERE ARE NEW VERSIONS THE PLUGIN WILL DISPLAY THE CHANEEROG ANEVEHRY SHOWRNTE BUTTON

4HIS BUTTON WILL DOWNLOAD AND INSTALL !,, THE PENDING UPDATES WAORELEFANG -ESHLIUM WITH THE LATES
VERSION AVAILABLE

&IGURE 5PDATES FOUND

-ESHLIUM WILL REBOOT AFTER INSTALLING THE UPDATES

“MPORTANT
-AKE SURE YOU DO NOT DISCONNECT -ESHLIUM WHILE THE URSSRARARGERRCE THE POWER SUPPLY IS SUDDEN
CUT -ESHLIUM COULD BE DAMAGED




2ESCUE 3YSTEM

2ESCUE 3YSTEM

4HE 2ESCUE 3YSTEM ALLOWS THE USER TO RETURN -ESHLIUM TO FACTORYAPBEXING SHERHSCUE THE DEVICI
WILL BE FORMATTED AND THE DISK WILL BE LEFT AS IT WAS BRAND NEW

4HE RESCUE PROCESS IS RECOMMENDED WHEN
4HE OPERATING SYSTEM IS CORRUPT OR MALFUNCTIONING
4HE DEVICE HAS BEEN WRONGLY SETUP AND IT IS UNREACHABLE
4HE DEVICE NEEDS TO BE RECOVERED AFTER AN UNEXPECTED ERROR

4HE RESCUE PROCESS IS NOT COVERED BY WARRANTY AS DESCRIBEIMRORITEASECREMND ME BEFORE USNNIG
MUST BE CONSIDERED AN EMERGENCY PROCESS 4HIS PROCESS IS INTENDED TOOHEEEOWERUSHRDEVICE OF
SOFTWARE ISSUES WITHOUT HAVING TO SEND -ESHLIUM TO THE TECHNNMIEGESUPPORT SER

“MPORTANT
%XECUTING THE RESCUE PROCESS WILL DELETE ALUONESTUSERDNNCRMATUM INCLUDING SENSOR INHORMAT
STORED IN THE INTERNAL DATABASE

4HE RESCUE PROCESS CAN POTENTIALLY DAMAGE THE DENISEBAND LEFT IT
4HE RESCUE PROCESS MAY NOT WORK IF THE 1LE SYSTEM EEX5EVERELY DAMAG

2ESCUE STEPS

90U WILL NEED A 53" PEN DRIVE OF AT LEAST ™ FORMATED IN &4

4HE 1RST THING TO DO IS DOWNLOAD FROM THE WEBSITE OF ,IBELIUM EHEBSHAGEBVMRESCUE ISBEDED TO
RESTORE -ESHLIUM TO FACTORY DEFAULTS

.OTE 90U NEED TO CONTACT 1RST OUR 4ECHNICAL 3ERVICE $EFARDMERNIT TNEOBSER AND PASSWORD AND 572
DOWNLOAD THE IMAGE

'OTOHTTPS WWW LIBELIUM COM CONTACT 2-!

INCE THEL1LE HAS DOWNLOADED YOU MUST BURN IT IN A 53" PEN DRIVE 40 PERFORMDNHIFEGHHEFANIMEND
THE USE QMETBOOTIN

SNETBOOTINS A FREEWARE AND MULTIPLATFORM APPLICATION THAT ALLOWS TOS3REENDROEBSABLCAN BE
INSTALLED EASILY IN 7INDOWS ,INUX AND -AC/3 MACHINES

&IGURE UNETBOOTIN INTERFACE




2ESCUE 3YSTEM

40 CREATE THE RESCUE YOU HAVE TO

3TARUNETBOOTINND SELECT THE OPHBISKIMAGE

3ELECT THE ISO OF THE RESCUE IMAGEENSEHECTOR
3ELECT THE 53" UNIT WHERE THE IMAGE WILL BE WRITTEN
#LICK/+ BUTTON TO START THE PROCESS

“N SOME MINUTES THE IMAGE WILL BE WRITTEN AND THE 53" WILL BE READY TO USE

40 APPLY THE RESCUE IN -ESHLIUM

OOWER ®THE DEVICE
OLUG THE 53" PENDRIVE IN THE MICRO 53" CONNECTOR TROUGH A 53" /4' CABLE

&IGURE 53" PENDRIVE CONNECTED TO -ESHLIUM

OOWER ON THE DEVICE

7HEN THE RESCUE STARTS -ESHLIUM WILL EMIT A BEEP 4HE PROCESS CMINAKESASEBE PATIENT
7HEN THE RESCUE PROQHEESHES -ESHLIUM WILL EMIT SEVERAL BEEPS TO NOTIFY

OOWER $-ESHLIUM AND UNPLUG THE 53" PENDRIVE

90UR -ESHLIUM SHOULD BE NOW IN A DEFAULTTSTANNEBE POWERED ON NOW 4HE USER CAN ACCESS -ANA
3YSTEM WITH DEFAULT CREDENTIALS AND START THE SETUP FRESH AND WRELESHLIUM NOR




-ANAGER 3YSTEM CHANGELOG

-ANAGER 3YSTEM CHANGELOG

6ERSION

IDDED 2EAL 4IME MODE FOR 3CANNER
IDDED #ONSUL-EDIA CLOUD CONNECTOR
5PDATEDB144 CLOUD CONNECTOR
5PDATED 1-“# CLOUD CONNECTOR

6ERSION

IDDED 3CHEDULED 3HUTDOWN FEATURE
#ORRECTED PROBLEMS CONNECTING WITH SOME ' PROVIDERS

6ERSION
5PDATED 6ISUALIZER PLUGIN

6ERSION

S5PDATED ,IBELIUM #LOUD "RIDGE CONNECTOR

IDDED OPTION TO SET -ESHLIUM POSITION WITHOUT A '03 RECEIVER
5PDATED 3ENSOR 0ARSER PROTOCOL TO ACCEPT TIME FRAMES
5PDATED 3MART$ATA3YSTEM CLOUD CONNECTOR

6ERSION

“‘“MPROVED 3ENSOR OARSER PERFORMANCE

‘MPROVED 71&l "LUETOOTH SCANNER PERFORMANCE AND LOGGING SYSTEM
“MPROVED SECURITY SERVICES ARE ONLY AVAILABLE TO LOGGED USERS
S5PDATED SENSOR LIST

IDDED 3MART$ATA3YSTEM CLOUD CONNECTOR

2ENAMED"- "LUEMIX TO “-#LOUD

2ENAMED ,IBELIUM (IVE TO ,IBELIUM "RIDGE

30OLVED ISSUES IN 4HING3PEAK CLOUD CONNECTOR
#ORRECTEDINSERTION IN ' MENU

2ENEWEDO ADDRESS IN !0 SERVICE AFTER CONNETING TO '

JIMITED SIZE OF LOES

#ORRECTED STATUS IN LOG VIEW

6ERSION

5PDATED ,IBELIUM #LOUD (IVE SERVICE CLOUD CONNECTOR
O0ARSED NEW FRAME T$EEICE TO (IVE

6ERSION

IDDED NEW ,IBELIUM #LOUD (IVE SERVICE CLOUD CONNECTOR
S5PDATED IMAZON CLOUD CONNECTOR




-ANAGER 3YSTEM CHANGELOG

5PDATED 4HING7ORX CLOUD CONNECTOR

6ERSION

5PDATED SENSOR LIST WITH THE NEW 3MART !GRICULTURE 8TREME SENSORS
5PDATED -ICROSOFT !ZURE (UB CLOUD CONNECTOR

5PDATED 4HINGOLUS CLOUD CONNECTOR

S5PDATED 4HING3PEAK CLOUD CONNEXCPBRBLEMS WITH IDENTICAL TIMESTAMPS
S5PDATED IXIS DEVICE CONNECTOR

6ERSION

IDDED !PACHE (440 (4403 SERVICE TOOL

IDDED NEW CLOUD CONNECTOR 4HING3PEAK

5PDATED CLOUD CONNECTORS 4HING70ORX 4ELEF?NICA 3MMPHONI

&IXED 'RECONNECTION AFTER A RESTART

S5PDATED SENSOR LIST WITH THE NEW 3MART !GRICULTURE 8TREME SENSORS

6ERSION

%NHANCED 3ECURITY
(4403 PROTOCOL FOR ALL -ANAGER 3YSTEM CONNECTIONS
-Y31, OVER 33, 4,3 NEW SSLROOT USER
‘NUO' TO ENCRYPT AND SIGN UPDATES
IDDED NEW CLOUD CONNECTOR !LIBABA #LOUD
5PDATED CLOUD CONNECTORS 'MAZON 7EB 3ERY/EBH8BULOCITY OLASMACOMP #- 3YMPHONI 3PARKSTER
4ELIT
3TOREDELD -ESHLIURS WITH SERIAL.UMBER IN DATABASE TABLES
S5PDATED SENSOR LIST
ICCEPTED NON ALFANUMERIC CHARACEHBRS (ST 5SER AND OASSWORD OF EXTERNAL DATABASES

6ERSION
OATCHED ESCAPE ARGS EXPLOIT

6ERSION

ICCEPTEDD ADDRESS IN %XTERNAL $ATABASE OF SENSOR CAPTURER

IDDED OPTION FOR ACCEPTING ONLY CYPHERED FRAMES IN (440 SENSOR PARSER
IDDED NEW CLOUD CONNECTOR IVEVA 7TONDERWARE

IDDED NEW CLOUD CONNECTOR 3CRIPTR IO

#ORRECTED '03 SERVICE ACTIVATION DEACTIVATION

IDDED FEATURE TO DETECT '(Z DEVICES -ESHLIUM 3CANNER 71& MODE

&IXED SYNCHRONIZATION BIT IN 71&l "LUETOOTH EXTERNAL DATABASE

.EW OREMIUM CLASKIATION CLOUDS IRROW 3ENSGSIGHT 4ELIT %RICSSON 4HING7ORX
.EW IDVANCED CLASSIATION CLOUDS  #YMB®4 5BICAMOVIL -ICROSORISWIFT
3ET TIMEZONE TO 54# IN 71&l "LUETOOTH 3CANNER

3TORED 3HOWED MINOR DEVICES #LASS OF $EVICE #0$ IN "LUETOOTH 3CANNER




-ANAGER 3YSTEM CHANGELOG

5PDATED CLOUD CONNECTORS "QURIB .%# #ONNEXIVE %LEMENT'LUE 3EMNSDBHT %RICSSON $$- AND
3YMPHONI NOW 3PARKSTER

6ERSION

5PDATED !ZURED4 CLOUD CONNECTOR CORRECT STATUS DETECTION
3EVERAL BUGES AND IMPROVEMENTS

6ERSION

3UPPORTED THE USE OF BIT %3 CRYPTOGRAPHIC KEYS IN THE 3ENSOR OARSER
“NCREASED SYNECDS IN TABLES3RIAN AND GPS$ATA

OATCHED !USTRALIAN ' CONNECTION FAILURE

IDDED .40 SERVICE

#ORRECTEZHOW ME KNOWUNCTION

#ORRECTED LAST?UREBADEVALUE IN 7TASPMOTE LIST

30OLVED BUG PING AND TRACEROUTE

IDDED CLOUD CONNECTORS "IZ INTELLIA #ONNEXIVEGRIHT SPARKCOMPASS 5BICAMOVIL
5PDATED !IMAZON CLOUD CONNECTOR ADD A 103 PARAMETER CORRECT BUGS

5PDATED 'RROW CLOUD CONNECTOR IMPROVE PERFORMANCE

S5PDATED IZURED4 CLOUD CONNECTOR ADD SYNCHRONIZATION INTERVAL CORRECT BUGS
SPDATED #UMULOCITY CLOUD CONNECTOR ADDENISRWALTIMESTAMPS

5PDATED %3ZLOUD CONNECTOR USE -ESHLIUM '03 POSITIONS

5PDATED 3YMPHONI CLOUD CONNECTOR IMPROVE PERFORMANCE

6ERSION

IDDED NEW MENUS$EVICES

IDDED XIS DEVICE CONNECTOR

IDDED NEW MENUCTIVITY -ONITOROR REPLACIBISK 5SAGE

IDDED OPTION TO CHANGE LOG LEVEL IN 3BENSOR OARSER

ILLOWED MORE CHARACTERS FOR PARAMETERS IN "LUETOOTH AND 71& 3CANNER
IDDED 33, SUPPORT IN THE 4HING70ORX CLOUD CONNECTOR

.OW IZURE CLOUD CONNECTOR SHOWS LOGS

#ORRECTED BUG ON LIST OF SENSORS USE WRONG SENSOR LIST

#ORRECTED BUG ON 4HINGOLUS CLOUD CONNECTOR ERROR AT START TIME
2EMOVED $EVICIFY CLOUD CONNECTOR

6ERSION

$YNAMIC $.3 CONLGURATION ADDED WITia .AGENT

IDDED NEW CLOUD CONNECTORS %RICS®OIN IDLASMA#OMP 2EDD 3YSTEM
5PDATED CLOUD CONNECTORS !ZURE (UB "LUEMIX

IUGMENTED DEFAULT LOG LEVEL IN ALL THE CLOUD CONNECTORS
#ORRECTED ' CONNECTION BUGS

#ORRECTED 71&I3CAN BUG DETECTION EMPTY

6ERSION
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IDDED SUPPORT FOR NEW PROTOCOL $EVICE TO #LOUD

.EW CLOUD DISTRIBUTION PREMIUM ADVANCED BASIC

IDDED NEW CLOUD CONNECTORS 'RROWLKABU

S5PDATED CLOUD CONNECTORS MAZON %LEMENT"LUE

2EMOVED DEPRECATED CLOUD CONNECTOR -ICROSOFT !ZURE 3ERVICE "US
IDDED A CHECK PROCESS OMOHEYSTEM AFTER SYSTEM REBOOT

3HOW 711 SCAN RESULTS ON VISUALIZATIONS

S5PDATED SENSOR LIST FOR V

3EVERAL MINOR STABILITY AND INTERFACE UPDATES INCORPORATED

6ERSION

IDDED NEW CLOUD CONNECTORS
#UMULOCITY
+lI
.EXMACHINA
2ED4ONE
3MARTOLANTS
4ECH%DGE 3!0

6ERSION

.ETWORK SETUP REVIEWED

IDDED DISABLE ENABIEONTROL TO MAIN SERVICES

IDDED COMPATIBILITY WITH SEVERAL RADIO MODULES

IDDED UTO PURGE TO SENSOR "LUETOOTH SCANNER 7I&I SCANNER AND '03 DATA
#ELLULAR CONNECTION MECHANISM IMPROVED

IDDED !ZURE'O4 (UB CLOUD CONNECTOR

S5PDATE PROCESS IMPROVED .0 REBOOT BETWEEN UPDATES NEEDED

IDDED OPTION TO SYNCHRONIZE WITH
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FSOCUMENTATION CHANGELOG

&ROMV TOV

IDDED 3CHEDULED SHUTDOS®ECTION
IDDED INFORMATION ABOUT THE MHAWN 4IMEMODE FOR 3CANNER
IDDED #ONSUL-EDIA CLOUD CONNECTOR

&ROMV TOV

5PDATED INFORMATION ABOUT -ESHLIUM MODEL AND '03 ONLY 53 MODELS HAVE AEGBNRBEWEIV
IDDED IMPORTANT NOTE IN THE '03 SECTION

IDDED 3ET '03 POSITIONSECTION

IDDED IMPORTANT NOTE IN THE ' SECTION

IDDED INFORMATION FOR CHECKING RECEIVED MESSAGES ON “THEOMAZDNERVICE

&ROMV TOV
5PDATED -ESHLIUM 3CANNER SECTION

&ROMV TOV
#LEARER EXPLANATION ABOUT ANTENRARETRON

&ROMV TOV

2EPLACEDIBELIUM #LOUD (IVE SERVINEME BY ,IBELIUM #LOUD "RIDGE SERVICE
2EPLACED"- "LUEMIX NAME BY*"- CLOUD
IDDED 3MART$ATA3YSTEM POWERED BY 3ENTILO CLOUD CONNECTOR

&ROMV TOV
IDDED ,IBELIUM #LOUD (IVE SERVICE CLOUD CONNECTOR

&ROMV TOV
5PDATED INFORMATION AGDRES WITH THE NEW ENCLOSURE

&ROMV TOV

IDDED INSTRUCTIONS TO MAKE BROWSERS TRUST THE -ESHLIUM -ANAGERIGRELEVERI E
IDDED THE3ECURITSECTION

&ROMV TOV
IDDED 4HING3PEAK CLOUD CONNECTOR

&ROMV TOV

IDDED ILIBABA #LOUD CLOUD CONNECTOR
IDDED INSTRUCTIONS TO ACCESS BY (4403
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IDDED INSTRUCTIONS TO CONNECT TO -ESBILIDMTABASE OVER 33,
#HANGED THBSER -ANAGERSECTION

&ROMV TOV

IDDED IVEVA 7ONDERWARE CLOUD CONNECTOR

IDDED SCRIPTR IO CLOUD CONNECTOR

5PDATED .%# #ONNEXIVE CLOUD CONNECTOR

5PDATED %RICSSON CLOUD CONNECTOR ALSO RENAMED TO %RICSSON $$-

#HANGED CLOUD CONNECTOR NAMBHRPNONYTO 3PARKSTER

#HANGED CLOUD CONNECTOR NAMRGROM #ONNECTORO 20BO-1

#HANGED CLOUD CONNECTOR NAMEGRNEXIVETO .%# CONNEXIVE

IDDED REFERENCES TO THE NEW -ESHLIUM 3CANNER FEATURE DETECTING DEVICESNDN THE '(Z
IDDED 1ELD3YNCHRONIZATION LIMI%XTERNAL $ATABASE OF 7IRELESS 3CANNER 71&I AND "LUETOOTH AND'
IDDED EXPLANATION THE 71&I AND "LUETOOTH DATA BEING STORED IN 54# TIME

IDDED DESCRIPTION FOR THEGIERPT ONLY ENCRYPTED FRARTEHON

#ORRECTED SYNCHRONIZATION VALUES FROM1EIDS

5PDATED CLOUD CONNECTORBCAAGSI

&ROMV TOV
#HANGED DESCRIPTION OF THE NEW %XTBRRBACRET VERSION NOW NANOGOMPLIANT

&ROMV TOV

IDDED NEW CLOUD CONNECTORSITELLIA #ONNEXIVE &UJITSU 20BO-1 3PARKCOMPASS 3YMPHONI ARVRBIC
#LOUD CONNECTORS ARE REORGANIZED IN OBRMWAS 'DVANCEDAND "ASIC

IDDED .40 TIME SYNCHRONIZATION DESCRIPTION

IDDED ICTIVITY -ONITOR DESCRIPTION

IDDED &40 ACCESS TO LOGS EXPLANATION

5PDATED SPECS OF THE 3CANNIRECTIONAL ANTENNAS

4HE UPGRADING PROCESS DESCRIPTION VIED SIMPLI

IDDED ADVICE ABOUT THE POWER SUPPLY VIA 00% CONNECTOR

2EMOVED 7%0 SUPPORT

2EMOVED I1IMENIC AND $EVICIFY CLOUD CONNECTORS

&ROMV TOV

IDDED THE NEW CHAPTHER/ICE CONNECTORS
IDDED NEW DEVICE CONNECTOR FOR XIS

&ROMV TOV

IDDED NEW CLOUD CONNECTORS 'RROW !RROW #ONNECT %RICSSONO%RKIBEQNIBBP3MART INSWIFT
OLASMA#OMP # - I1IMENIC .EX-ACHINA ,ABEEB 2EDD 3YSTEM 2EDD
5PDATED CLOUD CONNECTORBCAAGSI

IDDED NOTES FOR‘GCONG IN THENTERFACBREENU

&ROMV TOV




$OCUMENTATION CHANGELOG

IDDED NEW CLOUD CONNECTORS "ASE. #UMULOCITY %NSURA +11 /RCRESORA |ZUBE(UB .EXMACHINA
2ED4ONE 3ENSOR50 3MART#ITYOLATFORM 3MARTOLANTS 4ECH%DGE 3D (1.! 4EL

5PDATED CLOUD CONNECTORS 'MBZOIKROSOFT IZURE %VENT (UB8 3ENTILO
5PDATED ANTENNA POSITION IN SE&ONONENTS OF THE BOX

IDDED "LUETOOTH RADIO SREAJIIONS IN SECTEBPECLCATIONS

2EMOVED 30LV6IEW CLOUD CONNECTOR




#ERTI 1 CATIONS

'ENERAL OVERVIEW

ORODUCTS %UROPE 53
-ESHLIUM ' 10 %5 #%

-ESHLIUM ' 10 53 &#H 04#2" 14 4
-ESHLIUM ' 10 15

-ESHLIUM ' 10 "2

#% %UROPE

#OMPLIANCE WITH REGULATIONS

%LECTROMAGNETIC #OMPATIBILITY %.

%LECTRICAL 3ECURITY %. ! ! !
APPENDIX :X

&IGURE "ACK STICKER FOR -ESHLIUM ' 10 %5

#ANADA

%.

#ERTICATIONS

IUSTRALIA "RAZIL

2#-
1.14%,

EXCEPT




#ERTICATIONS

4HIS DOCUMENT APPLIES TO THE FOLLOWING -ESHLIUM MODEL
-ODEL &ttt “$
-ESHLIUM ' 10 53 8+--%3(, “5-6

#OMPLIANCE WITH REGULATIONS

%LECTROMAGNETIC #OMPATIBILITY &## OART "ED

2ADIOFREQUENCY RADIATED SPURIOUS &## OART #&20ART &#t OART
&## OART &## OART

04#2" COMPLIANCE

2ADIATED 3PURIOUS %MISSIONS '00 43 S X '0043 S
"ANDS ,4% &$$ &$$ &$$ &$$

/4! #4  “1 AEST OLAN FOR -OBILE 3TATION /4! OERFORMANCE V 4 4 DOCUMENT VERSION $EVICE
2EQUIREMENTS

"ANDS ,4% &$$ &$$ &$$ &$$ '
-EASURES 420 43 “#3
3“ ELECTRICAL %43 S X

&IGURE "ACK STICKER FOR -ESHLIUM ' 10 583




#ERTICATIONS

“# #ANADA

4HIS DOCUMENT APPLIES TO THE FOLLOWING -ESHLIUM MODEL
'ODEL IL# u$
-ESHLIUM ' 10 53 I'-%3(, “5-6

&IGURE "ACK STICKER FOR -ESHLIUM 10 53

1.14%, "RAZIL
&IGURE "ACK STICKER FOR -ESHLIUM 10 "2

2#- \USTRALIA
&IGURE "ACK STICKER FOR -ESHLIUM 10 I5




-AINTENANCE

-AINTENANCE

ILTHOUGH -ESHLIUM IS A HIGHLY RESISTANT PROMPWEASE HANDLE WITH CARE IN ORDER TO ENJOY A LONGE
OF THE PRODUCT

(ANDLE -ESHLIUM WITH CARE DO NOT ALLOW IT TO DROP OR MOVE ROUGHLY
IVOID PLACING THE DEVICES IN AREAS REACHING VERY HIGH TEMPERADURRFAGIATHEOEL ECTRONIC COMPONE

4HE ANTENNAS SCREW ON GENTLY TO THE CONNECTOR DO NOT FORCE THEMRWBWUEDISIADRANMAGE THE
CONNECTORS

$0 NOT USE ANY TYPE OF PAINT ON THE DEVICE SECDUHBE @PERATION OF CONNECTIONS AND CLOSING MECH,;
OOWER ACCESSORIES MUST ONLY BE USED INDOORS

$O NOT STORE -ESHLIUM IN PLACES EXPOSED TO DIRT AND DUST IN ORDER T @\EDECORRIANEGECOMPONENTS
.EVER OPEN THE CASING THE GUARANTEE WILL NOT COVER PRODUCTS THAEDHAVE BEEN OPEN

&OR CLEANING USE A DAMP CLOTH DO NOT USE AGGRESSIVE CHEMICAL PRODUCTS




$ISPOSAL AND RECYCLING

FISPOSAL AND RECYCLING

7HEN -ESHLIUM REACHES THE END OF ITS USEFUL LIFE IT MUST BE TAKEN POINRECRELURGTRONIC EQUIPMENT

4HE EQUIPMENT SHOULD BE DISPOSED OF SEPARATELY FROM SOLID URBANISRCHE ORLEARRECTLY

90UR DISTRIBUTOR WILL ADVISE YOU ON THE MOST APPROPRIATE ANDYERR/IERONIVEWNTAIQF DISPOSING OF TF
PRODUCT AND ITS PACKING




, “34 /& 41", %3
ST OF 4ABLES

3ECTION  4ABLE #APABILITIES COMPARISON -ESHLIUM V VSV

3ECTION  4ABLE #OMPATIBILITY WITH 7ASPMOTE AND OLUG 3ENSE NODES
3ECTION  4ABLE #OMPATIBILITY WITH CURRENT CLOUD SOFTWARE
3ECTION  4ABLE #OMPATIBILITY WITH OTHER SOFTWARE

3ECTION  4ABLE #OMPARISON 8"EE 02/ VS 8"'EE ,0

3ECTION  4ABLE #OMPARISON 8"EE 02/ VS 8"EE 02/ (0

3ECTION  4ABLE #OMPARISON ' 3- VS ' %

3ECTION  4ABLE 3PECICATIONS -ESHLIUM

3ECTION  4ABLE 3PECICATIONS 71&  '(Z RADIO !ICCESS OOINT 3CANNER
3ECTION  4ABLE 3PECLCATIONS 2& RADIO MODULES

3ECTION  4ABLE 3PECLCATIONS ',4% MODULE

3ECTION  4ABLE 3PEC1CATIONS '03 -ODULE

3ECTION  4ABLE 3PECICATIONS "LUETOOTH 3CANNER

3ECTION  4ABLE -ESHLIUM MODELS

3ECTION 4ABLE 3MARTPHONE DETECTION
3ECTION 4ABLE 71&I 3SCANNER PARAMETERS
3ECTION 4ABLE "LUETOOTH 3CANNNER PARAMETERS

3ECTION 4ABLE #ERTICATIONS
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