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����� #% �%UROPE	� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ����
����� &## �53	 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ����
����� “# �#ANADA	 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ����
����� !.!4%, �"RAZIL	 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ���
����� 2#- �!USTRALIA	 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ���

��� -AINTENANCE � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ����

���$ISPOSAL AND RECYCLING� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ���

,IST OF 4ABLES� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ����


 � 
 V���



'ENERAL AND SAFETY INFORMATION

�� 'ENERAL AND SAFETY INFORMATION

“MPORTANT�


 !LL DOCUMENTS AND ANY EXAMPLES THEY CONTAIN ARE PROVIDED AS
IS AND ARESUBJECT TO CHANGE WITHOUT NOTICE�
%XCEPT TO THE EXTENT PROHIBITED BY LAW� ,IBELIUM MAKES NO EXPRESS OR IMPLIED REPRESENTATION OR WARRANTY OF
ANY KIND WITH REGARD TO THE DOCUMENTS� AND SPECI1CALLY DISCLAIMS THE IMPLIED WARRANTIES AND CONDITIONS OF
MERCHANTABILITY AND 1TNESS FOR A PARTICULAR PURPOSE�


 4HE INFORMATION ON ,IBELIUM�S WEBSITES HAS BEEN INCLUDED IN GOOD FAITH FOR GENERAL INFORMATIONAL PURPOSES
ONLY� “T SHOULD NOT BE RELIED UPON FOR ANY SPECI1C PURPOSE AND NO REPRESENTATION ORWARRANTY IS GIVEN AS TO ITS
ACCURACY OR COMPLETENESS�

2EAD CAREFULLY THE ,IMITED 7ARRANTY AND 4ERMS AND #ONDITIONS OF 5SE BEFORE USING �-ESHLIUM��


 2EAD CAREFULLY THE �'ENERAL #ONDITIONS OF 3ALE AND 5SE OF ,IBELIUM�� 4HIS DOCUMENT CAN BE FOUND AT�
HTTPS���WWW�LIBELIUM�COM�DEVELOPMENT�MESHLIUM�TECHNICAL?SERVICE�


 !S SPECI1ED IN THE 7ARRANTY DOCUMENT WHICH YOU CAN1ND AT�
HTTPS���WWW�LIBELIUM�COM�DEVELOPMENT�MESHLIUM�DOCUMENTATION� THE CLIENT HAS � DAYS FROM THE DAY THE
ORDER IS RECEIVED TO DETECT ANY FAILURE AND REPORT THAT TO ,IBELIUM� !NY OTHER FAILURE REPORTED AFTER THESE �
DAYS MAY NOT BE CONSIDERED UNDER WARRANTY�


 $O ./4 OPEN THE ENCLOSURE� “F YOU DO SO� YOU WILL LOSE THE GUARANTEE�


 $O NOT REMOVE ANY OF THE COMPONENTS�


 $O NOT ALLOW CONTACT BETWEEN METALLIC OBJECTS AND THE ELECTRONIC PART TO AVOID INJURY AND BURNS�


 .%6%2 IMMERSE THE EQUIPMENT IN ANY LIQUID�


 +EEP THE EQUIPMENT IN A DRY PLACE AWAY FROM ANY LIQUIDS THAT COULD SPILL�


 #HECK FROM THE LABEL THAT COMES WITH THE EQUIPMENT THE MAXIMUM PERMITTED VOLTAGE AND AMPERAGE RANGE�


 +EEP THE EQUIPMENT WITHIN THE TEMPERATURE RANGE INDICATED IN THE SPECI1CATIONS SECTION�


 $O NOT CONNECT OR POWER THE EQUIPMENT USING CABLES THAT HAVE BEEN DAMAGED�


 0LACE THE EQUIPMENT IN AN AREA TO WHICH ONLY MAINTENANCE PERSONNEL CAN HAVE ACCESS �IN A RESTRICTED ACCESS
ZONE	� “N ANY CASE� KEEP CHILDREN AWAY FROM THE MACHINE�


 “F THERE IS A POWER FAILURE� IMMEDIATELY DISCONNECT FROM THE MAINS ELECTRICITY�


 “F USING THE CAR LIGHTER AS A POWER SOURCE� MAKE SURE THAT YOU FOLLOW THE VOLTAGE AND CURRENT SPECI1CATIONS
INDICATED IN THE SECTION �(OW TO USE -ESHLIUM��


 “F A SOFTWARE FAILURE OCCURS� CONSULT THE SECTION WEB SUPPORT�


 $O NOT PLACE THE EQUIPMENT ON TREES OR PLANTS AS THEY COULD BE DAMAGED BY ITS WEIGHT�


 "E PARTICULARLY CAREFUL IF YOU ARE CONNECTED THROUGH %THERNET OR 7I&I� IF THESETTINGS ARE INCORRECTLY ALTERED�
-ESHLIUM COULD BECOME INACCESSIBLE�
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https://www.libelium.com/development/meshlium/technical_service
https://www.libelium.com/development/meshlium/documentation


“MPORTANT� READ ME BEFORE USING

�� “MPORTANT� READ ME BEFORE USING

4HE FOLLOWING LIST SHOWSJUST SOMEOF THE ACTIONS THAT PRODUCETHE MOST COMMON FAILURES AND WARRANTY
VOIDING�
#OMPLETE DOCUMENTATION ABOUT USAGE CAN BE FOUND AT�

HTTPS���WWW�LIBELIUM�COM�DEVELOPMENT�MESHLIUM�TECHNICAL?SERVICE

&AILURE TO COMPLY WITH THE RECOMMENDATIONS OF USE WILL ENTAIL THE GUARANTEE CANCELLATION�


 $O NOT INTERRUPT THE POWER SUPPLY BEFORE SHUTTING DOWN -ESHLIUM PROPERLY THROUGH THE �3HUTDOWN� OR
�2ESTART� BUTTONS IN THE -ANAGER 3YSTEM�


 $O NOT OPEN THE -ESHLIUM ENCLOSURE IN ANY CASE� 4HIS WILL AUTOMATICALLY MAKETHE WARRANTY VOID�


 $O NOT SUBMERGE -ESHLIUM IN LIQUIDS�


 $O NOT PLACE -ESHLIUM ON PLACES OR EQUIPMENT WHERE THE DEVICE COULD BE EXPOSED TO SHOCKS AND�OR VIBRATIONS�


 $O NOT EXPOSE -ESHLIUM TO TEMPERATURES BELOW 
��� # OR ABOVE ��� #�


 -ESHLIUM�S MICROPROCESSOR MUST NOT OVERPASS �� #ELSIUS DEGREES� 4HE USER MUST ENSURE THAT THIS TEMPERATURE
NEVER OVERPASS� %SPECIALLY WHEN USING 7I&I 3CAN�


 $O NOT POWER -ESHLIUM WITH OTHER POWER SOURCES THAN THE ORIGINAL PROVIDED BY ,IBELIUM�

&OR MORE INFORMATION�HTTPS���WWW�LIBELIUM�COM�MESHLIUM
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https://www.libelium.com/development/meshlium/technical_service
https://www.libelium.com/meshlium


-ESHLIUM V��� VS -ESHLIUM V���

�� -ESHLIUM V��� VS -ESHLIUM V���

4HIS EVOLUTION OF -ESHLIUM INCLUDES AN IMPORTANT UPGRADE OF THE HARDWARE CAPABILITIES� 4HE MOST IMPORTANT
CHANGES ARE�


 "IG STEP FORWARD IN PERFORMANCE� #05 PERFORMANCE �� TIMES BETTER AND 2!- CAPACITY � TIMES BIGGER�


 #ELLULAR CONNECTION UPGRADED TO �' FOR A VERY FAST“NTERNET CONNECTION AND DATA SYNCHRONIZATION�


 7I&I !0 UPGRADED TO 7I&I B�G�N �UP TO ��� -BPS	�


 .EW MODELS OF RADIO MODULE FOR THE ��� -(Z AND ��� -(Z BANDS�


 5P TO TWO 2& �8"EE	 MODULES CAN BE INSTALLED IN THE DEVICE� WORKING WITH THE �' RADIO AT THE SAME TIME ����'(Z
AND ������� -(Z	�


 '03�',/.!33 CAPABILITIES FOR A FASTER GLOBAL LOCATION
�


 .EW IMPROVED DESIGN�


 /PERATING SYSTEM UPDATED INCLUDING NEW VERSIONS OF PROGRAMS AND SYSTEM�


 .EW -ESHLIUM IS -ICROSOFT !ZURE #ERTI1ED �-ORE INFO�
HTTPS���AZURE�MICROSOFT�COM�ES
ES�MARKETPLACE�PROGRAMS�CERTI1ED�	�

�
	 ONLY FOR 53 MODELS� %5� "2 OR !5 MODELS DO NOT HAVE A '03 RECEIVER

���� #APABILITIES COMPARISON

0REVIOUS -ESHLIUM VERSION .EW -ESHLIUM

#05 CORES � �

#05 ARCHITECTURE �� BITS �� BITS

#05 FREQUENCY ��� -(Z � '(Z

2!- ��� -" $$2 � '" $$2�

3TORING #OMPACT &LASH � '" 33$ DISK �� '"

,INUX +ERNEL ��� ����

3IMULTANEOUS CLOUD SERVICES�
� ��
��

"OOT TIME � � MINUTES ,ESS THAN � MINUTE

7I&I A�B�G �UP TO �� -BPS	 A�B�G�N �UP TO ��� -BPS	

#ELLULAR
5P TO ��� -BPS DOWNLINK �3“-����	

5P TO ��� KBPS DOWNLINK �3“-����	
5P TO �� -BPS DOWNLINK

!NTENNA CONNECTORS � �

2& MODULE SOCKETS � �

'EOLOCATION '03 '03 � ',/.!33


2OOT ACCESS 9ES .O

0OWER CONSUMPTION � �� 7 � �� 7 �DEPENDING ON NUM� OF RADIOS	

%NCLOSURE �MM	 ��� X ��� X �� ��� X ��� X ��

#ERTI1CATIONS #% � &## � “#
#% �%UROPE	 � &## �53	 �“# �#ANADA	
� !.!4%, �"RAZIL	 � 2#- �!USTRALIA	 �
04#2" �53	 � !4�4 �53	

�
	 ONLY FOR 53 MODELS� %5� "2 OR !5 MODELS DO NOT HAVE A '03 RECEIVER
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https://azure.microsoft.com/es-es/marketplace/programs/certified/


-ESHLIUM V��� VS -ESHLIUM V���

���� #OMPATIBILITY WITH 7ASPMOTE AND 0LUG � 3ENSE� NODES

/LD HARDWARE #OMPATIBLE .OTES

0LUG � 3ENSE� �7ASPMOTE V���	 �������� 9%3

0LUG � 3ENSE� �7ASPMOTE V���	 :IG"EE ./ /LD :IG"EE MODULES ARE %O,

0LUG � 3ENSE� �7ASPMOTE V���	 $IGI-ESH ./

0LUG � 3ENSE� �7ASPMOTE V���	 ��� ./ /LD ��� -(Z MODULES ARE %O,� 3UBSTITUTED BY THE
NEW ���(0 RADIOS�

0LUG � 3ENSE� �7ASPMOTE V���	 ��� ./ /LD ��� -(Z MODULES ARE %O,� 3UBSTITUTED BY THE
NEW ��� RADIOS�

0LUG � 3ENSE� �7ASPMOTE V���	 7I&I 9%3

0LUG � 3ENSE� �7ASPMOTE V���	 �' 9%3

0LUG � 3ENSE� �7ASPMOTE V���	 �������� 9%3

0LUG � 3ENSE� �7ASPMOTE V���	 ��� 9%3

0LUG � 3ENSE� �7ASPMOTE V���	 ��� 9%3

0LUG � 3ENSE� �7ASPMOTE V���	 7I&I 9%3

0LUG � 3ENSE� �7ASPMOTE V���	 �' 9%3

0LUG � 3ENSE� �7ASPMOTE V���	 :IG"EE ./ -ESHLIUM DOES NOT SUPPORT THIS 2& MODULE
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-ESHLIUM V��� VS -ESHLIUM V���

���� #OMPATIBILITY WITH CURRENT CLOUD SOFTWARE

#LOUD SOFTWARE #OMPATIBLE .OTES

!MAZON “O4 YES

%SRI YES /NLY !RC' “3 ONLINE

“"- "LUEMIX YES .EW NAME� “"- #LOUD

“/4
4ICKET YES

!ZURE %VENT (UBS YES

!ZURE 3ERVICE "US NO /BSOLETE� USE %VENT (UBS

-144 YES

4ELEFONICA YES

4HING7ORX YES

AMPLIA YES

3IMFONY YES

3MART #ITY 0LATFORM YES

"
3CADA YES

$EVICE,YNK NO /BSOLETE

DEVICIFY YES

%AGLE�IO YES

%LEMENT"LUE YES

%XTUNDA YES

“O43ENS YES

3ENTILO YES

3O1A� YES

3OLVVER NO /BSOLETE

4HING� YES

#OMPATIBILITY WITH OTHER SOFTWARE�

3OFTWARE #OMPATIBLE .OTES

%XTERNAL $" SYNCHRONIZATION OF SENSOR DATAYES 3OME CHANGES IN THE TABLES NEEDED� CAN BE DONE
WITHOUT LOSING DATA
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-ESHLIUM V��� VS -ESHLIUM V���

���� 8"EE
02/ ��� VS 8"EE ���,0

4HE NEW 8"EE ���,0 MODULE SUPPORTS SOME CHANGES�


 4HE NEW 8"EE ���,0 OPERATES BETWEEN ��� AND ��� -(Z� MAKING IT DEPLOYABLE IN SEVERAL REGIONS THROUGHOUT
THE WORLD INCLUDING APPROVED %UROPEAN COUNTRIES AND“NDIA BY UTILIZING A SOFTWARE SELECTABLE CHANNEL MASKING
FEATURE�


 4HE 8"EE ���,0 IS ALSO THE INDUSTRY�S 1RST 2& MODULE USING ��� -(Z AND SURROUNDING FREQUENCIES FOR ,"4
� !&! �,ISTEN "EFORE 4ALK AND !DAPTIVE &REQUENCY !GILITY	� 4HIS VIRTUALLY ELIMINATES INTERFERENCE BY LISTENING
TO THE RADIO ENVIRONMENT BEFORE ANY TRANSMISSION STARTS� AND AUTOMATICALLY SHIFTING TO A NEW CHANNEL WHEN
INTERFERENCE IS DETECTED� 4HIS PATENT
PENDING FREQUENCY SCAN OCCURS AUTOMATICALLY AND IN A MATTER OF MICROSECONDS
SO AS NOT TO IMPACT PERFORMANCE�

&EATURES COMPARISON�

&EATURE ;/LD= 8"EE
02/ ��� ;.EW= 8"EE ���,0

&REQUENCY BAND ��� -(Z �� CHANNEL	 ��� TO ��� -(Z ��� CHANNELS	

2& DATA RATE �� KBPS �� KBPS

“NDOOR�URBAN RANGE 5P TO ��� M 5P TO ��� M

/UTDOOR�LINE
OF
SIGHT RANGE 5P TO �� KM 5P TO ��� KM

4RANSMIT POWER �� D"M �� D"M

2ECEIVE SENSITIVITY 
��� D"M 
��� D"M

4RANSMIT CURRENT ��� M! �� M!

2ECEIVE CURRENT �� M! �� M!

,"4 � !&! .O 9ES
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-ESHLIUM V��� VS -ESHLIUM V���

���� 8"EE
02/ ��� VS 8"EE
02/ ���(0

4HE NEW 8"EE ���(0 MODULES SUPPORT SOME CHANGES�


 4HE NEW 8"EE
02/ ���(0 USES GREATER POWER TRANSMISSION COMPARED TO THE OLD VERSION� 4HUS� THE RANGES
ACHIEVED BY THESE NEW MODULES ARE LARGER THAN BEFORE�


 4HE 8"EE
02/ ���(0 MODULES ARE CERTI1ED FOR USE IN MULTIPLE COUNTRIES� "RAZIL� !USTRALIA� 53� 4HROUGH THE
NEW CHANNEL SELECTION IT IS POSSIBLE TO ENABLE�DISABLE THE PREFERRED FREQUENCY CHANNELS WITHIN THE ���
���
-(Z BAND�


 4HE POWER CONSUMPTION HAS BEEN IMPROVED COMPARED TO THE OLD MODULES� "ETTER RANGES HAVE BEEN ACHIEVED
WITH ALMOST THE SAME 48 POWER� /N THE OTHER HAND� 28 POWER CONSUMPTION HAS BEEN REDUCED�

&EATURES COMPARISON�

&EATURE ;/LD= 8"EE
02/ ��� ;.EW= 8"EE
02/ ���(0

&REQUENCY BAND ���
��� -(Z �� HOPPING PATTERNS ON
�� CHANNELS	

��� -(Z TO ��� -(Z ��� CHANNELS	

2& DATA RATE ��� KBPS �� KBPS

“NDOOR�URBAN RANGE 5P TO ��� FT ���� M	 5P TO ���� FT ���� M	

/UTDOOR�LINE
OF
SIGHT RANGE 5P TO ��� MILES �� KM	 5P TO � MILES ����� KM	

4RANSMIT POWER �� D"M �� D"M

2ECEIVE SENSITIVITY 
��� D"M 
��� D"M

4RANSMIT CURRENT ��� M! ��� M!

2ECEIVE CURRENT �� M! �� M!
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-ESHLIUM V��� VS -ESHLIUM V���

���� �' �3“-����	 VS �' �,%���	

4HE NEW �' MODULE SUPPORTS SOME CHANGES�


 4HE NEW �' COUNTS WITH MANY DIŠERENT MODELS� ONE SPECI1CALLY DESIGNED FOR EACH MARKET�


 ,%���
%5 �%UROPE � "RAZIL	� #%� '#&� !.!4%,�


 ,%���
.!' �53 � #ANADA	� &##� “#� 04#2"� !4�4 !PPROVED�


 ,%���
!5 6� �!USTRALIA	� 2#-� 4ELSTRA !PPROVED�


 4HE '03 MODULE ALSO MAKES POSSIBLE PERFORM GEOLOCATION SERVICES USING .-%!SENTENCES OŠERING INFORMATION
SUCH AS LATITUDE� LONGITUDE� ALTITUDE AND SPEED WHAT MAKES IT PERFECT TO PERFORM TRACKING APPLICATIONS�


 4HE NEW �' MODULE OŠERS THE MAXIMUM PERFORMANCE OF THE �' NETWORK AS IT USES TWO DIŠERENT ANTENNAS
�NORMAL � DIVERSITY	 FOR 28 �-“-/ $, �X�	 CHOOSING THE BEST RECEIVED SIGNAL AT ANY TIME AND GETTING A MAXIMUM
DOWNLOAD SPEED OF ��� -BPS�

&EATURES COMPARISON�

&EATURES ;/LD= �' �3 “-����	 ;.EW= �' �,%���	

0ROTOCOLS �' � '023 � '3- �' � �' � '023 � '3- � 7#$-! � (30!� � ,4%

#ERTI1CATIONS #%� '#&� &##� “#� 04#2" #%� '#&� !.!4%,� &##� “#� 04#2"� !4�4 #OMPLIANT� +##� 2#-�
.44 $O#O-O� +$$I

'03 .O 9ES


$OWNLOAD MAX SPEED ��� KBPS ��� -BPS

5PLOAD MAX SPEED ��� KBPS �� -BPS

!NTENNA DIVERSITY .O 9ES

#ELLULAR CARRIERS !NY !NY � 3PECIALLY TESTED WITH !4�4� 3+ 4ELECOM� 4ELSTRA� .44
$O#O-O OR +$$I

�
	 ONLY FOR 53 MODELS� %5� "2 OR !5 MODELS DO NOT HAVE A '03 RECEIVER
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#ONTENTS OF THE BOX

�� #ONTENTS OF THE BOX

-ESHLIUM

A	 “0�� CASING�

B	 %THERNET CONNECTOR�

C	 NANO
3“- � MICRO
53" CONNECTOR�

D	 !NTENNA CONNECTORS�

!NTENNAS


A	 $IPOLE � D"I �"LUETOOTH� 7I&I� 8"EE
02/ ��������	�

B	 �' � '03 �� ANTENNAS FOR 53 MODELS� � ANTENNAS
FOR %5� "2 OR !5 MODELS	�

C	 $IPOLE ��� D"I �8"EE ���,0� 8"EE
02/ ���(0	�

�
	 .UMBER AND TYPE OF ANTENNAS DEPEND ON THE MODEL PURCHASED�

&IXING

A	 "RACKET PLATE�

B	 -OUNTING SCREWS�

C	 � SCREW HOLES FOR WALL�

D	 � WORM
DRIVE CLAMPS�
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#ONTENTS OF THE BOX

%THERNET CABLE

“0�� %THERNET CAP

%THERNET CROSSOVER CABLE

0/% INJECTOR

%THERNET CABLE
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3PECI1CATIONS

�� 3PECI1CATIONS

&IGURE � -ESHLIUM UNIT

0ROCESSOR � '(Z 1UAD #ORE �X��	

2!- MEMORY � '" �$$2�	

$ISK MEMORY �� '"

0OWER � TO �� 7 ��� 6	

0OWER SOURCE 0O% �0OWER /VER %THERNET	

-AX CURRENT SUPPLY � !

%NCLOSURE

-ATERIAL� !LUMINUM

$IMENSIONS� ��� X ��� X ��MM

7EIGHT� ��� KG

%XTERNAL PROTECTION�“0��

4EMPERATURE RANGE 
�� � # � �� � #

2ESPONSE TIME TO

%THERNET PING
�� S

4IME TO HAVE ALL THE

SERVICES RUNNING
�� S

4YPES OF POWER SUPPLY
!#
��� 6 �$#
�� 6	

3YSTEM ,INUX� $EBIAN BASED

-ANAGEMENT SOFTWARE -ESHLIUM -ANAGER 3YSTEM
�OPEN SOURCE	

3ECURITY !UTHENTICATION 70!� 70!�� (4403

�
	 /NLY WITH THE ACCESSORIES SUPPLIED BY ,IBELIUM�
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3PECI1CATIONS

7I&I ���� '(Z	 RADIO �!CCESS 0OINT�3CANNER	

7I&I RADIO

#HIPSET 1UALCOMM !THEROS 1#!����

48 POWER �� D"M

2ANGE ��� M


!NTENNA �D"I DIPOLE

4YPE /MNI
DIRECTIONAL� DIPOLE

'AIN � D"I

$IMENSIONS ��� X �� MM

�
	 $EPENDING ON ANTENNA AND LINE OF SIGHT�

2& RADIO MODULES

-ODEL 8"EE
02/ ��������

&REQUENCY ��� '(Z

48 POWER
�� D"M ��� D"M FOR %5

MODELS	

2X SENSITIVITY 
��� D"M

!NTENNA � D"I DIPOLE

2ANGE ��� KM ���� M IN %5 MODELS	


-ODEL 8"EE ���,0

&REQUENCY ��� -(Z

48 POWER �� M7

2X SENSITIVITY 
��� D"M

!NTENNA ��� D"I DIPOLE

2ANGE ��� KM


-ODEL 8"EE
02/ ���(0

&REQUENCY ��� -(Z

48 POWER �� D"M

2X SENSITIVITY 
��� D"M

!NTENNA ��� D"I DIPOLE

2ANGE ���� KM


�
	 $EPENDING ON ANTENNA AND LINE OF SIGHT�


 �� 
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3PECI1CATIONS

�'�,4% MODULE

0ROTOCOLS �'� ,4%� �'� 7#$-!� (30!� 5-43� '023�
'3-

&REQUENCY BANDS %5�"2

VERSION

,4% 
 ��� �"��	 � ���� �"�	 � ���� �"�	
5-43 
 ��� �"�	 � ��� �"�	 � ���� �"�	

'3-�'023 
 ��� �����

&REQUENCY BANDS 53

VERSION

,4% 
 ��� �"��	 � ��� �"�	 � !73���� �"�	
� ���� �"�	

5-43 
 ��� �"�	 � ���� �"�	 '3-�'023 

��� � ����

&REQUENCY BANDS !5

VERSION

,4% 
 ��� �"��	 � ���� �"�	 � ���� �"�	
�!5 MODELS DO NOT SUPPORT �'� '023 OR

'3-	

/UTPUT POWER

#LASS � �� 7� �� D"M	  '3- �������
#LASS � �� 7� �� D"M	  '3- ���������
#LASS %� ���� 7� �� D"M	 %$'% �������

#LASS %� ���� 7� �� D"M	 %$'%
���������

#LASS � ����� 7� �� D"M	  5-43
#LASS � ���� 7� �� D"M	  ,4%

28 RATE 5P TO ��� -B�S

48 RATE 5P TO �� -B�S

!NTENNA � D"I

3“- CARD !CCESS VIA THE %XTERNAL NANO
3“- SOCKET

'03 -ODULE

-ODES

!SSISTED '03 �!
'03	�
3TANDALONE MODE �.-%! FRAMES	

!NTENNA � D"I

�
	 ONLY 53 MODELS HAVE AN INTEGRATED '03 RECEIVER� %5� "2 OR !5 MODELS DO NOT HAVE A '03 RECEIVER

"LUETOOTH 3CANNER

0ROTOCOL "LUETOOTH ��� � %$2 #LASS �

48 POWER � D"M

!NTENNA � D"I DIPOLE

2ANGE ��
�� M


�
	 $EPENDING ON ANTENNA AND LINE OF SIGHT
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(OW TO USE -ESHLIUM

�� (OW TO USE -ESHLIUM

���� 0OWER SUPPLY

-ESHLIUM NEEDS A ��� 6 POWER CONNECTION� 4HE DEVICE MUST BE POWERED WITH THE POWER SOURCE PROVIDED BY
,IBELIUM�

(OW TO CONNECT -ESHLIUM TO ��� 6 ���� 6 COMPATIBLE	�

�� 5NSCREW THE %THERNET CONNECTOR CAP IN -ESHLIUM�

�� *OIN THE END THAT HAS THE“0�� PROTECTION OF THE %THERNET CABLE TO THE CONNECTOR AND SCREW THE CAP ON TO1X IT�

�� #ONNECT THE FREE END OF THE CABLE TO THE 0O% INJECTOR INPUT MARKED AS 0O%� !S EXPLAINED IN THE SECTION�"EFORE
USING -ESHLIUM�� MAKE SURE THAT THE 0O% IS INDOORS�

�� 4AKE THE SUPPLIED POWER ADAPTER AND PLUG IT INTO THE CORRESPONDING 0O% INJECTOR CONNECTOR� LABELED AS $#�

�� 0LUG THE OTHER END OF THE ADAPTER INTO THE ��� 6 SOCKET AND YOUR -ESHLIUM IS NOWREADY TO OPERATE�

.OTE� &OR EQUIPMENT POWERED BY AN ELECTRIC OUTLET� A POWER OUTLET MUST BE INSTALLED NEAR THE EQUIPMENT� AND IT MUST BE
EASILY ACCESSIBLE�

.OTE� 4O AVOID ELECTRICAL ARCS WHICH COULD DAMAGE THE EQUIPMENT� WEADVISE TO FOLLOW THE ORDER DESCRIBED� JUST CONNECT
THE !#�$# ADAPTER TO THE 0O% ��	 BEFORE YOU PLUG IT INTO ��� 6 MAINS ��	�

&IGURE � #ONNECTING -ESHLIUM TO ��� 6

“MPORTANT�
4HE NOMINAL VOLTAGE FOR -ESHLIUM IS �� 6� 5SE ONLY THE ELEMENTS PROVIDED BY ,IBELIUM� 3PECI1CALLY� NOTE THAT OTHER
POWER INPUTS WILL DAMAGE THE DEVICE� OTHER 0O% SYSTEMS MAY BE ��OR �� 6� SO THEY WILL DESTROY -ESHLIUM�
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(OW TO USE -ESHLIUM

(OW TO CONNECT -ESHLIUM IN ORDER TO GET ACCESS BY THE %THERNET INTERFACE�

�� #ONNECT THE NETWORK CROSSOVER CABLE �IT HAS AN IDENTIFYING LABEL	 INCLUDED IN THE BOX TO THE 0O% INJECTOR INPUT
MARKED ,!. AND TO THE NETWORK SOCKET OF YOUR 0# AS SHOWN IN THE DIAGRAM
�

&IGURE � #ONNECTING ,!. CABLE TO A 0#

9OU CAN ALSO CARRY OUT THIS CONNECTION THROUGH A SWITCH �NOT SUPPLIED WITH -ESHLIUM	�

�� #ONNECT THE %THERNET CABLE �NOT THE CROSSOVER	 TO THE 0O% INPUT MARKED ,!. ANDTO ONE OF THE SWITCH INPUTS�

�� #ONNECT ANOTHER %THERNET CABLE TO ANOTHER ONE OF THE SWITCH INPUTS AND THE OPPOSITEEND TO THE NETWORK
SOCKET OF YOUR 0#
�

&IGURE � #ONNECTING ,!. CABLE TO A SWITCH

�
	 3EE THE �!CCESSING -ESHLIUM 
 MAKE IT EASY�� SECTION IN ORDER TO SEE HOW TO GET ACCESS VIA WIRELESS�
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(OW TO USE -ESHLIUM

���� %XTERNAL 3“-�53" SOCKET

4HE %XTERNAL 3“- SOCKET IS COMPOSED OF � CONNECTORS�


 NANO
3“- CARD�


 MICRO
53" �TYPE "	�

&IGURE � %XTERNAL 3“- SOCKET IN A -ESHLIUM WITH �'��'�'023�'3-MODULE

4HE NANO
3“- CARD CONNECTOR ALLOWS THE USER TO CONNECT THE 3“- CARD� 9OU CAN ASK YOUR -OBILE .ETWORK /PERATOR
FOR A NANO
3“- CARD�

4HE NANO
3“- CARD CONNECTOR HAS A PUSH
PUSH MECHANISM� SO IT IS REALLY EASY TO REMOVE THECARD USING ONE NAIL OR
A SMALL TOOL� 4O INSERT THE 3“-� PRESS UNTIL A CLICK IS HEARD� 4O RELEASE THE CARD� PRESS UNTIL A CLICK IS HEARD AND THE
SPRING WILL PUSH THE CARD FREE�

&IGURE � 0USH
PUSH MECHANISM %XTERNAL 3“-�53" SOCKET
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(OW TO USE -ESHLIUM

0LEASE MIND THE CORRECT ORIENTATION OF THE NANO
3“- CARD� THE SIDE OF THE CHIP MUST LOOK TOWARDS THE MICRO
53"
CONNECTOR� AND THE ��� 
ANGLED CORNER MUST FACE THE DEVICE�

&IGURE � #ORRECT ORIENTATION OF THE NANO
3“- CARD

“T IS VERY IMPORTANT TO TURN OŠ -ESHLIUM IN A SECURE WAY BEFORE INSERTING A NANO
3“- CARD� OR REMOVING AN EXISTING
3“- CARD� 4HE USER CAN DAMAGE THE DEVICE IF THIS OPERATION IS DONE WITH THE DEVICE ON�

-AKE SURE THE %XTERNAL 3“-�53" SOCKET IS CLOSED WITH ITS PROTECTION CAP TIGHTLY SCREWED BEFORE AN OUTDOORS DEPLOYMENT�

4HE OPERATION WITH THE MICRO
53" SOCKET IS JUST THE SAME THAN WITH A NORMAL 53" SOCKET� ! 53" /4' CABLE CAN BE
USED TO PLUG IN STANDARD ! 53" CONNECTOR �LIKE PENDRIVES	�

4AKE INTO ACCOUNT THAT THE %XTERNAL 3“-�53" SOCKET HAS A LIMITED RESISTANCE SO PLEASE BE GENTLE AND PUSH WITH
CARE�

.OTE� &ROM &EBRUARY ����� ,IBELIUM HAS REDESIGNED THE %XTERNAL 3“-�53" 3OCKET� NOW IT IS MORE RESISTANT AND WE HAVE
UPDATED IT USING THE MOST POPULAR 3“- CARD STANDARD� NANO
3“-�
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(OW TO USE -ESHLIUM

���� (OW TO INSTALL THE ANTENNAS

%VERY ANTENNA FOR EACH TECHNOLOGY HAS A DE1NED POSITION IN WHICH IT HAS TO BE INSTALLED� 4HE DIŠERENT POSITIONS ARE�

�A	 -ESHLIUMNON
3CANNER -ESHLIUMANTENNA
DISPOSITION

�B	 -ESHLIUM3CANNERANTENNA DISPOSITION


 3OCKET �� 7I&I !0�


 3OCKET �� .O ANTENNA�


 3OCKET �� .O ANTENNA�


 3OCKET ��

A	 2& MODULE �������� 
 �
B	 "LUETOOTH 3CANNER�


 3OCKET �� �' WITH ADAPTER N
TO
3-!�


 3OCKET ��

A	 2& MODULE ��� -(Z � ��� -(Z WITH ADAPTER N
TO
20
3-! 
 �
B	 7I&I 3CANNER�


 3OCKET �� '03 WITH ADAPTER N
TO
3-!

 �


 3OCKET �� �' WITH ADAPTER N
TO
3-!�

�
	 $EPENDING ON MODEL

�

	 /NLY FOR 53 MODELS� %5� "2 OR !5 MODELS DO NOT HAVE A '03 RECEIVER

4HE ANTENNAS HAVE TO BE GENTLY SCREWED ON THE CONNECTOR� $O NOT FORCE THE ANTENNA� IF YOU NEED TOO MUCH STRENGTH
TO SCREW IT IS PROBABLY BEING INSTALLED IN A WRONG POSITION�

“F YOU HAVE ANY RECEPTION ISSUE WITH �' OR '03� YOU CAN TRY BENDING THE AŠECTED ANTENNA IN ORDER TO IMPROVE
ISOLATION�
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(OW TO USE -ESHLIUM

���� “NSTALLATION OF THE “0�� %THERNET CABLE

“NSTALLATION OF THE “0�� CAP�

“N ORDER TO INSTALL THE“0�� CAP YOU WILL NEED A CONNECTOR
FREE 2*�� CABLE� 4HIS CABLE IS ./4 INCLUDED IN THE -ESHLIUM
BOX�

“MPORTANT�-AKE SURE THAT YOU HAVE A CABLE LONG ENOUGH TO CONNECT -ESHLIUM FROM ITS DE1NITIVE LOCATION TO
THE 0O% LOCATED INDOORS�“T IS NOT RECOMMENDED TO INSTALL -ESHLIUM TOO FAR FROM THE 0O% INJECTOR DUE TO THE POWER
LOSS IN THE CABLE� !LWAYS TEST THE DEVICE WITH A CABLE OF THE SAME LENGTH BEFORE INSTALLING�

4HE %THERNET CABLE CAN BE USED FOR INDOORS AND OUTDOORS DEPLOYMENTS� *UST NOTE THAT ITS RESISTANCE IS LIMITED�
SO IN ORDER TO MAXIMIZE ITS LIFETIME IN HARSH CONDITIONS �DIRECT SUNLIGHT�EXTREME TEMPERATURES� VERY WET CLIMATE	�
WE ADVISE TO PROTECT THE CABLE WITH SOME ISOLATING TUBE OR HEAT
SHRINK SLEEVE� 4HIS IS ALSO IMPORTANT FOR INSTALLATIONS
WHERE INSECTS� BIRDS� RATS OR OTHER ANIMALS COULD TRY TO BITE THE CABLE�

�� 4AKE FROM THE -ESHLIUM BOX THE BAG CONTAINING THE PARTS FOR INSTALLINGTHE“0�� CAP� #HECK THAT YOU HAVE ALL
THE PARTS THAT APPEAR IN THE PICTURE�

&IGURE � #AP PARTS

�� 3TICK ONE OF THE SUPPLIED ADHESIVE JOINTS TO PART #�

&IGURE � 3TICK JOINT

�� “NTRODUCE THE JOINTS INTO PART " AS SHOWN IN THE DRAWING�

&IGURE � “NTRODUCE JOINTS
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(OW TO USE -ESHLIUM

�� “NSERT PART # INTO PART $�

&IGURE � “NSERT PART #

�� 3CREW BOTH SETS OF PARTS IN THE DIRECTION SHOWN IN THE DIAGRAM�

&IGURE � 3CREW BOTH PARTS

�� 0ARTIALLY SCREW PART $ TO THE END�

&IGURE � 3CREW PART $

�� 0ASS THE CABLE THROUGH THE1TTED CAP�

&IGURE � 0ASS THE CABLE

�� #RIMP THE 2*�� CONNECTORS AT THE ENDS OF THE CABLE �THE CRIMPING TOOL IS NOT SUPPLIED WITH -ESHLIUM	�

&IGURE � #RIMP 2*��

9OUR“0�� %THERNET CABLE IS NOW READY FOR USE�
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(OW TO USE -ESHLIUM

(OW TO CONNECT THE “0�� %THERNET CABLE TO -ESHLIUM�

�� 4AKE THE ADHESIVE JOINT THAT HAS NOT BEEN USED FOR1TTING THE CAP AND STICK IT TO THE -ESHLIUM %THERNET
CONNECTOR�

&IGURE � 3TICK JOINT

�� #ONNECT THE END OF THE %THERNET CABLE TO THE -ESHLIUM %THERNET SOCKET�

&IGURE � #ONNECT 2*��

�� 3CREW PART # ONTO THE -ESHLIUM CONNECTOR� 3CREW TIGHTER PART $ TO1X THE CABLE TOO� 9OUR -ESHLIUM IS NOW
READY TO WORK OUTDOORS�

&IGURE � 3CREW CONNECTOR AND TIGHTEN PART $
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(OW TO USE -ESHLIUM

���� “NSTALLING -ESHLIUM

-ESHLIUM HAS BEEN DESIGNED TO OPERATE IN A VERTICAL POSITION WITH THE � PLASTIC CONNECTORS FACING DOWN� 9OU WILL
1ND THE REQUIRED BRACKET TO MOUNT -ESHLIUM IN A POLE OR IN A WALL�

&IX THE BRACKET TO THE -ESHLIUM�

�� 3ET THE BRACKET�A	 IN THE BACK OF THE -ESHLIUM WITH THE SCREW HOLES FOR WALL FACING OUT�C	�

�� 3ECURE THE � MOUNTING SCREWS�B	 �

4O 1X THE BRACKET TO A WALL�

�� !TTACH THE BRACKET TO THE WALL SECURING THE SCREWS IN THE SCREW HOLES FOR WALL�C	� 3CREWS PROVIDED ARE FOR
GENERAL USE AND COULD NOT BE VALID FOR EVERY SURFACE� 5SE HARDWARE ADAPTED FOR THE SURFACE YOU ARE INSTALLING
-ESHLIUM ON�

4O 1X THE BRACKET TO A MAST�

�� &EED THE SUPPLIED WORM
DRIVE CLAMPS�D	 THROUGH THE BRACKET�C	 AND AROUND THE MAST� 7ORM
DRIVE CLAMPS
PROVIDED ARE FOR ��
���MM CIRCUMFERENCE MASTS�“F YOUR MAST IS THICKER� USE CLAMPS WITH THE PROPER METRIC�

�� 4IGHTEN THE WORM
DRIVE CLAMPS WITH A2AT HEAD SCREWDRIVER�

&INALIZE THE INSTALLATION�

�� 3ECURE THE %THERNET CABLE TO AVOID ACCIDENTAL PULLS� DO NOT LET IT LOOSE�“F THE CABLE GETS STRETCHED� THE JOINT OF
THE CABLE WITH ITS CONNECTOR COULD BE DAMAGED�

���� “NITIALIZATION� RESTART AND SHUTDOWN

“N ORDER TO ALLOW -ESHLIUM TO CLOSE CORRECTLY ALL THE DAEMONS AND APPLICATIONSIT IS IMPORTANT TO USE THE BUTTONS
2ESTARTAND3HUTDOWNPLACED IN THE UPPER RIGHT CORNER IN THE -ANAGER 3YSTEM� 4HIS WAY YOU WILL KEEP MAXIMUM
THE PERFORMANCE AND LIFETIME OF THE SYSTEM�

&IGURE � 2ESTART SCREEN

/NCE YOU CLICK ON THE2ESTARTOR3HUTDOWNBUTTON OF MANAGER SYSTEM YOU HAVE ONE MINUTE TO CON1RM THE
OPERATION�“F YOU DO NOT CON1RM IN THAT TIME� YOU WILL NEED TO CLICK IN THE BUTTON AGAIN TO PERFORM THE OPERATION�
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(OW TO USE -ESHLIUM

"EEP� 3YSTEM

-ESHLIUM INCLUDES AN INTERNAL SPEAKER WHICH WILL EMIT�BEEP�� SOUNDS WHEN INITIALIZING� REBOOTING AND SHUTTING
DOWN IN ORDER TO INFORM ABOUT THE STATE OF THE PROCESS�

“NITIALIZATION BEEPS�


 ,ONG BEEP WHEN -ESHLIUM HAS1NISHED STARTING AND IT IS READY TO BE USED�

2EBOOT BEEPS�


 ,ONG BEEP WHEN THE REBOOT ORDER IS EXECUTED�


 “NITIALIZATION BEEPS WHEN -ESHLIUM STARTS AGAIN�


 $O NOT REMOVE THE POWER CABLE DURING THIS PROCESS IS CARRIED OUT�

3HUTTING
DOWN BEEPS�


 4HIS PROCESS COULD TAKE UP TO ONE MINUTE�


 ,ONG BEEP WHEN -ESHLIUM IS ABOUT TO SHUT DOWN� ! FEW SECONDS AFTER THE BEEPS� -ESHLIUM CAN BE UNPLUGGED�


 $O NOT REMOVE THE POWER CABLE UNTIL THIS PROCESS IS TOTALLY COMPLETED�

.OTE� 4HE �BEEP�� SOUND IS NOT REALLY LOUD SO YOU WILL HAVE TO TAKE ATTENTION AND BE CLOSE TO THE -ESHLIUM BOX IN ORDER TO
HEAR THEM CLEARLY�

.OTE� “F -ESHLIUM IS UNPLUGGED BEFORE THE ACOUSTIC SIGNAL OF SHUTDOWN� INTERNAL MEMORY COULD BE DAMAGED� "E SURE
TO WAIT FOR SEVERAL MINUTES IF YOU ARE NOT SURE THE BEEPS SOUNDED�

.OTE� 4HE DURATION OF THE REBOOT OR SHUT
DOWN PROCESSES MAY VARY� -AKE SUREYOU HEARD THE CORRESPONDING BEEPS
AND BE PATIENT�

.OTE� “F THE USER DOES NOT FOLLOW THESE INSTRUCTIONS� THE RISK IS VERY HIGH� -ESHLIUM WILL BECOME UNRESPONSIVE AND
INACCESSIBLE� 4HIS PROBLEM IS OUT OF THE WARRANTY SCOPE� BECAUSE IT IS PRODUCED BY BAD USE� 4HE ONLY POSSIBLE SOLUTION WILL
BE A REPAIR PROCESS IN ,IBELIUM�S FACILITIES� PAID BY THE USER�

���� 3ETTING THE TIME

“N ORDER TO GET ALL THE DATA STORED IN THE -ESHLIUM LOCAL DATABASE WITH THE RIGHT TIMESTAMP� YOU MUST ADJUST THE
3YSTEM TIME�

4O DO SO� GO TO THE 3CHEDULED SHUTDOWN SECTION� INSIDE THE 3YSTEM“NFORMATION CHAPTER IN THE CURRENT GUIDE�

���� !CCESSING TO THE LOGS

4HE DIŠERENT PROCESSES RUNNING ON -ESHLIUM PRODUCE LOGS THAT ARE SELF
MAINTAINED�THE USER DOES NOT NEED TO
DELETE THEM	�

4HE USER CAN OBTAIN THE LOGS BY CONNECTING TO THE -ESHLIUM USING AN &40 CLIENT AND THESE CREDENTIALS�


 USER�LOG


 PASSWORD�LIBELIUM����
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5NDERSTANDING -ESHLIUM

�� 5NDERSTANDING -ESHLIUM

���� #ONCEPTS

-ESHLIUM IS AN“O4 GATEWAY THAT MAY CONTAIN UP TO � DIŠERENT RADIO INTERFACES� A 7I&I ��� '(Z �!CCESS 0OINT	�
A �'��'�'023�'3- AND � 8"EE�2& RADIOS� -ESHLIUM MAY INCLUDE "LUETOOTH AND 7 I&I RADIOS TOO FOR SCANNING
APPLICATIONS� 4HESE FEATURES ALONG WITH AN ALUMINUM“0�� ENCLOSURE ALLOW -ESHLIUM TO BE PLACED OUTDOORS�

-ESHLIUM CAN WORK AS�


 AN 2& �8"EE	 TO %THERNET ROUTER FOR 7ASPMOTE NODES
�


 AN 2& �8"EE	 TO �'��'�'023�'3- ROUTER FOR 7ASPMOTE NODES
�


 A 7I&I !CCESS 0OINT�


 A 7I&I TO �'��'�'023�'3- ROUTER�


 A '03 ÿ �'��'�'023�'3- REAL
TIME TRACKER

�


 A SMARTPHONE SCANNER �DETECTS I0HONE AND !NDROID DEVICES	�

�
	 -ORE INFO ABOUT 7ASPMOTE AT�HTTPS���WWW�LIBELIUM�COM�WASPMOTE

�

	 ONLY FOR 53 MODELS� %5� "2 OR !5 MODELS DO NOT HAVE A '03 RECEIVER

!LL THE NETWORKING OPTIONS CAN BE CONTROLLED FROM THE-ANAGER 3YSTEM� A WEB INTERFACE WHICH COMES WITH -ESHLIUM�
“T ALLOWS YOU TO CONTROL ALL THE INTERFACES AND SYSTEM OPTIONS IN A SECURE� EASY AND QUICK WAY�

���� -ESHLIUM MODELS

4HERE ARE DIŠERENT -ESHLIUM MODELS DEPENDING ON THE RADIOS INTEGRATED�

-ESHLIUM MODEL %THERNET7I&I !0
�'��'�'023

�'3-
�������� �������

7I&I �
"LUETOOTH
SCANNERS

-ESHLIUM �' �������� !0 ��� %5 D D %5�"2 VERSION %5 VERSION ���

-ESHLIUM �' �������� !0 ��� 53 D D 53 VERSION 7ORLD VERSION ��� 53

-ESHLIUM �' �������� !0 ��� "2 D D %5�"2 VERSION 7ORLD VERSION ��� "2

-ESHLIUM �' �������� !0 ��� !5 D D !5 VERSION 7ORLD VERSION ��� !5

-ESHLIUM �' !0 ��� %5 D D %5�"2 VERSION ���

-ESHLIUM �' !0 ��� 53 D D 53 VERSION ��� 53

-ESHLIUM �' !0 ��� "2 D D %5�"2 VERSION ��� "2

-ESHLIUM �' !0 ��� !5 D D !5 VERSION ��� !5

-ESHLIUM �' �������� !0 %5 D D %5�"2 VERSION %5 VERSION

-ESHLIUM �' �������� !0 53 D D 53 VERSION 7ORLD VERSION

-ESHLIUM �' �������� !0 "2 D D %5�"2 VERSION 7ORLD VERSION

-ESHLIUM �' �������� !0 !5 D D !5 VERSION 7ORLD VERSION

-ESHLIUM �' !0 3CANNER %5�"2 D D %5�"2 VERSION D

-ESHLIUM �' !0 3CANNER 53 D D 53 VERSION D

-ESHLIUM �' !0 3CANNER !5 D D !5 VERSION D
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5NDERSTANDING -ESHLIUM

%ACH MODEL WITH 2& MODULES CAN HAVE 8"EE
02/ �������� AND 8"EE ���,0 OR 8"EE
02/ ���(0 �DEPENDING ON THE
REGION	�

���� 3TORAGE

4HE SIZE OF THE -ESHLIUM HARD DISK IS �� '"� 4HE /PERATING 3YSTEM AND THE -ANAGER 3YSTEM TAKE� � '"� 4HIS
MEANS THE SPACE WHICH CAN BE USED TO STORE THE DATA CAPTURED AND TO BE USED BY THE APPLICATIONS LOADED BY THE
USER IS�


 �� '" 
 � '" � �� '"

3OME OF THIS SPACE ���� '"	 IS ASSIGNED TO THE USER PARTITION���MNT�USER� �

4HE LOCAL DATABASE1LES CAN BE FOUND IN�� �MNT�USER�MYSQL�-ESHLIUM$" � �

���� !PPLICATION MODEL BY MODEL

-ESHLIUM 2& �' !0

-ESHLIUM CAN TAKE THE SENSOR DATA WHICH COMES FROM A 7IRELESS 3ENSOR .ETWORK �73.	 MADE WITH 7ASPMOTE
SENSOR DEVICES EQUIPPED WITH 2& �8"EE	 RADIOS AND SEND IT TO THE“NTERNET USING THE %THERNET INTERFACE OR THE
�'��'�'023�'3- INTERFACE� "ESIDES� 7ASPMOTES WITH '023� ."
 “O4 � #AT
-� �' OR 7I&I CAN SEND SENSOR INFO
THROUGH THE ACCESS POINT OR THROUGH THE“NTERNET VIA (440 PROTOCOL� 5SERS CAN CONNECT DIRECTLY TO -ESHLIUM USING
THE 7I&I INTERFACE TO CONTROL IT AND ACCESS TO THE SENSOR DATA� 5SERS CAN ALSO CONNECT TO -ESHLIUM VIA 7I&I WITH
LAPTOPS AND SMART PHONES AND GET ACCESS TO THE“NTERNET �AS A COMMON !CCESS 0OINT	�

�
	 HTTPS���WWW�LIBELIUM�COM�WASPMOTE

&IGURE � -ESHLIUM 2& �' !0
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5NDERSTANDING -ESHLIUM

-ESHLIUM 3CANNER �' !0

“T ALLOWS TO DETECT 3MARTPHONES �I0HONE� !NDROID	 AND IN GENERAL ANY DEVICEWHICH WORKS WITH7I&I OR"LUETOOTH
INTERFACES� 4HE COLLECTED DATA CAN BE SEND TO THE“NTERNET BY USING THE %THERNET INTERFACE OR THE �'��'�'023�'3-
CONNECTIVITY� "ESIDES� 7ASPMOTES WITH '023� ."
“O4 � #AT
-� �' OR 7I&I CAN SEND SENSOR INFO THROUGH THE ACCESS
POINT OR THROUGH THE“NTERNET VIA (440 PROTOCOL� 5SERS CAN CONNECT DIRECTLY TO -ESHLIUM USING THE 7I&I INTERFACE
TO CONTROL IT AND ACCESS TO THE SENSOR DATA� 5SERS CAN ALSO CONNECT TO -ESHLIUM VIA7I&I WITH LAPTOPS AND SMART
PHONES AND GET ACCESS TO THE“NTERNET �AS A COMMON !CCESS 0OINT	�

&IGURE � -ESHLIUM 3CANNER �' !0
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!CCESSING -ESHLIUM 
 MAKE IT EASY�

�� !CCESSING -ESHLIUM 
 MAKE IT EASY�

-ESHLIUM COMES WITH ALL THE RADIOS READY TO BE USED� !LL THE -ESHLIUM UNITS COME WITH THE 7I&I !CCESS 0OINT
READY� SO THAT USERS CAN CONNECT USING THEIR 7I&I DEVICES� #ONNECT THE %THERNET CABLE TO YOUR NETWORK HUB� RESTART
-ESHLIUM AND IT WILL AUTOMATICALLY GET AN“0 ADDRESS FROM YOUR NETWORK USING $(#0�

4HEN ACCESS -ESHLIUM THROUGH THE 7I&I CONNECTION� &IRST OF ALL� SEARCH THE AVAILABLE ACCESS POINTS AND CONNECT
TO�-ESHLIUM8888� � 4HE FOUR DIGITS AT THE END ALLOW TO IDENTIFY DIŠERENT -ESHLIUMS WHEN WORKING NEAR EACH OTHER�

&IGURE � ,IST OF !0 WITH -ESHLIUM NETWORK

.O PASSWORD IS NEEDED AS THE NETWORK IS OPEN �YOU SHOULD CHANGE IT LATER IN THE 7I&I !0 INTERFACE OPTIONS	� 7HEN
YOU SELECT IT� -ESHLIUM WILL GIVE AN“0 ADDRESS FROM THE RANGE ����������� 
 �������������

.OW YOU CAN OPEN YOUR BROWSER ON YOUR 0# AND TYPE THE 52,HTTPS��������������-ANAGER3YSTEM �

-ANAGER 3YSTEM IS NOW SECURIZED WITH (4403� !CCESSING -ANAGER 3YSTEM REQUIRES CON1GURING YOUR BROWSER WITH
A CERTI1CATE� 0LEASE READ THE NEXT SECTION TO LEARN THE PROCESS�

���� #ON1GURE YOUR BROWSER TO TRUST THE -ESHLIUM -ANAGER
3YSTEM�S SELF
SIGNED CERTI1CATE

(440 3ECURE �(4403	 IS AN EXTENSION OF THE (YPERTEXT 4RANSFER 0ROTOCOL �(440	 FOR SECURE COMMUNICATION �PROTOCOL
IS ENCRYPTED USING 4,3 OR 33,	 OVER A COMPUTER NETWORK� AND IS WIDELY USED ON THE“NTERNET� 7EB BROWSERS
KNOW HOW TO TRUST (4403 WEBSITES BASED ON SECURITY CERTI1CATES THAT COME PRE
INSTALLED IN THEIR SOFTWARE� 4HOSE
CERTI1CATES HAVE BEEN CREATED BY A #ERTI1CATE !UTHORITY �#!	� #ERTI1CATE AUTHORITIES ARE IN THIS WAY BEING TRUSTED BY
WEB BROWSER CREATORS TO PROVIDE VALID CERTI1CATES�

-OST WEB BROWSERS ALERT THE USER WHEN VISITING SITES THAT HAVE CERTI1CATES ISSUED BY AUTHORITIES NOT PRE
INSTALLED�
4HE COMMUNICATION IS STILL SECURED� BUT THE USER NEEDS TO INSTALL THE #! CERTI1CATE IN THE BROWSER �&IREFOX� #HROME�
ETC	 TO AVOID THE WARNING MESSAGE� -ESHLIUM DEVICES ARE PROVIDED WITH A SELF
SIGNED CERTI1CATE TO SERVE -ANAGER
3YSTEM� PROVIDING PROTECTION OF THE PRIVACY AND INTEGRITY OF THE EXCHANGED DATA WHILE IN TRANSIT� 4HAT PROTECTS
AGAINST MAN
IN
THE
MIDDLE ATTACKS� EAVESDROPPING AND TAMPERING FOR ALL THE COMMUNICATIONS BETWEEN THE USER
AND -ESHLIUM�

4HEREFORE� YOU WILL HAVE TO ACCEPT THE -ESHLIUM�S SELF
SIGNED CERTI1CATE IN YOUR BROWSER� &OLLOW THE INSTRUCTIONS
BELOW FOR ADDING THE -ESHLIUM CERTI1CATE IN THE MOST WIDELY USED BROWSERS�
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https://10.10.10.1/ManagerSystem


!CCESSING -ESHLIUM 
 MAKE IT EASY�

������ &IREFOX

! WINDOW SHOWING THE MESSAGE�9OUR CONNECTION IS NOT SECURE� WILL APPEAR�

&IGURE � -ANAGER 3YSTEM�S CERTI1CATE SCREENSHOT ON &IREFOX

0RESS THE BUTTON�!DVANCED� TO CHECK THE CERTI1CATE DETAILS� THEN PRESS� 0ERMANENTLY STORE THIS EXCEPTION� AND
1NALLY� #ON1RM 3ECURITY %XCEPTION� �

&IGURE � !CCEPT THE SELF
SIGNED CERTI1CATE IN &IREFOX

&INALLY� YOU WILL SEE A LOCK ICON WITH AN EXCLAMATION SYMBOLIN THE 52, BAR� 4HESE SYMBOLS MEAN THAT THE ADDRESS
COULD NOT BE VERI1ED BY THE CERTI1CATE �AN“0 ADDRESS CANNOT BE VALIDATED BY A CERTI1CATE	� BUT YOUR CONNECTION IS
CIPHERED AND CANNOT BE INTERCEPTED BY AN ATTACKER�
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!CCESSING -ESHLIUM 
 MAKE IT EASY�

������ #HROME

! WINDOW SHOWING THE MESSAGE�9OUR CONNECTION IS NOT PRIVATE� WILL APPEAR�

&IGURE � -ANAGER 3YSTEM�S CERTI1CATE SCREENSHOT ON #HROME

&OR REMOVING THIS WARNING� YOU HAVE TO INSTALL THE -ANAGER 3YSTEM�S CERTI1CATE AS A TRUSTED CERTI1CATE IN YOUR
SYSTEM�
&IRST OF ALL� EXPORT THE -ANAGER 3YSTEM�S CERTI1CATE TO YOUR COMPUTER�

�� 2IGHT
CLICK WITH THE MOUSE IN THE ADDRESS BAR ON THE�.OT 3ECURE� WORDS�

&IGURE � 3HOW THE SELF
SIGNED CERTI1CATE IN #HROME
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!CCESSING -ESHLIUM 
 MAKE IT EASY�

�� #LICK�#ERTI1CATE� Ñ �$ETAILS� Ñ �%XPORT� AND SAVE THE CERTI1CATE ON YOUR DISK�

&IGURE � %XPORT THE SELF
SIGNED CERTI1CATE FROM #HROME

.OW� INSTALL THE CERTI1CATE IN YOUR SYSTEM�

�� /N #HROME� GO TOÑ �3ETTINGS� AND SEARCH FOR 33, �CHROME���SETTINGS�SEARCH�SSL	�

�� 0RESS�!DVANCED #ON1GURATION��

�� #LICK ON�-ANAGE CERTI1CATES��

�� 'O INTO THE�!UTHORITIES� TAB�

�� “MPORT THE CERTI1CATE PREVIOUSLY STORED�

�� 2ESTART #HROME�

&IGURE � !DD THE SELF
SIGNED CERTI1CATE IN YOUR SYSTEM
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chrome://settings/search#ssl


!CCESSING -ESHLIUM 
 MAKE IT EASY�

������ “%XPLORER �ONLY -ICROSOFT 7INDOWS	

! WINDOW SHOWING THE MESSAGE�4HERE IS A PROBLEM WITH THIS WEBSITE�S SECURITY CERTI1CATE� WILL APPEAR�

&IGURE � -ANAGER 3YSTEM�S CERTI1CATE SCREENSHOT ON “%XPLORER

&OR REMOVING THIS WARNING� YOU HAVE TO INSTALL THE -ANAGER 3YSTEM�S CERTI1CATE AS A TRUSTED CERTI1CATE IN YOUR
SYSTEM�

�� #LICK ON�#ONTINUE TO THIS WEBSITE �NOT RECOMMENDED	� �

�� #LICK ON THE GEAR ICONÑ �“NTERNET /PTIONS��

�� 4HE DIALOG FOR“NTERNET /PTIONS APPEARS� 3ELECT THE�3ECURITY� TAB�

&IGURE � “%XPLORER 3ECURITY TAB

�� 3ELECT THE ZONE�4RUSTED SITES� AND THEN CLICK ON THE�3ITES� BUTTON�
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!CCESSING -ESHLIUM 
 MAKE IT EASY�

�� ! LIST OF TRUSTED SITES WILL APPEAR� WITH THE CURRENT 52, TO ADD�

�� #LICK ON THE�!DD BUTTON�� 4HE CURRENT 52, WILL BE ADDED TO THE LIST�

&IGURE � !DD THE ���������� AS TRUSTED SITE

�� #LOSE THE DIALOGS AND GO BACK TO THE MAIN BROWSER WINDOW�

�� 2EFRESH THE PAGE �PRESSING &� OR CLICKING ON THE REFRESH ICON	�

�� #LICK ON�#ONTINUE TO THIS WEBSITE �NOT RECOMMENDED	� �

��� #LICK ON #ERTI1CATE %RROR IN THE RED COLORED ADDRESS BAR AND CLICK ON�6IEW CERTI1CATES��

��� “N THE #ERTI1CATE DIALOG� PRESS�“NSTALL #ERTI1CATE��

��� “N THE�#ERTI1CATE“MPORT 7IZARD�� CLICK .EXT

��� /N THE �ND STEP OF THE WIZARD� SELECT�0LACE ALL CERTI1CATES IN THE FOLLOWING STORE� AND CLICK�"ROWSE��

&IGURE � !DD THE SELF
SIGNED CERTI1CATE IN YOUR SYSTEM

��� “N THE�3ELECT #ERTI1CATE 3TORE� DIALOG� SELECT�4RUSTED 2OOT #ERTI1CATION !UTHORITIES� AND CLICK�/+ � �

��� “N THE WIZARD� CLICK�.EXT�� THEN CLICK�&INISH��

��� “F A SECURITY MESSAGE POPS UP� CHOOSE�9ES��

��� #LOSE THE DIALOGS AND RESTART“%XPLORER�
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!CCESSING -ESHLIUM 
 MAKE IT EASY�

������ 3AFARI �ONLY -AC/3	

! WINDOW SHOWING THE MESSAGE�4HIS #ONNECTION“S .OT 0RIVATE� WILL APPEAR�

&IGURE � -ANAGER 3YSTEM�S CERTI1CATE SCREENSHOT ON 3AFARI

&OR REMOVING THIS WARNING� YOU HAVE TO INSTALL THE -ANAGER 3YSTEM�S CERTI1CATE AS A TRUSTED CERTI1CATE IN YOUR
SYSTEM�

�� #LICK ON�3HOW $ETAILS� Ñ �6IEW #ERTI1CATE��

&IGURE � 6IEW THE SELF
SIGNED CERTI1CATE ON 3AFARI

�� #LICK AND DRAG THE IMAGE TO YOUR DESKTOP�“T LOOKS LIKE A LITTLE CERTI1CATE�

&IGURE � %XPORT THE SELF
SIGNED CERTI1CATE TO YOUR DISK

�� $OUBLE
CLICK IT� 4HIS WILL START THE +EYCHAIN !CCESS UTILITY� %NTER YOURPASSWORD TO UNLOCK IT�
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!CCESSING -ESHLIUM 
 MAKE IT EASY�

�� !DD THE CERTI1CATE TO THE�3YSTEM� KEYCHAIN �NOT THE LOGIN KEYCHAIN	 AND PRESS�!DD ��

&IGURE � 3ELECT �3YSTEM�

�� #LICK �!LWAYS 4RUST� EVEN THOUGH THIS DOES NOT SEEM TO HAVE ANY EŠECT�

�� !FTER IT HAS BEEN ADDED� DOUBLE
CLICK IT� 9OU MAY HAVE TO AUTHENTICATE AGAIN�

�� %XPAND THE �4RUST� SECTION�

�� 3ET �7HEN USING THIS CERTI1CATE� TO �!LWAYS 4RUST��

&IGURE � 3ELECT�!LWAYS 4RUST�

�� #LOSE +EYCHAIN AND RESTART 3AFARI�
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!CCESSING -ESHLIUM 
 MAKE IT EASY�

���� !CCESS TO THE -ESHLIUM -ANAGER 3YSTEM

.OW YOU CAN ACCESS THE -ESHLIUM -ANAGER 3YSTEM�


 USER� ADMIN


 PASSWORD� LIBELIUM

&IGURE � -ANAGER 3YSTEM LOGIN SCREEN

&IGURE � -ANAGER 3YSTEM LANDING PAGE

“F YOUR NETWORK DOES NOT OŠER $(#0 SERVICE� -ESHLIUM STARTS WITH A DEFAULT“0 ADDRESS ��������������	� “N THIS
CASE YOU CAN CONNECT -ESHLIUM THROUGH THE 7I&I CONNECTION �WHICH IS ALWAYS AVAILABLE	 OR WITH THE CROSSOVER CABLE
PROVIDED WITH -ESHLIUM�

“F YOU WANT TO ACCESS TO THE -ANAGER 3YSTEM USING THE CROSSOVER %THERNET CABLE GOTO�


 52, � HTTPS�����������������-ANAGER3YSTEM


 USER� ADMIN


 PASSWORD� LIBELIUM

“MPORTANT�
7E RECOMMEND TOCHANGE THE DEFAULT PASSWORDSOF THE DIŠERENT -ESHLIUM SERVICES� 'O TO �5SER -ANAGER�
SECTION FOR MORE INFORMATION ABOUT HOW TO CHANGE PASSWORDS�
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.ETWORK INTERFACES SETUP

�� .ETWORK INTERFACES SETUP

!CCESS THE NETWORK INTERFACES SETUP CLICKING ON THE BUTTON�“NTERFACES��

&IGURE � “NTERFACES SETUP PLUGIN

���� %THERNET SETUP

"Y DEFAULT -ESHLIUM COMES WITH THE %THERNET INTERFACE ACTIVATED TO GET DYNAMICALLY THE“0 USING THE $(#0 SERVICE�
“N CASE A STATIC CON1GURATION IS REQUIRED THE NEXT PARAMETERS CAN BE CON1GURED�

&IGURE � %THERNET SETUP

&IGURE � %THERNET SETUP FORM
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.ETWORK INTERFACES SETUP

9OU CAN ALSO USE“0V� � “NTERNET 0ROTOCOL VERSION �	 BY SETTING THE CHECK BOX�5SE “0V� � � “0V� IS A VERSION OF THE
“NTERNET 0ROTOCOL �“0	 INTENDED TO REPLACE“0V�� 4HE NEXT PARAMETERS CAN BE CON1GURED�

&IGURE � “06� SETUP

“N MANY CASES�“0V� ADDRESSES ARE COMPOSED OF TWO LOGICAL PARTS� A PRE1X OF ��
BIT �������	 AND A �� BIT PART THAT IS
GENERATED AUTOMATICALLY FROM THE -!# ADDRESS OF THE INTERFACE�

4HE BUTTON�'ENERATE“0V� ADDRESS� PERFORMS THIS TASK�

!FTER SAVING THE NEW OPTIONS AND ONCE YOU HAVE RESTARTED -ESHLIUM YOU HAVE TO VALIDATE THE NEW CON1GURATION
BEFORE THE NEXT � MINUTES� IF NOT� THE FACTORY DEFAULT CON1GURATION WILL BE RESTORED TO AVOID LEAVING -ESHLIUM
WITHOUT CONNECTIVITY� 3EE SECTION�.ETWORK SETUP CON1RMATION� FOR MORE INFORMATION�

4O CHECK“0V� CON1GURATION� AFTER SAVE AND RESTART -ESHLIUM� GO TO4OOLSÑ 0ING� 3ELECT %THERNET �“0V�	� BY DEFAULT
IPV��GOOGLE�COM APPEARS AS DESTINATION HOST�

&IGURE � 0ING “0V� WITH NAME


 �� 
 V���



.ETWORK INTERFACES SETUP

“F YOUR“NTERNET 3ERVICE 0ROVIDER DOES NOT SUPPORT EXTERNAL“0V� ADDRESSES YET� YOU CAN CHANGE IT TO A LOCAL ADDRESS�

&IGURE � 0ING “0V� WITH ADDRESS

4HEN PRESS�$O 4EST�� “F SOMETHING LIKE NEXT IMAGE APPEARS� YOU HAVE“0V� CORRECTLY CON1GURED�

&IGURE � 0ING RESULTS


 �� 
 V���



.ETWORK INTERFACES SETUP

���� 7I&I !CCESS 0OINT SETUP

-ESHLIUM IS A 7I&I !CCESS 0OINT AND CAN SUPPLY NETWORK CONNECTIVITY TROUGH7I&I� 4HE MOST USEFUL FEATURE OF THE
!0 IS TO PROVIDE ACCESS TO -ANAGER 3YSTEM FROM A TABLET OR LAPTOP WITHOUT ANY PHYSICAL CONNECTION WITH -ESHLIUM�

"Y DEFAULT THE !0 HAST THE %33“$ �MESHLIUM8888� WHERE 8888 ARE THE LAST FOUR DIGITS OF %THERNET -!#� 4HIS ALLOWS
TO IDENTIFY DIŠERENT -ESHLIUMS INSTALLED NEARBY�

&IGURE � 7I&I !CCESS 0OINT SETUP

������ #ON1GURATION

4HERE THREE SECTIONS IN THE CON1GURATION PAGE� .ETWORK� 2ADIO AND 3ECURITY�

.ETWORK

(ERE YOU CAN CHANGE THE“0 OF THE DEVICE IN THE NETWORK AND THE $(#0 SETUP� (ERE CAN BE SETUP�


 “0 ADDRESS OF THE !0�


 .ETMASK OF THE !DDRESS�


 $(#0 RANGE� 4HE ADDRESS RANGE IN THE $(#0 SETUP MUST BE INSIDE THE NETWORK DE1NED BY THE“0 ADDRESS AND
NETMASK OF THE !0�


 $(#0 LEASE TIME�

&IGURE � 7I&I !0 .ETWORK SETUP
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.ETWORK INTERFACES SETUP

2ADIO

4HESE ARE SPECI1C 7I&I PARAMETERS� (ERE CAN BE SETUP�


 %33“$ OF THE NETWORK� 4HIS IS THE NAME THAT APPEAR IN THE DEVICES THAT ARE SEARCHING 7I&I NETWORKS�“T CAN BE
PUBLIC OR HIDDEN� ALLOWING ONLY CONNECTIONS MANUALLY STARTED�


 #HANNEL�“T IS POSSIBLE TO CHANGE THE RADIO CHANNEL WHICH IS USED FOR TRANSMISSION� ACCORDING TO THE NEXT
DIAGRAM�

&IGURE � 7I&I RADIO CHANNELS


 0ROTOCOL�“T IS POSSIBLE TO USE ������G AND ������N�


 4X POWER�“T ALLOWS TO CONTROL THE TRANSMISSION POWER� THUS THE RANGE OF THE !0�

&IGURE � 7I&I RADIO SETTINGS

3ECURITY

4HE 7I&I !0 CAN BE PROTECTED WITH ENCRYPTION� 70! AND 70!� ARE AVAILABLE�

70!
03+ CAN BE USED WITH A PASSWORD FROM � TO �� CHARACTERS�

7E RECOMMEND USE 70!� IN ORDER TO GET THE A GOOD SECURITY IN THE NETWORK�

&IGURE � 7I&I !0 70!�
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.ETWORK INTERFACES SETUP

3AVING

!FTER SAVING THE SETUP� A MESSAGE WILL WARN THE USER ABOUT SETUP CON1RMATION� ! REBOOT IS NEEDED TO APPLY
NEW SETTINGS� 4HE SETUP HAS TO BE CON1RMED WITHIN � MINUTES AFTER REBOOT� -ORE INFO IN�.ETWORK SETUP
CON1RMATION� �

&IGURE � #ON1RMATION WARNING

������ #LIENTS CONNECTED

4HIS SECTION SHOWS THE LIST OF CLIENTS CONNECTED TO THE 7I&I !0� SHOWING INFORMATION LIKE THE -!# ADDRESS AND THE“0
ASSIGNED�“T IS A QUICK WAY TO KNOW HOW MANY DEVICES ARE CONNECTED AND WHO ARE THEY�

&IGURE � #LIENTS CONNECTED
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.ETWORK INTERFACES SETUP

���� .ETWORK SETUP CON1RMATION

!FTER CHANGING %THERNET OR 7I&I !0 SETUP� A REBOOT IS NEEDED TO APPLY NEW SETTINGS� !FTER THIS REBOOT� THE USER HAS
TO CON1RM THE SETTINGS IN ORDER TO DE1NITELY APPLY THEM�“F AFTER � MINUTES OF THE REBOOT THE USER HAS NOT CON1RMED
THE NEW SETTINGS� LAST VALIDATED SETTINGS WILL BE APPLIED AGAIN�“F THERE ARE NO VALIDATED SETTINGS� DEFAULT SETTINGS WILL
BE APPLIED�

“N THE CON1RMATION SCREEN THE USER CAN SELECT TO CON1RM NEW SETTINGS� CHANGE TO LAST VALIDATED SETTINGS OR CHANGE
TO DEFAULT SETTINGS� !LL THE INFORMATION OF EVERY SETUP WILL BE SHOWN� !FTER THECON1RMATION IS DONE� THE NEW SETTINGS
WILL BE STORED AS LAST VALIDATED SETTINGS FOR FUTURE CON1RMATIONS�

4HE SYSTEM WILL SHOW A CON1RMATION WINDOW FOR EVERY SETTING CHANGED� ONE FOR %THERNET SETUP AND ONE FOR 7I&I!0
SETUP� SO IT CAN BE INDEPENDENTLY CON1RMED�

&IGURE � #ON1RMATION SCREEN
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.ETWORK INTERFACES SETUP

���� �' 3ETUP

4HIS PLUGIN ALLOWS TO SET
UP THE PARAMETERS OF THE MODEM CONNECTION� 4HERE IS A LIST WITH SOME INITIAL CON1GURATIONS
DEPENDING ON THE COUNTRY AND THE OPERATOR� (OWEVER� THIS LIST MAY NOT BE UPDATED WITH THE LAST VALID CON1GURATION
OF YOUR MOBILE PROVIDER� !SK YOUR MOBILE COMPANY FOR THE INFORMATION REQUIRED TO CONNECT �!0.� 5SERNAME�
0ASSWORD	 AND ADD THE 0“. CODE OF THE 3“- CARD USED �LEAVE EMPTY IF THERE IS NO 0“.	�

7E RECOMMEND TO DISABLE THE 0“. IN THE 3“- CARD AS THIS WILL MAKE EASIER THE TEST AND VALIDATION PROCESS AND
WILL AVOID TO BLOCK THE 3“- CARD�

&IGURE � �' SETUP PLUGIN

!FTER SETTING THE �' PARAMETERS� YOU HAVE TO SAVE THEM BY PRESSING THE�3AVE� BUTTON� 4HEN YOU CAN TEST YOUR
CONNECTION THROUGH THE�#ONNECT NOW� BUTTON�“T WILL TRY TO CONNECT TO YOUR CARRIER AND GET A VALID“0� /NCE THE
CONNECTION HAS BEEN MADE THE DEFAULT GATEWAY OF THE MACHINE IS CHANGED SO ALL THE CLIENTS CONNECTED THROUGH
7I&I WILL REACH THE“NTERNET VIA �'�

“MPORTANT� /NCE YOU GET A VALID �'“0 THROUGH THE�#ONNECT NOW� BUTTON� YOU WILL NOT BE ABLE TO ACCESS -ESHLIUM
VIA %THERNET UNLESS YOU ARE CONNECTED THROUGH THE SAME ,OCAL !REA .ETWORK� &OR THIS REASON WE RECOMMEND TO
MAKE ALL THE TESTS USING THE 7I&I CONNECTION�

&IGURE � �' CONNECTING
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.ETWORK INTERFACES SETUP

“F CONNECTION IS ESTABLISHED� THE“0 WILL BE SHOWN IN THE INTERFACE� /NCE THE MODEM IS CONNECTED� A PROCESS WILL
CHECK THE CONNECTION EVERY �� MINUTES AND WILL TRY TO RECONNECT IN CASE OF DISCONNECTION�

&IGURE � �' SUCCESSFULLY CONNECTED

“F YOU WANT THE �' TO BE THE $EFAULT 'ATEWAY OF -ESHLIUM EACH TIME IT STARTS JUST ACTIVATE THE SERVICE IN THE�3ET AS
$EFAULT 'ATEWAY� CHECK BOX BEFORE SAVING� 3ETTING THIS ON WILL CONNECT TO THE“NTERNET USING THE �' RADIO EACH TIME
-ESHLIUM RESTARTS�

“F ANY PROBLEM IS PREVENTING THE DEVICE TO CONNECT AT BOOT OR TO RECONNECT AFTER A CONNECTION FALL� A MESSAGE WILL
BE DISPLAYED IN THE PLUGIN� 4HE USER CAN MANUALLY STOP AUTOMATIC RECONNECTION BY PRESSING THE�$ISCONNECT NOW�
BUTTON�

&IGURE � �' TRYING TO RECONNECT

“MPORTANT�
-ANY “NTERNET 3ERVICE 0ROVIDER COMPANIES DO NOT ALLOW ACCESS FROM OUTSIDE THE NETWORK USING THE “0 CONNECTION�
“F YOU WANT TO ACCESS -ESHLIUM FROM THE “NTERNET� ASK YOUR PROVIDER FOR A PUBLIC “0�

���� 0ROXY SETUP

4HIS PLUGIN ALLOWS TO SETUP AN (440 PROXY FOR SOME FEATURES OF -ESHLIUM� (ERE CAN BE CON1GURED THE PROXY
ADDRESS� THE PORT AND THE CREDENTIALS �LEAVE BLANK IF NOT AUTHENTICATION NEEDED	�

&IGURE � 0ROXY SETUP PLUGIN
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.ETWORK INTERFACES SETUP

4HE PROXY CAN BE ENABLED OR DISABLED FROM THE CONTROL OF THE INTERFACE�

&IGURE � 0ROXY ENABLE CONTROL

&IGURE � 0ROXY DISABLE CONTROL

.OTE� #URRENTLY THE PROXY FEATURE IS ONLY AVAILABLE FOR VISUALIZER PLUGIN� 4HIS FEATURE WILL BE GRADUALLY INCLUDED IN OTHER
SERVICES�

���� .O
“0 SETUP

4HIS PLUGIN ALLOWS TO SETUP A .O
“0 ACCOUNT �HTTPS���WWW�NOIP�COM	 FOR DYNAMIC“0 REMOTE ACCESS�

#ON1GURE THE FOLLOWING PARAMETERS WITH THE INFORMATION OF A VALID AND ACTIVE .O
“0 ACCOUNT� PREVIOUSLY CREATED
IN THE .O
“0 PLATFORM�


 (OSTNAME� .AME OF THE HOST TO LINK WITH THE -ESHLIUM“0�


 5SERNAME� .O
 “0 ACCOUNT USERNAME�


 0ASSWORD� .O
 “0 ACCOUNT PASSWORD�


 “NTERVAL� 5PDATE INTERVAL IN MINUTES�

&IGURE � .O“0 SETUP PLUGIN
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.ETWORK INTERFACES SETUP

0LEASE� REFER TO THE INTERFACE CON1GURATION SECTION TO USE A PROXY�

&IGURE � .O“0 ENABLE CONTROL

&IGURE � .O“0 DISABLE CONTROL
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7IRELESS 3ENSOR .ETWORKS

��� 7IRELESS 3ENSOR .ETWORKS

����� -ESHLIUM AND 7ASPMOTE

/NE OF THE MAIN APPLICATIONS OF -ESHLIUM IS BEING A GATEWAY FOR 7IRELESS 3ENSOR .ETWORKS BASED ON 7ASPMOTE
AND 0LUG � 3ENSE� DEVICES� 4HESE ARE SENSOR NODES THAT CAN WORK WITH DIŠERENT COMMUNICATION TECHNOLOGIES LIKE
7I&I� �' OR 8"EE AMONG OTHERS� -ORE THAN �� SENSORS ARE ALREADY AVAILABLE AND A COMPLETE OPEN SOURCE“$% �!0 “
LIBRARIES � COMPILER	 MAKE REALLY EASY TO START WORKING WITH THE PLATFORM�

-ORE INFO AT�

HTTPS���WWW�LIBELIUM�COM�PRODUCTS�WASPMOTE�

HTTPS���WWW�LIBELIUM�COM�PRODUCTS�PLUG
SENSE�

“N THE MAIN PAGE OF3ENSOR .ETWORKSTAB WILL BE SHOWN THE DEVICES IN THE SYSTEM SHOWING THE LAST RECEIVED
DATA�

&IGURE � .ODES WITH LAST DATA

����� 2ECEIVING AND STORING DATA

������� 2ECEIVING TROUGH 2& COMMUNICATIONS

2& MODULE SETUP

-ESHLIUM CAN INTEGRATE � DIŠERENT 2& MODULES� 8"EE
02/ �������� ���� '(Z	� 8"EE ���,0 ���� -(Z	 AND 8 "EE
02/
���(0 ���� -(Z	� “T CAN HAVE UP TO � 2& MODULES AT THE SAME TIME�

2& MODULES SETUP CAN BE FOUND IN�
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7IRELESS 3ENSOR .ETWORKS

3ENSOR .ETWORKSÑ 2& MODULES

4HE PLUGIN WILL SHOW�


 ONE TAB FOR EACH MODULE DETECTED IN THE DEVICE�


 SWITCH BUTTON TO ENABLE�DISABLE THE SENSOR PARSER SERVICE�


 MENU FOR CHANGING LOGGING LEVELS IN (440 AND 2& PARSER�

&IGURE � 2& COMMUNICATIONS

8"EE
02/ �������� RADIO SETUP

&IGURE � 8"EE
02/ �������� SETUP

“N THIS MODULE THE PARAMETERS TO SETUP ARE�


 0!. “$ � 0ERSONAL !REA .ETWORK“$ �ALSO KNOWN AS .ETWORK“$	� “T IS THE IDENTI1ER OF THE NETWORK�“T HAS TO BE
THE SAME IN ALL THE NODES IN ORDER TO BE ABLE TO SEND DATA TO THIS -ESHLIUM�


 #HANNEL� &REQUENCY CHANNEL USED FOR TRANSMISSIONS�


 .ETWORK !DDRESS� 5SER DE1NED IDENTI1ER FOR THE NODE IN THE NETWORK� � HEXADECIMAL DIGITS �-9	�


 .ODE “$ � READABLE NAME SET FOR THE DEVICE� BY DEFAULT�-ESHLIUM�� 5P TO �� CHARACTERS�


 0OWER LEVEL� ;�
�= "Y DEFAULT ��
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7IRELESS 3ENSOR .ETWORKS


 %NCRYPTED MODE� “NTERNAL 8"EE !%3 ��� BITS ENCRYPTION� $ISABLED BY DEFAULT�


 %NCRYPTION KEY� �� CHARACTERS�


 -!# � �� BITS HARDWARE ADDRESS OF THE MODULE�“T IS A READ
ONLY VALUE DIVIDED IN TWO PARTS�


 -!#
HIGH� �� BITS �� HEXADECIMAL DIGITS	�


 -!#
LOW� �� BITS �� HEXADECIMAL DIGITS	�

4HIS SETUP MUST BE CONSISTENT WITH THOSE SET ON THE 7ASPMOTE AND 0LUG AND 3ENSE NODES�

“N THE BOTTOM PART OF THE INTERFACE� THE BUTTON�#HECK STATUS� ALLOWS TO CHECK IF THE MODULE SETUP IS CONCORDANT
WITH VALUES SHOWN IN THE INTERFACE� 4HE BUTTON�3AVE� WILL WRITE THE PARAMETERS IN THE MODULE�

"OTH PROCESS ��3AVE� AND�#HECK STATUS�	 REQUIRE THE SENSOR0ARSER DAEMON TO BE STOPPED� 4HIS MEANS NO FRAMES
WILL BE RECEIVED WHILE EXECUTING THIS ACTIONS� "E PATIENT THIS CAN TAKE UP TO �MINUTE TO1NISH�
8"EE ���,0 RADIO SETUP

&IGURE � 8"EE ���,0 SETUP

“N THIS MODULE THE PARAMETERS TO SETUP ARE�


 0!. “$ � 0ERSONAL !REA .ETWORK“$ �ALSO KNOWN AS .ETWORK“$	� “T IS THE IDENTI1ER OF THE NETWORK�“T HAS TO BE
THE SAME IN ALL THE NODES IN ORDER TO BE ABLE TO SEND DATA TO THIS -ESHLIUM�


 .ODE “$ � READABLE NAME SET FOR THE DEVICE� BY DEFAULT�-ESHLIUM�� 5P TO �� CHARACTERS�
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7IRELESS 3ENSOR .ETWORKS


 0REAMBLE� !N EXTENSION TO 0!.“$� “T NEEDS TO BE THE SAME IN THE NODES TOO�


 #HANNEL� 4HIS MODULE ALLOW TO SELECT THE CHANNELS THAT CAN BE USED� 4HE MODULE AUTOMATICALLY SELECTS THE
CHANNEL FOR THE COMMUNICATION BETWEEN AVAILABLE ONES� /NCE THE CHANNELS ARE SELECTED� THE PLUGIN GENERATES
THE�#HANNEL &REQUENCY -ASK� �READ
ONLY � HEX DIGITS	 THAT THE NEEDS TO BE SET IN THE NODES�


 0OWER LEVEL� ;�
�= "Y DEFAULT ��


 %NCRYPTED MODE� “NTERNAL 8"EE !%3 ��� BITS ENCRYPTION� $ISABLED BY DEFAULT�


 %NCRYPTION KEY� �� CHARACTERS�


 -!# � �� BITS HARDWARE ADDRESS OF THE MODULE�“T IS A READ
ONLY VALUE DIVIDED IN TWO PARTS�


 -!#
HIGH� �� BITS �� HEXADECIMAL DIGITS	�


 -!#
LOW� �� BITS �� HEXADECIMAL DIGITS	�

8"EE
02/ ���(0 RADIO SETUP

&IGURE � 8"EE
02/ ���(0 SETUP

“N THIS MODULE THE PARAMETERS TO SETUP ARE�


 0!. “$ � 0ERSONAL !REA .ETWORK“$ �ALSO KNOWN AS .ETWORK“$	� “T IS THE IDENTI1ER OF THE NETWORK�“T HAS TO BE
THE SAME IN ALL THE NODES IN ORDER TO BE ABLE TO SEND DATA TO THIS -ESHLIUM�


 .ODE “$ � READABLE NAME SET FOR THE DEVICE� BY DEFAULT�-ESHLIUM�� 5P TO �� CHARACTERS�


 0REAMBLE� !N EXTENSION TO 0!.“$� “T NEEDS TO BE THE SAME IN THE NODES TOO�


 #HANNEL� 4HIS MODULE ALLOW TO SELECT THE CHANNELS THAT CAN BE USED� 4HE MODULE AUTOMATICALLY SELECTS THE
CHANNEL FOR THE COMMUNICATION BETWEEN AVAILABLE ONES� /NCE THE CHANNELS ARE SELECTED� THE PLUGIN GENERATES
THE�#HANNEL &REQUENCY -ASK� �READ
ONLY �� HEX DIGITS	 THAT THE NEEDS TO BE SET IN THE NODES�“N THE BOTTOM
PART OF THE INTERFACE IS SHOWN THE MINIMUM NUMBER OF CHANNELS THAT HAVE TOBE SELECTED�


 0OWER LEVEL� ;�
�= "Y DEFAULT ��


 %NCRYPTED MODE� “NTERNAL 8"EE !%3 ��� BITS ENCRYPTION� $ISABLED BY DEFAULT�
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 %NCRYPTION KEY� �� CHARACTERS�


 -!# � �� BITS HARDWARE ADDRESS OF THE MODULE�“T IS A READ
ONLY VALUE DIVIDED IN TWO PARTS�


 -!#
HIGH� �� BITS �� HEXADECIMAL DIGITS	�


 -!#
LOW� �� BITS �� HEXADECIMAL DIGITS	�
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%NCRYPTION SETUP

,INK LAYER KEY MANAGEMENT �!%3
���	

4HIS FEATURE IS PROVIDED BY 8"EE MODULES�

%NCRYPTION IS THIS LAYER PROVIDED THROUGH THE !%3 ALGORITHM� 3PECI1CALLY THROUGH THE TYPE !%3
#42�“N THIS CASE
THE &RAME #OUNTER1ELD HAS A UNIQUE“$ AND ENCRYPTS ALL THE INFORMATION CONTAINED IN THE 0AYLOAD1ELD WHICH IS THE
PLACE IN THE LINK LAYER FRAME WHERE THE DATA TO BE SENT IS STORED� 4HE WAY INWHICH THE LIBRARIES HAVE BEEN DEVELOPED
FOR MODULE PROGRAMMING MEANS THAT ENCRYPTION ACTIVATION IS AS SIMPLE AS RUNNING THE INITIALIZATION FUNCTION AND
GIVING IT A KEY TO USE IN THE ENCRYPTION�

{

xbee.encryptionMode( 1);

xbee.setLinkKey(key);

}

“N THE -ANAGER 3YSTEM� ON 3ENSOR .ETWORK SECTION� USERS CAN ENCRYPT MESSAGES ON LINKLAYER�“T CAN BE ACHIEVED
BY SETTING THE PARAMETERS�


 %NCRYPTED MODE� TRUE�FALSE �BY DEFAULT FALSE	�


 %NCRYPTION +EY� -UST BE �������� CHARACTERS DEPENDING ON THE !%3 ENCRYPTION TYPE ������������ BITS	�

3EE SECTION�2& MODULE SETUP� FOR MORE DETAILS ABOUT SETTING ENCRYPTION�

!PPLICATION LAYER KEY MANAGEMENT

-ESHLIUM IS CAPABLE TO PROPERLY RECEIVE ENCRYPTED DATA FROM 7ASPMOTE� 4HE CODING PROCESS IS MADE IN THE
APPLICATION LAYER� SO IT IS 7ASPMOTE AND -ESHLIUM PROCESSOR AND NOT 8"EE MODULE WHO ENCRYPTS AND DECRYPTS
THE MESSAGES�

4HE USER HAVE TO SET A KEY FOR THE ENCRYPTION IN 7ASPMOTE AND -ESHLIUM�

“N THE -ANAGER 3YSTEM� THE MENU FOR MANAGING THE ENCRYPTION OPTIONS IS FOUND IN�3ENSOR .ETWORKSÑ %NCRYPTION

&IGURE � %NCRYPTION KEY SETUP

&OR EACH 7ASPMOTE UNIT WHICH IS ABLE TO SEND FRAMES TO -ESHLIUM� 7ASPMOTE KEYS CAN BE ADDED TO AN ENCRYPTION
+EY1LE�“N THIS INTERFACE THE USER MUST SPECIFY THE NODE“$ AND THE 7ASPMOTE !%3 SECRET KEY ����� ��� OR ��� BITS	�

!FTER DE1NING THE ABOVE1ELDS� PRESS THE BUTTON�!DD 7ASPMOTE�� ! NEW ENTRY WILL BE GENERATED IN THE LEFT SIDE LIST�

&OR DELETING A SPECI1C 7ASPMOTE UNIT FROM THE LIST� SELECT THE 7ASPMOTE UNIT AND PRESS�$ELETE 7ASPMOTE�� 4HE
ENCRYPTED FRAMES RECEIVED FROM THIS NODE WILL NOT BE ABLE TO BE DECRYPTED ANYMORE�

4HE OPTION�!CCEPT ONLY ENCRYPTED FRAMES FROM (440� IS ALSO AVAILABLE� 3ELECT THIS OPTION IF YOU WANT TO DISCARD
ALL THENOT ENCRYPTEDFRAMES RECEIVED BY THE (440 PARSER�
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&IGURE � %NCRYPTION IN COMMUNICATIONS

/NCE THE USER HAS PROPERLY SET THE !%3 KEYS ASSOCIATED TO EVERY 7ASPMOTE UNIT� RECEIVING !%3 ENCRYPTED FRAMES IN
-ESHLIUM IS A STRAIGHTFORWARD PROCESS�

!S AN ENCRYPTED FRAME ARRIVES TO -ESHLIUM� SENSOR0ARSER PROGRAM TAKES THE APPROPRIATE KEY FOR THE 7ASPMOTE
“$� 4HE FRAME IS DECODED WITH THE KEY AND THE INFORMATION IS EXTRACTED TO THE SENSOR DATABASE�

"EAR IN MIND THAT TO USE THIS FEATURE� THE FRAME HAVE TO BE CREATED WITH THE 7ASPMOTE LIBRARIES FOR !%3 FRAMES� 9OU
CAN SEE FURTHER INFORMATION ABOUT THIS IN THE 7ASPMOTE GUIDES�

HTTPS���WWW�LIBELIUM�COM�WASPMOTE

#APTURING AND STORING SENSOR DATA FROM 2& MODULE

-ESHLIUM WILL RECEIVE THE SENSOR DATA SENT BY 7ASPMOTE AND 0LUG AND 3ENSE USING THE 2& RADIO AND IT WILL STORE
THE FRAMES IN THE LOCAL DATABASE� $ATA IS STORED WITH THE TIMESTAMP OF THE RECEPTION IN THE -ESHLIUM UNIT� 4HE
TIMESTAMP IS ALWAYS STORED IN 54# TO AVOID INCONSISTENCIES �REGARDLESS OF THE TIME ZONE SELECTED IN -ESHLIUM	�

4HAT CAN BE DONE IN AN AUTOMATIC WAY THANKS TO THE 3ENSOR 0ARSER�

4HE 3ENSOR 0ARSER IS A SOFTWARE SYSTEM WHICH IS ABLE TO DO THE FOLLOWING TASKS IN AN EASY AND TRANSPARENT WAY�


 RECEIVE FRAMES FROM 8"EE MODULES �WITH THE $ATA &RAME FORMAT	�


 PARSE THESE FRAMES�


 STORE THE DATA IN THE LOCAL DATABASE�

"ESIDES� THE USER CAN ADD HIS OWN SENSORS� AND THE DATA WILL BE PARSED IN THE DATABASE TOO�“N ORDER TO ADD YOUR
OWN SENSOR FRAMES PROPERLY GO TO THE SECTION�3ENSOR LIST��

7E CAN PERFORM TWO DIŠERENT STORAGE OPTIONS WITH THE FRAMES CAPTURED�


 ,OCAL DATABASE�


 %XTERNAL DATABASE�
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!LL THE DATA IS STORED IN THE LOCAL DATABASE IN THE1RST PLACE� THEN IT CAN BE SYNCHRONIZED TO AN EXTERNAL DATABASE AS
PER USER NEEDS�

&IGURE � 3TORAGE OPTIONS

4HE DATA STORED CAN BE SYNCHRONIZED TOO TO EXTERNAL SERVICES USING THE“NTERNET CONNECTION�

&IGURE � %XTERNAL SYNCHRONIZATION OPTIONS
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������� 2ECEIVING TROUGH �' � 7I&I � %THERNET �(440	

&IGURE � (440 DATA RECEPTION

-ESHLIUM ACCEPTS 0/34 AND '%4 REQUESTS IN ANY OF ITS INTERFACES SO 7ASPMOTES ARE CAPABLE OF SENDING FRAMES�
THROUGH '023� �'� �' OR 7I&I MODULES� VIA (440 REQUESTS� -ESHLIUM� THROUGH (440 REQUESTS IS CAPABLE OF�


 RECEIVE FRAMES FROM �'��'�'023�'3-� 7I&I OR %THERNET VIA (440�


 PARSE THESE FRAMES�


 STORE THE DATA IN LOCAL $ATABASE�


 SYNCHRONIZE THE LOCAL $ATABASE WITH AN EXTERNAL DATABASE�

&RAMES RECEIVED BY THIS METHOD ARE STORED THE SAME WAY THAT 2& FRAMES� AND ARE IDENTICALLY PROCESSED AT SYNCHRONIZATION
STAGE�

.O CON1GURATION OF ANY KIND IS NEEDED TO USE (440�“F (4403 IS NEEDED� CERTI1CATE CON1GURATION WOULD BE NEEDED
IN MANY CASES �SELF SIGNED CERTI1CATE IS INCLUDED WITH -ESHLIUM	�

,IKE THE CASE OF 2& MODULES RECEPTION� THE USER CAN ADD HIS OWN SENSORS�
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����� #APTURER

4HE #APTURER PLUGIN IS WHERE THE USER CAN CHECK MOST RECENT DATA RECEIVED IN ORDER TO CHECK IF THE NODES ARE
SENDING INFORMATION�

“T CAN BE FOUND IN�

3ENSOR .ETWORKSÑ #APTURER

#APTURER PLUGIN HAVE SEVERAL TABS WHERE THE USER CAN SEE RECENT DATA RECEIVED� MANAGE EXTERNAL DATABASE SYNCHRONIZATION
AND PERFORM SOME LOCAL DATABASE OPERATIONS�

&IGURE � #APTURER PLUGIN
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������� ,OCAL DATABASE

-ESHLIUM HAS A-Y31, DATABASE UP AND RUNNING WHICH IS USED TO LOCALLY STORE THE INFORMATION CAPTURED�“N THE
�,OCAL $ATA "ASE� TAB THE USER CAN SEE THE DEFAULT CONNECTION PARAMETERS�


 $ATABASE� -ESHLIUM$"


 4ABLE� SENSOR0ARSER


 “0� LOCALHOST


 0ORT� ����


 5SER� ROOT


 0ASSWORD� LIBELIUM����

&IGURE � ,OCAL DATABASE TAB
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“N THIS TAB THE USER CAN�


 3HOW LAST INSERTIONS� UP TO ����

&IGURE � 3HOW LAST DATA


 3ETUP !UTO
PURGE� 4HIS FUNCTION ALLOW TO PROGRAM A DAILY MAINTENANCE IN THE LOCAL DATABASE THAT DELETES OLD
DATA� KEEPING ONLY THE NUMBER OF DAYS CON1GURED� AND ALLOWING TO DELETE SYNCHRONIZED DATA �ONLY EXTERNAL
DATABASE	 OR ALL DATA�

&IGURE � !UTOPURGE SETUP

������� %XTERNAL $ATABASE

-ESHLIUM CAN SYNCHRONIZE ALL THE SENSOR INFORMATION STORED IN THE LOCAL DATABASE TO AN EXTERNAL-Y31, DATABASE
MANAGED BY THE USER�

&IGURE � %XTERNAL DATABASE TAB
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“N THIS TAB THE USER CAN�


 3ETUP THE PARAMETERS OF THE EXTERNAL DATABASE AND CHECK THE CONNECTION�

&IGURE � %XTERNAL DATABASE SETUP


 %NABLE OR DISABLE THE SYNCHRONIZATION AND SELECT THE NUMBER OF1ELDS SENT PER SYNCHRONIZATION ITERATION�

&IGURE � #ONTROL TO ENABLE OR DISABLE SYNCHRONIZATION

3HOW LAST DATA INSERTED IN THE EXTERNAL DATABASE �UP TO ��� DATA	�

&IGURE � 3HOW LAST INSERTED DATA

3HOW THE31, SCRIPT USED TO CREATE THE DATABASE AND TABLE NEEDED FOR THE SYNCHRONIZATION�

&IGURE � 3HOW31, SCRIPT

-ARK ALL DATA IN THE LOCAL DATABASE AS SYNCHRONIZED SO IT WILL NOT BE SENT TO THE EXTERNAL DATABASE�

&IGURE � -ARK AS SYNCHRONIZED BUTTON
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4HE STEPS TO SETUP THE SYNCHRONIZATION ARE�


 "EFORE CON1GURING ANYTHING� MAKE SURE YOU HAVE A-Y31, DATABASE WORKING UNDER YOUR CONTROL� -AKE SURE
THE DATABASE LISTEN TO CONNECTIONS IN AN EXTERNAL“0�


 0RESS THE�3HOW 31, SCRIPT� BUTTON� COPY THE 31, CODE� 9OU CAN MODIFY USER� PASSWORD� DATABASE NAME AND
TABLE� AS LONG AS YOU CHANGE THE SETUP OF THE CONNECTION TO MATCH�

&IGURE �31, SCRIPT


 %NTER THE CONNECTION SETTINGS AND PRESS�3AVE� BUTTON� 9OU CAN CHECK THE CONNECTION NOW TO ENSURE THE
SETTINGS ARE CORRECT�


 %NABLE THE SERVICE WITH THE CHECKBOX AND SAVE�

4HE SYNCHRONIZATION SERVICE RUNS EVERY �� SECONDS AND SYNCHRONIZES UPTO ��� DATA EVERY LOOP� 4HE SERVICE
SYNCHRONIZES1RST NEWER DATA� AS IT IS MORE RELEVANT FOR DECISION MAKING� 4HIS COULD MAKE DATA IN EXTERNAL DATABASE
TO BE OUT OF ORDER� !S EVERY DATA HAS A TIMESTAMP� THIS SHOULD NOT BE A PROBLEM FOR USING THE DATA IN ANY EXTERNAL
APPLICATION�
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������� 3HOW ME .OW

“N THIS TAB THE USER CAN SHOW THE LAST FRAME RECEIVED� 4HE USER CAN SHOW ONLY LAST FRAME OR CAN SPECIFY IF THE
INFORMATION WILL BE UPDATED PERIODICALLY WITH THE DE1NED INTERVAL JUST CHECKING THE�5SE THE $E1NED“NTERVAL�
BUTTON�

&IGURE � 3HOW ME .OW TAB

4HE SCREEN CAN BE CLEANED WITH THE BUTTON IN THE TOP RIGHT�
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������� !DVANCED DATABASE OPTIONS

4HIS TAB SHOWS INFORMATION ABOUT LOCAL DATABASE�

&IGURE � -ARK AS SYNCHRONIZED BUTTON

“T SHOWS�


 $ATABASE NAME�


 $ATABASE SIZE�


 $ATABASE TABLE USED�


 .UMBER OF TOTAL SENSOR ENTRIES�


 .UMBER OF FRAMES ALREADY SYNCHRONIZED WITH EXTERNAL SERVICES�


 .UMBER OF UNSYNCHRONIZED FRAMES�

4HERE ARE TOO TWO CONTROLS TO�


 2EMOVE SYNCHRONIZED DATA�“T REMOVES FROM THE DATABASE ALL THE FRAMES ALREADY SYNCHRONIZED WITH EXTERNAL
DATABASE� "E CAREFUL AS THIS COULD GIVE UNEXPECTED RESULTS IF YOU ARE USINGSEVERAL CLOUD OR EXTERNAL SERVICES�
! CON1RMATION WILL BE PROMPTED�


 2EMOVE !,, CONTENT� 4HIS REMOVES ALL THE SENSOR INFORMATION FROM THE DATABASE� ! CON1RMATION WILL BE
PROMPTED�

“MPORTANT�
4HE SENSOR DATA WILL BE PERMANENTLY DELETED FROM THE DATABASE AND WILL BE IMPOSSIBLE TO RECOVER� "E SURE TO HAVE
A BACKUP OF THE DATABASE BEFORE DELETING THE CONTENT�
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����� ,OGS

“N THIS SECTION THE USER CAN SEE THE LAST LINES OF THE LOGS OF FRAMES AND SENSOR DATA RECEIVED�

&IGURE � ,OGS VISUALIZING PLUGIN


 4HE�2EFRESH� BUTTON WILL LOAD AGAIN THE LOG1LES�


 4HE�$ELETE LOGS� BUTTON WILL DELETE THE1LES� ALLOWING TO CLEAN SOME SPACE IN THE DEVICE�
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����� 3ENSOR LIST

“N THIS SECTION� THE USER CAN VIEW THE LIST OF AVAILABLE SENSORS IN THE SYSTEM ANDADD OR DELETE USER CUSTOM SENSORS�

"Y DEFAULT� -ESHLIUM RECOGNIZES ALL ,IBELIUM OZ CIAL SENSORS� 4HE BUTTON�5PDATE SENSORS� UPDATES THE -ESHLIUM
UNIT WITH THE LATEST ,IBELIUM�S OZ CIAL SENSOR LIST� -ESHLIUM WILL CONNECT TO ,IBELIUM�S SERVERS AND WILL DOWNLOAD THE
LATEST CON1GURATION1LES�

!LL ADDITIONAL SENSORS �NOT OZ CIALLY INTEGRATED BY ,IBELIUM	 MUST BE SPECI1ED BY THE USER� 5SERS CAN ADD AND
REMOVE CUSTOM SENSORS IN AN EASY AND SIMPLE WAY ON THE -ANAGER 3YSTEM� 4HE UPDATE PROCESS WILL NOT CHANGE
THE�5SER SENSORS� LIST�

4O ADD A NEW SENSOR THE USER MUST COMPLETE THE1ELDS�


 !3# ““ “$� SENSOR ID FOR !3#““ FRAME�


 &IELDS� 4HIS1ELD SPECI1ES THE NUMBER OF SENSOR1ELDS SENT IN THE FRAME� 4HIS HELPS TO CALCULATE THE FRAME
LENGTH�


 4YPE� TYPE OF1ELDS�


 UINT�?T


 INT


 2OAT


 STRING


 ULONG


 ARRAY �ULONG	


 5NITS� 5NITS FOR THE SENSOR ADDED�

/NCE ALL1ELDS ARE1LLED IN� CLICK ON THE BUTTON�!DD SENSOR��

&IGURE � 3ENSOR LIST PLUGIN

.OTE� %XTENSIVE INFORMATION ABOUT HOW TO BUILD THE FRAME IS AVAILABLEON THE �7ASPMOTE $ATA &RAME 'UIDE��

4O DELETE SENSOR THE USER MUST PRESS THE GARBAGE CAN THAT APPEARS TO THE LEFT OF THEDESCRIPTION OF THE SENSOR�
4O COMPLETE THE ACTION SHOULD ACCEPT A CON1RMATION MESSAGE�
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����� /4! VIA &40

-ESHLIUM CAN ALSO BE USED AS AN &40 SERVER TO PREPARE THE BINARY1LES TO BE DOWNLOADED BY 7ASPMOTE�

&OR MORE INFO ABOUT /VER THE !IR 0ROGRAMMING GO TO�
HTTPS���WWW�LIBELIUM�COM�DEVELOPMENT�WASPMOTE�DOCUMENTATION�OVER
THE
AIR
PROGRAMMING
GUIDE
OTAP�

4HIS FEATURE ALLOWS REPROGRAMMING 7ASPMOTE USING AN &40 SERVER �INSIDE -ESHLIUM	 AND &40 CLIENT �7ASPMOTE
ITSELF	�

4HERE ARE TWO BASIC STEPS INVOLVED IN /4! PROCEDURE�


 3TEP �� 7ASPMOTE REQUESTS A SPECIAL TEXT1LE WHICH GIVES INFORMATION ABOUT THE PROGRAM TO UPDATE� PROGRAM
NAME� VERSION� SIZE� ETC�


 3TEP �� “F THE INFORMATION GIVEN IS CORRECT� 7ASPMOTE QUERIES THE &40 SERVER FOR A NEW PROGRAM BINARY1LE AND
IT UPDATES ITS2ASH MEMORY IN ORDER TO RUN THE NEW PROGRAM�

&IGURE � /4! VIA &40 PROTOCOL

"ESIDES� A DEFAULT USER IS CON1GURED IN -ESHLIUM &40 3ERVER WITH THE FOLLOWING SETTINGS�


 USER� OTA


 PASSWORD� LIBELIUM

4HIS USER DIRECTLY CONNECTS TO THE FOLLOWING PATH IN -ESHLIUM�S SYSTEM DIRECTORY WHERE THE APPLICATION CREATES ALL
THE BINARY AND 50'2!$%�4841LES�

�MNT�USER�OTA

“NSIDE�3ENSOR .ETWORK� THERE IS THE SECTION /4! 
 &40� 5SERS CAN PREPARE THE BINARY1LES TO BE DOWNLOADED BY
7ASPMOTE� 4HEN� THE USER CAN GENERATE 50'2!$%�484 TEXT1LE NECESSARY TO DO /4! WITH �'��'�'023�'3-�7I&I
VIA &40�

&IGURE � /4!
&40 IN -ESHLIUM
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&IGURE � /4!
&40 PLUGIN

&IRSTLY� THERE ARE THREE POSSIBILITIES TO BE CHOSEN�


 3ELECT ./?&“,% TO INFORM 7ASPMOTE THAT NO /4! IS NECESSARY�


 3ELECT A NEW1LE GENERATED BY THE 7ASPMOTE PLATFORM“$% SO AS TO UPDATE THE 7ASPMOTE�S PROGRAM�


 3ELECT AN EXISTING BINARY IF THE USER NEEDS TO UPDATE TO AN OLDER PROGRAM� 4HE1LES ARE STORED IN THE FOLLOWING
PATH� �MNT�USER�OTA�

3ECONDLY� THE PROGRAM VERSION IS ALWAYS SET BY THE USER BEFORE GENERATING THE NEW 50'2!$%�484 1LE� 4HERE IS A
SPECI1C INPUT TO INDICATE THE PROGRAM VERSION�“T MUST BE DE1NED AS A �
UNSIGNED
BYTE NUMBER �RANGE� FROM � TO
���	�

&INALLY� THERE IS A BUTTON TO GENERATE THE NEW 50'2!$%�4841LE�

/NCE THESE STEPS HAVE BEEN COMPLETED� THE BINARY1LE AND THE PROPER 50'2!$%�4841LE WILL BE READY FOR THE
7ASPMOTE DEVICES DEPLOYED WHICH TRY TO PERFORM /4! VIA &40 TRANSMISSION� 4HIS1LE IS SHOWN IN THE WINDOW OF THE
APPLICATION REPRESENTING THE ACTUAL BINARY PREPARED FOR /4!�
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��� -ESHLIUM 6ISUALIZER

-ESHLIUM 6ISUALIZER IS A PLUGIN WHICH PLOTS GRAPHS AND MAPS WITH THEDATA STORED IN THE DATABASE�“T CAN ALSO EXPORT
DATA IN COMMON FORMATS� -ESHLIUM 6ISUALIZER IS A SPECIAL SOFTWARE FEATUREONLY AVAILABLE IN THE -ESHLIUM UNITS
INCLUDED IN THE“O4 6ERTICAL +ITS �3MART #ITIES“O4 6ERTICAL +IT� 3MART 7ATER“O4 6ERTICAL +IT� ETC	 AND 3OLUTION +ITS WITH
-ESHLIUM� 4HE SERVICE IS VALID FOR ,IBELIUM STANDARD SENSORS �IT DISPLAYS THE�#ATALOG SENSORS�	�

&IGURE � -ESHLIUM 6ISUALIZER CAN PLOT GRAPHS AND GEO
LOCATE DATAON MAPS

0LEASE NOTE THAT THIS IS A PAID SERVICE� %ACH -ESHLIUM COMES WITH ��� VISUALIZATIONS� !FTER ��� VISUALIZATIONS� USERS
CAN CONTACT ,IBELIUM 3ALES $EPARTMENT �SALES LIBELIUM�COM	 IF THEY WANT TO CONTINUE USING THE SERVICE�

����� 7ORKING WITH THE 6ISUALIZER

/N THE TOP OF THE PAGE YOU CAN USE A SIMPLE FORM TO MAKE ALL YOUR QUERIES� 4O DOSO� JUST FOLLOW THESE STEPS�

&IGURE � &ILLING -ESHLIUM 6ISUALIZER�S FORM

�� 3ELECT ONE 0LUG � 3ENSE� FROM THE LIST� !LL 0LUG � 3ENSE� UNITS WITH FRAMES IN THE DATABASE WILL BE SHOWN�

�� /NCE A 0LUG � 3ENSE�“S SELECTED� ALL ITS SENSORS WILL BE LOADED� 4HIS PROCESS IS REPEATED EACH TIME YOU CHANGE
THE SELECTED 0LUG � 3ENSE��

�� 3ELECT THE PERIOD OF TIME YOU WANT TO SEE IN THE CHART� 4HE�,IVE� OPTION READS DIRECTLY FROM THE DATABASE�
WHILE THE REST OPTIONS READ FROM A1LE GENERATED EVERYDAY BY THE SERVICE CRON� &OR EACH 0LUG � 3ENSE�� CRON
GENERATES �1LES EACH DAY� ONE FOR THE LAST DAY� OTHER FOR LAST � DAYS� OTHER FOR LAST �� DAYS AND OTHER FOR THE
LAST �� DAYS�

�� (IT ON THE�3HOW $ATA� BUTTON AND� IF YOUR QUERY HAS RESULTS TO SHOW� -ESHLIUM 6ISUALIZER WILL SHOW THEM� 4HE
REMAINING VISUALIZATION NUMBER WILL DECREASE IN ONE UNIT�“F THE QUERY DOES NOT HAVE ANY RESULTS� A MESSAGE
WILL APPEAR NOTIFYING THE SITUATION� THE AVAILABLE VISUALIZATIONS REMAIN WITHOUT CHANGES�
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&IGURE � -ESHLIUM 6ISUALIZER SHOWING ONE GRAPH

“F YOUR QUERY HAS '03 RESULTS �DATA FRAMES WITH '03 INFORMATION	� THE�-AP � TAB WILL BE SHOWN�“F IT IS NOT THE CASE�
LIKE IN THE PREVIOUS PICTURE� THIS TAB REMAINS DISABLED�

&IGURE � ,OCATING NODE ON A MAP THANKS TO -ESHLIUM 6ISUALIZER
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4HE�$ATA� TAB SHOWS A LIST OF SENSOR VALUES� ORDERED BY TIME�

&IGURE � -ESHLIUM 6ISUALIZER SHOWING THE $ATA TAB

4HE�%XPORT� TAB SHOWS TWO CALENDARS TO SELECT THE INITIAL AND1NAL DATE� 4HIS FEATURE DOES NOT TAKE INTO ACCOUNT THE
BLOCK ON THE TOP OF THE PAGE� IT WILL EXPORT ALL DATA FROM ALL 0LUG � 3ENSE� UNITS BETWEEN THESE DATES� $ATA CAN BE
EXPORTED IN � FORMATS �#36�31,� 8-,� 484 AND (4-,	 AND COMPRESSED IN : “0�

&IGURE � #ON1GURING -ESHLIUM 6ISUALIZER TO EXPORT DATA
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��� #LOUD #ONNECTORS

4HE AIM OF THIS CHAPTER IS TO INTRODUCE THE USER TO THE -ESHLIUM #LOUD #ONNECTOR FUNCTIONALITY� 4HIS SECTION WILL
HELP YOU TO CONNECT YOUR -ESHLIUM TO A THIRD PARTY CLOUD PLATFORM�

/NLY SENSOR DATA CAN BE SENT TO THE CLOUD SERVICES�

&IGURE � #LOUD CONNECTOR DIAGRAM

“NTERFACING -ESHLIUM WITH �RD PARTY CLOUD SERVICES SHOULD BE THE LAST STEP THEUSER DEVELOPS IN ANY PROJECT� 4HE
USER SHOULD ANALYZE IF THE USE OF CLOUDS IS NEEDED� AND IF SO� THAT WILL BE THE LAST STEP IN THE PROJECT� "EFORE TRYING
CLOUDS� MAKE SURE ALL THE 7ASPMOTE UNITS ARE SENDING FRAMES TO -ESHLIUM� AND -ESHLIUM IS RECEIVING AND INSERTING
THEM ON THE LOCAL DATABASE PROPERLY�

7HAT IS A CLOUD PLATFORM�

#LOUD COMPUTING IS A MAJOR CHANGE IN OUR INDUSTRY� /NE OF THE MOST IMPORTANTPARTS OF THAT PARADIGM ARE CLOUD
PLATFORMS� 4HIS KIND OF PLATFORMS LET DEVELOPERS WRITE APPLICATIONS THAT RUN IN THE CLOUD� USE SERVICES PROVIDED FROM
THE CLOUD OR BOTH�
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-ESHLIUM #LOUD #ONNECTOR

-ESHLIUM RUNS A SET OF SCRIPTS FOR IMPLEMENTING THE DATA SYNCHRONIZATION FROM ITS INTERNAL DATABASE�TO THE CLOUD��
“N OTHER WORDS� THOSE SCRIPTS SEND DATA TO WEBSERVERS WHERE THE CLOUD SERVICE PROVIDERS HOST THEIR CLOUDS� 4HOSE
SCRIPTS ARE CALLED #LOUD #ONNECTOR�

7E HAVE DIVIDED THE #LOUD #ONNECTOR INTO � GROUPS��0REMIUM�� �!DVANCED� AND�"ASIC� �

&IGURE � #LOUD #ONNECTOR MAIN MENU ON THE -ANAGER 3YSTEM
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����� 0REMIUM #LOUD 0ARTNERS

������� !RROW

!RROW #ONNECT “O4 #LOUD 0LATFORM

!RROW #ONNECT IS A SOFTWARE SOLUTION THAT PLUMBS THE DATA FROM THE EDGE TO THE CLOUD� $EVELOPED BY !RROW
%LECTRONICS AND DESIGNED WITH SECURITY� SCALE�2EXIBILITY� DEVICE MANAGEMENT� OPEN !0“S AND EXTENSIBILITY AS CORE
TENANTS ENABLING BROAD USE CASES ACROSS MULTIPLE INDUSTRIES� 9OU CAN PROVISION� CONTROL� IMPORT� ASSIGN� ACTIVATE�
UPDATE� SUSPEND� REPLACE� DEACTIVATE� AND MORE� ALL FROM A SINGLE PLATFORM�!RROW #ONNECT MAKES DEVICE MANAGEMENT
EASY SO YOU CAN FOCUS ON DRIVING BUSINESS VALUE VIA DATA ANALYTICS AND MACHINE LEARNING TOOLS�

6ISITHTTP���IOT�ARROW�COM�DEVELOPER�HTMLFOR MORE INFORMATION�

2EGISTER -ESHLIUM IN !RROW #ONNECT

4O REQUEST FOR A DEVELOPER ACCOUNT IN !RROW #ONNECT PLATFORM� FOLLOW THE $EVELOPER 2EGISTRATION PROCESS ON
HTTPS���PORTAL�ARROWCONNECT�IO���SIGNUPOR PLEASE EMAIL TOTNGUYEN ARROW�COMINCLUDING THE FOLLOWING INFORMATION�


 #OMPANY NAME�


 &ULL NAME�


 4ITLE�


 %MAIL ADDRESS�


 (OW DID YOU HEAR ABOUT US�


 3HORT DESCRIPTION OF YOUR PROJECT�

,OG ON TO THE PORTAL ATHTTPS���PORTAL�ARROWCONNECT�IOUSING YOUR DEVELOPER ACCOUNT�

&IGURE � !RROW PORTAL
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http://iot.arrow.com/developer.html
https://portal.arrowconnect.io/#/signup
mailto:tnguyen@arrow.com
https://portal.arrowconnect.io


#LOUD #ONNECTORS

7ITH THE DEVELOPER ACCOUNT� YOU HAVE A PRIVATE APPLICATION INSTANCE WITH FULL ADMIN ACCESS� 5PON LOGGING IN� CLICK
ON !DMINISTRATION � !CCESS +EYS� THEN CLICK ON THE -ASTER +EY� 9OU CAN SAVE THE�#LIENT %NCRYPTED !0“ +EY� AND
�#LIENT %NCRYPTED 3ECRET +EY� TO THE NOTEPAD� 4HIS PAIR OF KEYS WILL BE USED TO CON1GURE THE -ESHLIUM TO CONNECT
TO YOUR CLOUD ACCOUNT�

&IGURE � !CCESS +EY

#ON1GURATION

0ASTE THE KEYS ABOVE INTO THE � TEXT AREAS AS SCREEN
SHOT BELOW�

&IGURE � #ON1GURE !RROW
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#LOUD #ONNECTORS

!LL THE DEFAULT CON1GURATION VALUES SHOULD BE APPROPRIATE AND YOU DO NOT NEED TO CHANGE THEM� #LICK ON THE�3AVE�
BUTTON FOR STORING THE CON1GURATION1ELDS�


 !0 “ 52,�


 -144 52,�


 %NCRYPTED !0“ +EY�


 %NCRYPTED 3ECRET +EY�

!FTER CLICKING THE�3AVE� BUTTON� YOU ALSO NEED TO CLICK ON�2ESET ,OCAL $ATABASE�� OTHERWISE YOUR CHANGES WILL NOT
BE AŠECTED�

“N ALL CASES� TO PREVENT LOCAL DATABASE CORRUPTION� THE CON1GURATION SHOULD NEVER BE UPDATED WHILE THE !RROW
#ONNECT“O4 #LOUD #ONNECTOR IS RUNNING� 5SE THE 3TART�3TOP BUTTONS AS DESCRIBED BELOW TO STOP IT BEFORE MAKING
CHANGES� RESTART IT AFTER SAVING CHANGES�

#ONTROLLING SYNCHRONIZATION

,AUNCH THE -ESHLIUM !RROW #ONNECT“O4 #LOUD BACKGROUND PROCESS �3TART BUTTON	� 4HE PROGRAM WILL SEARCH FOR THE
RECEIVED FRAMES ON THE LOCAL DATABASE� AND WILL SEND THEM TO THE !RROW #ONNECT“O4 #LOUD 0LATFORM� 4HE STATUS
INDICATOR DISPLAYS THE CURRENT STATE� 'REEN COLOUR MEANS RUNNING�

&IGURE � 3YNCHRONIZATION STOPPED

3TOP THE !RROW #ONNECT PROGRAM ANYTIME BY CLICKING ON THE�3TOP� BUTTON� 2ED COLOUR MEANS STOPPED�

&IGURE � 3YNCHRONIZATION RUNNING
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#LOUD #ONNECTORS

7HILE THE PROGRAM IS RUNNING� LOG ON TO THE !RROW #ONNECT PORTAL TO CHECK THATTHE -ESHLIUM AND 7ASPMOTES HAVE
BEEN PROPERLY REGISTERED AND ARE SENDING TELEMETRY DATA� 3EE SOME EXAMPLE SCREEN
SHOTS BELOW�

&IGURE � !RROW GATEWAYS DISPLAY

&IGURE � !RROW -ESHLIUM DISPLAY
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#LOUD #ONNECTORS

&IGURE � !RROW 7ASPMOTE DISPLAY
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#LOUD #ONNECTORS

������� %LEMENT"LUE 
 2IGHT3ENSOR

2IGHT3ENSOR IS A SOLUTION COMPANY DESIGNED TO PROVIDE SENSORS� SERVICES AND SUPPORT FOR“NDUSTRIAL“NTERNET OF
4HINGS PROJECTS�

&IGURE � %LEMENT"LUE 2IGHT3ENSOR #LOUD

4HE 2IGHT3ENSOR CLOUD CONNECTS INTERFACE WORKS DIRECTLY WITH %LEMENT "LUE�S 3ENSOR“NSIGHTm “NDUSTRIAL“NTERNET OF
4HINGS 0LATFORM�

3ENSOR“NSIGHTm IS USED BY COMPANIES FOR THE INTEGRATION� DISPLAY AND DETAILED ANALYSIS OF DATA FROM MULTIPLE SOURCES
PROVIDING AN ENVIRONMENT WHERE USERS CAN VIEW AND COMPARE REAL
TIME AND HISTORIC DATA PATTERNS� RECEIVE ALERTS
AND NOTI1CATIONS� AND TRIGGER WORK2OWS AND ACTIONS BASED ON THE DATA FOR USE IN INDUSTRIAL ENVIRONMENTS�

4O USE THE SERVICE YOU MUST HAVE AN ACCOUNT WITH %LEMENT "LUE�S 3ENSOR“NSIGHT“NDUSTRIAL“NTERNET OF 4HINGS
0LATFORM� &OR MORE INFORMATION VISIT�WWW�SENSORINSIGHT�IOANDWWW�RIGHTSENSOR�COM�

#ON1GURATION

"Y EXPANDING THE 2IGHT3ENSOR MENU ITEM ON THE LIST YOU CAN SEE THE FORM IN WHICHTO SET YOUR CONNECTION PARAMETERS�
4HE FORM ACCEPTS THE FOLLOWING � PARAMETERS�


 #LIENT “$� 4HIS IS A UNIQUE“$ PROVIDED TO YOU FROM THE 3ENSOR“NSIGHT SERVICE�


 'ATEWAY “$ � 4HIS IS AN“$ YOU PROVIDE TO UNIQUELY IDENTIFY THIS -ESHLIUM DEVICE�


 5SER .AME � 4HIS IS THE USER NAME REQUIRED TO SEND YOUR DATA TO THE 3ENSOR“NSIGHT CLOUD�


 0ASSWORD� 4HIS IS THE PASSWORD REQUIRED TO SEND YOUR DATA TO THE 3ENSOR“NSIGHT CLOUD�

&IGURE � #ON1GURING %LEMENT"LUE 2IGHT3ENSOR IN -ESHLIUM

4HESE PARAMETERS CAN BE OBTAINED FROM YOUR 3ENSOR“NSIGHT ACCOUNT PAGE� ,EARN MORE ATWWW�SENSORINSIGHT�IO�
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www.sensorinsight.io
www.rightsensor.com
www.sensorinsight.io


#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

4O LAUNCH THE CLOUD CONNECTOR SERVICE AND START SENDING YOUR DATA TO 2IGHT3ENSOR PRESS THE�3TART� BUTTON�

&IGURE � %LEMENT"LUE 2IGHT3ENSOR SYNCHRONIZATION SERVICE IS RUNNING

9OU CAN STOP AT ANY MOMENT CLICKING ON THE�3TOP� BUTTON�

&IGURE � %LEMENT"LUE 2IGHT3ENSOR SYNCHRONIZATION SERVICE IS STOPPED

0ROBLEMS

4HE 2IGHT3ENSOR #LOUD #ONNECTOR SERVICE HAS BUILT
IN LOGGING AND DEBUGGING CAPABILITY� 0LEASE CONTACT 2IGHT3ENSOR
ATWWW�RIGHTSENSOR�COMFOR TROUBLESHOOTING INFORMATION�
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#LOUD #ONNECTORS

������� %RICSSON $$-

4HE $$- �$EVICE AND $ATA -ANAGEMENT	 CLOUD CONNECTOR WILL INTEGRATE -ESHLIUM ASA $$- GATEWAY WITH MINIMAL
EŠORT AND CON1GURATION�

-ORE INFORMATION ON $$- AND“O4 !CCELERATOR�

HTTPS���WWW�ERICSSON�COM�OURPORTFOLIO�PRODUCTS�IOT
ACCELERATOR�NAV�PRODUCTCATEGORY���\FGB?���?���

2EGISTER -ESHLIUM IN $$-

2EGISTER A GATEWAY WITH THE PRE
CON1GURED -ESHLIUM GATEWAY TYPE IN YOUR DEVICE NETWORK IN $$-�“F THE -ESHLIUM
GATEWAY TYPE IS MISSING IN YOUR INSTANCE OF $$-� PLEASE CONTACT $$- SUPPORT�“F YOU ARE UNFAMILIAR WITH $$-� YOU
CAN READ MORE ABOUT HOW THE PLATFORM WORKS ONHTTP���DOCS�APPIOT�IO��

#ON1GURATION

4HE1GURE BELOW SHOWS THE MAIN CON1GURATION PAGE FOR THE $$- CLOUD CONNECTOR� 4HE FOLLOWING IS A DESCRIPTION
OF THE COMPONENTS IN THE CONNECTOR�S 5SER“NTERFACE�

&IGURE � #ON1GURATION OVERVIEW

3YNC “NTERVAL� 3ETS THE NUMBER OF SECONDS TO SYNCHRONIZE WITH $$-� 4HE DEFAULT VALUE IS �� SECONDS� 0LEASE
TAKE INTO CONSIDERATION WHEN SETTING THIS VALUE THAT -ESHLIUM IS A RESOURCE
CONSTRAINED DEVICE� 4HE SHORTEST
SYNCHRONIZATION INTERVAL IS �� SECONDS�

2ECORDS PER SYNC� 3ETS THE NUMBER OF SENSOR VALUES READ FROM THE -ESHLIUM�S DATABASE PER SYNCHRONIZATION�
4HE DEFAULT VALUE IS ��� RECORDS PER SYNCHRONIZATION�“T IS NOT RECOMMENDED SETTING THIS VALUE ANY HIGHER THAN ���
DUE TO THE MEMORY LIMITATIONS OF -ESHLIUM�

,OG LEVEL� 4HIS CONTROLS THE LOG OUTPUT FROM THE $$- CONNECTOR� 4HE LOG LEVELS 3EVERE AND 7ARNING WILL ONLY
OUTPUT MESSAGES THAT IN SOME WAY MAY AŠECT OPERATIONAL FUNCTIONALITY OF THE CLOUD CONNECTOR� !LL OTHER LEVELS OF
LOGGING� EXCEPT /Š� WILL OUTPUT GENERAL EVENTS FROM THE CLOUD CONNECTOR� 4HE LOG LEVEL“NFO WILL FOCUS ON EVENTS
REGARDING ACTIONS TAKEN BY THE CONNECTOR� /THER LEVELS� LIKE &INE� WILL OUTPUT THIRD PARTY LIBRARY LOGS AS WELL�

2EGISTRATION TICKET� 4HE REGISTRATION TICKET THAT WILL BE USED BY THE GATEWAY INTEGRATED IN THE CLOUD CONNECTOR�
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#LOUD #ONNECTORS

3ENSOR MAPPING� 4OGGLES THE SENSOR MAPPING TABLE USED TO TRANSLATE SENSOR TYPES BETWEEN -ESHLIUM AND $$-�
!N EXAMPLE OF THE TABLE CAN BE SEEN IN THE NEXT IMAGE� WHERE THE LEFT HAND SIDE LISTS THE SENSORS FROM -ESHLIUM AND
THE RIGHT HAND SIDE LISTS THE SENSORS 52“ FROM $$-� .OTE THAT THE EMPTY VALUE REPRESENTS AN UNMAPPED SENSOR�
4HE $$- CLOUD CONNECTOR WILL ONLY TRY TO SYNCHRONIZE SENSOR VALUES THAT ARE NOT EMPTY�

&IGURE � 3ENSOR MAPPING

!S SHOWN IN THE1GURE BELOW� ADD CUSTOM MAPPINGS IN THE CASE THAT YOUR SENSOR TYPE IS NOT PRESENTIN THE STANDARD
SET OF SENSOR TYPES ON THE -ESHLIUM� #LICK THE�8� NEXT TO THE MAPPING TO REMOVE A MAPPING�

&IGURE � !DDING A SENSOR MAPPING

3ERIAL NUMBERS� 4HE DROP
DOWN LISTS ALL THE 7ASPMOTES AVAILABLE AND�OR REGISTERED IN $$-�4HE CON1GURED STATE
BETWEEN $$- AND THE 7ASPMOTES ARE DISPLAYED NEXT TO THE 7ASPMOTE“$� 4HERE ARE � STATES� .OT REGISTERED�
2EGISTERED AND 2EGISTERED �.OT SEEN	� 4HE .OT REGISTERED STATE REPRESENTS A 7ASPMOTE TRANSMITTING TO THE -ESHLIUM
THAT IS NOT REGISTERED IN $$-� 4HE 2EGISTERED STATE REPRESENTS A 7ASPMOTE TRANSMITTING TOTHE -ESHLIUM THAT IS
REGISTERED IN $$-� 4HIS IS THE STATE WHERE THE CONNECTOR SYNCHRONIZES DATA WITH $$-� 4HE LAST STATE� 2EGISTERED
�.OT SEEN	� IS WHEN A 7ASPMOTE IS REGISTERED IN $$- BUT HAS NO RECORD OF TRANSMITTING TO THE -ESHLIUM� 4HE BUTTON
NEXT TO THE DROP
DOWN WILL COPY THE SELECTED 7ASPMOTE“$ TO YOUR CLIPBOARD�

&IGURE � 3ENSOR MAPPING

$$- 'ATEWAY 3TATUS AND 3TART�3TOP� 4HE ROUND ICON INDICATES THE CURRENT STATE OF THE CONNECTOR� 4HE ICON WILL BE
EITHER GREEN OR RED DEPENDING ON IF THE CONNECTOR IS RUNNING OR NOT� 4HE GREEN START BUTTONWILL START THE CONNECTOR�
7HEN CLICKED� IT CHANGES INTO A STOP BUTTON� 4O STOP THE CONNECTOR PRESS THE RED STOP BUTTON�

&IGURE � 'ATEWAY STATUS

,OG TAB� !S SEEN THE FOLLOWING SCREENSHOT� YOU CAN REVIEW THE LATEST LOGS FROM THE CONNECTOR�4HE REFRESH BUTTON
WILL RELOAD THE LOG WINDOW AND DISPLAY THE LATEST LOGS� 4HE DELETE BUTTON WILL EMPTY THE LOG1LE ON THE -ESHLIUM
UNIT�

&IGURE � ,OG OVERVIEW
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#LOUD #ONNECTORS

3ETUP

�� 3TOP THE CONNECTOR� IF IT WAS RUNNING�

�� 3UPPLY THE REGISTRATION TICKET1ELD WITH A VALID TICKET�

�� 3TART THE CONNECTOR�“T WILL BEGIN LISTENING FOR NOTI1CATIONS FROM $$-�

�� #REATE DEVICE TYPES IN $$- TO REPRESENT YOUR 7ASPMOTES� 4HE CLOUD CONNECTOR WILL RECEIVE NOTI1CATIONS ABOUT
DEVICES AND SENSORS MODI1CATIONS�

�� 3ET THE DESIRED SYNCHRONIZATION INTERVAL AND LIMIT� PLEASE SELECT THESE PARAMETERS WITH CARE�

�� 3ET THE DESIRED LOGGING LEVEL�

�� 2ESTART THE CONNECTOR�“T WILL INITIALIZE INTERNAL STRUCTURES ACCORDING TO NEWLY CREATED AND MODI1ED SENSORS�

�� -AP THE -ESHLIUM SENSOR TYPES TO THE CORRESPONDING SENSOR HARDWARE TYPES IN $$-�

�� “F YOU ARE USING USER
DE1NED SENSOR TYPES ON THE -ESHLIUM� MAKE SURE TO ADD THESE TO THE CONNECTOR�S SENSOR
MAPPING TABLE�

��� ! RESTART OF THE CONNECTOR IS ALWAYS REQUIRED FOR SAVED CHANGES TO TAKE EŠECT� STOP THE CONNECTOR BEFORE
SAVING� THE PRESS THE�3AVE� BUTTON AND THE THE�3TART� BUTTON�

.OTES


 7HEN REGISTERING A 7ASPMOTE DEVICE IN $$-� THE DEVICE NAME USED IN $$- MUST CORRESPOND TO THE 7ASPMOTE
NAME THAT THE DEVELOPER USED IN THE &RAME INSTANCE�


 4HE CLOUD CONNECTOR CAN HANDLE SENSOR TYPES WITH MULTIPLE1ELDS IF THEY ARE DE1NED IN THE SENSORS TABLE ON
-ESHLIUM� %XAMPLE� !## HAS THREE1ELDS AND TRANSLATES TO !00“/4�?!##� !00 “/4�?!## AND !00 “/4�?!##�
4HE !00 “/4 PRE1X WILL APPEAR ON ALL MULTI
1ELD TYPES AND THE NUMBERING IS THE INDEX OF EACH1ELD VALUE�


 4HE CLOUD CONNECTOR DOES NOT SUPPORT MULTI
1ELD� USER
DE1NED SENSOR TYPES�


 �� 
 V���



#LOUD #ONNECTORS

������� ,IBELIUM #LOUD "RIDGE SERVICE

4HE ,IBELIUM #LOUD "RIDGE SERVICE ENABLES TO ANY SENSOR NODE TO PUSH DATA DIRECTLY AND IN A SECURED WAY TO THE
MAIN CLOUD SERVICES�

4HIS SERVICE ALSO ENABLES THE USER TO MANAGE THEIR -ESHLIUM UNITS REMOTELY�

&OR MORE INFORMATION ABOUT THE ADVANTAGES OF USING THE "RIDGE� CHECK ITS GUIDE�

HTTP���WWW�LIBELIUM�COM�DOWNLOADS�DOCUMENTATION�BRIDGE?TECHNICAL?GUIDE�PDF

2EGISTER -ESHLIUM AND 0LUG � 3ENSE� UNITS ON ,IBELIUM�S 3ERVICES #LOUD
-ANAGER

4O START USING THE "RIDGE YOU MUST HAVE1RST REGISTERED YOUR 0LUG � 3ENSE� DEVICES AND YOUR -ESHLIUM UNITS ON THE
3ERVICES #LOUD -ANAGER� AS EXPLAINED IN THE�3ERVICE #LOUD -ANAGER� GUIDE THAT YOU WILL1ND ON THE FOLLOWING LINK�

HTTP���WWW�LIBELIUM�COM�DOWNLOADS�DOCUMENTATION�SERVICE?CLOUD?MANAGER?GUIDE�PDF

#ON1GURATION

9OU WILL USE THE CON1GURATION PREVIOUSLY OBTAINED ON THE "RIDGE TO CERTIFY YOUR -ESHLIUM AS A VALID SENDER OF
MESSAGES�

4HE "RIDGE PLUGIN IS LOCATED IN�

#LOUD #ONNECTORÑ 0REMIUM #LOUD 0ARTNERÑ ,IBELIUM #LOUD "RIDGE

“N THE CON1GURATION PANEL� THE USER CAN SET�


 5SER� EMAIL USED TO ACCESS TO THE 3ERVICES #LOUD -ANAGER�


 0ASSWORD� 0ASSWORD USED TO ACCESS TO THE 3ERVICES #LOUD -ANAGER�


 %NABLE 2EMOTE -ANAGEMENT� 7HEN THE PARAMETER IS ON� YOU ENABLE THIS -ESHLIUM UNIT TO BE REMOTELY
MANAGED�“F THE PARAMETER IS OŠ� YOU WILL NOT BE ABLE TO MANAGE THE -ESHLIUM REMOTELY�

&IGURE � #ON1GURATION PANEL


 3ENSOR NODES� “N THIS SECTION YOU CAN SELECT THE DEVICES WHICH WILL SEND DATA TO THE "RIDGE� 4OBE ABLE TO
SELECT ANY OF THE DEVICES SHOWN ON THE LIST� YOU MUST HAVE REGISTERED THEM ON THE 3ERVICES #LOUD MANAGER� AS
INDICATED BEFORE�
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#LOUD #ONNECTORS

&IGURE � 0LUG � 3ENSE� UNITS PANEL

7HEN YOU CHANGE ANY OF THE CON1GURATION PARAMETERS� THE�3AVE� BUTTON TURNS RED AND A MESSAGE WILL APPEAR
INDICATING THAT SOME CHANGES ARE NOT SAVED� 9OU CANNOT USE THE CLOUD CONNECTOR WITH THE NEW CON1GURATION UNTIL
THE CHANGES ARE SAVED�

&IGURE � #ON1GURATION PENDING

#LICK THE�3AVE� BUTTON FOR STORING THE CON1GURATION1ELDS AND START USING THE SERVICE�“F YOU ENTERED WRONG
PARAMETERS� A MESSAGE WILL APPEAR INDICATING THAT ONE OR MORE OF YOUR PARAMETERS ARE INCORRECT�

&IGURE � “NCORRECT 5SER OR 0ASSWORD ERROR MESSAGE

“F YOU HAVE NOT REGISTERED YOUR -ESHLIUM ON THE "RIDGE� EVEN THOUGH YOU HAVE CORRECTLY CON1GURED YOUR ACCESS
DATA FROM THE CLOUD� A MESSAGE WILL APPEAR INDICATING THAT YOU NEED TO REGISTERYOUR -ESHLIUM� AS SHOWN IN THE
FOLLOWING IMAGE�
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#LOUD #ONNECTORS

&IGURE � �-ESHLIUM NOT REGISTERED� ERROR MESSAGE

#ONTROLLING SYNCHRONIZATION

/NCE THE CLOUD CONNECTOR IS CON1GURED� THE USER CAN START THE SYNCHRONIZATION CLICKING THE�3TART� BUTTON� 4HE
SYSTEM WILL START THE SYNCHRONIZATION OF DATA FROM THE DEVICES THAT YOU PREVIOUSLY SELECTED� !LL DATA WILL BE SYNCHRONIZED�
NOT ONLY THE NEWLY RECEIVED FRAMES� BUT ALSO THE PAST DATA STORED IN THE DATABASE�

4HE STATUS INDICATOR DISPLAYS THE CURRENT STATE� SAYING�2UNNING� OR�3TOPPED��

&IGURE � "RIDGE CLOUD CONNECTOR IS RUNNING

9OU CAN STOP THE SYNCHRONIZATION ANYTIME CLICKING ON THE�3TOP� BUTTON�

&IGURE � "RIDGE CLOUD CONNECTOR IS STOPPED
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#LOUD #ONNECTORS

������� 4ELIT

4HE -ESHLIUM #LOUD #ONNECTOR FOR THE 4ELIT DEVICE7“3%“O4 #LOUD PLATFORM IS PROVIDED TO CONNECT ,IBELIUM 7ASPMOTE
SENSOR DEVICES TO THE 4ELIT #LOUD 0LATFORM�

2EGISTER IN 4ELIT

4HE BASIC STEPS REQUIRED TO CONNECT 7ASPMOTE SENSORS TO THE CLOUD PLATFORM ARE SIMPLE AND STRAIGHT FORWARD�

A	 5SING THE 4ELIT -ANAGEMENT 0ORTAL ATPORTAL�TELIT�COM�


 #REATE�/BTAIN A 4ELIT“O4 0ORTAL !CCOUNT ON A #LOUD /RGANIZATION�


 $E1NE � 4HING $E1NITIONS�

 -ESHLIUM #LOUD #ONNECTOR�


 7ASPMOTE 3ENSOR�


 #REATE AN !PPLICATION 4OKEN FOR THE -ESHLIUM #LOUD #ONNECTOR $E1NITION�

B	 5SING THE -ESHLIUM -ANAGER 3YSTEM WEB BROWSER INTERFACE�


 !CCESS THE 4ELIT DEVICE7“3% 42
�� #LOUD 0LATFORM #ON1GURATION 0ANEL�


 %NTER AND 3AVE THE CON1GURATION DETAILS FOR YOUR -ESHLIUM INCLUDING THE !PPLICATION 4OKEN CREATED
ABOVE�


 3TART THE DEVICE7“3% 42
�� 3ENSOR 0ROCESSING 3ERVICE�

/NCE YOUR 4ELIT“O4 #LOUD ACCOUNT HAS BEEN CON1GURED WITH THE NEW�4HING $E1NITIONS� AND�!PPLICATION� IN SUPPORT
OF THE -ESHLIUM #LOUD #ONNECTOR� YOU ARE READY TO PROCEED WITH CON1GURING YOUR -ESHLIUM GATEWAY�

#ON1GURATION

3ELECT THE�4ELIT DEVICE7“3% #LOUD #ONNECTOR� SERVICE ICON LOCATED ON THE#LOUD #ONNECTORÑ "ASIC #LOUD 0ARTNER
PANEL� #ON1GURE THE1ELDS TO PROVIDE THE REQUIRED CON1GURATION AND CONTROL INFORMATION ON THE�4ELIT DEVICE7“3%
#LOUD #ONNECTOR� MANAGEMENT PANEL AS SHOWN BELOW�

&IGURE � 4ELIT CON1GURATION PANEL
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#LOUD #ONNECTORS

&IGURE � 4ELIT CON1GURATION OPTIONS

7HERE�


 �#LOUD 3ERVER 52,� SPECI1ES THE TARGET 4ELIT“O4 #LOUD 0LATFORM�


 �-ESHLIUM “D� INDICATES THE UNIQUE NAME THAT YOU WOULD LIKE YOUR -ESHLIUM 'ATEWAY TO BE KNOWN AS IN THE
4ELIT“O4 #LOUD 0LATFORM�


 �!PPLICATION 4OKEN� INDICATES THE UNIQUE SECURE TOKEN GENERATED BY THE 4ELIT“O4 #LOUD 0LATFORM FOR DEVICES TO
BE ABLE TO ACCESS YOUR PRIVATE CLOUD ORGANIZATION�


 �0ROCESS &REQUENCY� INDICATES HOW OFTEN THE CLOUD CONNECTOR SHOULD CHECK FOR AND PROCESS NEWLY RECEIVED DATA
FRAMES FROM THE ASSOCIATED 7ASPMOTE�%DGE DEVICES� 6ALID VALUES RANGE FROM �� TO ��� SECONDS�


 �0ROCESS ,IMIT� SPECI1ES THE MAXIMUM NUMBER OF WAITING RECORDS TO PROCESS DURING THE DATA FRAME PROCESSING
CYCLE� 6ALID VALUES RANGE FROM � TO ����

/NCE ALL SETTINGS ARE PROVIDED� SAVE THE CON1GURATION SETTINGS BY PRESSING THE3AVEBUTTON�

&IGURE � 3AVE CON1GURATION BUTTON

“N THE EVENT THAT A1ELD HAS BEEN LEFT BLANK OR A STRING HAS BEEN ENTERED INTO A NUMERIC DATA1ELD� THE1ELD ENTRY
FRAME WILL BE HIGHLIGHTED AND AN ERROR MESSAGE WILL BE DISPLAYED AS SHOWN IN THE SCREEN IMAGES BELOW�
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#LOUD #ONNECTORS

&IGURE � 3AVE CON1GURATION ERROR

!T THIS POINT THE -ESHLIUM #LOUD #ONNECTOR IS CON1GURED AND READY TO START�

#ONTROLLING SYNCHRONIZATION

/NCE THE 4ELIT DEVICE7“3%“O4 #LOUD #ONNECTOR HAS BEEN CON1GURED WITH THE PROPER RUNTIME PARAMETERS� IT IS READY
FOR OPERATION� 4O INITIATE THE CONNECTION FROM THE -ESHLIUM GATEWAY TO THE 4ELIT“O4 #LOUD 0LATFORM AND START THE
BACKGROUND SERVICE AWAITING DATA FRAMES FROM 7ASPMOTE SENSOR DEVICE NODES� PRESS THE 3TART BUTTON�

4O INITIATE THE CONNECTION FROM THE -ESHLIUM GATEWAY TO THE 4ELIT“O4 #LOUD 0LATFORM AND START THE BACKGROUND
SERVICE AWAITING DATA FRAMES FROM 7ASPMOTE SENSOR DEVICE NODES� PRESS THE 3TART BUTTON�

&IGURE � 4ELIT 3TART BUTTON
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#LOUD #ONNECTORS

4O STOP THE BACKGROUND SERVICE FROM AWAITING DATA FRAMES FROM 7ASPMOTE SENSORDEVICE NODES AND TERMINATE THE
CONNECTION FROM THE -ESHLIUM GATEWAY TO THE 4ELIT“O4 #LOUD 0LATFORM� PRESS THE 3TOP BUTTON�

&IGURE � 4ELIT 3TOP BUTTON
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#LOUD #ONNECTORS

������� 4HING7ORX

4HING7ORX IS THE1RST SOFTWARE PLATFORM DESIGNED TO BUILD AND RUN THE APPLICATIONS OF THE CONNECTED WORLD� 4HING7ORX
REDUCES THE TIME� COST� AND RISK REQUIRED TO BUILD INNOVATIVE -ACHINE
TO
-ACHINE �-�-	 AND “NTERNET OF 4HINGS
APPLICATIONS BY PROVIDING A COMPLETE APPLICATION DESIGN� RUNTIME� ANDINTELLIGENCE ENVIRONMENT� 4HE 4HING7ORX
PLATFORM INCLUDES2EXIBLE DEVICE CONNECTIVITY OPTIONS� RAPID APPLICATION DEVELOPMENT TOOLS� SCALABLE STORAGE� AND
SUPPORTS VARIOUS DEPLOYMENT MODELS�

-ORE INFORMATION�HTTP���WWW�THINGWORX�COM�

4HING7ORX INCLUDES THE FOLLOWING FEATURES�


 4HING7ORX #OMPOSER4- � AN END
TO
END APPLICATION
MODELING ENVIRONMENT DESIGNED TO HELP YOU EASILY BUILD
THE UNIQUE APPLICATIONS OF TODAY�S CONNECTED WORLD� #OMPOSER MAKES IT EASY TO MODEL THE 4HINGS� "USINESS
,OGIC� 6ISUALIZATION� $ATA 3TORAGE� #OLLABORATION� AND 3ECURITY REQUIRED FOR ACONNECTED APPLICATION�


 #ODELESS -ASHUP "UILDER� A �DRAG AND DROP� -ASHUP "UILDER EMPOWERS DEVELOPERS AND BUSINESS USERS
TO RAPIDLY CREATE RICH� INTERACTIVE APPLICATIONS� REAL
TIME DASHBOARDS� COLLABORATIVE WORKSPACES� AND MOBILE
INTERFACES WITHOUT THE NEED FOR CODING�


 %XECUTION AND 3TORAGE %NGINE� 4HING7ORX�S EVENT
DRIVEN EXECUTION ENGINE AND �
$IMENSIONAL STORAGE ALLOWS
COMPANIES TO MAKE BUSINESS SENSE OF THE MASSIVE AMOUNTS OF DATA FROM THEIR PEOPLE� SYSTEMS� AND CONNECTED
�4HINGS� 
 MAKING THE DATA USEFUL AND ACTIONABLE�“T ALSO FEATURES A DATA COLLECTION ENGINE THAT PROVIDES UNI1ED�
SEMANTIC STORAGE FOR TIME
SERIES� STRUCTURED� AND SOCIAL DATA AT RATES ��8 FASTER THAN TRADITIONAL 2$"S�


 3EARCH
BASED “NTELLIGENCE� 4HING7ORX315%!, 4- �3EARCH� 1UERY� AND !NALYSIS	 BRINGS 3EARCH TO THE WORLD
OF CONNECTED DEVICES AND DISTRIBUTED DATA� 7ITH 315%!,�S INTERACTIVE SEARCH CAPABILITIES� USERS CAN CORRELATE
DATA THAT DELIVERS ANSWERS TO KEY BUSINESS QUESTIONS�

.OTE� IF YOU NEED MORE INFORMATION ABOUT THESE COMPONENTS� GO TOHTTP���WWW�THINGWORX�COM�PLATFORM�

#ON1GURATION

“NSIDE THE�4HING7ORX� PLUGIN YOU CAN SETUP WHICH 7ASPMOTES IN THE SYSTEM WILL BE PUBLISHED IN 4HING7ORX SERVER�

&IGURE � 4HING7ORX CON1GURATION
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#LOUD #ONNECTORS

4HE PARAMETERS TO SETUP ARE�


 3ERVER ADDRESS� 4HE ADDRESS OF YOUR 4HING7ORX SERVER�


 3ERVER 0ORT� 4HE PORT WHERE YOUR 4HING7ORX SERVER IS ACCESSIBLE�


 -ESHLIUM BIND NAME� 4HE NAME OF THE -ESHLIUM�THING� IN 4HING7ORX� -ESHLIUM THING IS DETECTED IN
4HING7ORX BUT WILL NOT SEND ANY DATA�


 4HING7ORX !PP +EY� 3ECURITY KEY TO SEND DATA TO YOUR 4HING7ORX SERVER�


 33, � %NABLE THIS OPTION IF YOUR 4HING7ORX SERVER USES ENCRYPTED CONNECTION�

#LICK ON THE�3AVE� BUTTON TO WRITE THIS SETUP TO THE 4HING7ORX SERVICE�

4HE STEPS TO SETUP 7ASPMOTES TO SEND TO 4HING7ORX ARE�


 #LICK ON THE BUTTON�,OAD LOCAL 7-� � 4HIS WILL READ 7ASPMOTES THAT HAVE DATA IN THE SENSOR DATABASE�

&IGURE � 'ETTING 7ASPMOTES FROM THE SYSTEM


 ! PANEL WITH THE DEVICES IS DISPLAYED� WITH A LIST OF THE SENSORS RECEIVED FROM EACH 7ASPMOTE�

&IGURE � 7ASPMOTES TO BE SEND TO 4HING7ORX


 “T IS POSSIBLE TO DELETE A 7ASPMOTE FROM THE LIST CLICKING ON ITS�$ELETE� BUTTON� 4HIS DEVICE WILL NOT BE PUBLISHED
TO THE 4HING7ORX PLATFORM�

&IGURE � $ELETE A 7ASPMOTE FROM THE LIST
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#LOUD #ONNECTORS


 /NCE THE LIST IS CORRECT� CLICKING ON THE BUTTON�7RITE 4HING7ORX SETUP� WILL PUSH THIS SETUP TO THE 4HING7ORX
%-3 SERVICE�

&IGURE � 7RITE THE SETUP TO 4HING7ORX SERVICE

!FTER RESTARTING THE %-3 AND ,5! 3CRIPT SERVICES� THE SETUP WILL BE APPLIED AND YOU WILL SEE YOUR DEVICES IN YOUR
4HING7ORX SERVER�

“F YOU CLICK AGAIN ON THE� 'ET 7ASPMOTES FROM $"� BUTTON� THE PLUGIN WILL READ AGAIN THE $" AND DISPLAY ALL THE
7ASPMOTES�“F YOU DO NOT WRITE THIS CHANGES TO 4HING7ORX SETUP� THIS WILL NOT PROPAGATE TO THE %-3 SERVICE�

9OU CAN RECOVER THE CURRENT 4HING7ORX %-3 SERVICE SETUP BY CLICKING ON THE�,OAD 7- FROM 4HING7ORX��

&IGURE � 7RITE THE SETUP TO 4HING7ORX SERVICE
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#LOUD #ONNECTORS

5SING THE %DGE -ICRO3ERVER �%-3	

4HING7ORX HAS THE ABILITY TO CONNECT VERY QUICKLY AND EASILY TO THE PHYSICAL WORLD AND STRUCTURED DATA SYSTEMS�
4HING7ORX SUPPORTS A VARIETY OF COMMUNICATION PROTOCOLS AND SYSTEM INTERFACES�-ANY ARE IMPLEMENTED DIRECTLY
ON THE 4HING7ORX 0LATFORM� (OWEVER� FOR EDGE DEVICES OR DATA STORES THAT NEED TO CONNECT TO THE PLATFORM USING
THE“NTERNET OR THROUGH1REWALLS ON AN“NTRANET� 4HING7ORX PROVIDES AN %DGE -ICRO3ERVER �%-3	 SOLUTION THAT CAN
BE DEPLOYED WHERE THE DATA IS� AND ALLOWS SECURE� EZ CIENT COMMUNICATION BACK TO THE 4HING7ORX 0LATFORM� 4HIS
SECTION WILL CONCENTRATE ON THE %-3 AND THE CORRESPONDING %DGE 4HING SOFTWARE COMPONENTS�

“N ORDER TO SEND DATA TO THE 4HING7ORX ENVIRONMENT� ANOTHER COMPONENT IS NEEDED� THE ,5!3CRIPT 2ESOURCE
SERVICE� 4HIS SERVICE NEEDS TO BE RUNNING AT THE SAME TIME WITH %DGE -ICRO 3ERVER TO ALLOW DATA ACQUISITION�

4O LAUNCH THE %DGE -ICRO3ERVER �%-3	 PRESS 3TART BUTTON� AND TO STOP IT� PRESS 3TOPBUTTON�

&IGURE � 4HING7ORX %DGE -ICRO3ERVER RUNNING

&IGURE � 4HING7ORX %DGE -ICRO3ERVER STOPPED

4O LAUNCH THE ,5! 3CRIPT RESOURCE PRESS THE 3TART BUTTON� AND TO STOP IT� PRESS THE3TOP BUTTON�

&IGURE � 4HING7ORX %DGE -ICRO3ERVER RUNNING

&IGURE � 4HING7ORX %DGE -ICRO3ERVER STOPPED
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#LOUD #ONNECTORS

����� !DVANCED #LOUD 0ARTNERS

������� -ICROSOFT !ZURE %VENT (UBS

!ZURE IS A CLOUD PLATFORM PROVIDED BY -ICROSOFT� 4HIS PLATFORM HAS A LOT OF SERVICES TO REACH COMMUNICATION
BETWEEN MACHINES AND DEVICES�

4HIS SECTION FOCUSES ON %VENT (UBS� WE CAN REFER THIS TECHNOLOGY AS A WAY TO SEND SHORT MESSAGES VIA (440 2%34
REQUEST� %VENT (UBS IS PART OF 3ERVICE "US� %VENT (UBS IMPLEMENTS A SIMPLE MESSAGE CONSUMER -�- TECHNOLOGY�

&OR MORE INFORMATION ABOUT %VENT (UBS� SEE THE FOLLOWING LINK�
HTTPS���AZURE�MICROSOFT�COM�EN
US�SERVICES�EVENT
HUBS�

3ETUP IN !ZURE 
 #REATING .AME3PACE

"EFORE GETTING THE PARAMETERS TO CONNECT TO %VENT (UB� IT IS NECESSARY TO CREATE A 3ERVICE "US .AMESPACE �SKIP THIS
SECTION IF YOU ALREADY HAVE ONE	�

'O TO THE !ZURE %VENT (UB 0ORTAL�
HTTPS���MANAGE�WINDOWSAZURE�COM

3ELECT THE3ERVICE "USMENU� !T THE BOTTOM OF THE "US SERVICE MANAGER SCREEN YOU WILL SEE A.%7 BUTTON WITH
A PLUS IMAGE� CLICK ON IT� ! POP
UP WINDOW WILL APPEAR WHERE YOU MUST SELECT MESSAGE TYPE�%6%.4 (5" � �

&IGURE � #REATE NEW .AMESPACE
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#LOUD #ONNECTORS

3ETUP IN !ZURE 
 #REATING AN %VENT (UB

“N THIS SECTION WE WILL CREATE AN %VENT (UB THAT WILL RECEIVE OUR DATA FROM -ESHLIUM� !FTER WE DIVE INTO THE 3ERVICE
"US WE HAVE PREVIOUSLY CREATED� WE CAN SEE A MENU ON THE TOP OF THE SCREEN� THEN WE SHOULD CHOOSE�%VENT (UBS�
AND�#REATE A .EW %VENT (UB��

&IGURE � #REATE .EW %VENT (UB �I	

!FTER CLICKING ON THIS MENU� A NEW SCREEN WILL APPEAR� !T THIS POINT WE CANCREATE A NEW EVENT HUB CLICKING ON THE
BOTTOM LEFT ICON LABELED AS .EW�

&IGURE � #REATE A .EW %VENT (UB �II	

!FTER CLICK THIS BUTTON� A POP
UP WINDOW RAISES ABOVE AND YOU ARE NOW ABLETO CREATE AN EVENT HUB� WE ARE GOING TO
CHOOSE�QUICK CREATE� OPTION TO MAKE THIS STEP EASIER�

&IGURE �1UICK #REATE
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#LOUD #ONNECTORS

4YPE YOUR EVENT HUB NAME AND CLICK�#REATE A NEW EVENT HUB� BUTTON TO1NISH THE CON1GURATION PROCESS�

&IGURE � 4YPE THE NEW %VENT (UB NAME

9OU HAVE CREATED AN %VENT HUB FOR ONE DAY DATA RETENTION� WHICH MEANS THAT YOUR DATA WILL BE KEPT ONE DAY�4HIS
METHOD SETS A PARTITION SECTION WITH VALUE�� �� WHICH MEANS THE NUMBER OF PARTITIONS THE %VENT (UB MAY HAVE�

3ETUP IN !ZURE 
 3ETTING UP SHARED ACCESS IN %VENT (UB

7E SET UP A SHARED DIRECTIVE TO SEND DATA WITH CUSTOM CREDENTIALS�/NCE WE ENTERED ON EVENT HUB INFORMATION �BY
CLICKING ON EVENT HUB	� THESE CREDENTIALS CAN BE SET UP IN THE CON1GURATION SECTION� THIS MENU IS ON TOP OF THE
SCREEN�

&IGURE � #ON1GURE THE %VENT

#LICK ON THE�CON1GURE� OPTION AND A NEW SCREEN WILL BE DISPLAYED� (ERE YOU CAN CON1GURE MESSAGE RETENTION� EVENT
HUB STATE� PARTITION COUNT AND SHARED ACCESS POLICIES� 4HIS LAST POINT �SHARED ACCESS POLICIES	 MANAGES CREDENTIALS
TO SEND AND LISTEN MESSAGES �OR BOTH ACTION	� WE WILL CREATE A NEW CREDENTIAL TO SEND MESSAGES� /N�SHARED ACCESS
POLICIES�� TYPE A NAME FOR YOUR KEY� AND IN THE PERMISSIONS DROP
DOWN MENU� SELECT�-ANAGE� PERMISSION� 4HEN
PRESS�SAVE� ON THE BOTTOM OF THE SCREEN�
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#LOUD #ONNECTORS

&IGURE � #ON1GURE THE %VENT 0ERMISSIONS

&INALLY� WE WILL COPY THE INFORMATION NEEDED TO CONNECT THE %VENT (UB CONNECTOR�“N ORDER TO DO THAT� GO TO THE
�$ASHBOARD� OF THE %VENT (UB AND SELECT�6IEW #ONNECTION 3TRING��

&IGURE � %VENT (UB $ASHBOARD
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#LOUD #ONNECTORS

#OPY THE�#ONNECTION 3TRING� THAT APPEARS IN THE SCREEN�

&IGURE � #ONNECTION 3TRING

7E WILL EXTRACT THE INFORMATION NEEDED TO CONNECT THE -ESHLIUM FROM THE�#ONNECTION 3TRING�� 9OU HAVE TO COPY
THE.!-%30!#% � THE$“2%#4“6%?.!-% � THE$“2%#4“6%?+%9AND THE%6%.4(5"?.!-% FROM THE STRING AS THE
FOLLOWING EXAMPLE�

.AMESPACE�%NDPOINT�SB���.!-%30!#% �SERVICEBUS�WINDOWS�NET��3HARED!CCESS+EY.AME�$“2%#4“6%?

.!-% �3HARED!CCESS+EY�$“2%#4“6%?+%9�%NTITY0ATH�%6%.4(5"?.!-%

.OTE THAT THE NAMESPACE IS ONLY A PART OF THE STRING %NDPOINT� IT DOES ./4 INCLUDE THE�SB���� NEITHER THE
��SERVICEBUS�WINDOWS�NET�� PART�
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#LOUD #ONNECTORS

#ON1GURATION

!S RESULT OF PREVIOUS STEPS� WE SHOULD HAVE A NAMESPACE� A DIRECTIVE NAME� ADIRECTIVE KEY AND AN EVENT HUB NAME�
4HESE ARE THE MAIN PROPERTIES WE SHOULD SET IN THE -ANAGER 3YSTEM TO CON1GURE AN %VENT (UB CONNECTION�

.OW WE CAN ACCESS THE -ESHLIUM -ANAGER AND FUL1LL THE !ZURE %VENT (UB1ELDS WITH THE PREVIOUSLY OBTAINED
CON1GURATION�

&IGURE � #ON1GURING !ZURE %VENT (UBS IN -ESHLIUM


 .AMESPACE� .AME OF THE SPACE CREATED IN THE !ZURE SERVICE CLOUD�


 $IRECTIVE NAME� .AME OF THE DIRECTIVE CREATED IN !ZURE�


 $IRECTIVE KEY� +EY OF THE DIRECTIVE ASSOCIATED TO THE PREVIOUS NAME�


 .AME � .AME OF THE %VENT (UB ESTABLISHED IN !ZURE�


 4EMPLATE 1LE� 5SERS CAN DE1NE THEIR OWN DATA STRUCTURE USING THESE WILD
CARDS�


 � “$� � 5NIQUE IDENTI1ER FOR DATA�


 � “$?7!30�� “DENTI1ES THE 7ASPMOTE UNIT�


 � “$?3%#2%4�� 3ECRET IDENTI1ER�


 �3%.3/2�� “DENTI1ES THE SENSOR�


 �6!,5%�� 6ALUE OBTAINED FROM THE SENSOR�

�43� �C� 	�� $ATE WITH CUSTOM FORMAT� 4HE PARAMETER PASSED IN THIS WILD
CARD CORRESPONDS TO THE SAME ONES YOU CAN
USE IN 0(0 DATE FUNCTION �SEE FORMAT PARAMETERS IN
HTTP���PHP�NET�MANUAL�ES�FUNCTION�DATE�PHP�REFSECT�
FUNCTION�DATE
PARAMETERS	�
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#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

/NCE YOU HAVE SAVED THE CON1GURATION� YOU CAN START SENDING YOUR DATA VIA %VENT (UB TO YOUR !ZURE #LOUDBY
PRESSING THE�3TART� BUTTON� 9OU WILL NOTICE ABOUT IT BECAUSE THE SCREEN SHOWS A SPINNING WHEEL WHEN THE PROCESS
STARTS AND DISPLAYS A�RUNNING� STATUS�

&IGURE � !ZURE %VENT (UBS SYNCHRONIZATION SERVICE IS RUNNING

“F YOU WANT TO STOP THIS PROCESS JUST PRESS THE�3TOP� BUTTON� 9OU CAN START�STOP THIS PROCESS WHENEVER YOU WANT�

&IGURE � !ZURE %VENT (UBS SYNCHRONIZATION SERVICE IS STOPPED
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#LOUD #ONNECTORS

������� -ICROSOFT !ZURE “O4 (UB

!ZURE“O4 (UB IS A FULLY MANAGED SERVICE THAT ENABLES RELIABLE AND SECURE BI
DIRECTIONAL COMMUNICATIONS BETWEEN
MILLIONS OF“NTERNET OF 4HINGS �“O4	 DEVICES AND A SOLUTION BACK END� /NE OF THE BIGGEST CHALLENGES THAT“O4 PROJECTS
FACE IS HOW TO RELIABLY AND SECURELY CONNECT DEVICES TO THE SOLUTION BACK END� 4O ADDRESS THIS CHALLENGE�“O4 (UB�


 / ŠERS RELIABLE DEVICE
TO
CLOUD AND CLOUD
TO
DEVICE HYPER
SCALE MESSAGING�


 %NABLES SECURE COMMUNICATIONS USING PER
DEVICE SECURITY CREDENTIALS AND ACCESS CONTROL�


 “NCLUDES THE MOST POPULAR COMMUNICATION PROTOCOLS�

-ORE INFORMATION�HTTPS���WWW�MICROSOFT�COM�EN
US�CLOUD
PLATFORM�INTERNET
OF
THINGS
AZURE
IOT
SUITE�

7ITH THIS PLUGIN� -ESHLIUM CAN SEND MESSAGES TO YOUR CLOUD BACK
END�

&IGURE � !ZURE “O4 (UB PLUGIN
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#LOUD #ONNECTORS

2EGISTER -ESHLIUM IN !ZURE 0ORTAL

4O REGISTER -ESHLIUM IN !ZURE 0ORTAL� YOU HAVE TO FOLLOW THE GUIDE� 'ET STARTED WITH !ZURE“O4 (UB FOR *AVA��
HTTPS���AZURE�MICROSOFT�COM�EN
US�DOCUMENTATION�ARTICLES�IOT
HUB
JAVA
JAVA
GETSTARTED��

4HE GUIDE EXPLAINS HOW TO CREATE AN“O4 (UB AND A DEVICE ENTITY�“T IS IMPORTANT TO ANNOTATE THE CONNECTION STRING
GENERATED AFTER CREATING THE DEVICE ENTITY� 9OU WILL NEED THIS PARAMETER LATER FOR THE -ESHLIUM CON1GURATION�

“N THE -ICROSOFT !ZURE 0ORTAL� GO TO“O4 (UB MENU AND SELECT�

$EVICES � MY#REATED$EVICE � 3HARED ACCESS POLICIES � IOTHUBOWNER � #ONNECTION STRING 
 PRIMARY KEY

9OU HAVE TO ANNOTATE THE VALUE OF THIS1ELD�

&IGURE � !NNOTATE THE VALUE OF THE 1ELD
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#LOUD #ONNECTORS

#ON1GURATION

9OU WILL USE THE PREVIOUSLY OBTAINED�CONNECTION STRING� FROM THE !ZURE PORTAL TO CERTI1CATE YOUR -ESHLIUM AS A
VALID SENDER OF MESSAGES�

-ICROSOFT !ZURE“O4 (UB PLUGIN IS LOCATED IN�

#LOUD #ONNECTORÑ 0REMIUM #LOUD 0ARTNERÑ !ZURE“O4 #LOUD

“N THE #ON1GURATION PANEL� THE USER CAN SET�


 #ONNECTION 3TRING� #ONNECTION STRING PREVIOUSLY COPIED�


 .UMBER 2EQUESTS� .UMBER OF REQUESTS TO SEND PER ITERATION�


 3YNC “NTERVAL� 4IME DURATION IN SECONDS BETWEEN SYNCHRONIZING DATA BATCHES�


 0ROTOCOL� #HOOSE THE PROTOCOL TO COMMUNICATE WITH !ZURE“O4 (UB� 6ALID PROTOCOLS ARE�-144 �BY DEFAULT	�
!-103 AND (4403�


 ,OG ,EVEL� 'ENERATE LOG MESSAGES� &ROM FEWER TO MORE DETAILS� THE LEVELS ARE� /&&� %22/2�“.&/� $%"5'�
2%0/24� $EFAULT IS /&&�

&IGURE � !ZURE “O4 (UB CON1GURATION PANEL
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#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

/NCE CON1GURED THE SERVER�BROKER� THE USER CAN LAUNCH THE -ESHLIUM -ICROSOFT !ZURE“O4 (UB SCRIPT �3TART BUTTON	�
4HE PROGRAM WILL SEND TEST MESSAGES TO THE !ZURE“O4 (UB PLATFORM VIA THE SELECTED PROTOCOL� 4HE STATUS INDICATOR
DISPLAYS THE CURRENT STATE� SAYING�2UNNING� OR�3TOPPED��

&IGURE � !ZURE “O4 (UB SENDER IS RUNNING

9OU CAN STOP THE !ZURE“O4 (UB PROGRAM ANYTIME CLICKING ON THE�3TOP� BUTTON�

&IGURE � !ZURE “O4 SENDER IS STOPPED
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#LOUD #ONNECTORS

������� %NSURA

4HE %NSURA #OMMAND � #ONTROL PLATFORM �HTTP���WWW�ENSURACC�COM�	 MANAGES LIVE AND RECORDED VIDEO� AUDIO� AND
DATA2OWS� AND SHOWS SIMULTANEOUS LIVE AND RECORDED VIEWS IN A SINGLE WINDOW� 4HE SYSTEM PROVIDES SERVER
SIDE
AND SENSOR
SIDE 6IDEO #ONTENT !NALYTICS FOR ALL VIDEO CHANNELS� DISPLAYING TRIGGERED ALERTS FROM ANY �RD PARTY
END
ELEMENT�

4HE SYSTEM SUPPORTS BIOMETRIC AND FACE RECOGNITION MODULES� !.02 SYSTEMS� !CCESS #ONTROL SOLUTIONS� 3ECURITY
AND &AILSAFE PLATFORMS� /PEN
ENDED AND INTEGRATION
AGNOSTIC� ADDITIONAL SYSTEMS CAN BE RAPIDLY AND EŠECTIVELY
INTEGRATED INTO AN %NSURA DEPLOYMENT�

%NSURA SUPPORTS EVENT
DRIVEN TRIGGERING OF ACTIVITIES THROUGHOUT THE SYSTEM�AND SUPPORTS DE1NITION OF PREDE1NED
SCENARIOS FOR MANAGEMENT OF ROUTINE AND EMERGENCY EVENTS�

%NSURA ENABLES USERS TO MANAGE MULTIPLE REMOTE SITES USING A SINGLE CLIENT INTERFACE� DISPLAYING REAL
TIME AND
ARCHIVED DATA OF ALL MONITORED SITES CONCURRENTLY�

%NSURA USES ITS 3ENSOR 3ERVER TO RECEIVE DATA FROM THE -ESHLIUM DEVICES OVER (440 REQUESTS�

#ON1GURATION

&IGURE � #ON1GURING %NSURA IN -ESHLIUM


 3ERVER� 4HE“0 ADDRESS OR THE 52, OF YOUR %NSURA 3ENSOR 3ERVER�


 0ORT� 4HE PORT NUMBER ON WHICH THE %NSURA 3ENSOR 3ERVER IS LISTENING FOR CONNECTIONS�


 #LIENT +EY� 4HE IDENTI1ER THAT THE %NSURA 3ENSOR 3ERVER IS CON1GURED TO ACCEPT INFORMATION FROM�


 ,OG ,EVEL� 4HIS IS THE LOG LEVEL USED BY THE CLOUD CONNECTOR WITHIN THE -ESHLIUM DEVICE�3HOULD BE �� EXCEPT
FOR DEBUGGING PURPOSES�

4HIS DATA WILL BE PROVIDED BY THE ADMINISTRATORS OF THE %NSURA PLATFORM�

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE FOR ALL DATA THAT HAS NOT BEEN SYNCHRONIZED IN THE 3ENSOR 0ARSER TABLE EACH TIME�
9OU CAN START AND STOP THE DATA SYNCHRONIZATION TO THE %NSURA 3ENSOR 3ERVER�“N THE INTERFACE YOU CAN SEE AN
INDICATOR OF WHETHER THE STATUS SERVICE IS RUNNING OR NOT�“F YOU CLICK ON�3TART�� THE SYNCHRONIZATION WILL BEGIN�

&IGURE � %NSURA CLOUD CONNECTOR STATUS �3TOPPED�

9OU CAN STOP THE SYNCHRONIZATION AT ANY MOMENT CLICKING ON THE�3TOP� BUTTON�

&IGURE � %NSURA CLOUD CONNECTOR STATUS�2UNNING�
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#LOUD #ONNECTORS

������� “N1SWIFT

&OR MORE DETAILS ON THE PLATFORM� PLEASE VISITHTTPS���WWW�IN1SWIFT�COMAND REVIEW SWIFT,AB DOCUMENTATION�

#ON1GURATION

“N ORDER TO PUBLISH DATA FROM THE -ESHLIUM 'ATEWAY TO THE IN1SWIFT BROKER� YOU WILL NEED TO LOGIN TO THE -ESHLIUM
-ANAGER FOR CON1GURATION� .AVIGATE TO#LOUD #ONNECTORÑ "ASIC #LOUD 0ARTNERÑ IN1SWIFT� 9OU WILL NEED TO
COMPLETE THE FOLLOWING1ELDS IN THE IN1SWIFT #ON1GURATION�

&IGURE � #ON1GURATION PANEL

7ITH THIS PLUGIN� THE 7ASPMOTE SENSOR DATA CAN BE DIRECTLY INTEGRATED WITH AN IN1SWIFT-144 BROKER�

0ULL REQUIRED CON1GURATION INFORMATION FROM IN1SWIFT PORTAL USING EMAIL ID CREATED IN PREVIOUS STEPS�

&IGURE � IN1SWIFT PORTAL
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#LOUD #ONNECTORS


 “0 !DDRESS� 4HIS IS THE BROKER“0 ADDRESS �BETA�IN1SWIFT�COM	 OF THE 'ATEWAY YOU WANT TO CONNECT TO�


 0ORT .UMBER� 4HIS IS THE PORT YOU OPENED UPON CON1GURATION OF -ESHLIUM PLUGIN�


 5SER� 4HIS IS THE USERNAME OF THE DEVICE CREATED AND TO BE SUPPLIED UPON CON1GURATION OF -ESHLIUM PLUGIN�


 0ASSWORD� 4HIS IS THE PASSWORD OF THE DEVICE CREATED AND TO BE SUPPLIED UPON CON1GURATION OF YOUR -ESHLIUM
PLUGIN�


 #LIENT “$� 4HIS IS THE DEVICE“$ FROM $%6“#% #/.3/,% PAGE AND TO BE SUPPLIED UPON CON1GURATION OF -ESHLIUM
PLUGIN�


 4OPIC 4EMPLATE� 4HIS IS THE TOPIC YOU SUPPLIED UPON CON1GURATION OF -ESHLIUM PLUGIN�


 -ESSAGE 4EMPLATE� 4HIS IS THE MESSAGE TEMPLATE OF THE DATA YOU WANT TO SEND� -ESHLIUM GENERATES A DEFAULT
TEMPLATE� BUT YOU CAN PROVIDE YOUR OWN IF IT IS ALIGNED WITH THE -ESHLIUM SPECI1CATIONS�

-ESHLIUM WILL START TO LISTEN FOR AND INGEST DATA COMING FROM YOUR DEVICE� AND THEN FORWARD IT TO IN1SWIFT�S CLOUD�

#ONTROLLING SYNCHRONIZATION

/NCE IN1SWIFT�S SWIFT06 SERVER�BROKER IS CON1GURED� THE USER CAN LAUNCH THE -ESHLIUM IN1SWIFT SCRIPT ��3TART� BUTTON	�
4HE PROGRAM WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE� AND WILL SEND THEM TO THE SWIFT,AB PLATFORM
VIA THE-144 PROTOCOL� 4HE STATUS INDICATOR DISPLAYS THE CURRENT STATE� SAYING�2UNNING� OR�3TOPPED��

&IGURE � SWIFT,AB “O4 SENDER IS RUNNING

9OU CAN STOP THE IN1SWIFT“O4 PROGRAM ANYTIME BY CLICKING ON THE�3TOP� BUTTON ON THE BOTTOM OF THE PAGE�

&IGURE � SWIFT,AB “O4 SENDER IS STOPPED
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#LOUD #ONNECTORS

������� 5BICAMOVIL

5BICAMOVIL“O4 IS AN“O4 7EB “NTERFACE TO CONNECT AND MANAGE YOUR DEVICES AND ALLOWS YOU TO CREATE YOUR +0“S
BASED ON THE DATA TRANSMITTED BY YOUR“O4 DEVICES OR THINGS� EVEN WITH -ESHLIUM AND 7ASPMOTE�

-ORE INFORMATION CAN BE FOUND ATHTTP���CELLFORCE�MX�0UBLICACION�NOTICIA�����

#ON1GURATION

4HE 5BICAMOVIL“O4 PLUGIN IS CON1GURED WITH THE FOLLOWING PARAMETERS�


 (OST� IOT�UBICAMOVIL�COM


 0ORT� ����


 #LIENT“$� !SSIGNED BY 5BICAMOVIL THROUGH THE WEB SERVICE USING THE USERNAME�

!FTER UPLOADING THESE PARAMETERS� SAVE THE CON1GURATION BY CLICKING THE�3AVE� BUTTON�

&IGURE � 5BICAMOVIL PANEL

#ONTROLLING SYNCHRONIZATION

"Y PRESSING THE�3TART� BUTTON� THE #LOUD #ONNECTOR WOULD START TO SEND THE DATA TO THE DATABASE OF THE WEBSERVICE
IN 5BICAMOVIL�

9OU CAN SEE THE INFORMATION ALSO ON THE�,OG� TAB�

&IGURE � 5BICAMOVIL SENDER IS STOPPED
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#LOUD #ONNECTORS

����� "ASIC #LOUD 0ARTNERS

������� !LIBABA #LOUD

!LIBABA #LOUD IS A CLOUD PLATFORM PROVIDED BY !LIBABA� 4HIS PLATFORMPROVIDES A WIDE VARIETY OF CLOUD SERVICES SUCH
AS WEB HOSTING� ELASTIC COMPUTING� BIG DATA ANALYTICS OR DATABASE SERVICES�

“N THIS CASE� THE DATA IS STORED IN A -ONGO$" DATABASE� -ORE INFORMATION ABOUT THIS SERVICE CAN BE FOUND THROUGH
THE FOLLOWING LINK�WWW�ALIBABACLOUD�COM�PRODUCT�APSARADB
FOR
MONGODB�

2EGISTER -ESHLIUM IN !LIBABA #LOUD

.EITHER -ONGO$" NOR !LIBABA #LOUD REQUIRES TO REGISTER YOUR -ESHLIUM DEVICES� THE DATA WILL BE DUMPED INTO THE
DATABASE REGARDLESS OF THE DEVICE WHO MAKES THIS OPERATION�

#ON1GURATION

“N ORDER TO SYNCHRONIZE THE LOCAL DATA OF YOUR -ESHLIUM DEVICE WITH !LIBABA#LOUD� YOU SHOULD CREATE A -ONGO$"
DATABASE ON !LIBABA #LOUD� /NCE CREATED� YOU WILL BE PROVIDED WITH AHOST� PORT� USERANDPASSWORD� WHICH ALLOWS
YOU TO ACCESS TO YOUR -ONGO$" SHELL�

4HEN� YOU WILL NEED TO CREATE A -ONGO$" DATABASE AND A COLLECTION INSIDE THIS DATABASE� 4HIS CAN BE DONE
IN DIŠERENT WAYS� THE EASIEST ONE IS TO CONNECT TO YOUR -ONGO$" SHELL USING THE CREDENTIALS OBTAINED IN THE
PREVIOUS STEP �HTTPS���DOCS�MONGODB�COM�TUTORIALS�CONNECT
TO
MONGODB
SHELL�	 AND THEN CREATE THEDATABASEAND
THECOLLECTION�HTTPS���DOCS�MONGODB�COM�MANUAL�CORE�DATABASES
AND
COLLECTIONS�	� .OTICE THAT IT DOES NOT MATTER
HOW YOU CREATE OR CON1GURE YOUR COLLECTION OR DATABASE� THE CONNECTOR WILL ONLY ATTEMPT TO DUMP THE DATA TO THE
GIVEN DATABASE AND COLLECTION WITHOUT ANY FURTHER CHECK
INS�

“N THE #ON1GURATION PANEL� THE USER CAN SET�


 (OST� -ONGO$" !LIBABA #LOUD HOST OBTAINED IN THE PREVIOUS STEP�


 0ORT� -ONGO$" !LIBABA #LOUD PORT OBTAINED IN THE PREVIOUS STEP�


 5SER� -ONGO$" !LIBABA #LOUD USER OBTAINED IN THE PREVIOUS STEP�


 0ASSWORD� -ONGO$" !LIBABA #LOUD PASSWORD ASSOCIATED TO THE USER OBTAINED IN THE PREVIOUS STEP�


 $ATABASE� -ONGO$" !LIBABA #LOUD DATABASE NAME OBTAINED IN THE PREVIOUS STEP�


 #OLLECTION� -ONGO$" !LIBABA #LOUD COLLECTION NAME OBTAINED IN THE PREVIOUS STEP�


 2EQUESTS� .UMBER OF REQUESTS TO BE SENT FROM -ESHLIUM TO THE CLOUD IN EACH ITERATION�


 ,OG LEVEL� $ETAIL LEVEL IN LOG MESSAGES� &ROM FEWER TO MORE DETAILS� THE LEVELS ARE� /&&� %22/2� “.&/� $%"5'
AND 2%0/24� $EFAULT IS“.&/�

&INALLY� CLICK ON THE�3AVE� BUTTON FOR STORING THE CON1GURATION1ELDS�
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#LOUD #ONNECTORS

&IGURE � !LIBABA #LOUD CON1GURATION PANEL

#ONTROLLING SYNCHRONIZATION

/NCE CON1GURED THE CONNECTOR� THE USER CAN LAUNCH THE -ESHLIUM $UMMY SCRIPT �3TART BUTTON	� 4HE PROGRAM WILL
SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE� AND WILL SEND THEM TO !LIBABA #LOUD� 4HE STATUS INDICATOR
DISPLAYS THE CURRENT STATE� SAYING�2UNNING� OR�3TOPPED��

&IGURE � !LIBABA #LOUD SENDER IS RUNNING

9OU CAN STOP THE !LIBABA PROGRAM ANYTIME CLICKING ON THE�3TOP� BUTTON�

&IGURE � !LIBABA #LOUD SENDER IS STOPPED
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#LOUD #ONNECTORS

������� !MAZON “O4

!MAZON 7EB 3ERVICES“O4 ENABLES SECURE� BI
DIRECTIONAL COMMUNICATION BETWEEN“NTERNET
CONNECTED THINGS �SUCH
AS SENSORS� ACTUATORS� EMBEDDED DEVICES� OR SMART APPLIANCES	 AND THE !73CLOUD OVER-144 AND (440�

-ORE INFORMATION�HTTP���AWS�AMAZON�COM�IOT��

7ITH THIS PLUGIN� 7ASPMOTE SENSOR DATA CAN BE DIRECTLY INTEGRATED WITH !MAZON!73 “O4 BROKER�

&IGURE � !MAZON “O4 PLUGIN

2EGISTER -ESHLIUM IN !MAZON “O4

4O REGISTER -ESHLIUM IN !MAZON“O4� YOU HAVE TO CREATE A�THING� IN YOUR !MAZON !73“O4 DASHBOARD� ATTACH A
SECURITY CERTI1CATE AND POLICY STATEMENT AND COPY THE PARAMETERS TO THE PLUGIN� &OLLOW THESE STEPS TO REGISTER YOUR
-ESHLIUM�

�� 3ELECT !73 “O4 IN THE !MAZON $ASHBOARD�

&IGURE � 3ELECT !73 “O4

�� #REATE A�4HING��

&IGURE � #REATE A THING
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#LOUD #ONNECTORS

&IGURE � 0USH THE BUTTON TO CREATE A THING

&IGURE � !DD YOUR DEVICE TO THE THING REGISTRY

�� #REATE A SECURITY CERTI1CATE AND DOWNLOAD THE1LES FOR LATER USE�

&IGURE � 3ELECT #REATE CERTI1CATE
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#LOUD #ONNECTORS

&IGURE � 3AVE THE CREDENTIAL 1LES WHEN CONNECTING DEVICE

�� #REATE A POLICY WITH THE PARAMETERSIOT�
 AND
 �

&IGURE � #REATE A POLICY
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#LOUD #ONNECTORS

&IGURE � &ILL THE POLICY FORM

�� !TTACH A POLICY�

&IGURE � 3ELECT �!TTACH POLICY�
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#LOUD #ONNECTORS

&IGURE � !TTACH THE POLICY TO THE CERTI1CATE

�� #OPY THE (4403 CONNECTION STRING FOR LATER USE�

&IGURE � 3ELECT THE THING CREATED
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#LOUD #ONNECTORS

&IGURE � !NNOTATE THE VALUE OF THE 1ELD

“T IS IMPORTANT TO ANNOTATE THE CON1GURATION DISPLAYED AND SAVE THE CREDENTIAL1LES WHEN CONNECTING THE
DEVICE� 9OU WILL NEED THESE1LES AND PARAMETERS LATER FOR THE -ESHLIUM CON1GURATION�

#ON1GURATION

9OU WILL USE THE PREVIOUSLY OBTAINED CON1GURATION FROM THE !73“O4 PLATFORM TO CERTI1CATE YOUR -ESHLIUM AS A VALID
SENDER OF-144 MESSAGES�

“N THE #ON1GURATION PANEL� THE USER CAN SET�


 0UBLIC KEY� 5SER PUBLIC KEY1LE PREVIOUSLY DOWNLOADED�


 0RIVATE KEY� 5SER PRIVATE KEY1LE PREVIOUSLY DOWNLOADED�


 #ERTI1CATE� #ERTI1CATE1LE PREVIOUSLY DOWNLOADED�


 (OST� (4403 CONNECTION STRING PREVIOUSLY ANNOTATED�


 0ORT� !73 “O4 -144 PORT �BY DEFAULT ���� FOR -144	�


 #LIENT“$� !73 “O4 #LIENT IDENTI1CATION�


 1O3� 1UALITY OF 3ERVICE LEVELS FOR PUBLISHING AND SUBSCRIBING TO A TOPIC�


 ,OG ,EVEL� 'ENERATE LOG MESSAGES� &ROM FEWER TO MORE DETAILS� THE LEVELS ARE� /&&� %22/2�“.&/� $%"5'�
2%0/24� $EFAULT IS /&&�


 4OPIC TEMPLATE� 4OPIC OF YOUR MESSAGE� 4HE USER CAN USE THESE WILD
CARDS CREATING A PERSONALIZED STRUCTURE�


 � “$�� 5NIQUE IDENTI1ER FOR DATA�


 �-%3(, “5-�� (OST NAME OF THE -ESHLIUM UNIT�


 � “$?7!30�� “DENTI1ES THE 7ASPMOTE UNIT�


 � “$?3%#2%4�� 3ECRET IDENTI1ER�


 �3%.3/2�� “DENTI1ES THE SENSOR�


 �6!,5%�� 6ALUE OBTAINED FROM THE SENSOR�


 �4 “-%34!-0�� -Y31, 4 “-%34!-0 TYPE � �9999
--
$$ ((�--�33 � 54#	�


 -ESSAGE TEMPLATE� $ATA STRUCTURE OF YOUR MESSAGE� 4HE USER CAN USE THESE WILD
CARDS CREATING A CUSTOMIZED
CONTENT�


 � “$�� 5NIQUE IDENTI1ER FOR DATA�


 �-%3(, “5-�� HOST NAME OF THE -ESHLIUM�


 � “$?7!30�� “DENTI1ES THE 7ASPMOTE UNIT�


 � “$?3%#2%4�� 3ECRET IDENTI1ER�


 �3%.3/2�� “DENTI1ES THE SENSOR�


 �6!,5%�� 6ALUE OBTAINED FROM THE SENSOR�


 �4 “-%34!-0�� -Y31, 4 “-%34!-0 TYPE � �9999
--
$$ ((�--�33 � 54#	�
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#LOUD #ONNECTORS

&IGURE � !MAZON “O4 CON1GURATION PANEL

#ONTROLLING SYNCHRONIZATION

/NCE CON1GURED THE SERVER�BROKER� THE USER CAN LAUNCH THE -ESHLIUM !MAZON“O4 SCRIPT �3TART BUTTON	� 4HE
PROGRAM WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE� AND WILL SEND THEM TO THE !MAZON“O4 PLATFORM
VIA-144 PROTOCOL� 4HE STATUS INDICATOR DISPLAYS THE CURRENT STATE� SAYING�2UNNING� OR�3TOPPED��

&IGURE � !MAZON “O4 SENDER IS RUNNING

9OU CAN STOP THE !MAZON“O4 PROGRAM ANYTIME CLICKING ON THE�3TOP� BUTTON�

&IGURE � !MAZON “O4 SENDER IS STOPPED

/NCE THE SYNCHRONIZATION IS RUNNING� YOU CAN CHECK THE RECEPTION OF THE MESSAGES ON THE !MAZON“O4 SERVICE USING
THE -144 MESSAGE MONITOR�

HTTPS���DOCS�AWS�AMAZON�COM�IOT�LATEST�DEVELOPERGUIDE�VIEW
MQTT
MESSAGES�HTML
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#LOUD #ONNECTORS

������� !MPLIA�S /PEN'ATE

#ON1GURATION

“NSIDE THE !MPLIA�S PLUGIN YOU CAN1ND THE DIŠERENT1ELDS THAT YOU MUST CON1GURE FOR USING YOUR -ESHLIUM AGAINST
/PEN'ATE�

&IGURE � !MPLIA #LOUD #ONNECTOR CON1GURATION PANEL


 3ERVER (OST� 9OU MUST ENTER THE HOST NAME THAT YOU ARE GOING TO USE FOR COLLECTING THE -ESHLIUM EVENTS�


 3ERVER 0ORT� 4HE PORT WHERE THE HOST IS ACCESSIBLE�


 !0“
+EY � 3ECURITY KEY USED FOR VALIDATING THE ACCESS TO THE (OST�

#LICK ON THE�3AVE� BUTTON FOR STORING THE CON1GURATION1ELDS�

!FTER THAT� PRESS THE�3TART� BUTTON� AND YOU WILL START TO RECEIVE DATA FROM THE CON1GURED -ESHLIUM�

“F YOU WANT TO STOP THE EVENT SENDING� JUST PRESS THE�3TOP� BUTTON�

“N THE /PEN'ATE /33 WEB PORTAL YOU COULD CHECK THE DIŠERENT VALUES COLLECTED BY -ESHLIUM AND BY THE 7ASPMOTE
UNITS WHICH HAVE SENT MESSAGES USING THE CON1GURED -ESHLIUM AS GATEWAY�

(OW TO GET YOUR OWN !0“
KEY

&OR GETTING YOUR OWN !0“
KEY YOU HAVE TO SEND AN E
MAIL TOINFO AMPLIA�ESAND !MPLIA 3OLUTIONS WILL PROVIDE ONE
FOR YOU�“N THE SAME MAIL SEND THE SERIAL NUMBER OF YOUR DEVICE FOR CREATING IT IN THE /PEN'ATE PLATFORM�
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#LOUD #ONNECTORS

������� !VEVA �7ONDERWARE	

7ONDERWARE /NLINE “NSIGHT #LOUD 0LATFORM

“F YOU DON�T ALREADY HAVE A VALID 7ONDERWARE /NLINE“N3IGHT ACCOUNT� YOU CAN GET ONE FOR FREE BY REGISTERING AT
EITHER 7ONDERWARE�S .ORTH !MERICAN OR %UROPEAN INSTANCE�


 .ORTH !MERICA WEBSITE�HTTPS���ONLINE�WONDERWARE�COM�


 %UROPEAN WEBSITE�HTTPS���ONLINE�WONDERWARE�EU�

.EXT� CLICK ON THE�3IGN UP� BUTTON IN THE TOP RIGHT CORNER TO GET STARTED� 4HEN COMPLETE THE REGISTRATION FORM�

&IGURE � 7ONDERWARE /NLINE “N3IGHT LANDING PAGE WITH �3IGN UP� BUTTON TO GET STARTED

9OU WILL THEN BE PROMPTED TO CREATE YOUR 7ONDERWARE /NLINE“N3IGHT SOLUTION� 0ROVIDE ANY NAME THAT YOU LIKE FOR
YOUR NEW SOLUTION THAT WILL CONTAIN YOUR SOON TO BE PUBLISHED DATA�

/NCE YOUR SOLUTION HAS BEEN DE1NED� CREATE A NEW #36�*3/. DATA SOURCE� 4O CREATE A #36�*3/. DATA SOURCE�
ACCESS THE !DMINISTRATION PAGE AS SHOWN BELOW�

&IGURE � 7ONDERWARE /NLINE “N3IGHT !DMINISTRATION PAGE MENU ACCESS

/NCE IN THE ADMINISTRATION PAGE� CLICK ON�$ATA 3OURCES��
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#LOUD #ONNECTORS

&IGURE � 7ONDERWARE /NLINE “N3IGHT !DMINISTRATION PAGE

#LICK THE�� � ICON TO CREATE A NEW DATA SOURCE�

&IGURE � $ATA 3OURCES MENU OPTION HIGHLIGHTING HOW TO CREATE A NEW#36�*3/. DATA SOURCE

0ROVIDE ANY NAME THAT YOU LIKE FOR YOUR NEW #36�*3/. DATA SOURCE AND CLICK�/+ � �

/NCE YOUR NEW DATA SOURCE HAS BEEN CREATED� YOU WILL BE SHOWN ITS !0“ AUTHENTICATION TOKEN� #LICK ON THE�#OPY�
ICON TO COPY THIS STRING TO THE CLIPBOARD�
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#LOUD #ONNECTORS

&IGURE � .EW #36�*3/. DATA SOURCE

#ON1GURATION

4O GET STARTED� YOU WILL SIMPLY NEED�


 ! VALID 7ONDERWARE /NLINE ACCOUNT WITH ADMINISTRATIVE ACCESS TO A SOLUTION�


 ! DE 1NED #36�*3/. DATA SOURCE IN YOUR 7ONDERWARE /NLINE SOLUTION�


 4HE !0 “ 4OKEN KEY FOR AUTHENTICATION FROM YOUR #36�*3/. DATA SOURCE TO PUBLISH YOUR DATA�

“F YOU ALREADY HAVE A VALID 7ONDERWARE /NLINE“N3IGHT ACCOUNT� PLEASE COPY YOUR !0“ AUTHENTICATION TOKEN FROM THE
DE1NED #36�*3/. DATA SOURCE AND PASTE IN THE 4OKEN1ELD AS SHOWN BELOW�

'O TO #LOUD #ONNECTORÑ "ASIC #LOUD 0ARTNERÑ 7ONDERWARE /NLINE“NSIGHTS�

“N THE #ON1GURATION PANEL� THE USER CAN SET�


 %NDPOINT� 7ONDERWARE /NLINE“NSIGHT UPLOAD ENDPOINT FOR #36�*3/. PAYLOADS�


 &OR THE UPLOAD ENDPOINT� YOU CAN SPECIFY EITHER THE .ORTH !MERICAN OR %UROPEAN INSTANCE�


 &OR MORE INFORMATION ON THE DIŠERENCE BETWEEN THESE TWO REGIONS� PLEASE REVIEW THE TRUST WEBSITE AT
THIS LINK�HTTPS���WWW�WONDERWARE�COM�TRUST�SECURE�UNDER THE HEADING OF�$ATA 2ESIDENCY AND $IGITAL
3OVEREIGNTY��


 4OKEN� !UTHENTICATION TOKEN OBTAINED FROM YOUR 7ONDERWARE /NLINE SOLUTION DATA SOURCE CON1GURATION
MENU �SEE BELOW FOR AN EXAMPLE	� #OPY AND PASTE IT FROM YOUR 7ONDERWARE /NLINE PORTAL TO HERE�


 ,OG ,EVEL� 3ELECT BETWEEN 6%2"/3%� %22/2�“.&/ AND $%4! “,%$ TO LOG THE APPROPRIATE LEVEL OF DIAGNOSTIC
INFORMATION AS NEEDED�
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#LOUD #ONNECTORS


 3YNC “NTERVAL� &REQUENCY AT WHICH THE DATA IS SYNCHRONIZATION TO THE CLOUD�


 3YNCHRONIZED TAG� #LEAR THE SYNCHRONIZED TAGS IF YOU WISH TO CREATE THEM AGAIN�

&IGURE � 7ONDERWARE /NLINE “NSIGHT #ON1GURATION PANEL

#LICK ON THE�3AVE� BUTTON FOR STORING THE CON1GURATION1ELDS�

#ONTROLLING SYNCHRONIZATION

7ITH ALL ENTRIES OF THE CON1GURATION1LLED� YOU CAN START THE CONNECTOR BY CLICKING ON THE�3TART� BUTTON�

&IGURE � 7ONDERWARE /NLINE “NSIGHT SENDER IS RUNNING

9OU CAN STOP THE PROGRAM ANYTIME CLICKING ON THE�3TOP� BUTTON�

&IGURE � 7ONDERWARE /NLINE “NSIGHT SENDER IS STOPPED

3UPPORT

.EED HELP� 7RITE TOFEEDBACK WONDERWARE�COM� 9OUR QUESTIONS WILL BE ANSWERED� HELPING YOU TO GET STARTED�
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#LOUD #ONNECTORS

������� "ASE.

&OLLOW THIS SHORT INSTRUCTION TO GET -ESHLIUM SYNCHRONIZED TO "ASE. 0LATFORMRUNNING� 4HIS GUIDE ASSUMES THAT
YOU ARE ALREADY A CUSTOMER OF "ASE. AND HAVE ACCESS TO YOUR "ASE. ADMIN WIKI�

#ON1GURING -ICROAGENT RECEIVER IN THE "ASE. 0LATFORM

“N YOUR CHOSEN WIKI PAGE� CON1GURE THE FOLLOWING MINIMUM SETUP FOR SYNCHRONIZING WITH THE "ASE. 0LATFORM�

&IGURE � #ON1GURATION OF -ICROAGENT 2ECEIVER


 “D� 5NIQUE“$ OF THIS -ICROAGENT RECEIVER�


 0ATH� -EASUREMENT DATA PATH FOR DATA STORAGE�


 5SERNAME� 5SERNAME FOR AUTHENTICATION OF -ICROAGENT RECEIVER�


 0ASSWORD� 0ASSWORD FOR AUTHENTICATION OF -ICROAGENT RECEIVER�

#ON1GURING "ASE. 0LATFORM IN -ESHLIUM

5SE THE SAME -ICROAGENT RECEIVER PARAMETERS IN THE -ESHLIUM "ASE. #LOUD #ONNECTOR PLUGIN�

"ASE. PLUGIN IS LOCATED IN�

-ANAGER 3YSTEMÑ #LOUD #ONNECTORÑ "ASIC #LOUD 0ARTNERÑ "ASE.

&IGURE � #ON1GURING "ASE. 0LATFORM IN -ESHLIUM
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#LOUD #ONNECTORS


 "!3%.?52,� 5SUALLY HTTP���CUSTOMERNAME�BASEN�COM�?UA�CUSTOMERNAME��


 "!3%.? “$� 5NIQUE“$ OF THIS -ICROAGENT RECEIVER�


 "!3%.?53%2� 5SERNAME TO AUTHENTICATE THE -ICROAGENT RECEIVER�


 "!3%.?0!337/2$� 0ASSWORD TO AUTHENTICATE THE -ICROAGENT RECEIVER�

!FTER SETTING THE PARAMETERS� SAVE THE CON1GURATION CLICKING ON THE�3AVE� ICON�

3TART "ASE. #LOUD #ONNECTOR

#LICK ON�3TART� FOR #LOUD 3YNCHRONIZATION� ! GREEN ICON SHOULD START ROLLING TO INDICATE SYNCHRONIZATION IS RUNNING�

6ERIFY "ASE. #LOUD #ONNECTOR SYNCHRONIZATION

'O TO THE "ASE. 0LATFORM WIKI WHERE THE -ICROAGENT 2ECEIVER AND -ICRO!GENT#ON1G WERE CON1GURED� AND CHECK
UNDER�$EBUG“NFORMATION FOR �ID�� AND�3TATS� THAT THE /BSERVER 2EQUEST #OUNTS DOES SHOW REQUESTS ARRIVING�
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#LOUD #ONNECTORS

������� "IZ�“NTELLIA

"IZ� “NTELLIA IS A WELL
INTEGRATED COMBINATION OF“O4 DEVICES� AN“O4 PLATFORM SUITE� AND CON1GURABLE BUSINESS SERVICES�

-ORE INFORMATION�HTTP���WWW�BIZ�INTELLIA�COM��

7ITH THIS PLUGIN� 7ASPMOTE SENSOR DATA CAN BE DIRECTLY INTEGRATED WITH "IZ�“NTELLIA�

&IGURE � "IZ�“NTELLIA PLUGIN

#ON1GURATION

9OU WILL USE THE PREVIOUSLY OBTAINED CON1GURATION FROM THE "IZ�“NTELLIA PLATFORM TO CERTI1CATE YOUR -ESHLIUM AS A
VALID SENDER�

“N THE #ON1GURATION PANEL� THE USER CAN SET�


 0UBLIC KEY� 5SER PUBLIC KEY1LE PROVIDED BY BIZ�INTELLIA�


 0RIVATE KEY� 5SER PRIVATE KEY1LE PROVIDED BY BIZ�INTELLIA�


 #ERTI1CATE� #ERTI1CATE1LE PROVIDED BY BIZ�INTELLIA�


 (OST� (4403 CONNECTION STRING PROVIDED BY BIZ�INTELLIA�


 0ORT� -144 PORT �BY DEFAULT ���� FOR -144	�


 #LIENT“$� #LIENT IDENTI1CATION�


 ,OG ,EVEL� 'ENERATE LOG MESSAGES� &ROM FEWER TO MORE DETAILS� THE LEVELS ARE� /&&� %22/2�“.&/� $%"5'�
2%0/24� $EFAULT IS /&&�


 4OPIC TEMPLATE� 4OPIC OF YOUR MESSAGE� 4HE USER CAN USE THESE WILDCARDS CREATING A PERSONALIZED STRUCTURE�


 � “$�� 5NIQUE IDENTI1ER FOR DATA�


 �-%3(, “5-�� (OST NAME OF THE -ESHLIUM UNIT�


 � “$?7!30�� “DENTI1ES THE 7ASPMOTE UNIT�


 � “$?3%#2%4�� 3ECRET IDENTI1ER�


 �3%.3/2�� “DENTI1ES THE SENSOR�


 �6!,5%�� 6ALUE OBTAINED FROM THE SENSOR�


 �4 “-%34!-0�� -Y31, 4 “-%34!-0 TYPE � �9999
--
$$ ((�--�33 � 54#	�


 -ESSAGE TEMPLATE� $ATA STRUCTURE OF YOUR MESSAGE� 4HE USER CAN USE THESE WILDCARDS CREATING A CUSTOMIZED
CONTENT�


 � “$�� 5NIQUE IDENTI1ER FOR DATA�


 �-%3(, “5-�� HOST NAME OF THE -ESHLIUM UNIT�


 � “$?7!30�� “DENTI1ES THE 7ASPMOTE UNIT�


 � “$?3%#2%4�� 3ECRET IDENTI1ER�


 �3%.3/2�� “DENTI1ES THE SENSOR�


 �6!,5%�� 6ALUE OBTAINED FROM THE SENSOR�


 �4 “-%34!-0�� -Y31, 4 “-%34!-0 TYPE � �9999
--
$$ ((�--�33 � 54#	�


 ��� 
 V���



#LOUD #ONNECTORS

&IGURE � "IZ�“NTELLIA CON1GURATION PANEL

#ONTROLLING SYNCHRONIZATION

/NCE CON1GURED THE SERVER�BROKER� THE USER CAN LAUNCH THE -ESHLIUM "IZ�“NTELLIA“O4 SCRIPT ��3TART� BUTTON	� 4HE
PROGRAM WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE� AND SEND THEM TOTHE "IZ�“NTELLIA PLATFORM VIA
-144 PROTOCOL� 4HE STATUS INDICATOR DISPLAYS THE CURRENT STATE� SAYING�2UNNING� OR�3TOPPED��

&IGURE � "IZ�“NTELLIA SENDER IS RUNNING

&IGURE � "IZ�“NTELLIA SENDER IS STOPPED
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#LOUD #ONNECTORS

������� "
3CADA

"
3CADAm 6O4 PLATFORM ALLOWS YOU TO CREATE RICH� SOPHISTICATED“O4 AND -�- APPLICATIONS THAT CONSOLIDATE AND
ORGANIZE DATA FROM ANYWHERE� AND VISUALIZE IT IN REAL
TIME ON ANY DEVICE� #ONNECT TO THOUSANDS OF POTENTIAL DATA
SOURCES� 6ISUALIZE YOUR DATA USING MODERN� HIGH
PERFORMANCE CUSTOMIZEDGRAPHICS� ,EVERAGE POWERFUL ANALYTIC
TOOLS AND AUTOMATION� #ONNECT YOUR DEVICES� PROCESSES AND PEOPLE IN A CONTINUOUS REAL
TIME INFORMATION SYSTEM�

-ORE INFORMATION ABOUT 6O4 0LATFORM�HTTP���WWW�VOTPLATFORM�COM��

#ON1GURATION

! NEW OPTION IS SHOWN IN THE -�- 0LATFORMS MENU� THE"
3CADA #LOUD #ONNECTOR� “F YOU EXPAND IT� YOU CAN SEE
THIS FORM WITH �1ELDS IN IT�

&IGURE � #ON1GURING "
3CADA IN -ESHLIUM


 52, � “0 ADDRESS OF THE 6O4 PLATFORM SERVICE BY "
3CADA� 4HIS ADDRESS SHOULD BE PROVIDED BY "
3CADA�


 0ORT� 4HE PORT IN WHICH THE 6O4 3ERVER IS LISTENING TO CONNECTIONS�


 #LIENT “$� #USTOMER�S IDENTI1ER OR COMPANY NAME�


 3ECRET +EY� 4HE SECURITY KEY TO SEND ENCRYPTED DATA TO 6O4�


 “NTERVAL�S	� 4IME DURATION IN SECONDS BETWEEN OPERATIONS OF UPDATING DATA�


 %NABLE ,OG� 4HIS OPTION ENABLES THE CREATION OF LOG1LES TO SAVE ALL COMMUNICATIONS PROCESSED TO THE 6O4
SERVER�
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#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE FOR ALL DATA THAT HAS NOT BEEN SYNCHRONIZED IN THE 3ENSOR 0ARSER TABLE EACH TIME�
9OU CAN START AND STOP THE DATA SYNCHRONIZATION TO THE 6O4 SERVICE�“N THE INTERFACE YOU CAN SEE AN INDICATOR OF
WHETHER THE STATUS SERVICE IS RUNNING OR NOT�“F YOU CLICK ON�3TART�� THE SYNCHRONIZATION WILL BEGIN�

&IGURE � "
3CADA SYNCHRONIZATION SERVICE IS RUNNING

9OU CAN STOP THE SYNCHRONIZATION AT ANY MOMENT CLICKING ON THE�3TOP� BUTTON�

&IGURE � "
3CADA SYNCHRONIZATION SERVICE IS STOPPED
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#LOUD #ONNECTORS

������� #�-

#�- m IS AN END
TO
END“O4 AND $IGITAL %NTERPRISE PLATFORM THAT ALLOWS EASY� SECURE AND RAPID PROTOTYPING AND
DEPLOYMENT OF“O4�-�- SOLUTIONS�

#ON1GURING #�- 0LATFORM IN -ESHLIUM

�� 3ELECT THE #�-m PLUGIN�

�� ,OGIN WITH YOUR #�-m CREDENTIALS�

�“F YOU DO NOT HAVE #�-m CREDENTIALS� PLEASE CLICK THE�3IGN 5P� BUTTON AT THE BOTTOM OF THE SCREEN TO REGISTER	�

&IGURE � #�- LOGGING

#ONTROLLING SYNCHRONIZATION

�� 3ELECT THE /NBOARD TAB AND PRESS THE�� � BUTTON ON THE 7ASPMOTE�3ENSORS THAT YOU WISH TO ONBOARD�


 4URN THE SWITCH /N TO ENABLE THE 7ASPMOTE�3ENSOR�


 4O $ISABLE THE #HANNEL� 4OGGLE THE /N�/Š SWITCH TO /Š�


 4O $ELETE THE #HANNEL� 0RESS THE 4RASHCAN ICON�

.OTE� 4HIS WILL DELETE THE CHANNEL AND ALL DATA WILL BE PERMANENTLY REMOVED�

&OR A TEMPORARY PAUSE IN SENDING DATA� SEE NEXT STEP�

&IGURE � #�- /NBOARD TAB
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#LOUD #ONNECTORS

�� 3ELECT THE $ATA 4RANSFER TAB� (ERE YOU WILL SEE YOUR ENABLED 7ASPMOTE�3ENSORS� 3ELECT YOUR 4RANSMISSION
METHOD� TOGGLE ON THE DEVICES IN WHICH YOU WANT TO SEND DATA AND PRESS�3AVE��

�� #LICK ON THE�3TART� BUTTON TO BEGIN THE #�- 3YNC SERVICE� #LICK THE�3TOP� BUTTON TO TERMINATE THE #�- 3YNC
SERVICE�

4O TEMPORARILY PAUSE A NODE� TOGGLE THE /N�/Š SWITCH TO /Š AND PRESS�3AVE��

&IGURE � #�- $ATA 4RANSFER TAB

�� ,OGIN TO YOUR #�- ACCOUNT ATHTTPS���CLOUD�C�M�NET�LOGIN�ASPXTO ANALYZE� VISUALIZE AND AUTOMATE YOUR DATA�

&IGURE � #�- LOG

4HERE IS ALSO A ,OG TAB� (ERE YOU WILL1ND ACCESS TO VARIOUS LOG LEVELS� $EFAULT LOG VIEW IS SET TO 7!2.“.'� /NCE
YOU CHANGE THE ,OG ,EVEL YOU MUST PRESS�3AVE� TO STORE THIS OPERATION AND TO VIEW THE UPDATED INFORMATION�
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#LOUD #ONNECTORS

������� #ONSUL-EDIA

#ONSUL-EDIA IS A COMPANY THAT OŠERS AN“O4 PLATFORM FOR ACQUISITION AND VISUALIZATION OF DATA FROM SENSOR NETWORKS
POWERED BY-144 PROTOCOL� /UR SYSTEMS PROVIDE FULLY CUSTOMIZABLE RULES ENGINE FOR NOTI1CATIONS� ALARMS AND
REMOTE CONTROL OF ACTUATORS�

&OR MORE INFORMATION� PLEASE CONTACTIOT CONSULMEDIA�IT�

#ON1GURATION

9OU CAN LOCATE THE #ONSUL-EDIA #LOUD #ONNECTOR AT�

-ANAGER 3YSTEMÑ #LOUD #ONNECTORSÑ "ASIC #LOUD 0ARTNERSÑ #ONSUL-EDIA

&IGURE � #ONSUL-EDIA CON1GURATION PANEL

“N THE CON1GURATION PANEL� THE USER HAS TO SET�


 3EVER NAME � “0 ADDRESS� 4HE SERVER NAME OR SERVER“0 ADDRESS �PROVIDED BY #ONSUL-EDIA“O4 ADMINISTRATORS	�


 0ORT NUMBER� 3ERVER PORT NUMBER �PROVIDED BY #ONSUL-EDIA“O4 ADMINISTRATORS	�


 4OKEN� 5NIQUE ACCESS TOKEN THAT IDENTI1ES THE DEVICE ON #ONSUL-EDIA“O4 SERVER �PROVIDED BY #ONSUL-EDIA
“O4 ADMINISTRATORS	�


 !TTRIBUTE MESSAGE TEMPLATE� 4OPIC OF THE -144 MESSAGE WITH THE ATTRIBUTES OF THE 7ASPMOTES�


 6ALUES MESSAGE TEMPLATE� 4OPIC OF THE -144 MESSAGE WITH THE TELEMETRY VALUES�


 3LEEP TIME� .UMBER OF SECONDS BETWEEN ONE UPLOAD AND ANOTHER�


 .UMBER OF LAST RECORDS TO SYNC� .UMBER OF RECORDS TO UPLOAD TO THE SERVER EVERY CYCLE�

#LICK THE�3AVE� BUTTON FOR STORING THE CON1GURATION1ELDS�
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#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

/NCE CON1GURED THE CONNECTOR� THE USER CAN LAUNCH THE #ONSUL-EDIA #LOUD 3YNC SCRIPT�3TART BUTTON	� 4HE PROGRAM
WILL SEARCH FOR THE RECEIVED FRAMES ON THE -ESHLIUM LOCAL DATABASE� AND WILL SEND THEM TO #ONSUL-EDIA“O4 SERVER�
4HE STATUS INDICATOR DISPLAYS THE CURRENT STATE� SAYING�2UNNING� �GREEN CIRCLE	 OR�3TOPPED� �RED CIRCLE	�

&IGURE � #ONSUL-EDIA #LOUD 3YNC IS RUNNING

9OU CAN STOP THE #ONSUL-EDIA #LOUD 3YNC PROGRAM ANYTIME CLICKING ON THE�3TOP� BUTTON�

&IGURE � #ONSUL-EDIA #LOUD 3YNC IS STOPPED
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#LOUD #ONNECTORS

�������� #UMULOCITY

#UMULOCITY“O4 SOLUTION ALLOWS FOR A SEAMLESS INTEGRATION OF YOUR -ESHLIUM AND 7ASPMOTE DEVICES TO THE CLOUD�
/NCE -ESHLIUM IS CONNECTED TO THIS CLOUD� THE #UMULOCITY“O4 SOLUTION WILL AUTOMATICALLY MANAGE ALL YOUR DEVICES�
2EGISTERING AND GATHERING DEVICE DATA TO #UMULOCITY 0LATFORM PROVIDES A FULLY CUSTOMIZABLE INTERFACE� ALLOWING FOR
DEEP DATA ANALYSIS�

#UMULOCITY WORKS WITH A MULTITUDE OF DEVICES� CENTRALIZING ALL YOUR“O4 TECHNOLOGIES IN A SINGLE PLACE� &OR MORE
INFORMATION� VISITWWW�CUMULOCITY�COM�

#ON1GURATION

&IRST OF ALL� MAKE SURE YOUR -ESHLIUM IS RECEIVING DATA FROM YOUR 7ASPMOTE OR 0LUG � 3ENSE� UNITS� 0LEASE ACCESS
TO THE #UMULOCITY CLOUD CON1GURATOR IN THE -ANAGER 3YSTEM� 9OU NEED TO1LL THE FOLLOWING1ELDS WITH YOUR CORRECT
#UMULOCITY ACCOUNT SETTINGS�

&IGURE � #ON1GURING #UMULOCITY IN -ESHLIUM


 “0 ADDRESS� !DDRESS PROVIDED BY #UMULOCITY�


 0ORT NUMBER� 0ORT .UMBER PROVIDED BY #UMULOCITY�


 5SER� 5SERNAME PROVIDED BY #UMULOCITY�


 0ASSWORD� 0ASSWORD PROVIDED BY #UMULOCITY�


 ,OG LEVEL� 'ENERATE LOG MESSAGES� 6ALID VALUES GO FROM � �NO LOG	 TO � �DEBUG	�


 “NTERVAL� 4IME DURATION IN SECONDS BETWEEN SYNCHRONIZING DATA BATCHES�

4HEN CLICK�3AVE� TO STORE YOUR NEW SETTINGS�

!FTER THAT� THE ONLY THING LEFT TO DO IS TO ACTIVATE THE #UMULOCITY-144 3ENDER BY CLICKING ON�3TART��

4HE #UMULOCITY PLATFORM WILL HANDLE ALL THE DEVICES� CREATION AND DATA GATHERING FOR YOU� 9OU CAN ACCESS NOW TO
YOUR #UMULOCITY ACCOUNT WITH YOUR BROWSER AND YOU SHOULD BE ABLE TO SEE YOURDEVICES AND INCOMING DATA�
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#LOUD #ONNECTORS

�������� $EVICE,YNK

$EVICE,YNK IS A HIGH
LEVEL CLOUD SERVICE BASED ON THE 4HING7ORX CLOUD�“NTERFACE WALK
THROUGH�

&IGURE � $EVICE,YNK CLOUD PLUGIN INTERFACE

“NTERFACE ELEMENTS�


 $EVICE,YNK LOGO� #LICK TO JUMP TO THE $EVICE,YNK WEBSITE�


 3ERVER !DDRESS� 4HE $EVICE,YNK 3ERVER ADDRESS YOU WISH TO CONNECT TO�


 -ESHLIUM "IND .AME � 4HE NAME THAT THE $EVICE,YNK 3ERVER USES TO IDENTIFY THE -ESHLIUM UNIT�


 %NABLE ,OGGING� #HECK
BOX TO ENABLE�DISABLE INTERNAL LOGGING�


 3AVE� #LICK TO SAVE THE 3ERVER !DDRESS� -ESHLIUM "IND .AME� AND ,OGGING CON1GURATION�


 ,OAD ,OCAL 7- � #LICK THIS BUTTON TO LOAD THE LIST OF 7ASPMOTES THAT THE -ESHLIUM IS CONNECTED TO�


 ,OAD $EVICE,YNK 7- � FROM $EVICE,YNK BUTTON #LICK TO LOAD THE LIST OF 7ASPMOTES WHICH ARE CONNECTED TO
THE $EVICE,YNK 3ERVER�


 7RITE $EVICE,YNK SETUP� #LICK TO WRITE THE CURRENT LIST OF 7ASPMOTES TO THE $EVICE,YNK 3ERVER �7ASPMOTES
DETAILS ARE SENT TO THE 3ERVER	�


 7ASPMOTE� #LICK THE�$ELETE� BUTTON TO REMOVE THAT 7ASPMOTE UNIT FROM THE CURRENT 7ASPMOTE CLICKING THE
�,OAD ,OCAL 7ASPMOTES� BUTTON� OR BY CLICKING THE�,OAD 7- #ON 1G� FROM $EVICE,YNK BUTTON�


 %DGE -ICROSERVER �%-3	 3TATUS� 4HE STATUS OF THE $EVICE,YNK !GENT WILL BE INDICATED� DISPLAYING�2UNNING� OR
�3TOPPED�� #LICK BUTTON TO TO START�STOP THE SERVICE�


 ,5! 3CRIPT RESOURCE 3TATUS� 4HE STATUS OF THE ,5! 3CRIPT 2ESOURCE WILL BE INDICATED� DISPLAYING�2UNNING� OR
�3TOPPED�� #LICK BUTTON TO TO START�STOP THE SERVICE�


 ��� 
 V���



#LOUD #ONNECTORS

3TEPS TO START THE $EVICE,YNK PLUGIN�

�� 4YPE THE $EVICE,YNK 3ERVER ADDRESS THAT YOU WISH TO CONNECT TO IN THE 3ERVER !DDRESS1ELD�

�� 4YPE THE -ESHLIUM "IND .AME THAT THE $EVICE,YNK 3ERVER WILL USE TO IDENTIFY THE -ESHLIUM DEVICE�

�� #LICK THE�3AVE� BUTTON�

�� #LICK THE�,OAD ,OCAL 7ASPMOTES� BUTTON� !LL 7ASPMOTES CONNECTED TO THIS -ESHLIUM UNIT WILL SHOW UP�

�� $ELETE THE 7ASPMOTES THAT YOU DO NOT WANT TO BE CONNECTED TO THE $EVICE,YNK 3ERVER BY CLICKING ON THEIR
RESPECTIVE�$ELETE� BUTTON�

�� #LICK THE�7RITE $EVICE,YNK 3ETUP� BUTTON TO MAKE THE $EVICE,YNK 3ERVER LISTEN TO THOSE 7ASPMOTES�

�� 4O SHOW THE 7ASPMOTES UNITS THAT THE $EVICE,YNK 3ERVER IS CURRENTLY LISTENINGTO� CLICK THE�,OAD 7- #ON 1G�
FROM $EVICE,YNK� BUTTON�

�� #LICK THE�3TART� BUTTON UNDER�$EVICE,YNK !GENT 3TATUS�� �2UNNING� WILL BE DISPLAYED�

�� #LICK THE�3TART� BUTTON UNDER�,5! 3CRIPT 2ESOURCE 3TATUS�� �2UNNING� WILL BE DISPLAYED�
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#LOUD #ONNECTORS

�������� EAGLE�IO

EAGLE�IO IS A HUB CONNECTING MONITORING ASSETS� ENGINEERS AND DECISION MAKERS� !CQUIRE DATA IN REAL
TIME FROM
-ESHLIUM AND 7ASPMOTE DEVICES� RECEIVE ALERTS FOR CRITICAL EVENTS� AND SHARE ACCESS WITH STAKEHOLDERS� 4RANSFORM
YOUR TIME
SERIES DATA INTO BEAUTIFULLY PRESENTED� ACTIONABLE INFORMATION�

-ORE INFORMATION CAN BE FOUND ATWWW�EAGLE�IO�

#ON1GURATION

&IGURE � EAGLE�IO CLOUD CONNECTOR CON1GURATION PANEL

4HE EAGLE�IO PLUGIN IS CON1GURED WITH THE FOLLOWING THREE PARAMETERS�


 -ESHLIUM .AME � A NAME TO HELP IDENTIFY THIS DEVICE �REQUIRED PARAMETER	�


 !UTH +EY� OPTIONAL SECRET KEY� IF THIS IS DE1NED THEN THE SAME KEY WILL BE REQUIRED WHEN CON1GURING THE DEVICE
WITHIN EAGLE�IO AS A DATA SOURCE�“F THIS KEY IS NOT DE1NED� THEN THE -ESHLIUM DEVICE“$ IS SUZ CIENT TO IDENTIFY
THE DEVICE WITHIN EAGLE�IO CON1GURATION�


 5SE TIME 1ELDS AS TIMESTAMP� IF THIS BOX IS CHECKED� THEN ANY TIME1ELD CONTAINED IN A -ESHLIUM DATABASE
RECORD WILL BE USED AS THE EAGLE�IO TIMESTAMP FOR THE RECORD�“F THIS BOX IS NOT CHECKED� THE DATA RECEPTION TIME
OF THE RECORD WILL BE USED AS THE EAGLE�IO TIMESTAMP�

!FTER CHANGING ANY OF THESE PARAMETERS� SAVE THE CON1GURATION BY CLICKING THE�3AVE� BUTTON� THEN RESTART THE
EAGLE�IO SYNCHRONIZATION �IF IT IS CURRENTLY RUNNING	 BY CLICKING THE �3TOP� BUTTON FOLLOWED BY THE�3TART� BUTTON�

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE IN BATCHES OF ��� RECORDS AT A TIME� SO THE SYSTEM IS NOT OVERLOADED� 4HE TIME
BETWEEN BATCHES IS �� SECONDS� 4HIS MEANS THAT WHEN SYNCHRONIZATION IS1RST STARTED ON A DEVICE WITH MANY
EXISTING RECORDS IN THE DATABASE� IT MAY TAKE SOME TIME FOR ALL THE RECORDS ON THE DEVICE TO BE SYNCHRONIZED WITH
EAGLE�IO�

7HEN THE SYNCHRONIZATION IS NOT RUNNING �RED STATUS INDICATOR	� IT CAN BESTARTED BY CLICKING THE GREEN�3TART� BUTTON�

&IGURE � %AGLE�IO START BUTTON

7HEN THE SYNCHRONIZATION IS RUNNING �GREEN STATUS INDICATOR	� IT CAN BE STOPPED BY CLICKING THE RED�3TOP� BUTTON�

&IGURE � %AGLE�IO STOP BUTTON
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#LOUD #ONNECTORS

�������� %SRI

!RC' “3 IS A COMPLETE SPATIAL INFORMATION PLATFORM PROVIDED BY%SRI� THAT ALLOWS TO CREATE� ANALYZE� STORE AND SPREAD
DATA� MODELS� MAPS AND �$ GLOBES�“T CAN BE ACCESSED VIA DESKTOP APPLICATION� BROWSER OR HANDSETS� !RC'“3 IS
TARGETED AT '“3 PROFESSIONALS� LOCATION ANALYSTS AND DEVELOPERS THAT WANT TO CREATE THEIR OWN APPLICATIONS BASED ON
GEOGRAPHICAL DATA�

-ORE INFORMATION�HTTP���WWW�ESRI�COM�PRODUCTS

7ASPMOTE SENSOR DATA COULD BE INTEGRATED INTO YOUR EXISTING MAPS AND !RC'“3 APPLICATIONS FOLLOWING THE CON1GURATION
STEPS DESCRIBED FOR !RC'“3 /NLINE SERVICE�

!RC'“3 /NLINE

7E CAN CON1GURE IN THIS FORM ALL THE PARAMETERS NEEDED TO CONNECT AND SEND DATA TO THE !RC'“3 /NLINE PLATFORM�

&IGURE � !RC'“3 /NLINE CON1GURATION

4HE PARAMETERS TO SETUP ARE�


 ESRI?USER� 5SER FOR THE %SRI !RC'“3 ONLINE PLATFORM�


 ESRI?PASSWORD� 0ASSWORD FOR THIS %SRI USER�


 ESRI?SERVICE?NAME� .AME OF THE SERVICE WHICH WILL RECEIVE THE DATA�


 ,OG LEVEL� 'ENERATE LOG MESSAGES�


 2ECORDS PER SYNCHRONIZATION� 2ECORDS SENT FOR EACH SYNCHRONIZING DATA BATCH�


 3YNCHRONIZATION INTERVAL� 4IME DURATION IN SECONDS BETWEEN SYNCHRONIZING DATA BATCHES�

#LICKING ON THE�3AVE� BUTTON� THIS SETUP IS SENT TO THE !RC'“3 ONLINE SERVICE�

#LICKING ON THE�3TART� BUTTON ENABLES THE %SRI #LOUD #ONNECTOR TO SEND DATA PERIODICALLY TO THE !RC'“3 /NLINE SERVICE
PREVIOUSLY CON1GURED� !�RUNNING� STATUS IS DISPLAYED ON SCREEN SHOWING THAT THE #LOUD #ONNECTOR IS SENDING DATA�
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#LOUD #ONNECTORS

&IGURE � !RC'“3 /NLINE �3TART� BUTTON

#LICKING ON THE�3TOP� BUTTON WILL DISABLE THE %SRI #LOUD CONNECTOR SO -ESHLIUM DEVICE STOPS FEEDING THE !RC'“3
/NLINE SERVICE WITH DATA�

&IGURE � !RC'“3 /NLINE�3TOP� BUTTON

#HECK THE &EATURE 3ERVER IN !RC'“3 /NLINE

“N ORDER TO CHECK THAT DATA IS ARRIVING TO !RC'“3 /NLINE� YOU SHOULD LOGIN IN THE PLATFORM�

HTTPS���WWW�ARCGIS�COM�HOME�SIGNIN�HTML

#LICK ON THE OPTION NAMED�'ALLERY� AND YOU SHOULD SEE A NEW &EATURE 3ERVER WITH THE NAME THAT YOU PROVIDED
IN THE -ESHLIUM CON1GURATION PLUGIN�

&IGURE � !RC'“3 'ALLERY

/PENING THE NEW CONTENT� YOU SHOULD SEE A MAP WHERE EACH LAYER IS ONE SENSOR TYPE AVAILABLE IN YOUR PROJECT�
#LICKING ON THE TABLE ICON� ALL THE DATA COLLECTED FOR THIS TYPE OF SENSOR WILL BE DISPLAYED�

&IGURE � !RC'“3 SENSOR MAP VIEW

!T THIS POINT� IT IS POSSIBLE TO USE THIS DATA TO CREATE NEW MAPS� COLLABORATIVE APPS OR ANALYTICS MAKING USE OF THE
COMPLETE ARRAY OF SERVICES PROVIDED BY !RC'“3 /NLINE� HTTPS���DEVELOPERS�ARCGIS�COM�EN��
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#LOUD #ONNECTORS

$EVICES

-ESHLIUM

“N THE -ESHLIUM SECTION� THE USER CAN SET AND MODIFY THE NAME AND DESCRIPTION OFTHE -ESHLIUM DEVICE� 9OU CAN
SELECT THE OPTION�5SE '03 VALUES�� 4HIS OPTION OVERRIDES THE 7ASPMOTE�S POSITIONS WITH THE -ESHLIUM�S POSITION
OBTAINED BY THE '03 OR MANUALLY INSERTED IN THE '03 MENU �EXCEPT IF THE POSITION ISOBTAINED WITH 7ASPMOTE�S '03
SENSOR	�

�
	 /NLY -ESHLIUM 53 MODELS HAVE THEIR OWN '03 RECEIVER

&IGURE � -ESHLIUM INFO IN !RC'“3

7ASPMOTES

“N THE 7ASPMOTES SECTION� THE USER CAN MANAGE THE 7ASPMOTE UNITS WHICH ARE SENDING INFORMATION TO -ESHLIUM�

&IGURE � 7ASPMOTES LIST IN !RC'“3

4O ADD A NEW 7ASPMOTE� CLICK ON�!DD NEW�� 4HEN1LL UP THIS INFORMATION�


 .AME� 4HE 7ASPMOTE NAME�-UST MATCH WITH THE 7ASPMOTE IDENTI1ER USED WITH THE FRAME� 3EE CHAPTER
�#APTURING AND STORING SENSOR DATA� FOR MORE INFORMATION�


 $ESCRIPTION� ! DESCRIPTION OF THAT 7ASPMOTE UNIT�


 3ENSOR COUNT� .UMBER OF SENSORS ON THAT 7ASPMOTE�-UST MATCH WITH THE NUMBER OF1ELDS OF THE FRAME�
3EE CHAPTER�#APTURING AND STORING SENSOR DATA� FOR MORE INFORMATION�

!ND CLICK ON THE�!DD � BUTTON�

4O MODIFY A 7ASPMOTE� CLICK ON THE 7ASPMOTE NAME FOR SHOWING THE ATTRIBUTES VIEW�

&IGURE � -ODIFY 7ASPMOTE IN !RC'“3
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#LOUD #ONNECTORS

4HEN THE USER CAN MODIFY THE NAME� DESCRIPTION� AND SENSOR COUNT INFORMATION� 4O SAVE THE PROPERTIES� CLICK ON
�3AVE��

4O DELETETHIS 7ASPMOTE UNIT� CLICK ON�$ELETE��

$EVICES LOCATION

“N THE SECTION $EVICES LOCATION� THERE IS A VIEWER WHERE THE USER CAN SEE -ESHLIUM AND 7ASPMOTE LOCATED ON A
MAP�

&IGURE � $EVICES LOCATION IN !RC'“3

4O CHANGE THE LOCATION OF THE DEVICES� CENTER THE MAP ON THE DESIRED LOCATION� SELECTTHE DEVICE� AND CLICK ON�3ET
0OSITION��
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#LOUD #ONNECTORS

�������� %XTUNDA

%XTUNDA“O4 PLATFORM �HTTP���WWW�EXTUNDA�COM�	 IS A HORIZONTAL PLATFORM WHICH ALSO ENABLES VERTICAL APPLICATIONS�
,IBELIUM 3MART #ITIES� AGRICULTURE AND VARIOUS DEVICES ARE READY TO BELAUNCHED FOR SERVICE OVER %XTUNDA“O4
PLATFORM� 4HE SENSOR DATA CAN BE GATHERED� ANALYZED� STORED AND REPORTED SO THE USERS CAN INTERPRET AND DEVELOP
ACTIONS BASED ON ONLINE DATA�

%XTUNDA USES-144 STRUCTURE FOR THE INTEGRATION OF YOUR -ESHLIUM DEVICES TO ITS PLATFORM EASILY� 4HEREFORE� THE
CONNECTOR WILL EASILY SEND THE SENSOR DATA TO %XTUNDA PLATFORM�

#ON1GURATION

&IGURE � %XTUNDA CLOUD CONNECTOR CON1GURATION PANEL


 “0 !DDRESS � 52, � 4HE“0 ADDRESS OR THE 52, WILL BE PROVIDED TO YOU BY %XTUNDA�


 0ORT .UMBER� 4HIS IS THE PORT WHICH %XTUNDA SERVER IS LISTENING FOR CONNECTIONS�


 5SER .AME � 0ASSWORD� 4HIS IS THE %XTUNDA 3ERVER USERNAME � PASSWORD TO BE USED FOR CONNECTING TO
%XTUNDA SERVERS� 4HIS INFORMATION WILL BE PROVIDED BY %XTUNDA�


 7ASPMOTE “$� 7HEN YOU LOGIN TO YOUR %XTUNDA“O4 PLATFORM ACCOUNT WITH YOUR USERNAME AND PASSWORD� YOU
ARE AUTHORIZED TO DE1NE AND MATCH YOUR 7ASPMOTE WITH A SPECI1C DE1NITION �I�E�“STANBUL?GASES?�	� 9OUR
7ASPMOTE DATA WILL BE TRANSFERED TO THE SERVER AS IN THE ABOVE MESSAGE TEMPLATE�

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE FOR ALL DATA THAT HAS NOT BEEN SYNCHRONIZED IN THE 3ENSOR 0ARSER TABLE EACH TIME�
9OU CAN START AND STOP THE DATA SYNCHRONIZATION TO THE %XTUNDA SERVICE�“N THE INTERFACE YOU CAN SEE AN INDICATOR OF
WHETHER THE STATUS SERVICE IS RUNNING OR NOT�“F YOU CLICK ON�3TART�� THE SYNCHRONIZATION WILL BEGIN�

&IGURE � %XTUNDA START BUTTON

9OU CAN STOP THE SYNCHRONIZATION AT ANY MOMENT CLICKING ON THE�3TOP� BUTTON�

&IGURE � %XTUNDA STOP BUTTON
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#LOUD #ONNECTORS

�������� &UJITSU “O4 #ONNECTOR

4HE &UJITSU“O4 #ONNECTOR PROVIDES AN INTERFACE BETWEEN -ESHLIUM AND THE &UJITSU“O4 #LOUD 3ERVICE �+�	� 4HE
&UJITSU“O4 #ONNECTOR FORWARDS THE SENSOR DATA CAPTURED BY -ESHLIUM TO THE &UJITSU“O4 #LOUD 3ERVICE �+�	�

4HE &UJITSU“O4 #ONNECTOR SUPPORTS DIŠERENT PROTOCOLS IN ORDER TO SUPPORT DIŠERENT BANDWIDTH AND SECURITY CONSIDERATIONS�
4HE FOLLOWING SECTIONS DESCRIBE THE CON1GURATION OPTIONS OF THE &UJITSU“O4 #ONNECTOR� &OR MORE INFORMATION ON
THE USE AND CON1GURATION OF THE &UJITSU“O4 #LOUD 3ERVICE �+�	 SEE THE DOCUMENTATION�

HTTPS���K�
DOC�JP
EAST
��PAAS�CLOUD�GLOBAL�FUJITSU�COM�DOC�EN�SERVICE?DOC�HTML

'ENERAL CON1GURATION

4HE FOLLOWING CON1GURATION SETTINGS APPLY TO BOTH-144 AND 2%34 CON1GURATIONS�


 4RANSMISSION 4YPE� 3ELECT -144 OR 2%34 TRANSMISSION TYPE�


 (OST� 3ERVER HOST ADDRESS� EITHER OF THE WEBSERVER IF USING 2%34� OR THE MESSAGE BROKER IN THE CASE OF -144�


 0ORT� 3ERVER�S PORT NUMBER TO USE FOR CONNECTION� THE DEFAULT PORTS ARE AS FOLLOWS�


 2%34 WITHOUT 33,� ��


 -144 WITHOUT 33, � ����


 2%34 WITH 33,� ���


 -144 WITH 33, � ����


 5SE 33, 3ECURITY� 3ELECTS IF THE 33, SECURITY IS TO BE USED BY THE SELECTED PROTOCOL� "OTH 2%34 AND -144
MESSAGES CAN BE SECURED VIA 33, ENCRYPTION�


 3ERVER #ERTI1CATE� “DENTI1ES IF A SPECI1C CERTI1CATE1LE IS TO BE UPLOADED AND USED BY THE -ESHLIUM CONNECTOR
TO VALIDATE THE SERVER �ONLY VALID WHEN 33, SECURITY IS ENABLED	� 4ICK THE CHECKBOX TO USE A SPECI1C SERVER
CERTI1CATE UPLOADED ONTO THE -ESHLIUM DEVICE� 3UCH SERVER CERTI1CATES ARE REQUIRED TO BE IN THE $%2 ENCODED
FORMAT FOR UPLOADING TO THE -ESHLIUM DEVICE� #LEAR THE CHECKBOX TO USE THE DEFAULT SET OF CERTI1CATE AUTHORITY
SERVER CERTI1CATES EMBEDDED ON THE DEVICE�


 #LIENT +EYS� “DENTI1ES IF A SPECI1C PUBLIC PRIVATE KEYSTORE1LE IS TO BE USED BY THE -ESHLIUM CONNECTOR
IN ENCODING THE CONNECTION �ONLY VALID WHEN 33, SECURITY IS ENABLED	� 4ICK THE CHECKBOX TO USE A SET OF
PUBLIC
PRIVATE KEYS UPLOADED TO THE -ESHLIUM DEVICE� 4HE CLIENT KEYSARE REQUIRED TO BE IN THE 0+#3���
KEYSTORE1LE FORMAT� THE KEYSTORE1LE IS ITSELF ENCRYPTED BY A PASSWORD WHICH IS REQUIRED TO BE CON1GURED IF
USING A SPECI1C�#LIENT +EYS� 1LE� #LEAR THE CHECKBOX NEXT TO�#LIENT +EYS�WHEREBY NO SPECI1C SET OF PUBLIC
PRIVATE
KEYS ARE SPECI1ED BY THE #ONNECTOR�


 +EYS 0ASSWORD� +EYSTORE PASSWORD ASSOCIATED WITH AN UPLOADED�#LIENT +EYS� 1LE �ONLY VALID WHEN 33, SECURITY
IS ENABLED AND A #LIENT +EY1LE IS IN USE	�


 ,OG ,EVEL� “DENTI1ES THE LEVEL OF LOGGING PRODUCED BY THE #ONNECTOR�

&IGURE � -ESHLIUM &UJITSU “O4 #ONNECTOR 
 GLOBAL CON1GURATION PARAMETERS
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#LOUD #ONNECTORS

3OME PARAMETERS MUST BE CON1GURED IN THE &UJITSU“O4 #LOUD 3ERVICE �+�	 PLATFORM PORTAL� NAVIGATE TO THE FOLLOWING
52, AND LOGIN WITH A VALID USER�

HTTPS���IOT
PORTAL
��UK
��PAAS�CLOUD�GLOBAL�FUJITSU�COM�,OGIN3HOW

0LEASE REFER TO THE &UJITSU“O4 #LOUD 3ERVICE �+�	 DOCUMENTATION FOR A DETAILED DESCRIPTION�
4RANSMISSION 4YPE

.AVIGATE TO THE�!CCESS #ODE� TAB AND SELECT THE !CCESS #ODE THAT WILL BE ASSOCIATED WITH THE -ESHLIUM DEVICE�
4HE !CCESS 0ROTOCOLS ARE THEN SHOWN OR CON1GURED ON THE�!CCESS #ODE“NFORMATION 5PDATE� DIALOGUE�

&IGURE � &UJITSU “O4 0LATFORM 0ORTAL 
 !CCESS #ODE INFORMATION UPDATE DIALOGUE� !CCESS 0ROTOCOLS

0LEASE REFER TO THE &UJITSU“O4 #LOUD 3ERVICE �+�	 DOCUMENTATION FOR A DETAILED DESCRIPTION�
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#LOUD #ONNECTORS

(OST

.AVIGATE TO THE�2ESOURCE� TAB� AND SELECT THE 2ESOURCE THAT WILL BE ASSOCIATED WITH THE -ESHLIUM DEVICE� 4HE
SERVICE HOSTNAME IS THEN CONTAINED WITHIN THE 2%34 52, DISPLAYED IN THE�2ESOURCE“NFORMATION 5PDATE� DIALOGUE�

&IGURE � &UJITSU “O4 0LATFORM 
 RESOURCE INFORMATION UPDATE DIALOGUE� (OSTNAME

0LEASE REFER TO THE &UJITSU“O4 #LOUD 3ERVICE �+�	 DOCUMENTATION FOR A DETAILED DESCRIPTION�
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#LOUD #ONNECTORS

33, 3ECURITY

.AVIGATE TO THE�#ERTI1CATE� TAB TO GET A VALID 0+#3��1LE� NAVIGATE TO�5SER� TAB AND SELECT� 'ENERATE� BUTTON
TO UPLOAD A VALID KEYSTORE1LE�

&IGURE � &UJITSU “O4 0LATFORM 0ORTAL 
 CERTI1CATE AND KEYS GENERATION

.OTE THAT IN ORDER FOR THE -ESHLIUM TO BE CORRECTLY CON1GURED TO USE A +EYSTORE1LE� THE�%XPORT 0ASSWORD� THAT WAS
USED IN ITS CREATION IS REQUIRED TO BE CON1GURED ON THE -ESHLIUM� 4HE &UJITSU“O4 #LOUD 3ERVICE �+�	 CURRENTLY USES
�$IGI#ERT 3(!� (IGH !SSURANCE 3ERVER #!� PROVIDED BY $IGI#ERT�“NC� FOR 33,�4,3 SERVER CERTI1CATES� 4HIS CERTI1CATE
IS CURRENTLY EMBEDDED ON THE -ESHLIUM DEVICE WITH AN EXPIRY DATE OF ��TH .OVEMBER ���� SEE�

HTTPS���WWW�DIGICERT�COM�DIGICERT
ROOT
CERTI1CATES�HTM�ROOTS

0LEASE REFER TO THE &UJITSU“O4 #LOUD 3ERVICE �+�	 DOCUMENTATION FOR A DETAILED DESCRIPTION�
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#LOUD #ONNECTORS

-144 #ON 1GURATION

4HE FOLLOWING CON1GURATION SETTINGS APPLY TO THE“O4 #ONNECTOR WHEN THE 4RANSMISSION 4YPE IS SET TO THE-144
PROTOCOL�


 -144 5SER � 3ERVER USER NAME TO LOG INTO THE -144 BROKER�


 -144 0ASSWORD� 3ERVER PASSWORD TO LOG INTO THE -144 BROKER�


 -144 1O3 ,EVEL � ,EVEL REGARDING THE DELIVERY OF MESSAGES TO -144 BROKER�


 4OPIC TEMPLATE� 4OPIC OF -144 MESSAGE� 4HE USER CAN USE THE FOLLOWING SUBSTITUTION
EXPRESSIONS TO CREATE A
PERSONALIZED STRUCTURE�


 �-%3(, “5-� � “DENTI1ER FOR -ESHLIUM DEVICE�


 � “$� � 5NIQUE IDENTI1ER FOR DATA�


 � “$?7!30� � “DENTI1ER FOR 7ASPMOTE�


 �3%.3/2� � 3ENSOR IDENTI1CATION�


 -ESSAGE TEMPLATE� $ATA STRUCTURE OF -144 MESSAGE� 4HE USER CAN USE THE FOLLOWING SUBSTITUTION
EXPRESSIONS
TO CREATE A CUSTOMIZED MESSAGE CONTENT�


 � “$� � 5NIQUE IDENTI1ER FOR DATA�


 � “$?7!30� � “DENTI1ER FOR 7ASPMOTE�


 � “$?7!30� � 3ECRET IDENTI1ER�


 �3%.3/2� � 3ENSOR IDENTI1CATION�


 �6!,5%� � 6ALUE OBTAINED FROM THE SENSOR�


 �43� �C� 	� � $ATE WITH CUSTOM FORMAT� 4HE PARAMETER PASSED IN THIS EXPRESSION CORRESPONDS TOTHOSE USED
BY *AVA�S 3IMPLE$ATE&ORMAT �SEE $ATE AND 4IME 0ATTERNS IN
HTTPS���DOCS�ORACLE�COM�JAVASE���DOCS�API�JAVA�TEXT�3IMPLE$ATE&ORMAT�HTML�

&IGURE � -ESHLIUM &UJITSU “O4 #ONNECTOR 
-144 CON1GURATION PARAMETERS

3OME PARAMETERS MUST BE CON1GURED IN THE &UJITSU“O4 #LOUD 3ERVICE �+�	 PLATFORM PORTAL� NAVIGATE TO THE FOLLOWING
52, AND LOGIN WITH A VALID USER�

HTTPS���IOT
PORTAL
��UK
��PAAS�CLOUD�GLOBAL�FUJITSU�COM�,OGIN3HOW

0LEASE REFER TO THE &UJITSU“O4 #LOUD 3ERVICE �+�	 DOCUMENTATION FOR A DETAILED DESCRIPTION�
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#LOUD #ONNECTORS

-144 5SER AND -144 0ASSWORD

.AVIGATE TO THE�#OMMON� TAB� AND SELECT THE-144� 4HE USER NAME AND PASSWORD FOR COMMUNICATION VIA THE
-144 PROTOCOL WILL THEN BE DISPLAYED IN THE FOLLOWING DIALOGUE�

&IGURE � &UJITSU “O4 0LATFORM 0ORTAL 
 COMMON DIALOGUE�-144 INFORMATION

0LEASE REFER TO THE &UJITSU“O4 #LOUD 3ERVICE �+�	 DOCUMENTATION FOR A DETAILED DESCRIPTION�

4OPIC 4EMPLATE

.AVIGATE TO THE�2ESOURCE� TAB� AND SELECT THE INTENDED RESOURCE FOR THE -ESHLIUM�S MESSAGES TO VIEW A 2ESOURCE
-144 4OPIC�

&IGURE � &UJITSU“O4 0LATFORM 
 RESOURCE INFORMATION UPDATE DIALOGUE� -144 TOPIC

“T SHOULD BE NOTED THAT THE�!CCESS #ODE� USED IN ASSOCIATION WITH THE�2ESOURCE� SHOULD REPLACE THE TERM��!CCESS
#ODE�� WHEN ENTERED AS A TOPIC TEMPLATE ON THE -ESHLIUM�“N ORDER FOR THE -144 MESSAGES TO BE CORRECTLY
IDENTI1ED AGAINST A SPECI1C &UJITSU“O4 0LATFORM�2ESOURCE�� THE TOPIC TEMPLATE SHOULD BE THAT OF THE -144 4OPIC
AS IDENTI1ED ON THE &UJITSU“O4 #LOUD 3ERVICE �+�	 PLATFORM PORTAL�

0LEASE REFER TO THE &UJITSU“O4 #LOUD 3ERVICE �+�	 DOCUMENTATION FOR A DETAILED DESCRIPTION�
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#LOUD #ONNECTORS

2%34 #ON1GURATION

4HE FOLLOWING CON1GURATION SETTINGS APPLY TO THE“O4 #ONNECTOR WHEN THE 4RANSMISSION 4YPE IS SET TO 2%34�


 2EST 2ESOURCE� 4HE 52, PATH OF THE &UJITSU“O4 2%34 SERVICE� 4HE 2EST 2ESOURCE IS REQUIRED TO MATCH THAT
OF THE &UJITSU“O4 #LOUD 3ERVICE �+�	 PLATFORM PORTAL�2ESOURCE� IN ORDER FOR 2%34 MESSAGES TO BE CORRECTLY
PROCESSED�


 *3/. TEMPLATE � *3/. FORMAT DATA STRUCTURE OF 2%34 MESSAGE� 4HE USER CAN USE THE FOLLOWING
SUBSTITUTION
EXPRESSIONS TO CREATE A CUSTOMIZED MESSAGE CONTENT�


 � “$� � 5NIQUE IDENTI1ER FOR DATA�


 � “$?7!30� � “DENTI1ER FOR 7ASPMOTE�


 � “$?7!30� � 3ECRET IDENTI1ER�


 �3%.3/2� � 3ENSOR IDENTI1CATION�


 �6!,5%� � 6ALUE OBTAINED FROM THE SENSOR�


 �43� �C� 	� � $ATE WITH CUSTOM FORMAT� 4HE PARAMETER PASSED IN THIS EXPRESSION CORRESPONDS TOTHOSE USED
BY *AVA�S 3IMPLE$ATE&ORMAT �SEE $ATE AND 4IME 0ATTERNS IN
HTTPS���DOCS�ORACLE�COM�JAVASE���DOCS�API�JAVA�TEXT�3IMPLE$ATE&ORMAT�HTML	�


 "EARER 4OKEN� 4OKEN GIVEN TO AUTHORIZE THE CLIENT WITH THE #LOUD 3ERVICE !CCESS #ODE� 4HE BEARER TOKEN
CON1GURED ON THE -ESHLIUM IS REQUIRED TO MATCH THE�!CCESS #ODE� ASSOCIATED WITH THE &UJITSU“O4 3ERVICE �+�	
PLATFORM PORTAL�2ESOURCE��


 "ULK -ESSAGE� “DENTI1ES IF BULK 2%34 MESSAGES ARE USED�


 9%3� 4RANSMIT MULTIPLE SENSOR DATA POINT MESSAGES IN A SINGLE BULK 2%34 REQUEST�


 ./ � 5SE AN INDIVIDUAL 2%34 REQUEST FOR EACH SENSOR DATA POINT�

&IGURE � -ESHLIUM &UJITSU “O4 #ONNECTOR 
 2%34 CON1GURATION PARAMETERS

3OME PARAMETERS MUST BE CON1GURED IN THE &UJITSU“O4 #LOUD 3ERVICE �+�	 PLATFORM PORTAL� NAVIGATE TO THE FOLLOWING
52, AND LOGIN WITH A VALID USER�

HTTPS���IOT
PORTAL
��UK
��PAAS�CLOUD�GLOBAL�FUJITSU�COM�,OGIN3HOW

0LEASE REFER TO THE &UJITSU“O4 #LOUD 3ERVICE �+�	 DOCUMENTATION FOR A DETAILED DESCRIPTION�
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#LOUD #ONNECTORS

2%34 2ESOURCE

.AVIGATE TO THE�2ESOURCE�TAB ON THE &UJITSU“O4 #LOUD 3ERVICE �+�	 PLATFORM PORTAL� AND SELECT THE INTENDED RESOURCE
FOR THE -ESHLIUM�S MESSAGES TO VIEW THE 2%34 2ESOURCE TO USE�

&IGURE � &UJITSU “O4 0LATFORM 
 RESOURCE INFORMATION UPDATE DIALOGUE� 2%34 52“

“T SHOULD BE NOTED THAT 2EST 2ESOURCE IS ALL THE SYMBOLS FOLLOWING THE HOSTNAME�INCLUDING THE INITIAL�� � CHARACTER�

0LEASE� REFER TO THE &UJITSU“O4 #LOUD 3ERVICE �+�	 DOCUMENTATION FOR A DETAILED DESCRIPTION�


 ��� 
 V���



#LOUD #ONNECTORS

"EARER 4OKEN�

.AVIGATE TO THE�!CCESS #ODE� TAB ON THE &UJITSU“O4 #LOUD 3ERVICE �+�	 PLATFORM PORTAL� AND SELECT THE�!CCESS #ODE�
ASSOCIATED WITH THE�2ESOURCE� INTENDED TO RECEIVE MESSAGES FROM -ESHLIUM�

&IGURE � &UJITSU “O4 0LATFORM 0ORTAL 
 !CCESS #ODE INFORMATION UPDATE DIALOGUE� "EARER 4OKEN

0LEASE� REFER TO THE &UJITSU“O4 #LOUD 3ERVICE �+�	 DOCUMENTATION FOR A DETAILED DESCRIPTION�

#ONTROLLING STATUS

/NCE THE CONNECTOR�S PARAMETERS ARE CON1GURED� THE USER CAN LAUNCH THE &UJITSU“O4 #ONNECTOR� 4HE 3ERVICE WILL
THEN PERIODICALLY POLL FOR RECEIVED FRAMES ON THE -ESHLIUM�S LOCAL DATABASE� AND SEND THEM TO THE &UJITSU“O4 #LOUD
3ERVER EITHER VIA-144 OR 2%34 DEPENDING UPON THE CONNECTOR�S CON1GURATION� 4HE STATUS INDICATOR DISPLAYS THE
CURRENT STATE� VIA A GREEN OR RED SYMBOL NEXT TO�&UJITSU #LOUD #ONNECTOR��

&IGURE � -ESHLIUM &UJITSU “O4 #ONNECTOR 
 STOPPED

/NCE THE &UJITSU #LOUD #ONNECTOR IS RUNNING� IT CAN BE STOPPED BY CLICKING THE�3TOP� BUTTON�

&IGURE � -ESHLIUM &UJITSU “O4 #ONNECTOR 
 RUNNING
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#LOUD #ONNECTORS

6IEWING LOGS

“N ORDER TO ENSURE THE &UJITSU“O4 #LOUD #ONNECTOR IS CORRECTLY CON1GURED AND IDENTIFY ISSUES� THE USER CAN SELECT TO
VIEW THE MOST RECENT LOG OUTPUT OF THE #LOUD #ONNECTOR�

!T THE TOP OF THE &UJITSU“O4 #ONNECTOR CON1GURATION SETTINGS PAGE ARE TABS FOR�#ON1GURATION� AND�,OGS�� 3ELECTING
THE ,OGS TAB A SNAPSHOT OF THE LOG OUTPUT OF THE #LOUD #ONNECTOR IS SHOWN� 4HE VIEW CAN BE UPDATED TO SHOW THE
MOST RECENT LOG MESSAGES BY SELECTING THE�2EFRESH� BUTTON� 4HE USER CAN ALSO SELECT TO CLEAR THE CURRENT LOGS BY
SELECTING THE�$ELETE� BUTTON�

&IGURE � &UJITSU “O4 #ONNECTOR LOGS VIEW
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#LOUD #ONNECTORS

�������� (AIBU3MART

(AIBU3MART IS AN“O4 PLATFORM FOR BUSINESS� 4HE SERVICES INCLUDE %NTERPRISE "USINESS !PPLICATIONS THAT INVOLVES
NEAR REAL
TIME INFORMATION AND THE INTEGRATION OF SENSORS AS PRIMARY DATA ACQUISITION POINT�

&OR MORE INFORMATION YOU CAN REACH US AT�

HTTP���WWW�HAIBUSMART�COM

(AIBU3MART #LOUD

4HIS“O4 PLATFORM WAS DESIGN TO BE SIMPLE AND SCALABLE AND -ESHLIUM1TS PERFECTLY IN (AIBU3MART�S SOLUTIONS CATALOG
INCLUDING !GRICULTURE AND OTHER ASSOCIATED SERVICES�

4HE FOLLOWING DIAGRAM SHOWS THE INTERACTION BETWEEN -ESHLIUM AND (AIBU3MART�

&IGURE � (AIBU3MART ARCHITECTURE

2EGISTERING YOUR -ESHLIUM WITH (AIBU3MART

!DD YOUR !0“ +%9 IN THE (AIBU3MART PANEL OF THE #LOUD #ONNECTOR TAB IN THE -ANAGER 3YSTEM� %NTER YOUR !0“ +%9�
CHOOSE THE ,OG ,EVEL AND PRESS�3AVE��

&IGURE � (AIBU3MART #LOUD CON1GURATION

3YNCHRONIZATION SERVICES

0RESSING THE�3TART "UTTON�� THE (AIBU3MART #LOUD #ONNECTOR WILL BE LAUNCHED� %VERY TIME THAT -ESHLIUM RECEIVES
FRAMES THAT ARE STORED ON THE LOCAL DATABASE� THE (AIBU3MART #LOUD #ONNECTOR WILL SEND THEM TO THE (AIBU3MART
#LOUD 0LATFORM� 9OU CAN CHECK IF THE SERVICE IS RUNNING WITH THE MESSAGE ON THE LEFT AND THE RED �STOPPED	 � GREEN
�RUNNING	 INDICATORS�

9OU CAN1ND FURTHER INFORMATION ON OUR WEBSITE ATHTTP���WWW�HAIBUSMART�COM�MESHLIUM���CONNECTOR�
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#LOUD #ONNECTORS

�������� “"- #LOUD

“"- #LOUD IS A CLOUD PLATFORM AS A SERVICE �0AA3	 DEVELOPED BY“"- THAT GIVES A WIDE SCOPE OF SERVICES TO USE THE
CLOUD� ONE OF THEM IS BASED ON-144 COMMUNICATIONS� 4HIS IS A GREAT ALTERNATIVE IF THE USER DO NOT WANT TO BUILD
HIS OWN -144 SERVER�

#ON1GURATION

#ON1GURATION OPTIONS ARE SHOWN IN THE -�- 0LATFORM MENU� ENLARGING THE“"- #LOUD -144 SECTION� 9OU WILL NOTICE
THAT THE CON1GURATION FOR THIS PLUGIN IS VERY STRAIGHT
FORWARD� YOU HAVE MOST OF THE NEEDEDPARAMETERS ON THE“"-
#LOUD WEB PANEL�

&IGURE � #ON1GURING “"- #LOUD IN -ESHLIUM


 /RGANIZATION “$� “DENTI1ER OF YOUR ORGANIZATION� YOU CAN GET IT FROM THE PLATFORM CREDENTIALS�


 !0“ USER� 5SER GENERATED IN THE !0“ PLATFORM SECTION�


 !0“ PASSWORD� 0ASSWORD GENERATED IN THE !0“ PLATFORM SECTION�


 %VENT “$� 5SED TO CON1GURE THE EVENT WHERE YOU WANT TO SEND THE INFORMATION�“F YOU DO NOT KNOW WHAT TO
TYPE IN THIS1ELD� YOU CAN USE�EID��


 “NTERVAL� 5SED TO DELAY THE COMMUNICATION AFTER A BUNCH OF MESSAGES WERE SENT�

0RESS THE�3AVE� BUTTON FOR STORING THE CON1GURATION�“N THE CASE THAT YOU HAVE RUN A PREVIOUS CON1GURATION� WE
ADVISE THAT YOU ALSO RESET THE LOCAL CON1GURATION PRESSING�2ESET ,OCAL #ON1G��

#ONTROLLING SYNCHRONIZATION

9OU CAN STOP OR START THE“"- #LOUD SYNCHRONIZATION PROCESS ANYTIME� HITTING ON THE BUTTONS�3TAR� AND�3TOP��
4HEN� THE STATUS INDICATOR DISPLAYS THE CURRENT STATE� SAYING�2UNNING� OR�3TOPPED��

&IGURE � “"- #LOUD SYNCHRONIZATION SERVICE IS RUNNING

9OU CAN STOP THE SYNCHRONIZATION ANYTIME CLICKING ON THE�3TOP� BUTTON�

&IGURE � “"- #LOUD SYNCHRONIZATION SERVICE IS STOPPED

-ORE INFORMATION CAN BE FOUND ON THIS 2ECIPE WE CREATED FOR“"-�
HTTPS���DEVELOPER�IBM�COM�RECIPES�TUTORIALS�BLUEMIX
CON1GURATION
GUIDE
FOR
MESHLIUM�
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#LOUD #ONNECTORS

�������� “O4
4ICKET

“O4
4ICKET IS ONE OF THE WORLD�S MOST COMPLETE� ADVANCED AND EASY TO USE“NDUSTRIAL“NTERNET OF 4HINGS PLATFORMS
WITH OVER ��� MILLION USERS MAINLY IN THE ENERGY AND MOBILE MACHINERY INDUSTRY� 5SING“O4
4ICKET YOU CAN BUILD“O4
APPLICATIONS IN YOUR WEB
BROWSER IN MINUTES� NO PLUG
INS REQUIRED� 9OU CAN CREATE DASHBOARDS� REPORTS� ANALYTICS
OR AUGMENTED REALITY BASED ON BIG
DATA COLLECTED FROM YOUR THINGS�

&IGURE � “O4
4ICKET PANEL EXAMPLES

3OME BENE1TS OŠERED BY“O4
4ICKET�


 #OMPLETE� UP
TO
DATE SOLUTION� “O4
4ICKET IS A COMPLETE REMOTE MANAGEMENT SYSTEM WHICH INCLUDES THE
ELECTRONICS� SOFTWARE AND SERVER� 4HE PLATFORM IS CONTINUOUSLY DEVELOPED FURTHER WITH NEW FEATURES AND
OPTIONS�


 %ASY TO GET STARTED AND INTEGRATED� 9OU CAN USE THE PLATFORM AS A SERVICE �3AA3 OR 0AA3	 OR DEPLOY TO YOUR
OWN SERVERS� 7E CAN INTEGRATE“O4
4ICKET WITH ANY OF YOUR OTHER INFORMATION SYSTEMS�


 &LEXIBILITY AND CHOICE� 5SE THE WHOLE“O4
4ICKET PLATFORM OR PART OF IT� 5SE“O4
4ICKET SPECI1C ELECTRONICS OR
USE YOUR OWN� ALREADY DEPLOYED� ELECTRONICS� %ASY TO USE !0“ IN MANY PROGRAMMING LANGUAGES ALLOWS A HUGE
SELECTION OF DEVICES TO BE EASILY CONNECTED�


 %ASY TO USE AND #USTOMIZABLE� 4HE“O4
4ICKET WEB DASHBOARDS ALLOWS YOU TO BE UP AND RUNNING IN MINUTES
USING ONLY YOUR WEB BROWSER�“O4
4ICKET CAN BE CUSTOMIZED TO MEET YOUR UNIQUE NEEDS� EVEN THE LOOK AND FEEL
CAN BE MADE TO MATCH YOUR CORPORATE BRAND IDENTITY�

-ORE INFORMATION CAN BE FOUND ATWWW�IOT
TICKET�COM�
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#LOUD #ONNECTORS

“O4
4ICKET -ESHLIUM INTEGRATION

/NCE ,IBELIUM�S #LOUD #ONNECTOR HAS BEEN CON1GURED� ALL YOUR AVAILABLE DATA WILL SHOW UP AUTOMATICALLY IN YOUR
“O4
4ICKET WEB
BASED DASHBOARD � REPORT DESIGNER FROM WHERE YOU CAN EASILY DESIGN“NTERNET OF 4HINGS APPLICATIONS�

&IGURE � “O4
4ICKET -ESHLIUM INTEGRATION

4HE“O4
4ICKET CLOUD CONNECTOR SETTINGS CAN BE FOUND UNDER THE“O4 SECTION OF THE BROWSER
BASED -ESHLIUM -ANAGER
3YSTEM� 4HE CON1GURATION IS SPLIT INTO THREE PARTS ,OGIN #ON1GURATION� #ONNECTOR 3ETTINGS AND 7ASPMOTE &ILTERING�
AS WELL AS A SECTION FOR INFORMATION ABOUT THE CURRENT STATUS OF THE CONNECTOR WITH CONTROLS TO START AND STOP THE
PROGRAM�

&IGURE � “O4
4ICKET PLUGIN PANEL
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#LOUD #ONNECTORS

4HE ,OGIN #ON1GURATION SECTION SETS UP THE INFORMATION FOR YOUR“O4
4ICKET ACCOUNT� AND CONSISTS OF FOUR PARTS�


 3ERVICE /WNER�+EY� GIVES THE USERNAME AND PASSWORD OF THE MY�IOT
TICKET�COM SERVICE ACCOUNT TO WHICH YOU
WISH TO CONNECT YOUR -ESHLIUM DEVICE�


 3ERVER� SPECI1ES THE“O4
4ICKET SERVER TO USE� BY DEFAULTMY�IOT
TICKET�COM�


 “O4 $EVICE .AME � IS A READ
ONLY1ELD SHOWING THE“O4
4ICKET DEVICE NAME USED FOR THAT -ESHLIUM UNIT�“T IS SET
WHEN THE CONNECTOR IS STARTED AND IS EMPTY IF NO NAME HAS YET BEEN SET �IN SUCH A CASE� USE BROWSER�2EFRESH�
AFTER CONNECTOR HAS STARTED TO SEE THE NAME	�

4HE #ONNECTOR 3ETTINGS SECTION HAS PARAMETERS FOR THE OPERATION OF THE CONNECTOR ITSELF� 4HESE VALUES AŠECT TIME
BETWEEN UPDATES TO“O4
4ICKET AS WELL AS SIZE OF TRANSMITTED BATCHES OF DATA� -ORE FREQUENT DATA UPDATES MAY
COME AT THE COST OF INCREASED SYSTEM RESOURCE USAGE�


 ,AUNCH AT START� 4HIS CHECKBOX INDICATES WHETHER THE CONNECTOR IS SET TO START AUTOMATICALLY WHEN THE -ESHLIUM
IS POWERED ON�


 4IME BETWEEN TRANSMITS� GIVES THE MINIMUM ELAPSED TIME BETWEEN TRANSMISSIONS TO“O4
4ICKET� 6ALUES LESS
THAN �� SECONDS MAY CONSUME HIGH SYSTEM RESOURCES�


 3LEEP BETWEEN QUERIES� IS THE TIME THE PROGRAM SLEEPS BETWEEN31, QUERIES� IN ORDER TO CONSERVE RESOURCES�


 -AX� SIZE OF 31, QUERY� IS THE MAXIMUM NUMBER OF RESULTS FOR A SINGLE 31, QUERY TO THE -ESHLIUM DATABASE�
6ALUES GREATER THAN ��� MAY LEAD TO HIGH SYSTEM LOAD�

4HE SECTION ALSO ALLOWS FOR CON1GURING CONNECTOR LOGGING�


 ,OG 1LE MAX� SIZE �KBYTES	� 4HE MAXIMUM SIZE OF A SINGLE LOG1LE IN KILOBYTES�


 -AX� NUM� OF LOG1LES� IS THE NUMBER OF LOG1LES THAT CAN BE WRITTEN BEFORE THE LOGGING HANDLER BEGINS
OVERWRITING THE1RST�

3AVE� LOAD AND VERIFY

4HESE BUTTONS ALLOW SAVING� LOADING AND VALIDATING ENTERED CON1GURATION DATA TO A LOCAL1LE ON THE -ESHLIUM DISK
WHICH IS READ BY THE CONNECTOR� 4HE SAVED DATA INCLUDES BOTH THE ,OGIN AND #ONNECTOR SETTINGS AS WELL AS ANY
ENTERED 7ASPMOTE1LTERING RULE �SEE�7ASPMOTES� SECTION BELOW	�

&IGURE � 3AVE� ,OAD AND 6ERIFY BUTTONS


 3AVE� VALIDATES THE DATA ENTERED INTO THE FORM AND SAVES TO IT TO DISK�


 2ELOAD� READS DATA BACK FROM DISK� ERASING ANY1ELDS THAT HAVE BEEN CHANGED SINCE LAST SAVE�


 6ALIDATE� RUNS A CHECK THAT ENTERED1ELDS ARE OF THE CORRECT TYPE AND CONNECTS TO“O4
4ICKET TO CHECK THE
ENTERED USERNAME AND PASSWORD�“F VERI1CATION FAILS FOR A1ELD� IT WILL BE MARKED IN RED AND AN ERROR MESSAGE
APPEARS�
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#LOUD #ONNECTORS

6ALIDATION OF SETTINGS

#ON1GURATION SETTINGS ARE VALIDATED TO MAKE SURE THE ENTERED DATA1ELDS MAKE SENSE �E�G� NUMERIC1ELDS SUCH AS
SLEEP AND QUERY SIZE MUST BE NUMBERS	� !DDITIONALLY� THE VALIDATION WILL ISSUE WARNINGS IF ANY PARAMETERS MIGHT
CAUSE HIGH SYSTEM LOAD ON -ESHLIUM�

!DDITIONALLY THE�6ALIDATE� BUTTON CHECKS ENTERED LOGIN INFORMATION WITH THE“O4
4ICKET SERVER AND SHOWS A WARNING
IF SETTINGS ARE INCORRECT AND A GREEN CON1RMATION MESSAGE IF THEY ARE CORRECT�

&IGURE � 6ALIDATION ERROR

&IGURE � 6ALIDATION SUCCESS

7ASPMOTE1LTERING

4HIS SECTION ALLOWS1LTERING OF WHICH 7ASPMOTE DATA IS SYNCHRONIZED TO“O4
4ICKET� 4HE SECTION IS ENABLED BY TICKING
THE 7ASPMOTE1LTERING ACTIVE CHECKBOX�

&IGURE � 7ASPMOTES LIST


 2EFRESH� 7ASPMOTES RELOADS THE LIST OF 7ASPMOTES FROM THE -ESHLIUM DATABASE�


 3ELECT � 5NSELECT� !LL ALLOWS FOR QUICK SELECTION OR DESELECTION OF ALL PRESENT 7ASPMOTES�

4HE 7ASPMOTE INFOBOX CONTAINS THE FOLLOWING VALUES�


 .AME � IN THE TOP
LEFT SHOWS THE NAME A 7ASPMOTE BROADCASTS TO THE -ESHLIUM WITH ITS READINGS �THIS IS SET IN
7ASPMOTE CODE	�“F NOT SET� .O NAME IS DISPLAYED INSTEAD�


 ,AST 3EEN� IS THE LAST DATE AT WHICH A SENSOR ENTRY WAS SENT FROM THE 7ASPMOTE TO THE -ESHLIUM�


 3ENSORS� IS A LIST OF SENSORS PRESENT ON THAT 7ASPMOTE DEVICE� /NLY THE LATEST DETECTED SET IS DISPLAYED HERE�
IN CASE SENSORS ARE CHANGED� &ULL NAMES MAY BE SEEN BY HOVERING THE MOUSEOVER THE ABBREVIATED NAMES IN
THE LIST�


 “NCLUDE� SPECI1ES WHETHER THE 7ASPMOTE SHOULD BE INCLUDED IN THE DATA TRANSMITTED BY THE CONNECTOR�
$ESELECTED 7ASPMOTES HAVE THEIR INFO BOX GREYED OUT�
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#LOUD #ONNECTORS

3YNCHRONIZATION STATUS

4HIS SECTION ALLOWS THE USER TO START AND STOP THE CONNECTOR AND DISPLAYS INFORMATION ABOUT ITS CURRENT STATUS� 7HEN
THE CONNECTOR IS OŠ� THE INDICATOR MARKER IS RED�

&IGURE � 3TART BUTTON

!FTER CLICKING�3TART�� THE CONNECTOR SHOWS A STARTUP SEQUENCE� AND WHEN1NISHED THE RUNNING STATUS WILL BE INDICATED
BY THE STATUS ICON TURNING GREEN� 4HE START BUTTON BECOMES A RED�3TOP� BUTTON�

&IGURE � 3TOP BUTTON

4HE LINK�6IEW LOG1LES� WILL ALLOW YOU TO SEE THE STATUS OF THE RUNNING CONNECTOR VIA ITS LOG1LES� !1LTERED SET OF THIS
LOGGING DATA WILL ALSO BE AVAILABLE AS A DATA NODE IN YOUR“O4
4ICKET ENTERPRISE�

“O4
4ICKET VIEW

/NCE THE CONNECTOR IS RUNNING YOU CAN USE YOUR WEB BROWSER TO SEE THE -ESHLIUMDATA COMING INTO YOUR“O4
4ICKET
$ASHBOARDS AND %NTERPRISE -ANAGER ON MY�IOT
TICKET�COM�

“N YOUR“O4
4ICKET ENTERPRISE THE -ESHLIUM DEVICE WILL BE VIEWABLE AS AN“O4
4ICKET DEVICE UNDER YOUR ENTERPRISE
AND CAN NOW EASILY BE USED IN %NTERPRISE $ASHBOARDS TO CREATE VIEWS OF YOUR INCOMING DATA� EVEN MIXING IT WITH
DATA COMING FROM OTHER“O4 SOURCES�

&IGURE � “O4
4ICKET PANEL
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#LOUD #ONNECTORS

9OU CAN NOW CON1GURE YOUR OWN DASHBOARD WITH SENSOR DATA AND HAVE IT UP AND RUNNING IN AMATTER OF MINUTES�

&IGURE � “O4
4ICKET PANEL
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#LOUD #ONNECTORS

�������� “O43ENS

“O43ENS �HTTP���WWW�IOTSENS�COM�	 IS A HORIZONTAL PLATFORM FOR THE DEVELOPMENT OF SMART CITIES WHICH PROVIDES
FUNCTIONALITIES FOR GATHERING� INTEGRATING� STORING AND ANALYZING DATA FROM THE CITY FROM A GLOBAL POINT OF VIEW� SO
MANAGERS AND CITIZENS KNOW WHAT IS HAPPENING AND CAN IMMEDIATELY ACT�

“O43ENS SEAMLESSLY INTEGRATES WITH -ESHLIUM DEVICES BY MEANS OF-144 QUEUES SO THE CONNECTOR WILL SEND ALL
THE SENSORS DATA TO YOUR“O43ENS PLATFORM IN ORDER TO BE PROCESSED�

#ON1GURATION

&IGURE � #ON1GURING “O43ENS IN -ESHLIUM

4HE“O43ENS PROVIDER WILL SUPPLY YOU WITH THE -144 CONNECTION CON1GURATION ATTENDING YOUR PARTICULAR DEPLOYMENT�


 -144 3ERVER “0 � “0 ADDRESS WHERE THE -144 3ERVER IS DEPLOYED�


 -144 3ERVER 0ORT� 0ORT NUMBER WHERE THE -144 3ERVER IS LISTENING FOR CONNECTIONS�


 -144 3ERVER 5SER� 5SER NAME FOR CONNECTING TO THE -144 3ERVER� 4HIS1ELD CAN BE EMPTY IF NO USER IS
REQUIRED�


 -144 3ERVER 0ASSWORD� 0ASSWORD FOR CONNECTING TO THE -144 3ERVER� 4HIS1ELD CAN BE EMPTY IF NO USER IS
REQUIRED�

!DDITIONALLY� THE“O43ENS PLUGIN SUPPORTS THE CON1GURATION OF SOME PARAMETERS REGARDING HOW THE SYNCHRONIZATION
PROCESS WORKS�


 3LEEPING TIME� 4HE SYNCHRONIZATION PROCESS SLEEPS SOME TIME BETWEEN EXECUTIONS� 4HIS PARAMETERCON1GURES
HOW MANY SECONDS IT WILL SLEEP BEFORE STARTING THE SYNCHRONIZATION PROCESS AGAIN ONCE IT HAS1NISHED� 4HE
SLEEPING TIME MUST BE LONG ENOUGH TO GIVE TIME TO OTHER DEVICE PROCESSES TO DO THEIR WORK�


 -AX� MEASURES TO SYNC� 4HIS PARAMETER CON1GURES HOW MANY SENSOR MEASURES ARE SYNCHRONIZED AT MOST IN
EVERY SYNCHRONIZATION PROCESS� 4HE NUMBER OF MEASURES TO SYNCHRONIZE MUST BE LIMITED IN ORDER TO AVOID THE
SYNCHRONIZATION PROCESS TO OVERLOAD THE SYSTEM FOR A LONG TIME�

#ONTROLLING SYNCHRONIZATION

9OU CAN START AND STOP THE SYNCHRONIZATION OF THE DATA TO THE“O43ENS SERVICE�“N THE INTERFACE� YOU CAN SEE AN
INDICATOR OF WHETHER THE“O43ENS SERVICE IS RUNNING OR NOT�“F YOU CLICK ON�3TART�� THE SYNCHRONIZATION WILL BEGIN�

&IGURE � “O43ENS SYNCHRONIZATION SERVICE IS RUNNING

9OU CAN STOP AT ANY MOMENT CLICKING ON�3TOP� BUTTON�

&IGURE � “O43ENS SYNCHRONIZATION SERVICE IS STOPPED
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#LOUD #ONNECTORS

�������� +II

“NTRODUCTION

+II #LOUD IS AN -"AA3 �-OBILE "ACKEND AS A 3ERVICE	 AND AN“O4 �“NTERNET OF 4HINGS	 CLOUD PLATFORM PROVIDED BY +II
#ORPORATION�

+II OŠERS A CLOUD SERVICE THAT PROVIDES VARIOUS SERVER
SIDE FUNCTIONS AS VERSATILE !0 “S FOR MOBILE APPS AND“O4
SOLUTIONS� "Y LEVERAGING THESE !0“S� THE USER CAN PROVIDE SERVICES MAKING MOBILE APPS AND THINGS“NTERNET
READY
WITHOUT THE SERVER
SIDE IMPLEMENTATIONS AND OPERATIONS�

4O LEARN MORE ABOUT THE ADVANTAGES OF USING THE +II #LOUD SEE THIS PAGE�

HTTP���DOCS�KII�COM�EN�STARTS�MERITS

“N ORDER TO MAKE IT EASIER FOR DEVELOPERS AND SYSTEM INTEGRATORS TO USE THESE !0“S� +II OŠERS A SET OF 3$+S
�HTTP���DOCS�KII�COM�EN�REFERENCES	 FOR MULTIPLE PLATFORMS�

“NTERNET OF 4HINGS �“O4	

&OR“O4 SCENARIOS +II OŠERS THE 4HING
“& 3$+ �HTTPS���DOCS�KII�COM�EN�GUIDES�THINGIFSDK	� 4HING“NTERACTION &RAMEWORK
�4HING
“&HTTPS���DOCS�KII�COM�EN�STARTS�IOT
FUNCTIONS�BASIC?FUNCTION	 IS A FRAMEWORK POSITIONED ABOVE THE +II #LOUD
3$+� “T IS A COMBINATION OF SELECTED FEATURES OF THE +II #LOUD 3$+ TO ACCELERATE“O4 SOLUTIONS�

$EVICES WHICH ARE PART OF“O4 SOLUTIONS ARE CALLED THINGS IN THE +II #LOUD ENVIRONMENT�

#ONNECTOR BASICS

4HE +II #LOUD CONNECTOR RUNS ON -ESHLIUM AS AN AGENT�DAEMON THAT PERIODICALLY CHECKS THE LOCAL DATABASE FOR
INCOMING SENSOR DATA �EG� FRAMES COMING FROM REMOTE 7ASPMOTES	� 4HE -ESHLIUMUNIT ITSELF IS REGISTERED AS A
GATEWAY AGAINST THE +II #LOUD AND THE NODES SENDING SENSOR DATA ARE DYNAMICALLY REGISTERED AS END
NODES OF THE
GATEWAY� 4HE SENSOR DATA ITSELF PROVIDED BY THE NODES IS SENT TO THE +II #LOUD AS 4HING
“& STATES
�HTTP���DOCS�KII�COM�EN�FUNCTIONS�THINGIFSDK�THINGIFSDK�MODEL�STATES	 WHICH RE2ECT A NODE�S SENSOR DATA SNAPSHOT
AT A SPECI1C POINT IN TIME�

/NCE THE NODES ARE SENDING STATES ON THE +II #LOUD YOU COULD FOR EXAMPLE BROWSE THE NODE�S CURRENT AND HISTORICAL
SENSOR VALUES ON A MOBILE APPLICATION BY USING THE 4HING
“& 3$+ FOR !NDROID
�HTTPS���DOCS�KII�COM�EN�GUIDES�THINGIFSDK�ANDROID	 OR I/3 �HTTPS���DOCS�KII�COM�EN�GUIDES�THINGIFSDK�IOS	�
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#LOUD #ONNECTORS

#ONNECTOR CON1GURATION AND OPERATION

9OU CAN CON1GURE THE +II #LOUD CONNECTOR IN THE#LOUD #ONNECTORTAB OF THE -ESHLIUM -ANAGER 3YSTEM� #LICK ON
"ASIC #LOUD 0ARTNERAND SELECT +II�

&IGURE � +II #LOUD #ONNECTOR

4HEN1LL IN THE1ELDS AS FOLLOWS�


 3ERVER ,OCATION� %NTER SERVER LOCATION OF YOUR APP �EITHER 53� *0� %5� #.� OR 3'	 CREATED AT DEVELOPER�KII�COM�
&OR MORE INFO ON CREATING AN APP SEE THIS PAGE�


 !PP “$ � %NTER THE !PP“D OF YOUR APP CREATED AT DEVELOPER�KII�COM� &OR MORE INFO ON CREATING AN APP SEETHIS
PAGE�


 !PP +EY � %NTER THE !PP +EY OF YOUR APP CREATED AT DEVELOPER�KII�COM� &OR MORE INFO ON CREATING AN APP SEE
THIS PAGE�


 'ATEWAY 6ENDOR “$� %NTER A UNIQUE NAME FOR THIS GATEWAY �-ESHLIUM	�“T WILL BE CREATED IF IT DOES NOT EXIST
ON THE +II CLOUD�


 'ATEWAY 0ASSWORD� %NTER A PASSWORD FOR THIS GATEWAY �-ESHLIUM	�“F THE GATEWAY ALREADY EXISTS ON THE +II
CLOUD� THE PASSWORD MUST MATCH THE PREVIOUS REGISTRATION�


 /WNER 5SERNAME� %NTER A USERNAME TO DE1NE WHICH +II USER WILL OWN THE GATEWAY AND NODES�“T WILL BE
CREATED ON THE +II CLOUD IF IT DOES NOT EXIST�


 /WNER 0ASSWORD� %NTER A PASSWORD FOR THE USER YOU SPECI1ED ABOVE�“F THE USER ALREADY EXISTS ON THE +II
CLOUD� THE PASSWORD MUST MATCH THE PREVIOUS REGISTRATION�


 5PDATE “NTERVAL� %NTER THE FREQUENCY IN WHICH THE +II AGENT QUERIES THE LOCAL DATABASE FOR NEW SENSOR DATA
�FRAMES	� -INIMUM AND DEFAULT IS �� SECONDS�


 -AXIMUM &RAMES PER 5PDATE� %NTER THE MAXIMUM NUMBER OF FRAMES TO FETCH FROM THE LOCAL DATABASE PER
UPDATE CYCLE� $EFAULT IS ��� MAXIMUM IS ���� /NLY FRAMES NOT PREVIOUSLY SYNCHRONIZED WILL BE FETCHED� !S A
GENERAL RULE OF THUMB WE ADVISE YOU AT LEAST ALLOW FOR � SECOND PER FRAME IN ORDER TO ALLOW THE DAEMON TO
KEEP UP �EG� IF YOU CHOOSE ��� FRAMES� SELECT AN INTERVAL OF AT LEAST ��� SECONDS	�


 ,OG ,EVEL� %NTER THE LOG LEVEL� &ROM FEWER TO MORE DETAILS� THE LEVELS ARE� /&&� %22/2�“.&/� $%"5'� 2%0/24�
$EFAULT IS /&&�
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#LOUD #ONNECTORS

9OU CAN START AND STOP THE SERVICE BY USING THE�3TART�3TOP� BUTTON IN THE -ANAGER 3YSTEM PLUGIN�

&IGURE � #ON1GURING +II IN -ESHLIUM

&IGURE � #ON1GURING +II IN -ESHLIUM

(OW TO VERIFY THAT THE +II #LOUD #ONNECTOR IS WORKING PROPERLY

9OU CAN MANUALLY VERIFY THAT THE +II #LOUD #ONNECTOR IS WORKING PROPERLY DOING A VISUAL INSPECTION OF THE DEVICES
AND SENT DATA AT OUR DEVELOPER CONSOLE� 4HESE ARE THE STEPS�


 'O TO DEVELOPER�KII�COMAND SIGN IN WITH THE SAME CREDENTIALS YOU USED TO CREATE THE APP AS DESCRIBED IN THE
PREVIOUS SECTION OF THIS DOCUMENT�


 3ELECT THE APP YOU CREATED BEFORE� 9OU WILL SEE A SET OF ICONS REPRESENTING THE DIŠERENT SERVICES PROVIDED BY
+II�


 #LICK ON THE 4HINGS ICON �THE CUBE	� THEN CLICK ON THE #ONSOLE TAB AND MAKE SURE YOU CAN SEE THE -ESHLIUM
�AND THE NODES THAT YOU TESTED TO SUBMIT DATA	 IN THE LIST�


 #LICK ON THE /BJECTS ICON �THE CYLINDER	� THEN CLICK ON THE $ATA "ROWSER TAB�“N THE COMBO BOX SELECT .ORMAL
BUCKET AND THEN CLICK ON !PPLICATION SCOPE� .OW CLICK ON STATES� -AKE SURE YOU SEE A ROW THAT WHEN EXPANDED
SHOWS THE DATA FROM ONE FRAME �THIS IS1NE� YOU CAN SEE THEM ALL HERE	� -AKE SURE THE VERSION COLUMN SHOWS
A NUMBER EQUAL TO THE NUMBER OF FRAMES YOU SENT �IF YOU CLICK ON 2EFRESH ON THE TOP LEFT�THIS NUMBER SHOULD
INCREASE ON EACH INTERVAL TIME BY THE NUMBER OF MAXIMUM FRAMES THAT YOU CON1GURED ON THE CONNECTOR
CON1GURATION PAGE	�


 #LICK AGAIN ON THE /BJECTS ICON �THE CYLINDER	� THEN CLICK ON THE $ATA "ROWSERTAB�“N THE COMBO BOX SELECT 4IME
SERIES BUCKET AND THEN CLICK ON 4HING SCOPE�“N THE SECOND COMBO BOX SELECT 6ENDOR 4HING“$ AND IN THE TEXT
BOX BELOW� TYPE THE NAME OF THE NODE YOU WANT TO VERIFY� ! POP
UP BOX WILL APPEAR WITH THE NODE AND YOU
MUST CLICK ON IT� .OW CLICK ON TS?HISTORY AND YOU WILL SEE A LIST OF SENSOR ENTRIESFOR THAT NODE� #LICK ON EACH OF
THEM TO VERIFY THE SENSOR DATA�
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#LOUD #ONNECTORS

�������� ,ABEEB

,ABEEB “O4 IS A #LOUD AND /N
0REMISE“NTERNET OF 4HINGS �“O4	 3ERVICES %NABLEMENT 0LATFORM�“T PROVIDES AN
ATTRACTIVE ENVIRONMENT �I�E� PLATFORM
AS
A
SERVICE� OPEN !0“S� DEVELOPMENT TOOLS� AND DOCUMENTATION	 FOR ENTREPRENEURS�
THIRD PARTY DEVELOPERS AND COMPANIES TO ACCELERATE THE DEVELOPMENT AND DEPLOYMENT OF NEW“O4 SERVICES� AND TO
HELP THEM ACHIEVE FASTER TIME
TO
MARKET�

&OR MORE INFORMATION�HTTP���WWW�LABEEB
IOT�COM�

&IGURE � ,ABEEB “O4 PLUGIN

2EGISTER -ESHLIUM IN ,ABEEB “O4 0LATFORM

#REATE A ,ABEEB“O4 ACCOUNT PREVIOUSLY TO REGISTER -ESHLIUM IN ,ABEEB“O4 0LATFORM�

HTTP���MEA�LABEEB
IOT�COM

&IGURE � #REATING A NEW ,ABEEB ACCOUNT
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#LOUD #ONNECTORS

#ON1GURATION

!FTER CREATING YOUR ACCOUNT� YOU CAN USE YOUR CREDENTIALS �ENTERPRISE NAME� USERNAME AND PASSWORD	 TO CON1GURE
-ESHLIUM�

&IGURE � ,ABEEB “O4 CON1GURATION PANEL

�� &ILL THE CON1GURATION1ELDS WITH YOUR ,ABEEB“O4 CREDENTIALS�


 (OSTING 3ERVER� THE SERVER WHERE YOUR ,ABEEB“O4 ACCOUNT IS HOSTED IN �DEFAULT� -%! FOR MEA�LABEEB
IOT�COM	�


 %NTERPRISE .AME� ENTERPRISE NAME USED TO CREATE PORTAL ACCOUNT�


 5SERNAME� USERNAME OF YOUR PORTAL ACCOUNT�


 0ASSWORD� PASSWORD OF YOUR PORTAL ACCOUNT�


 ,OG LEVEL� USED FOR DEBUGGING LEVEL� ERRORS� REPORTS� ETC�


 -AX NUMBER OF RECORDS� 4HE MAXIMUM NUMBER OF RECORDS TO BE SYNCHRONIZED TO ,ABEEB“O4 EVERY SOME
TIME INTERVAL�


 3YNC FREQUENCY �SEC	� SPECI1C TIME INTERVAL TO PERFORM SYNCHRONIZATION� DE1NED IN SECONDS�

�� 3AVE THE CON1GURATION BY PRESSING THE BUTTON�3AVES�� 4HIS WILL STORE THEM LOCALLY AND CREATE ALL NEEDED DEVICES
AND SENSORS AUTOMATICALLY ON ,ABEEB“O4 PLATFORM�

�� 7HENEVER YOU MAKE A CHANGE� ADD A SENSOR OR A DEVICE� PRESS ON�3YNC #ON1G� TO UPDATE THESE PARAMETERS
ON ,ABEEB“O4 PORTAL�
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#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

/NCE THE CONNECTOR IS CON1GURED� THE USER CAN LAUNCH THE -ESHLIUM ,ABEEB“O4 SCRIPT ��3TART� BUTTON	� 4HE PROGRAM
WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE� AND WILL SEND THEM TO THE,ABEEB“O4 0LATFORM� 4HE STATUS
INDICATOR DISPLAYS THE CURRENT STATE��2UNNING� OR�3TOPPED��

4HE -ESHLIUM ,ABEEB“O4 CLOUD CONNECTOR WILL START SENDING THE DATA OF ANY NEW 7ASPMOTE DEVICE TO ,ABEEB
“O4 0LATFORM AFTER A MAXIMUM OF �� MIN�

&IGURE � ,ABEEB “O4 SENDER IS RUNNING

9OU CAN STOP THE ,ABEEB“O4 SCRIPT ANYTIME BY CLICKING ON THE�3TOP� BUTTON�

&IGURE � ,ABEEB “O4 SENDER IS STOPPED

9OU CAN GET ALL THE DATA SENT FROM THE 7ASPMOTE DEVICES ON THE ,ABEEB“O4 PORTAL�

#LICK ON $ATA � $ATA RETRIEVAL � SELECT THE RELATED DEVICE OR DATA TYPE TO RETRIEVE COLLECTED DATA�

&IGURE � ,ABEEB “O4 0LATFORM DATA RETRIEVAL
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#LOUD #ONNECTORS

�������� -144

-144 IS A PUBLISH�SUBSCRIBE� EXTREMELY SIMPLE AND LIGHTWEIGHT MESSAGING PROTOCOL� DESIGNED BY“"- FOR CONSTRAINED
DEVICES AND LOW
BANDWIDTH� HIGH
LATENCY OR UNRELIABLE NETWORKS� WHERE BATTERY POWER IS CRITICAL� $UE TO ITS FEATURES
OF DELIVERY ASSURANCE AND BANDWIDTH REDUCTION� -144 IS BEING USED BY SOME #LOUD PLATFORMS SUCH AS“"- OR
#ARRIOTS� WHICH MEANS THAT 7ASPMOTE DATA CAN BE STORED INSIDE THEM OR IN ANY OTHER ONE BASED ON THIS PROTOCOL�

-ORE INFORMATION�HTTP���MQTT�ORG�FAQ�

7ITH THIS PLUGIN� 7ASPMOTE SENSOR DATA CAN BE DIRECTLY INTEGRATED WITH A -144BROKER�

&IGURE �-144 PLUGIN

#ON1GURATION

4HE BROKER IS A KEY AGENT IN -144 PROTOCOL� 4HE BROKER IS A SERVER WHICH RECEIVES ALL THE FRAMES AND DISTRIBUTES
EACH ONE OF THEM TO THE SUBSCRIBERS CLIENTS�

“N 3ERVER�"ROKER #ON1GURATION� THE USER CAN SET�


 “0 !DDRESS� 3ERVER“0 ADDRESS�


 0ORT NUMBER� 3ERVER PORT NUMBER�


 5SER� 3ERVER USER NAME TO LOG IN THE -144 SYSTEM�


 0ASSWORD� 3ERVER PASSWORD TO LOG IN THE -144 SERVER�


 4OPIC TEMPLATE� 4OPIC OF YOUR MESSAGE� 4HE USER CAN USE THESE WILD
CARDS CREATING A PERSONALIZED STRUCTURE�


 �-%3(, “5-�� “DENTI1ER FOR -ESHLIUM�


 � “$�� 5NIQUE IDENTI1ER FOR DATA�


 � “$?7!30�� “DENTI1ER FOR 7ASPMOTE�


 �3%.3/2�� 3ENSOR IDENTI1CATION�


 -ESSAGE TEMPLATE� $ATA STRUCTURE OF YOUR MESSAGE� 4HE USER CAN USE THESE WILD
CARDS CREATING A CUSTOMIZED
CONTENT�


 � “$�� 5NIQUE IDENTI1ER FOR DATA�


 � “$?7!30�� “DENTI1ES THE 7ASPMOTE UNIT�


 � “$?3%#2%4�� 3ECRET IDENTI1ER�


 �3%.3/2�� “DENTI1ES THE SENSOR�


 �6!,5%�� 6ALUE OBTAINED FROM THE SENSOR�


 �43� �C� 	�� $ATE WITH CUSTOM FORMAT� 4HE PARAMETER PASSED IN THIS WILD
CARD CORRESPONDS TO THE SAME
ONES YOU CAN USE IN 0(0 DATE FUNCTION �SEE FORMAT PARAMETERS IN
HTTP���PHP�NET�MANUAL�ES�FUNCTION�DATE�PHP�REFSECT�
FUNCTION�DATE
PARAMETERS	�
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#LOUD #ONNECTORS

&IGURE � 3ERVER�"ROKER #ON1GURATION

%XAMPLES ABOUT-144 3ERVERS�"ROKERS�


 HTTP���MQTT�ORG�WIKI�DOKU�PHP�BROKERS�


 HTTP���MOSQUITTO�ORG��


 HTTP���MQTT�IO��

.OTE� IN THIS EXAMPLE� THE BROKER WAS RUNNING ON A COMPUTER INSIDE OUR LOCAL NETWORK FOR TEST PURPOSES ONLY� &OR
PROFESSIONAL USE� IT IS RECOMMENDED TO WORK WITH A ���� SERVER WITH STATIC “0 ADDRESS�

#ONTROLLING STATUS

/NCE CON1GURED THE SERVER�BROKER� THE USER CAN LAUNCH THE -ESHLIUM -144 PROGRAM �3TART BUTTON	� 4HE PROGRAM
WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE� AND WILL SEND THEM TO THEBROKER VIA -144 PROTOCOL� 4HE
STATUS INDICATOR DISPLAYS THE CURRENT STATE� SAYING�2UNNING� OR�3TOPPED��

&IGURE �-144 SENDER IS RUNNING

9OU CAN STOP THE -144 SENDER ANYTIME CLICKING ON THE�3TOP� BUTTON�

&IGURE � -144 SENDER IS STOPPED
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#LOUD #ONNECTORS

0LATFORMS USING -144

-144 HAS BEEN WIDELY IMPLEMENTED ACROSS A VARIETY OF INDUSTRIES� !S OF -ARCH ����� -144 IS IN THE PROCESS OF
UNDERGOING STANDARDIZATION AT /!3“3 PROTOCOL STACK� 4HE PROTOCOL SPECI1CATION HAS BEEN OPENLY PUBLISHED WITH A
ROYALTY
FREE LICENSE FOR MANY YEARS� AND COMPANIES SUCH AS %UROTECH �FORMERLY KNOWN AS !RCOM	 HAVE IMPLEMENTED
THE PROTOCOL IN THEIR PRODUCTS�

(ERE ARE A NUMBER OF NOTABLE PROJECTS THAT HAVE MADE USE OF -144 AND RELATED TECHNOLOGIES� #OMPANIES LIKE
#ISCO� %CLIPSE &OUNDATION� %UROTECH�“"-� +AAZING� -�-I� 2ED (AT� 3OFTWARE !'� 4 “"#/ AND #ARRIOTS� AMONG OTHER
COMPANIES� ARE WORKING WITH THIS PROTOCOL�

-ORE INFORMATION ABOUT EXAMPLES AND USES�HTTP���MQTT�ORG�WIKI�DOKU�PHP�EXAMPLE?USES�
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#LOUD #ONNECTORS

�������� .%# #ONNEXIVE

#ONNEXIVE IS A CLOUD PLATFORM DEVELOPED BY .%# THAT GIVES A SCOPE OF SERVICESTO USE THE CLOUD�

#ON1GURATION

4HE #ONNEXIVE CLOUD CONNECTOR IS LOCATED IN�

#LOUD #ONNECTORÑ "ASIC #LOUD 0ARTNERÑ #ONNEXIVE

&IGURE � #ONNEXIVE SYNCHRONIZATION SERVICE CON1GURATION PANEL
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#LOUD #ONNECTORS

4HE�#ONNECTION #ON1GURATIONS� SECTION IS THE GENERAL CON1GURATION FOR THE #ONNEXIVE CLOUD CONNECTOR�


 3ERIAL “$� �“O4
'7 “$ � OR THE UNIQUE“$ FOR THE -ESHLIUM WHICH WAS SET IN #ONNEXIVE WHEN REGISTERING“O4
'7�


 #ONNEXIVE (OSTNAME;�0ORT=� #ONNEXIVE HOSTNAME AND PORT NUMBER�


 3ERVICE .AME� SERVICE NAME TO ACCESS #ONNEXIVE� $EFAULT IS�IOT?GATEWAY��


 (440 $EFAULT 4IMEOUT �SEC	� DEFAULT TIMEOUT OF THE REPLY FOR AN (440 TRANSMISSION �IN SECONDS UNITS	�


 5SE 0ROXY 3ERVER� TURN ON THIS BUTTON IF YOU ARE USING A PROXY SERVER�


 0ROXY (OST� “0 ADDRESS OR HOST NAME OF THE PROXY SERVER�


 0ROXY 0ORT� PORT NUMBER OF THE PROXY SERVER�


 5SE 33, � TURN THIS BUTTON ON IF USING 33,�


 5PDATE 33, 4RUST 3TORE� TURN THIS BUTTON ON WHEN UPDATING THE 33, TRUST STORE1LE�


 4RUST 3TORE &ILE� TRUST STORE1LE FOR 33,�


 4RUST 3TORE 0ASSWORD� PASSWORD FOR THE TRUST STORE1LE�

4HE�#LOUD #ONNECTOR #ON1GURATIONS� SECTION SETS UP THE SYNCHRONIZATION CHARACTERISTICS�


 &ETCH ,“-“4 � THE MAXIMUM NUMBER OF RESULTS FOR A SINGLE31, QUERY TO THE -ESHLIUM DATABASE� 6ALUES GREATER
THAN ��� MAY LEAD TO HIGH SYSTEM LOAD�


 LOG ,EVEL� LOG LEVEL�

4HE�#ONNEXIVE #ON1GURATIONS� SECTION IS THE SPECI1C CON1GURATION FOR THE #ONNEXIVE CLOUD�


 #& 6ERSION� CON1GURATION VERSION TO CONNECT WITH #ONNEXIVE� 0LEASE ALWAYS INPUT THE1XED VALUE�#&������� � �


 0OLLING (OURS OF -APPING 2ULES� THE TIME PERIOD TO POLL� IN ORDER TO ACQUIRE MAPPING RULES� &OR EXAMPLE� IN
THE CASE OF��
� � � IT POLLS #ONNEXIVE FROM ���� TO �����


 0OLLING #YCLE OF -APPING 2ULES �MINUTES	� THE INTERVAL WHICH IS POLLED TO ACQUIRE MAPPING RULES�


 4HE -AXIMUM .UMBER OF $EVICES� THE MAXIMUM NUMBER OF DEVICES�

#LICK ON THE�3AVE� BUTTON FOR STORING THE CON1GURATION1ELDS�

#ONTROLLING SYNCHRONIZATION

/NCE CON1GURED THE CLOUD CONNECTOR� PRESS THE�3TART� BUTTON TO START THE SYNCHRONIZATION SERVICE�

&IGURE � #ONNEXIVE SYNCHRONIZATION SERVICE IS RUNNING

9OU CAN STOP THE SYNCHRONIZATION SERVICE ANYTIME CLICKING ON THE�3TOP� BUTTON�

&IGURE � #ONNEXIVE SYNCHRONIZATION SERVICE IS STOPPED
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#LOUD #ONNECTORS

�������� /RCHESTRA

4HE /RCHESTRA PLATFORM“O4 ENABLES THE POSSIBILITY TO COLLECT ALL THE DATA FROM SENSORS ATTACHED TO -ESHLIUMOVER
-144 AND MANAGE THEM IN A USER
FRIENDLY DASHBOARD�

(OW TO GET YOUR OWN !0“
KEY

&OR GETTING YOUR OWN !0“
KEY YOU HAVE TO SEND A MAIL TOSERVICES ORCHESTRA�ITWITH THE SUBJECT�; ,IBELIUM 
 !CTIVATION=
.EW ACTIVATION REQUEST�� SIGNALING THE NUMBER OF SENSORS AND THE NUMBERS OF VENUES OR -ESHLIUMS BEINGUSED�
AND /RCHESTRA WILL PROVIDE THE ACCOUNT TO ACCESS THE PLATFORM WHERE YOU CAN GET THE NEEDED INFORMATION�

&IGURE � #ON1GURING /RCHESTRA

"ELOW THERE ARE A COUPLE OF IMAGES SHOWING WHERE YOU WILL1ND THE !0“ INFORMATION ON THE /RCHESTRA WEBSITE�

&IGURE � /RCHESTRA PLATFORM USER PANEL
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#LOUD #ONNECTORS

4O ACTIVATE THE !0“ SECRET KEY AND GET THE CLIENT“D� YOU HAVE TO GO TO THE�0RO1LE� SECTION OF THE /RCHESTRA ACCOUNT
AND THEN SELECT THE CHECKBOX IN THE�/RCHESTRA !0“� SECTION AND CLICK THE� 'ENERATE KEY� BUTTON�

4HEN YOU HAVE TO SAVE THE INFORMATION GENERATED BY CLICKING ON THE�3AVE� BUTTON IN THE SAME SECTION�

&IGURE � /RCHESTRA PLATFORM !0“ PANEL

#ON1GURATION

&IGURE � /RCHESTRA #LOUD #ONNECTOR CON1GURATION PANEL


 !0“ "ASE 52, � 9OU MUST ENTER THE !0“ 52, THAT YOU ARE GOING TO USE FOR COLLECTING THE -ESHLIUM DATA�


 3ECRET +EY� 4HE SECRET KEY TO ACCESS THE !0“�


 #LIENT “D� 3ECURITY KEY USED FOR VALIDATING THE ACCESS TO THE (OST�

#LICK ON THE�-ODIFY� BUTTON TO ENABLE THE1ELDS AND INSERT THE VALUES PREVIOUSLY OBTAINED�

&IGURE � /RCHESTRA #LOUD #ONNECTOR CON1GURATION PANEL
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#LOUD #ONNECTORS

/NCE YOU CLICK THE�3AVE� BUTTON� A SELECT BOX WILL APPEAR WITH THE VENUES YOU CAN CHOOSE�

&IGURE � /RCHESTRA #LOUD #ONNECTOR CON1GURATION PANEL

!FTER THAT� PRESS THE�3TART� BUTTON� AND YOU WILL START TO RECEIVE DATA FROM THE CON1GURED -ESHLIUM�

“F YOU WANT TO STOP THE EVENT SENDING� JUST PRESS THE�3TOP� BUTTON�
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#LOUD #ONNECTORS

�������� 2EDD

2EDD IS A COMPANY FOCUSED ON DELIVERING TELEMETRY AND TELECONTROL SOLUTIONS FOR CLIENTSASSETS� WITH THE AIM OF
OPTIMIZING AND SIMPLIFYING OPERATIONS� AND MOST IMPORTANTLY� PROVIDING THEM WITH THE NECESSARY INFORMATION TO
MAKE QUICK AND TIMELY DECISIONS�

&OR MORE INFORMATION� PLEASE CONTACTIOT REDDSYSTEM�COM�

#ON1GURATION

9OU CAN LOCATE THE 2EDD #LOUD #ONNECTOR AT�

#LOUD #ONNECTORÑ "ASIC #LOUD 0ARTNERÑ 2EDD #LOUD #ONNECTOR

“NSIDE THE CON1GURATION PANEL YOU CAN1LL � PARAMETERS WITH THE INFORMATION PROVIDED BY 2EDD� 4HESE ARE�

&IGURE � 2EDD #LOUD #ONNECTOR CON1GURATION PANEL


 5SER� THIS1ELD RECOGNIZES THE INFORMATION SENT TO 2EDD BY YOU�


 4OKEN� UNIQUE IDENTI1ER THAT ENABLES ACCESS OF YOUR INFORMATION TO 2EDD�

#LICK ON THE�3AVE� BUTTON FOR STORING THE CON1GURATION1ELDS�

4HE TAB�LOG� WILL ALLOW YOU TO SEE THE STATUS OF THE RUNNING CONNECTOR VIA ITS LOG1LES�

#ONTROLLING SYNCHRONIZATION

/NCE CON1GURED THE 2EDD #LOUD #ONNECTOR� YOU CAN LAUNCH THE SYNC SCRIPT BY PUSHINGTHE�3TART� BUTTON� 4HE
SYNCHRONIZATION WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE� ANDWILL SEND THEM TO THE 2EDD“O4
PLATFORM VIA 4#0 PROTOCOL�

&IGURE � 2EDD #LOUD #ONNECTOR SYNCHRONIZATION SERVICE IN STANDBY

!FTER CLICKING ON THE�3TART� BUTTON� IT BECOMES A RED�3TOP� BUTTON� #LICK AGAIN AND YOU WILL STOP THE SYNCHRONIZATION�

&IGURE � 2EDD #LOUD #ONNECTOR SYNCHRONIZATION SERVICE RUNNING
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#LOUD #ONNECTORS

�������� 2“/4 0LATFORM

2“/4 IS A 3ENSING AS A 3ERVICE 0LATFORM DEVELOPED BY 2%$TONE“/4� “T MANAGES CONNECTIVITY FROM SENSORS OR DATA
SOURCES WITH VARIOUS COMMUNICATION PROTOCOLS INCLUDING-144 AND 2%34FUL�

0LEASE VISITHTTP���RIOT�COM�MY�FOR MORE INFORMATION�

#ON1GURATION

&IGURE � 2“/4 PLUGIN #ON1GURATION

4HE 2“/4 PLUGIN IS CON1GURED WITH THE FOLLOWING PARAMETERS�


 52, � 4HE“0 ADDRESS OR THE 52, WILL BE PROVIDED BY 2%$TONE“/4�


 !0“ +EY � !N !0 “ +EY WILL BE PROVIDED BY 2%$TONE“/4 AS ONE OF THE AUTHORIZATION INFORMATION IN ORDER TO SEND
DATA TO THE 2“/4 PLATFORM�


 'ATEWAY� &IELD TO IDENTIFY WHICH -ESHLIUM DEVICE THE DATA CAME FROM WHEN THE PLATFORM RECEIVES THE DATA�
SO THAT WE CAN TRACE THE LOCATION�

.OTE� “N THE 7ASPMOTE SENSOR BOARD� MAKE SURE YOU IDENTIFY EACH BOARD WITH THEIR OWN “$ SO THAT WE CAN TRACE WHICH
SENSOR BOARD THE DATA ORIGINATED�

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE EXECUTED FOR ALL THE DATA THAT HAS NOT BEEN SYNCHRONIZED IN THE 3ENSOR 0ARSER DATABASE
TABLE� 9OU CAN START AND STOP THE SYNCHRONIZATION PROCESS�“N THE INTERFACE OF OUR SERVICE� YOU CAN SEE IF THE STATUS
OF OUR SERVICE IS EITHER RUNNING OR NOT�“F YOU CLICK ON�3TART�� THE SYNCHRONIZATION WILL START�

&IGURE � 2“/4 SENDER IS RUNNING

“F YOU WANT TO STOP THE SYNCHRONIZATION PROCESS� YOU CAN SIMPLY JUST CLICK ON�3TOP� AND THE PROCESS WILL STOP�

&IGURE � 2“/4 SENDER IS STOPPED
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#LOUD #ONNECTORS

�������� 2OBO-1

2OBO-1 IS A (YBRID“NTEGRATION 0LATFORM �(“0	 THAT CAN CONNECT ANY DEVICE� SENSOR�“O4 GATEWAY� ENTERPRISE APPLICATION�
OR ANY CLOUD TO ALLOW YOU TO BUILD BUSINESS WORK2OWS ACROSS NETWORKS AND CLOUDS� 7HAT MAKES 2OBO-1 A GREAT
CHOICE FOR YOUR“O4 NEEDS IS THAT YOUR“O4 DEVICES OR APPLICATIONS CAN EASILY INTEGRATE WITH AND LEVERAGE YOUR“O4
DATA BY MAKING IT PART OF BUSINESS WORK2OW INVOLVING CLOUD� 3AA3 AND ON
PREMISE ENTERPRISE SYSTEMS� 2OBO-1
PLATFORM IS BUILT WITH CONTAINERIZED MICROSERVICE ARCHITECTURE THAT CAN EASILY SCALE VERTICALLY AND HORIZONTALLY AND
RUNS IN A DISTRIBUTED MULTI HYBRID CLOUD SETUP�

4O LEARN MORE ABOUT THE BENE1TS OF INTEGRATION WITH 2OBO-1� VISITWWW�ROBOMQ�IOOR CONTACTSALES ROBOMQ�IO�

'ET A TRIAL OR PAID SUBSCRIPTION TO 2OBO-1 I0AA3

4O USE THIS CONNECTOR� THE USER1RST MUST GET A TRIAL ACCOUNT OR PAID SUBSCRIPTION�

#ON1GURE 2OBO-1 CONNECTOR

/NCE YOU HAVE YOUR 2OBO-1 SUBSCRIPTION CREDENTIALS�1LL OUT THE FOLLOWING CON1GURATION1ELDS FOR THE 2OBO-1
CONNECTOR�

&IGURE �2OBO-1 CONNECTOR CON1GURATION PANEL


 (OST� 2OBO-1 MESSAGE BROKER 52,� &OR FREE TRIAL ACCOUNTS USE�TRIAL�ROBOMQ�IO��


 0ORT� 2OBO-1 -ESSAGE BROKER PORT FOR !-10 PROTOCOL�“T SUPPORTS 33, ENCRYPTED TRAZ C� WHICH IS RECOMMENDED�
5SE PORT ���� FOR NON
33, AND PORT ���� FOR 33, TRAZ C RESPECTIVELY�


 4ENANT� 4ENANT IS THE 4ENANT“$ OR YOUR ACCOUNT WITH 2OBO-1 I0AA3 THAT IS PROVIDED IN THE PROVISIONING EMAIL�


 5SERNAME� USERNAME THAT IS PROVIDED IN THE PROVISIONING EMAIL�


 0ASSWORD� PASSWORD THAT IS PROVIDED IN THE PROVISIONING EMAIL�


 ,OG ,EVEL� ,OG ,EVEL THAT IS SET FOR THE CONNECTOR WITH THE FOLLOWING SETTINGS�


 /&&� .O NEW LOGS WILL BE PRINTED TO THE LOG TAB ON -ESHLIUM GATEWAY�


 &“.%� 4HE MOST VERBOSE LOGGING LEVEL� !LL LOGGING STATEMENTS ARE VISIBLE IN THE LOGGING WINDOW�


 “.&/� 6ERY VERBOSE LOGGING LEVEL BUT OMITS EXTREMELY DETAILED LOGS�


 7!2. “.'� /NLY SHOWS WARNING AND SEVERE LOGS TO THE USER�


 3%6%2%� /NLY SHOWS SEVERE LOGS�


 2ECORD 1UERY ,IMIT� 4HE NUMBER OF RECORDS THAT IS QUERIED AT EVERY RECORD QUERY INTERVAL� 4HE RECOMMENDED
MAXIMUM NUMBER OF RECORDS TO BE QUERIED IS ���� ! VALUE GREATER THAN ��� IS ACCEPTED BUT CAN AŠECT THE
PERFORMANCE OF THE -ESHLIUM GATEWAY�


 2ECORD 1UERY “NTERVAL� 4HE NUMBER OF SECONDS THAT WILL ELAPSED IN BETWEEN EACH RECORD QUERY� 4HE RECOMMENDED
INTERVAL BETWEEN RECORD QUERIES IS �� SECONDS ANY RECORD QUERY INTERVAL BELOW �� SECONDS WILL NOT BE ACCEPTED
SINCE THIS COULD AŠECT THE PERFORMANCE OF THE -ESHLIUM GATEWAY�
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#LOUD #ONNECTORS

#ONNECTOR OPERATION AND STATUS PANEL

/NCE YOU HAVE CON1GURED THE CONNECTOR� YOU CAN LAUNCH THE -ESHLIUM�S 2OBO-1 CONNECTOR AND START SENDING
DATA TO 2OBO-1 BY CLICKING THE GREEN�3TART� BUTTON� 4HE FOLLOWING IMAGE IS DISPLAYED AFTER YOU CLICK THE�3TART�
BUTTON�

&IGURE �2OBO-1 #ONNECTOR IS RUNNING

4O STOP THE CONNECTOR� PRESS THE�3TOP� BUTTON AND WAIT FOR A FEW SECONDS FOR THE CONNECTOR TO FULLY STOP� !FTER YOU
DO THIS� A�3TART� BUTTON SHOULD APPEAR ONCE AGAIN�

&IGURE � 2OBO-1 #ONNECTOR HAS STOPPED

,OG TAB

/NCE YOU START THE CONNECTOR YOU CAN VIEW LOGS FOR THIS CONNECTOR IN THE LOG WINDOW� 4HE FOLLOWING IS THE ILLUSTRATION
OF THE LOG WINDOW AFTER THE CONNECTOR WAS STARTED� 9OU CAN REFRESH THESE LOGS BY CLICKING THE�2EFRESH� BUTTON� 9OU
CAN CLEAR THE LOGS BY CLICKING THE�$ELETE� BUTTON�

&IGURE � 2OBO-1 #ONNECTOR LOGGING IN ACTION
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#LOUD #ONNECTORS

�������� SCRIPTR�IO

SCRIPTR�IO IS THE“NTERNET OF 4HINGS !PPLICATION 0LATFORM AND -ARKETPLACE OF EXTENSIBLE“O4 !PPLICATIONS�“T COMBINES
A VISUAL ENVIRONMENT AND AN EXTENSIVE SET OF !0“S FOR THE RAPID DESIGN� INTEGRATION AND DEVELOPMENT OF APPLICATIONS
THAT EXECUTE ON A SCALABLE� SECURE AND ROBUST RUNTIME� SCRIPTR�IO IS COMPATIBLE WITH ALL MAJOR“O4 DATA PLATFORMS TO
ACCELERATE YOUR“O4 $IGITAL 4RANSFORMATION�

5SING -ESHLIUM WITH SCRIPTR�IO

4O USE -ESHLIUM WITH SCRIPTR�IO YOU NEED THE FOLLOWING� ��	 3IGN
UP TO SCRIPTR�IO� ��	 #REATE A CHANNEL IN YOUR SCRIPTR�IO
ACCOUNT� ��	 #REATE A SCRIPT IN YOUR SCRIPTR�IO ACCOUNT TO RECEIVE THE DATASENT BY -ESHLIUM� ��	 #REATE A DEVICE ON
SCRIPTR�IO TO AUTHENTICATE THE REQUESTS SENT BY -ESHLIUM�

3IGN
UP TO SCRIPTR�IO

9OU CAN SIGN
UP FOR AN ACCOUNT BY SELECTING ONE OF THE AVAILABLE REGISTRATION METHODS FROM�

HTTPS���WWW�SCRIPTR�IO�REGISTER

!FTER SIGNING
UP� OR IF YOU ALREADY HAD AN ACCOUNT� SIGN
IN TO SCRIPTR�IO FROMHTTPS���WWW�SCRIPTR�IO�LOGINUSING YOUR
CREDENTIALS� /NCE AUTHENTICATED� YOU WILL BE DIRECTED TO SCRIPTR�IO�S 7EB “$%�

#REATE A CHANNEL IN YOUR SCRIPTR�IO ACCOUNT

SCRIPTR�IO�S CHANNELS ARE USED TO BROADCAST MESSAGES TO YOUR SCRIPTS� WIDGETS OR TO THE CLIENT APPLICATIONS THAT ARE
USING YOUR SERVICES� 4O CREATE A CHANNEL FROM SCRIPTR�IO�S 7EB “$% �HTTPS���WWW�SCRIPTR�IO�WORKSPACE	� CLICK ON THE
DROP
DOWN ARROW NEAR YOUR USERNAME AT THE TOP
RIGHT CORNER OF THE SCREEN� THENSELECT �3ETTINGS��

“N THE CON1GURATION DIALOG THAT IS DISPLAYED� SELECT THE�#HANNELS� TAB� #LICK ON��!DD #HANNEL�� THEN ENTER A NAME
�E�G� �LIBELIUM�	� +EEP THE CHECKBOXES UNCHECKED SO THAT ONLY AUTHORIZED ENTITIES CAN PUBLISH ORSUBSCRIBE TO THIS
CHANNEL� #LICK ON THE CHECK SIGN ON THE RIGHT TO VALIDATE YOUR CHANGES�

&IGURE � #ON1GURE YOUR CHANNEL
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#LOUD #ONNECTORS

#REATE A SCRIPT TO RECEIVE DATA

&IGURE � #REATE A NEW SCRIPT

3CRIPTS ARE USED TO IMPLEMENT THE LOGIC OF YOUR“O4 APPLICATIONS� IN *AVA3CRIPT�“N THE CURRENT CASE� WE NEED A SCRIPT
THAT RECEIVES THE DATA SENT BY THE -ESHLIUM DEVICE� 4O CREATE A NEW SCRIPT� CLICK THE��.EW 3CRIPT� OPTION ON THE
BOTTOM
LEFT CORNER OF THE 7EB“$%� OR SELECT�3CRIPT� FROM THE DROP
DOWN�

9OU CAN CON1GURE -ESHLIUM TO USE (440 OR !-10 TO SEND DATA TO YOUR SCRIPTR�IO ACCOUNT� 4HE BELOW CODE CATERS
TO BOTH CON1GURATIONS AND PARSES THE RECEIVED DATA INTO A *3/. OBJECT ��PAYLOAD� IN THE BELOW EXAMPLE	� #OPY �
PASTE THE FOLLOWING INTO THE SCRIPT EDITING AREA OF THE 7EB“$%�

// require the scriptr.io ' s log module and configure it to the "info" level

var log = require( "log" );

log.setLevel( "info" );

try {

var payload = null;

// Check if the payload is available in request.parameters

// (AMQP message) or in request.body (HTTP message)

if (request.parameters && Object.keys(request.parameters).length > 0) {

payload = JSON.parse(request.parameters.data)

} else {

payload = JSON.parse(request.body);

}

log.info( "Received the following payload: \n " + JSON.stringify(payload));

// ADD YOUR CUSTOM LOGIC HERE

}catch(exception){

log.error( "Something went wrong\n " + JSON.stringify(exception));

}
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#LOUD #ONNECTORS

'IVE A NAME TO YOUR SCRIPT �E�G��LIBELIUM�	 AND SAVE IT�

&IGURE � .AME AND SAVE YOUR SCRIPT

#REATE A DEVICE TO AUTHENTICATE THE REQUESTS

4O ACCESS YOUR RESOURCES ON SCRIPTR�IO� THIRD PARTY CLIENTS 
 SUCH AS YOUR -ESHLIUM GATEWAY 
 SHOULD AUTHENTICATE�
&OR THAT� THEY WILL USE THE CREDENTIALS OBTAINED AFTER HAVING BEEN IDENTI1ED AS DEVICES IN YOUR SCRIPTR�IO ACCOUNT�

4O CREATE A NEW DEVICE� CLICK ON THE DROP
DOWN NEAR YOUR USERNAME IN THE TOP RIGHT CORNER OF THE 7EB“$%� THEN
SELECT�$EVICE $IRECTORY�� %NTER AN“$ AND A PASSWORD FOR YOUR DEVICE� #ON1RM THE PASSWORD� THEN VALIDATE YOUR
CHANGES BY CLICKING ON THE CHECK BUTTON ON THE RIGHT�

&IGURE � #REATE A NEW DEVICE

9OUR DEVICE IS ADDED AND AN AUTHENTICATION TOKEN HAS BEEN GENERATED FOR IT�

&IGURE � %VERY NEW DEVICE GETS AN AUTHENTICATION TOKEN TO AUTHENTICATE AGAINST SCRIPTR�IO
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#LOUD #ONNECTORS

#ON1GURATION

4O CON1GURE THE SCRIPTR�IO CLOUD CONNECTOR ON -ESHLIUM�S -ANAGER 3YSTEM� GO TO�

#LOUD #ONNECTORÑ "ASIC #LOUD 0ARTNERÑ SCRIPTR

4HE CON1GURATION FORM IS DIVIDED INTO � SECTIONS� A COMMON SECTION AND � SECTIONS THAT ARE SPECI1C TO THE PROTOCOL
�(440 OR !-10	 YOU WILL DECIDE TO USE�

.OTE� IF YOU HAVE SIGNED
UP FOR A FREE SCRIPTR�IO ACCOUNT YOU SHOULD ONLY CHOOSE (440�

3HARED CON1GURATION

“N THE�#OMMON� SECTION�1LL THE FOLLOWING�


 3CRIPT NAME� ENTER THE NAME OF THE SCRIPT YOU CREATED IN THE�#REATE A SCRIPT TO RECEIVE DATA� SECTION �E�G�
�LIBELIUM�	�


 -ESSAGE TEMPLATE� CON1GURE THE MESSAGE TO SEND TO SCRIPTR�IO �THIS DEPENDS ON THE MEASURES SENT BY YOUR
SENSORS	�


 ,OG LEVEL� SPECIFY A LOG LEVEL�


 “NTERVAL� SPECIFY A TIME IN SECONDS BETWEEN � SYNCHRONIZATIONS WITH YOUR SCRIPTR�IO ACCOUNT� 4HIS VALUE CANNOT
BE LESS THAN ���

5SING (440 TO SEND DATA

“N THE�#OMMON� SECTION�1LL THE FOLLOWING�


 3ERVER ADDDRESS� TYPE�API�SCRIPTRAPPS�IO� �


 0ROTOCOL� CHOOSE�(440 � �DEFAULT VALUE	�

“N THE�(440 � SECTION�1LL THE FOLLOWING�


 !UTH TOKEN� ENTER THE VALUE OF THE AUTHENTICATION TOKEN THAT WAS GENERATED BY SCRIPTR�IO FOR YOUR-ESHLIUM
DEVICE� AS DESCRIBED IN THE�#REATE A DEVICE TO AUTHENTICATE THE REQUESTS� SECTION�

5SING !-10 TO SEND DATA

.OTE� IF YOU HAVE ONLY SIGNED
UP TO A FREE SCRIPTR�IO ACCOUNT DON�T USE!-10�

“N THE�#OMMON� SECTION�1LL THE FOLLOWING�


 3ERVER ADDRESS� TYPE�AMQP�SCRIPTR�IO� �


 0ROTOCOL� CHOOSE�!-10 � �

“N THE�!-10 � SECTION�1LL THE FOLLOWING�

.OTE� CHECK NEXT PARAGRAPH�� /BTAINING !-10 CON1GURATION FROM SCRIPTR�IO� � FOR THE VALUES OBTAINED FROM SCRIPTR�IO�


 5SER� PASTE THE VALUE OF THE�5SERNAME� 1ELD FROM SCRIPTR�IO�


 0ASSWORD� PASTE THE VALUE OF THE �0ASSWORD�1ELD FROM SCRIPTR�IO�


 6IRTUAL HOST� PASTE THE VALUE OF THE �6IRTUAL HOST�1ELD FROM SCRIPTR�IO�


 %XCHANGE� PASTE THE VALUE OF THE �%XCHANGE�1ELD FROM SCRIPTR�IO�


 2OUTING KEY� PASTE THE VALUE OF THE �2OUTING KEY�1ELD FROM SCRIPTR�IO�
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#LOUD #ONNECTORS

/BTAINING !-10 CON 1GURATION FROM SCRIPTR�IO

&ROM SCRIPR�IO�S 7EB “$%� CLICK ON YOUR USERNAME ON THE TOP
RIGHT CORNER OF THE SCREEN AND SELECT�1UEUING�� “N THE
RESULTING PANEL�

�� 3ELECT�!-10 � AS PROTOCOL�

�� “N THE�#REDENTIALS� SECTION� SELECT THE DEVICE YOU HAVE CREATED IN THE�#REATE A DEVICE TO AUTHENTICATE THE
REQUESTS��

�� “N THE�0UBLISHING $ETAILS� SECTION� SELECT THE CHANNEL YOU HAVE CREATED IN�#REATE A CHANNEL IN YOUR SCRIPTR�IO
ACCOUNT��

#OPY THE VALUE OF�6IRTUAL HOST�� �5SERNAME�� �0ASSWORD�� �%XCHANGE NAME� AND�2OUTING +EY TO INVOKE� AND PASTE
THEM IN THE�!-10 � SECTION OF -ESHLIUM�S CON1GURATION�

&IGURE �!-10 CON 1GURATION FROM SCRIPTR�IO

“N -ESHLIUM -ANAGER 3YSTEM� CLICK THE�3AVE� BUTTON FOR STORING YOUR CON1GURATION�

#ONTROLLING THE SYNCHRONIZATION

/NCE THE CLOUD CONNECTOR IS CON1GURED� THE USER CAN LAUNCH IT USING THE�3TART� BUTTON� !T SPECI1ED INTERVALS� THE
FRAMES RECEIVED FROM THE SENSORS AND STORED IN THE LOCAL DATABASE WILL BE SENT TO YOUR SCRIPT ON SCRIPTR�IO� #HECK
THE STATUS INDICATOR OF THE CLOUD CONNECTOR TO KNOW IF IT IS�2UNNING� �GREEN LIGHT	 OR�3TOPPED� �RED LIGHT	�

&IGURE � SCRIPTR�IO CLOUD CONNECTOR IS STOPPED

9OU CAN STOP THE SCRIPTR�IO CLOUD CONNECTOR ANYTIME CLICKING ON THE�3TOP� BUTTON�

&IGURE � SCRIPTR�IO CLOUD CONNECTOR IS RUNNING
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#LOUD #ONNECTORS

�������� 3ENSOR5P “O4 0LATFORM

3ENSOR5P PROVIDES AN OPEN STANDARD“O4 PLATFORM THAT ENABLES INFORMATION FROM ALL DIŠERENT KINDS OF SENSORS
ACCESSIBLE IN A SINGLE PLATFORM�

#ON1GURATION

9OU CAN ACCESS THE 3ENSOR5P“O4 PLATFORM PLUGIN FROM THE #LOUD #ONNECTOR MENU� AND SETUP ALL THE INFORMATION
NEEDED TO CONNECT -ESHLIUM TO THE 3ENSOR5P“O4 PLATFORM�

&IGURE � 3ENSOR5P CON1GURING PLUGIN


 3ERVER� 3ENSOR5P“O4 PLATFORM SERVER�


 /RGANIZATION� “DENTI1ER OF YOUR ORGANIZATION�


 3ERVICE +EY� +EY USED TO ACCESS 3ENSOR5P“O4 PLATFORM�

!LL THESE PARAMETERS ARE PROVIDED BY 3ENSOR5P�

#ONTROLLING SYNCHRONIZATION

/NCE YOU HAVE SAVED THE CON1GURATION� YOU CAN SEND YOUR DATA TO THE 3ENSOR5P“O4 PLATFORM BY PRESSING THE�3TART�
BUTTON� 9OU WILL NOTICE ABOUT IT BECAUSE THE SCREEN SHOWS A SPINNING WHEEL WHEN THE PROCESS STARTS AND DISPLAYS A
�RUNNING� STATUS�

&IGURE � 3ENSOR5P STATUS �2UNNING�

“F YOU WANT TO STOP THIS PROCESS� JUST PRESS THE�3TOP� BUTTON� 9OU CAN START�STOP THIS PROCESS ANYTIME�

&IGURE � 3ENSOR5P STATUS�3TOPPED�
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#LOUD #ONNECTORS

�������� 3ENTILO

3ENTILO IS AN OPEN SOURCE SENSOR AND ACTUATOR PLATFORM DESIGNED TO1T IN THE 3MART #ITY ARCHITECTURE OF ANY CITY WHO
LOOKS FOR OPENNESS AND EASY INTEROPERABILITY�“T IS BUILT� USED� AND SUPPORTED BY AN ACTIVE AND DIVERSE COMMUNITY
OF CITIES AND COMPANIES THAT BELIEVE THAT USING OPEN STANDARDS AND FREE SOFTWARE IS THE1RST SMART DECISION A 3MART
#ITY SHOULD TAKE�

#ON1GURATION

&IGURE � #ON1GURING 3ENTILO IN -ESHLIUM

“NSIDE THE�3ENTILO� PLUGIN� YOU HAVE A FORM TO INTRODUCE YOUR CREDENTIALS TO ACCESS YOUR 3ENTILO SYSTEM� 9OU HAVE
TO ENTER HERE THESE PARAMETERS�


 3ENTILO 52,� !DDRESS OF THE !0“ SERVICE OF 3ENTILO� 4HIS ADDRESS SHOULD BE PROVIDED WITHOUT THE�HTTP���� �


 #ONNECTION 0ORT� 4HE PORT IN WHICH THE !0“ LISTENS TO CONNECTIONS�


 3ENTILO 0ROVIDER� 4HE PROVIDER IS THE IDENTITY OF WHO IS SENDING DATA TO 3ENTILO�


 3ENTILO +EY� 4HE SECURITY KEY TO SEND DATA TO 3ENTILO�

4HIS DATA WILL BE PROVIDED BY THE ADMINISTRATORS OF THE 3ENTILO SYSTEM YOU AREUSING�

3ENSOR� 4YPES AND #OMPONENTS ARE NOT CREATED AUTOMATICALLY� YOU NEED TO MANUALLYCREATE THEM IN 3ENTILO AS
A PREVIOUS STEP�

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE IN PACKS OF ��� DATA AT A TIME� SO THE SYSTEM IS NOT OVERLOADED� 9OU CAN START AND
STOP THE SYNCHRONIZATION OF THE DATA TO THE 3ENTILO SERVICE�“N THE INTERFACE� YOU CAN SEE AN INDICATOR OF WHETHER THE
3ENTILO SERVICE IS RUNNING OR NOT�“F YOU CLICK ON�3TART�� THE SYNCHRONIZATION WILL BEGIN�

&IGURE � 3ENTILO SYNCHRONIZATION SERVICE IS RUNNING

9OU CAN STOP AT ANY MOMENT CLICKING ON�3TOP� BUTTON�

&IGURE � 3ENTILO SYNCHRONIZATION SERVICE IS STOPPED
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#LOUD #ONNECTORS

�������� 3IMFONY

3IMFONY�S“O4 0LATFORM IS FOCUSED ON PROVIDING THE CORE SET OF TOOLS THAT ENABLES THE RAPID ROLL
OUT OF ANY“O4 PROJECT
OR SERVICE� #OMPANIES CAN USE THE SERVICE TO EASILY AND RAPIDLY DESIGN� PROTOTYPE AND DEPLOY“O4 PROJECTS THAT
MATCH THEIR EXACT NEEDS AND REQUIREMENTS� RATHER THAN LOOKING FOR AN OŠ THE SHELF PRODUCT THAT1TS BEST� 4HE
PLATFORM PROVIDES THE FOLLOWING SERVICES� GLOBAL MOBILE DATA CONNECTIVITY�3“- MANAGEMENT AND CONTROL� DEVICE
AUTHENTICATION AND AUTHORIZATION� A VISUAL SERVICE DESIGNER� DATA STORAGE� REPORTING AND VISUALIZATION�“O4 60. AND
AN EXTENSIVE !0“ EXPOSING ALL OF THESE CAPABILITIES FOR ENTERPRISE INTEGRATION� !LL THESE SERVICES ARE AVAILABLE ON A
�PICK AND CHOOSE� BASIS ENABLING MAXIMUM2EXIBILITY AND OPTIMIZING COSTS�

-ORE INFORMATION CAN BE FOUND ATWWW�SIMFONYMOBILE�COM�

#ON1GURATION

4HE 3IMFONY #LOUD #ONNECTOR IS CAPABLE OF SELF
CON1GURATION USING DATA ALREADY PROVISIONED FROM THE 3IMFONY
#LOUD 0LATFORM� 4HIS FUNCTION REQUIRES THAT THE USER IS AUTHENTICATED AND AUTHORIZED INTO THE #LOUD 3ERVICE WITH A
SPECI1C SET OF CREDENTIALS PROVIDED THROUGH THE 3ELF
#ARE PORTAL� 4HESE CREDENTIALSARE NOT STORED ON THE -ESHLIUM
OR BY THE #ONNECTOR AND WILL HAVE TO BE ENTERED MANUALLY EACH TIME AN !UTO
#ON1GURATION ACTION IS REQUESTED
THROUGH THE WEB '5“� 4HIS FUNCTIONALITY RUNS ON THE USER�S BROWSER THAT IS CONNECTED TO THE -ESHLIUM DEVICE AND
REQUIRES“NTERNET ACCESS� I�E� FROM THE BROWSER TO THE #LOUD 0LATFORM !0“�

/NCE THE USER IS AUTHENTICATED� A LIST OF ALL THE #LOUD PROVISIONED DEVICES ISAVAILABLE FOR SELECTION�“F ONE OF THE
DEVICES IS SELECTED IN THE DROP
DOWN LIST� THE WEB '5“ WILL AUTOMATICALLY1LL IN OR OVERWRITE THE FOLLOWING PARAMETER�
#LIENT“$� $EVICE“$� $EVICE .AME� AND $EVICE 0ASSWORD�

&IGURE � 3IMFONY CLOUD CONNECTOR CON1GURATION PANEL

“F THE #LOUD #ONNECTOR IS ALREADY CON1GURED WITH A VALID $EVICE“$ THE !UTO
#ON1GURATION FEATURE WILL AUTOMATICALLY
RETRIEVE THE #LOUD PROVISIONED DATA CORRESPONDING TO THAT $EVICE“$ AND 1LL IN THE PARAMETERS MENTIONED ABOVE�
!NY PREVIOUS CON1GURATION IS OVERWRITTEN� 4HIS FUNCTIONALITY CAN BE USED TO RESYNC THE DATA PROVISIONED IN THE #LOUD
WITH THE CON1GURATION DATA OF THE #ONNECTOR�

!LL THE DATA RETRIEVED AUTOMATICALLY FROM THE #LOUD CAN ALSO BE ENTERED MANUALLY�

4HE USER MUST USE THE 3AVE BUTTON TO SAVE ANY NEWLY CON1GURED DATA OR APPLY ANY CHANGES TO IT�
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#LOUD #ONNECTORS

!DVANCED CON1GURATION

4HE ADVANCED CON1GURATION WINDOW OF THE #ONNECTOR ALLOWS THE SETTING OF THE FOLLOWING PARAMETERS�


 #ONNECTION RETRIES� #ONTROLS THE NUMBER OF CONNECTION TESTING RETRIES BEFORE SUSPENDING OPERATIONS AND
GOING TO THE SLEEPING PHASE �SEE THE &UNCTIONAL DESCRIPTION CHAPTER� 4EST CONNECTIVITY PHASE IN�3IMFONY
-ESHLIUM #ONNECTOR
 5SER 'UIDE�	� $EFAULT� ��


 -144 1O3 � #ONTROLS THE1O3 OF THE -144 05", “3( MESSAGES�$EFAULT� ��


 0ERMANENT -144 CONNECTION� “N CASE OF -144 CONNECTIONS� CONTROLS IF THE #ONNECTOR WILL CLOSE THE -144
CONNECTION OR NOT DURING THE SLEEP PHASE�$EFAULT� FALSE�


 2EFRESH “NTERVAL� 4HE NUMBER OF SECONDS THE #ONNECTOR WILL SUSPEND ITS OPERATIONS �SLEEP TIME	 BEFORE
STARTING A NEW EXTRACT AND TRANSMIT CYCLE �SEE THE &UNCTIONAL DESCRIPTIONCHAPTER IN�3IMFONY -ESHLIUM #ONNECTOR

5SER 'UIDE�	� $EFAULT� ��� �


 -AXIMUM TRANSMIT INTERVAL� 4HE NUMBER OF 2EFRESH“NTERVALS AFTER WHICH THE #ONNECTOR WILL TRANSMIT THE
DATA INDEPENDENTLY OF THE NUMBER OF NEW DATABASE RECORDS FOUND AND THE�-INIMUM NUMBER OF $" RECORDS�
PARAMETER VALUE�$EFAULT� ��


 -INIMUM NUMBER OF $" RECORDS� 4HE MINIMUM NUMBER OF NEW DATABASE RECORDS THAT WILL TRIGGER A SENDING
PROCEDURE OF THE #ONNECTOR�“F THE FOUND NEW NUMBER OF RECORDS IS LOWER �STRICTLY	 THAN THE VALUE OF THIS
PARAMETER� THE TRANSMIT PHASE WILL BE SUSPENDED UNTIL THE NUMBER OR RECORDS REACHES THE THRESHOLD OR THE
CONDITION EXPIRES �SEE -AXIMUM TRANSMIT INTERVAL IN�3IMFONY -ESHLIUM #ONNECTOR
 5SER 'UIDE�	� $EFAULT� ��


 !GGREGATE SENSOR DATA� #ONTROLS THE WAY THE #ONNECTOR AGGREGATES THE SENSOR DATA FOUND IN THE $"�“F�TRUE��
THE CONNECTOR WILL AGGREGATE SENSOR DATA FROM THE SAME 7ASPMOTE FRAMES INTO A SINGLE MESSAGE�“F�FALSE� THE
#ONNECTOR WILL TRANSMIT THE DATA INDIVIDUALLY AS EXTRACTED FROM THE DATABASE�$EFAULT� TRUE�

&IGURE � 3IMFONY CLOUD CONNECTOR ADVANCED CON1GURATION PANEL


 %XTENDED SENSOR DATA� #ONTROLS THE NUMBER OF PARAMETERS THE #ONNECTOR WILL TRANSMIT TO THE CLOUD�“F�TRUE��
THE WHOLE DATA EXTRACTED FROM THE DATABASE WILL BE SENT�“F�FALSE�� ONLY A SUBSET OF THE DATA STORED IN THE
DATABASE IS SENT�$EFAULT� FALSE�


 “NCLUDE SENSOR LIST� 4HE SENSOR“$ LIST �SECTION�3ENSOR LIST�	 THAT THE #ONNECTOR WILL LOOK FOR WHEN EXTRACTING
DATA FROM THE -ESHLIUM DATABASE� 4HE�“NCLUDE� AND�%XCLUDE� LISTS ARE EXCLUSIVE WITH THE %XCLUDE LIST HAVING
HIGHER PRECEDENCE�$EFAULT� EMPTY�


 %XCLUDE SENSOR LIST� 4HE SENSOR“$ LIST �SECTION�3ENSOR LIST�	 THAT THE #ONNECTOR WILL EXCLUDE WHEN EXTRACTING
DATA FROM THE -ESHLIUM DATABASE� 4HE�“NCLUDE� AND�%XCLUDE� LIST ARE EXCLUSIVE WITH THE %XCLUDE LIST HAVING
HIGHER PRECEDENCE�$EFAULT� EMPTY�
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#LOUD #ONNECTORS

2UNNING THE CONNECTOR

!FTER THE ENTIRE CON1GURATION IS COMPLETE� THE USER CAN START THE CONNECTOR USING THE�3TART� BUTTON OF THE '5“� 4HE
#ONNECTOR WILL BE STARTED AND RUN SEAMLESSLY IN BACKGROUND�

&IGURE � 3IMFONY START BUTTON

4HE 3TATUS BOX WILL SHOW THE #ONNECTOR�S STATE WHENEVER THE PAGE IS VIEWED BY THE USER�

4O STOP THE #ONNECTOR� THE USER CAN PRESS THE�+ILL� BUTTON THAT WILL STOP THE CONNECTOR FROM RUNNING�

7ARNING� 4HE�+ILL� OPERATION WILL TERMINATE THE #ONNECTOR PROCESS AND ALL IT PROCEDURES ABRUPTLY INDEPENDENTLY
OF THE STAGE THEY ARE IN� I�E� EXTRACTING� TRANSMITTING� ETC�

&IGURE � 3IMFONY STOP�KILL BUTTON

4O STOP GRACEFULLY THE CONNECTOR THE�3TOP� BUTTON CAN BE USED� 4HIS WILL NOT INTERRUPT ANY ONGOING OPERATIONS BUT
RATHER WAIT FOR THE CONNECTOR TO1NISH ANY ONGOING ACTIVITIES� 4HE #ONNECTOR WILL LOOK FOR THIS GRACEFUL STOP SIGNAL
EACH TIME IT IS STARTING OR1NISHING THE SLEEP CYCLE�

“NTEGRATION WITH 3IMFONY�S “O4 PLATFORM

4HE 3IMFONY #LOUD #ONNECTOR IS INTENDED TO WORK WITH ANY TYPE OF CONNECTIVITY PROVIDED BY THE -ESHLIUM DEVICE
IT IS DEPLOYED ON� 4HE #ONNECTOR HAS TWO STANDARD PROTOCOLS AVAILABLE FOR COMMUNICATING WITH THE 3IMFONY #LOUD�
-144 AND (440� "OTH OF THEM ARE AVAILABLE IN THE ENCRYPTED VERSION ALSO� I�E� -144�33, AND (4403� 4HE CUSTOMER
IT IS ABLE TO CHOOSE THE MOST APPROPRIATE PROTOCOL FOR HIS APPLICATION�

%ACH #LOUD #ONNECTOR�-ESHLIUM DEVICE MUST BE INDIVIDUALLY AUTHENTICATED AND AUTHORIZED BEFORE IT CAN SEND DATA
TO THE 3IMFONY #LOUD 3ERVICE� 4HE“O4 PLATFORM WILL PERFORM PROTOCOL SPECI1C AUTHENTICATION AND AUTHORIZATION
PROCEDURES AND WILL ALLOW THE CONNECTORS TO SEND DATA ONLY IF THESE ARE SUCCESSFUL� 4HE #ONNECTOR CON1GURATION
DATA MUST CONTAIN THESE CREDENTIALS BEFORE THE #ONNECTOR CAN RUN PROPERLY�

"EFORE DATA CAN BE SENT FROM THE #ONNECTOR TO THE #LOUD 0LATFORM� A #LOUD“O4 !PPLICATION MUST BE DEPLOYED
IN ORDER TO LISTEN FOR DATA� #USTOMERS CAN EASILY CREATE� TEST AND DEPLOY THEIR OWN APPLICATIONS VIA THE !PPLICATION
$ESIGNER '5“� %ACH APPLICATION CAN HAVE A SPECI1C ENTRY POINT FOR THE DATA COMING FROM THE SENSOR AND CONNECTORS�
4HIS ENTRY POINT IS DE1NED BY THE USED 0ROTOCOL �-144 OR (440	 AND A CUSTOM TARGET �-144
TOPIC� (440
PATH	� 4HIS
ENTRY POINT MUST BE ALSO CON1GURED IN THE #ONNECTOR VIA THE�#ONNECTION 4YPE� AND�#ONNECTION 0ATH� PARAMETERS�
/NCE THE APPLICATION IS DEPLOYED� THE CONNECTORS CAN START SENDING DATA INTOIT AND THE CUSTOM BUSINESS LOGIC WILL
BE TRIGGERED�

&IND OUT MORE ABOUT RUNNING THE CONNECTOR IN THE�3IMFONY -ESHLIUM #ONNECTOR
 5SER 'UIDE� AT
HTTP���WWW�SIMFONYMOBILE�COM�
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#LOUD #ONNECTORS

�������� 3MART#ITY0LATFORM

4HE 3MART#ITY0LATFORM CONNECTS ALL THE CORE ELEMENTS OF A SUCCESSFULLY MANAGEDCITY�“T ALLOWS THE 3MART-AYOR TO
MANAGE URBAN DEVELOPMENT� SOCIO
ECONOMIC DEVELOPMENT AND TECHNOLOGICAL DEVELOPMENT OF THE CITY� MEASURING
AND REPORTING PROGRESS IN REAL TIME�

"Y USING THIS CLOUD CONNECTOR� YOU CONNECT TO THE 3ENSE MODULE� WHICH IS A PART OF3MART#ITY0LATFORM�“T ALLOWS
AN OVERVIEW OF THE CITY�S PULSE BY GATHERING� MEASURING � MONITORING HAPPENINGS IN THE CITY�

WWW�SMARTISCITY�EU

#ON1GURATION

4O USE THE 3MART#ITY0LATFORM CLOUD CONNECTOR� YOU NEED TO REGISTER YOUR -ESHLIUM IN THE AUTHENTICATION SERVER�
4HE SERVER PROVIDES YOU WITH CREDENTIALS� WHICH YOU WILL ENTER IN THE FORM BELOW� 7HEN YOU1NISH CON1GURING� CLICK
THE�3AVE� BUTTON TO SAVE THE CON1GURATION�

&IGURE � 3MART#ITY0LATFORM CLOUD CONNECTOR CON1GURATION PANEL


 (OSTNAME� THE“0 OR HOSTNAME OF THE SENSOR BROKER�


 0ORT� THE PORT WHERE THE SENSOR BROKER IS LISTENING FOR CONNECTIONS�


 !CCOUNT SERVER� THE“0 OR HOSTNAME OF THE ACCOUNT SERVER�


 #LIENT “$� CLIENT IDENTI1CATION PROVIDED BY THE AUTHENTICATION SERVER�


 #LIENT SECRET� CLIENT SECRET PROVIDED BY THE AUTHENTICATION SERVER�


 $EVICE “$� DEVICE IDENTI1CATION PROVIDED BY THE AUTHENTICATION SERVER�


 $EVICE SECRET� DEVICE SECRET PROVIDED BY THE AUTHENTICATION SERVER�


 $EVICE GROUP� THE NAME YOU SET FOR YOUR DEVICE GROUP�


 “NTERVAL� TIME DURATION IN SECONDS BETWEEN SYNCHRONIZING DATA BATCHES�
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#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

7ITH THE CON1GURATION SAVED� YOU CAN START USING THE CLOUD CONNECTOR� 4O START THE SYNCHRONIZATION� PRESS THE GREEN
�3TART� BUTTON ON THE RIGHT�

&IGURE � 3MART#ITY0LATFORM START BUTTON

9OU GET A�LOADING� STATUS INSIDE THE SYNCHRONIZATION CONTROL SECTION� INDICATING THE SYNCHRONIZATION IS STARTING�

&IGURE � 3MART#ITY0LATFORM LOADING BUTTON

7HEN THE CLOUD CONNECTOR STARTS� A GREEN DOT ON THE LEFT APPEARS� INDICATING THE SYNCHRONIZATION IS RUNNING� 4O STOP
THE SYNCHRONIZATION� SIMPLY CLICK ON THE RED�3TOP� BUTTON ON THE RIGHT�

&IGURE � 3MART#ITY0LATFORM STOP BUTTON
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#LOUD #ONNECTORS

�������� 3MART$ATA3YSTEM �POWERED BY 3ENTILO	

3MART$ATA3YSTEM IS AN“O4 PLATFORM WITH PRE
CON1GURED SMART CITY KITS AND ENERGY MANAGEMENT TOOLS THAT ENABLE
PUBLIC AND PRIVATE ORGANIZATIONS TO KEEP TIGHT CONTROL ON THEIR ASSETS BY CENTRALIZING1ELD AND BUSINESS DATA�
PERFORMING REAL
TIME MONITORING TASKS AND GENERATING COMPLEX DATA ANALYTICS AND REPORTING�

3MART$ATA3YSTEM HAS TWO SPECIALIZED PACKAGES�3MART 6ILLAGE KITSAND%NERGY -ANAGEMENT SUITE� -ORE INFORMATION
CAN BE FOUND ATWWW�SMARTDATASYSTEM�ES�

&IGURE � 3MART$ATA3YSTEM DASHBOARD

2EGISTER -ESHLIUM IN THE 3MART$ATA3YSTEM PLATFORM

“N ORDER TO REGISTER -ESHLIUM UNITS� PLEASE CONTACT THE 3MART$ATA3YSTEM ADMINISTRATORS OR YOUR SERVICE PROVIDER�

#ON1GURATION

4O ACTIVATE AND CON1GURE THE 3MART$ATA3YSTEM CLOUD CONNECTOR ON -ESHLIUM�S -ANAGER 3YSTEM� GO TO�

#LOUD #ONNECTORÑ "ASIC #LOUD 0ARTNERÑ 3MART$ATA3YSTEM

“NSIDE THE 3MART$ATA3YSTEM PLUGIN� THERE IS A FORM TO INTRODUCE YOUR CREDENTIALS TO ACCESS THE PLATFORM !0“� 9OU
HAVE TO ENTER HERE THESE PARAMETERS�


 3MART$ATA3YSTEM 52,� !DDRESS OF THE !0“ SERVICE� 4HIS ADDRESS SHOULD BE PROVIDED WITHOUT THE�HTTP���� � “F
NOT OTHERWISE SPECI1ED� IT WILL BESENTILOAPI�SMARTDATASYSTEM�ES�


 #ONNECTION 0ORT� 4HE PORT IN WHICH THE !0“ LISTENS TO CONNECTIONS�“F NOT OTHERWISE SPECI1ED� IT WILL BE���� �


 3MART$ATA3YSTEM 0ROVIDER� 4HE PROVIDER IS THE IDENTITY OF WHO IS SENDING DATA TO THE PLATFORM�


 3MART$ATA3YSTEM +EY� 4HE SECURITY KEY TO SEND DATA TO THE PLATFORM�

4HIS DATA WILL BE PROVIDED BY 3MART$ATA3YSTEM ADMINISTRATORS OR YOUR SERVICEPROVIDER�
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#LOUD #ONNECTORS

&IGURE � 3MART$ATA3YSTEM CON1GURATION PANEL

#LICK ON THE�3AVE� BUTTON FOR STORING THE CON1GURATION1ELDS�

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE IN PACKS OF ��� DATA AT A TIME� SO THE SYSTEM IS NOT OVERLOADED� 9OU CAN START AND
STOP THE SYNCHRONIZATION OF THE DATA TO THE 3MART$ATA3YSTEM SERVICE�“N THE INTERFACE� YOU CAN SEE AN INDICATOR OF
WHETHER THE 3MART$ATA3YSTEM SERVICE IS RUNNING OR NOT�“F YOU CLICK ON�3TART�� THE SYNCHRONIZATION WILL BEGIN�

&IGURE � 3MART$ATA3YSTEM SYNCHRONIZATION SERVICE IS RUNNING

9OU CAN STOP THE 3MART$ATA3YSTEM PLUGIN ANYTIME CLICKING ON THE�3TOP� BUTTON�

&IGURE � 3MART$ATA3YSTEM SYNCHRONIZATION SERVICE IS STOPPED
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#LOUD #ONNECTORS

�������� 3MART0LANTS

3MARTPLANTS #LOUD INTEGRATION ENABLES SECURE COMMUNICATIONS BETWEEN THE DEVICES CONNECTED TO THE -ESHLIUM
DEVICE AND THE CLOUD�

#ON1GURATION

9OU WILL RECEIVE THE CON1GURATION INFORMATION THAT IS REQUIRED TO CONNECT YOUR -ESHLIUM TO THE 3MART0LANTS SYSTEM
VIA AN E
MAIL FROM 3MARTPLANTS�

#ONTROLLING SYNCHRONIZATION

/NCE YOU CON1GURED THE SERVER�BROKER� THE USER CAN LAUNCH THE -ESHLIUM 3MART0LANTS SCRIPT �CLICKING ON THE
�3TART� BUTTON	� 4HE PROGRAM WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE�AND WILL SEND THEM TO THE
3MARTPLANTS #LOUD PLATFORM VIA AN-144 PROTOCOL� 4HE STATUS INDICATOR DISPLAYS THE CURRENT STATE� SAYING�2UNNING�
OR�3TOPPED��

&IGURE � 3MARTPLANTS SENDER IS RUNNING

9OU CAN STOP THE 3MARTPLANTS PROGRAM ANYTIME CLICKING ON THE�3TOP� BUTTON�

&IGURE � 3MARTPLANTS SENDER IS STOPPED
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#LOUD #ONNECTORS

�������� 3O 1A�

3O1A� IS A MIDDLEWARE DEVELOPED BY“NDRA THAT ALLOWS THE INTEROPERABILITY OF MULTIPLE SYSTEMS AND DEVICES� OŠERING
A SEMANTIC PLATFORM TO MAKE REAL WORLD INFORMATION AVAILABLE TO SMART APPLICATIONS �“NTERNET OF 4HINGS	�

“T IS MULTI
LANGUAGE AND MULTI
PROTOCOL� ENABLING THE INTERCONNECTION OF HETEROGENEOUS DEVICES�“T PROVIDES PUBLISHING
AND SUBSCRIPTION MECHANISMS� FACILITATING THE ORCHESTRATION OF SENSORS AND ACTUATORS IN ORDER TO MONITOR AND ACT
ON THE ENVIRONMENT�

#ON1GURATION

4HE PLUGIN TO CONNECT -ESHLIUM TO 3O1A� PLATFORM IS IN THE -ANAGER 3YSTEM MENU�

#LOUD #ONNECTORÑ 0REMIUM #LOUD 0ARTNERÑ 3O1A�

&IGURE � 3O1A� CON1GURATION

2EGISTERING THE -ESHLIUM DEVICE IN 3O1A� IS A PREVIOUS STEP REQUIRED TO CONNECT THE -ESHLIUM WITH 3O1A�� !T THE
END OF THE REGISTRATION PROCESS YOU WILL OBTAIN THE CON1GURATION PARAMETERS NEEDED TO SET UP THE -ESHLIUM PLUGIN
PROPERLY�

4HIS CON1GURATION INCLUDES THE FOLLOWING INFORMATION�


 -EASURES /NTOLOGY� #OLLECTION �TABLE OR STORAGE	 WHERE THE MEASURES FROM 7ASPMOTE SENSORS SENT BY
-ESHLIUM �THE GATEWAY	 WILL BE STORED INTO THE PLATFORM�


 -ONITORING /NTOLOGY� #OLLECTION �TABLE OR STORAGE	 WHERE MONITORING VALUES �INTERNAL TEMPERATURE� BATTERY
LEVEL���	 OF THE 7ASPMOTES CONNECTED TO -ESHLIUM� WILL BE STORED INTO THE PLATFORM�


 #LIENT .AME� .AME OF THE -ESHLIUM UNIT TO BE IDENTI1ED BY 3O1A� PLATFORM� CHECKING IF IT HAS PERMISSION TO
WRITE ON THE ONTOLOGIES�


 #LIENT “DENTI1ER� “DENTI1ER OF THE -ESHLIUM UNIT TO DIŠERENTIATE BETWEEN SEVERAL -ESHLIUMS USING THE SAME
#LIENT .AME�


 !UTHENTICATION 4OKEN� 4OKEN TO AUTHENTICATE THE -ESHLIUM DEVICE DURING THE ESTABLISHMENT OF A SESSIONWITH
3O1A� PLATFORM�
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#LOUD #ONNECTORS

2EGISTER -ESHLIUM IN 3O1A�

4O REGISTER -ESHLIUM IN 3O1A�� CLICK ON THE LINK 'ET #ON1GURATION &ROM 3O1A��

&IGURE � 3O1A� CON1GURATION LINK

9OU WILL BE REDIRECTED TO THE FOLLOWING PAGE�

&IGURE � 3O1A� CON1GURATION PORTAL

7HERE�


 ,OGIN USING YOUR 3O1A� ACCOUNT�


 #REATE A NEW ACCOUNT IF YOU DO NOT HAVE A VALID LOGIN USER�

,OGGING IN 3O1A� PLATFORM WILL REDIRECT TO THE FOLLOWING PAGE THAT SUGGESTS A NAME FOR YOUR COLLECTIONS OF MEASURES
AND MONITORING DATA� AND FOR YOUR GATEWAY IDENTI1ER �+0 IN 3O1A� TERMS	�

&IGURE � 3O1A� CON1GURATION INFORMATION
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#LOUD #ONNECTORS

&INALLY� AFTER CREATING THE CON1GURATION� YOU WILL OBTAIN A *3/.1LE CONTAINING ALL CON1GURATION VALUES READY TO BE
PASTED ON THE -ANAGER 3YSTEM� IN ORDER TO SETUP THE 3O1A� #LOUD #ONNECTOR�

&IGURE � 3O1A� *3/. CON1GURATION

#ON1GURE THE #LOUD CONNECTOR

4HE CON1GURATION FROM 3O1A� CAN BE SETUP IN -ESHLIUM JUST BY CLICKING 0ASTE CON1GURATION RECEIVED FROM 3O1A�
AND PASTING THE *3/. GENERATED IN THE PREVIOUS STEP�

&IGURE � 3O1A� PASTING *3/. CON1GURATION

#ON1GURING THE PLUGIN THIS WAY� THE1ELDS FOR -EASURES /NTOLOGY� -ONITORING /NTOLOGY� #LIENT .AME� #LIENT“DENTI1ER
AND !UTHENTICATION 4OKEN WILL BE COMPLETED�

!LTERNATIVELY� THESE1ELDS CAN BE1LLED IN MANUALLY� WITH THE INFORMATION RECEIVED FROM THE CON1GURATION PAGE
OF 3O1A� SHOWED IN THE1RST STEP�

3ELECT COMMUNICATION PROTOCOL

2%34

2%34 IS A STATELESS COMMUNICATION PROTOCOL OVER (440� 5SING THIS PROTOCOL� THE #LOUD #ONNECTOR IS A CLIENT OF THE
3O1A� PLATFORM� THAT PERIODICALLY OPENS A CONNECTION WITH THE PLATFORM TO SEND AN (440 0/34 OPERATION CONTAINING
THE SENSOR MEASUREMENTS�

4HE PARAMETER OF THE 2%34 PROTOCOL ARE�

%NDPOINT� 52, OF THE 2%34 'ATEWAY OF 3O1A� PLATFORM�“T IS THE 2%34 SERVER THAT WILL RECEIVE REQUESTS FROM CLIENTS�

&IGURE � 3O1A� 2%34 PROTOCOL
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#LOUD #ONNECTORS

-144

-144 IS A STATEFUL COMMUNICATION PROTOCOL OVER 4#0� 5SING THIS PROTOCOL� THE #LOUD#ONNECTOR IS A CLIENT OF THE
3O1A� PLATFORM� THAT INITIALLY OPENS A CONNECTION WITH THE PLATFORM� MAINTAINS IT ALIVE DURING THAT TIME� AND PERIODICALLY
SENDS AN -144 PACKET CONTAINING THE SENSOR MEASUREMENTS�“N CASE OF DISCONNECTION� THE CONNECTOR PERIODICALLY
TRIES TO RECONNECT�

4HE PARAMETERS OF THE -144 PROTOCOL ARE�


 3ERVER� “0 OR MACHINE NAME OF THE -144 GATEWAY IN THE 3O1A� SERVER�


 0ORT� 0ORT OF THE -144 GATEWAY IN THE 3O1A� SERVER�


 +EEP!LIVE� “NTERVAL IN SECONDS THAT THE CONNECTOR WILL USE TO CHECK THE STATUS OF THE CONNECTION�


 #ONNECTION 4IMEOUT� 4IMEOUT TO ESTABLISH A CONNECTION�


 2ESPONSE 4IMEOUT� 4IMEOUT TO WAIT RESPONSE FROM THE 3O1A� SERVER�


 !UTH USER� /PTIONAL� -144 PROTOCOL AUTHENTICATION USER�


 !UTH PASSWORD� /PTIONAL� -144 PROTOCOL AUTHENTICATION PASSWORD�

&IGURE � 3O1A�-144 PROTOCOL

7EBSOCKET

“T IS A STATEFUL COMMUNICATION PROTOCOL OVER (440� 5SING THIS PROTOCOL� THE #LOUD #ONNECTOR IS A CLIENT OF 3O1A�
PLATFORM� THAT INITIALLY OPEN A CONNECTION WITH THE PLATFORM� MAINTAINS IT ALIVE DURING A DE1NED TIME� AND PERIODICALLY
SENDS A (440 PACKET CONTAINING THE SENSOR MEASUREMENTS�“N CASE OF DISCONNECTION� THE CONNECTOR PERIODICALLY
TRIES TO RECONNECT�
4HE PARAMETERS OF THE 7EBSOCKET PROTOCOL ARE�


 %NDPOINT� 52, OF THE 7EBSOCKET GATEWAY OF 3O1A� PLATFORM�“T IS THE SERVER THAT WILL RECEIVE REQUESTS FROM
CLIENTS�


 4IMEOUT� 4IMEOUT FOR ANY OPERATION WITH THE SERVER�

&IGURE � 3O1A� 7EBSOCKET PROTOCOL
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#LOUD #ONNECTORS

3AVE THE CON1GURATION AND START THE CONNECTOR

/NCE ALL CON1GURATION AND CONNECTION PARAMETERS ARE SETUP� THEY CAN BE STORED AND THE CONNECTOR CAN BE STARTED
TO SEND INFORMATION TO 3O1A��

4O SAVE THE CON1GURATION� CLICK ON THE�3AVE� BUTTON�

&IGURE � 3O1A� SAVE CON1GURATION BUTTON

!FTER SAVING THE CON1GURATION� THE #LOUD #ONNECTOR CAN BE STARTED BY CLICKING ON THE�3TART� BUTTON�

&IGURE � 3O1A� SYNCHRONIZATION SERVICE RUNNING

9OU CAN STOP THE PROCESS AT ANY MOMENT BY CLICKING ON THE�3TOP� BUTTON�

&IGURE � 3O1A� SYNCHRONIZATION SERVICE STOPPED
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#LOUD #ONNECTORS

�������� 3PARKCOMPASS

4HIS GUIDE WILL TAKE YOU THROUGH CONNECTION TO THE 3PARKCOMPASS PLATFORM� 0RIOR TO USE THE 3PARKCOMPASS PLATFORM
WITH -ESHLIUM� SET YOU UP YOUR OWN SUB
DOMAIN �E�G� YOURSUBDOMAIN�PACI1CFJORD�COM OR
YOURSUBDOMAIN�SPARKCOMPASS�COM	� 7HEN YOU LOG INTO YOUR PLATFORM INSTANCE� SELECT THE APP YOU WANT TO RECEIVE
DATA FROM YOUR -ESHLIUM�

(OW TO SET UP 3PARKCOMPASS TO RECEIVE DATA FROM THE -ESHLIUM HUB

3ELECT THE-114 TAB IN THE 3PARKCOMPASS !PP WHERE YOU WANT TO RECEIVE THE DATA COMING FROM YOUR -ESHLIUM�
9OUR !CCESS 5“$ AND !CCESS +EY WILL BE GENERATED AUTOMATICALLY� #REATE AN -144 DEVICE USING THE BUTTON SHOWN
AND GIVE IT A UNIQUE $EVICE“$ �UP TO �� CHARACTERS	�

&IGURE � 2ETRIEVE YOUR ACCESS CREDENTIALS FROM THE 3PARKCOMPASS 0LATFORM

#ON1GURATION

9OU WILL USE THE VALUES OBTAINED FROM THE 3PARKCOMPASS PLATFORM TO CON1GURE YOUR -ESHLIUM�

“N THE #ON1GURATION PANEL� THE USER CAN SET�


 (OST� YOURSUBDOMAIN�SPARKCOMPASS�COM �YOU WILL GET THIS FROM 3PARKCOMPASS	�


 0ORT� ���� �UNLESS OTHERWISE DIRECTED	�


 !CCESS 5“$� AS ABOVE �E�G� A�������C��F��A�A��E�A��AE�E���C	�


 !CCESS +EY� AS ABOVE �E�G� ��C���CD��BD��A�A����E�FBE����FE	�


 $EVICE “$� AS CREATED ABOVE �E�G� 9OUR-ESHLIUM���	�

&IGURE � 3PARKCOMPASS PLUGIN CON1GURATION PANEL

#LICK THE�3AVE� BUTTON FOR STORING THE CON1GURATION1ELDS�
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#LOUD #ONNECTORS

#ONTROLLING SYNCHRONIZATION

/NCE CON1GURED THE CONNECTOR� THE USER CAN LAUNCH THE 3PARKCOMPASS PLUGIN BY PRESSING THE�3TART� BUTTON� 4HE
PROGRAM WILL SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE� AND WILL SEND THEM TO THE 3PARKCOMPASS� 4HE
STATUS INDICATOR DISPLAYS THE CURRENT STATE� SAYING�2UNNING� OR�3TOPPED��

&IGURE � 3PARKCOMPASS SENDER IS RUNNING

9OU CAN STOP THE 3PARKCOMPASS PLUGIN ANYTIME BY CLICKING ON THE�3TOP� BUTTON�

&IGURE � 3PARKCOMPASS SENDER IS STOPPED
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#LOUD #ONNECTORS

�������� 3PARKSTER

4HE 3PARKSTER CLOUD PLATFORM SIMPLI1ES SETUP� JUST LOGIN AND SET RULES FOR WHAT DATA SHOULD BE SENT TO THE CLOUD�

&IGURE � 3PARKSTER LOGIN PANEL

2EGISTER -ESHLIUM

,OGIN TO THE 3PARKSTER AND NAME YOUR -ESHLIUM� THEN CLICK THE�2EGISTER� BUTTON�

&IGURE � -ESHLIUM NAME
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#LOUD #ONNECTORS

.AME YOUR SENSORS

.AME YOUR SENSORS AND SPECIFY THE LOCATION OF SENSORS� THEN CLICK ON THE�5PDATE� BUTTON TO SAVE�

&IGURE � 3ENSOR NAMES
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#LOUD #ONNECTORS

#REATE�UPDATE RULES

$ETERMINE HOW FREQUENTLY YOU WOULD LIKE YOUR DATA TO BE UPDATED TO THE CLOUD� CLICK THE�5PDATE� BUTTON TO SAVE�
4HE LOWER THE FREQUENCY� THE LOWER THE BANDWIDTH CONSUMED�

#REATE THE RULES OF WHAT DATA NEEDS TO BE SENT FROM THE DEVICE TO THE CLOUD AND CLICK ON THE�5PDATE� BUTTON
TO CREATE�UPDATE RULES� %XAMPLES OF THESE RULES INCLUDE THE MAXIMUM TEMPERATURE DETECTED WITHIN THE UPDATE
PERIOD OR NOTIFYING THE CLOUD IF THE BATTERY LEVEL IS LESS THAN ����“N ADDITION TO THE VALUE� YOU MAY ALSO SEND A
MESSAGE TO THE CLOUD�

&IGURE � 3PARKSTER RULES

#ONTROLLING SYNCHRONIZATION

/NCE YOU HAVE CREATED ALL YOUR RULES� CLICK THE�3TART� BUTTON TO BEGIN THE TRANSMISSION TO THE CLOUD� #LICK THE�3TOP�
BUTTON TO STOP THE DATA TRANSMISSION�

&IGURE � #ONNECTION STATUS

#ONTROLLING THE APPLICATION

#LICK ON THE�3TOP !PP� BUTTON TO STOP THE 3PARKSTER APPLICATION ON YOUR -ESHLIUM�

.OTE� #LICKING ON THE �3TOP !PP� BUTTON WILL LOG YOU OUT AND STOP ANY DATA TRANSMISSION TO THE CLOUD� 4HIS WILL ALSO
TERMINATE THE 3PARKSTER !PPLICATION�

#LICK ON�,OGOUT� BUTTON TO LOGOUT FROM THE APPLICATION

.OTE� #LICKING ON THE�,OGOUT� BUTTON WILL LOG YOU OUT AND STOP DATA TRANSMISSION TO THE CLOUD�

&IGURE � 3TOP OR LOG OUT
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#LOUD #ONNECTORS

�������� 4ECH%DGE 3!0 (!.!

3!0 (!.! #LOUD 0LATFORM IS A PLATFORM
AS
A
SERVICE OPEN �0AA3	 THAT PROVIDES UNIQUE SERVICES FOR DATABASES AND
APPLICATIONS IN MEMORY�“T IS THE CLOUD PLATFORM THAT ALLOWS YOU TO QUICKLY DEVELOP NEW APPLICATIONS OR EXTEND
EXISTING ONES� !LLOWING ANYONE TO EXTEND 3!0 APPLICATIONS WITHIN MINUTES�ALL IN THE CLOUD�

7ITH 3!0 (!.! #LOUD 0LATFORM YOU CAN�


 $EPLOY IN THE CLOUD AND THEIR EXISTING ON
PREMISE APPLICATIONS� 9OU CAN QUICKLY ADD A NEW FUNCTIONALITY TO THEIR
EXISTING APPLICATIONS IN THE CLOUD AND ON
PREMISE�


 #ONNECT YOUR CLOUD AND ON
PREMISE APPLICATIONS TO ELIMINATE DATA SILOS ANDMAKE A SIMPLE� SECURE AND SCALABLE
DIGITAL ACCESS�


 #REATE AND RUN NEW APPLICATIONS IN THE CLOUD TO SOLVE NEW PROBLEMS� MAKE NEW CUSTOMERS AND NEW INCOME�


 “T ALLOWS TO CONNECT THE BUSINESS PROCESSES WITH1ELD DEVICES THROUGH“NTERNET OF THINGS �“O4	 SERVICES�

4HIS PLATFORM ALLOWS�


 %NABLE REMOTE SERVICES MANAGEMENT OF DEVICES�


 #OMMUNICATE THROUGH SECURE PROTOCOLS WITH1ELD DEVICES�


 -ANAGE DEVICES AND THEIR MESSAGES REMOTELY THROUGH PROGRAMMING INTERFACES �!0 “	�

#ON1GURING 3!0 (!.!

4O MAKE THE CONNECTION BETWEEN THE PLATFORM AND THE 3!0 (#0 'ATEWAY -ESHLIUM BY ,IBELIUM� SO WE CAN RECEIVE
THE DATA SENT FROM THE GATEWAY� A PRE
CON1GURATION OF 4HINGS“NTERNET SERVICE IS REQUIRED�

&OR MORE INFORMATION ABOUT HOW TO CON1GURE THE 4HINGS“NTERNET SERVICE� PLEASE CONTACT YOUR 4ECH%DGE CONTACT�

#ON1GURATION

0RESS ON 3!0 (#0 TO ACCESS THE SERVICE CON1GURATION SCREEN OF 4ECH%DGE CLOUD CONNECTOR FOR 3!0 (!.! #LOUD
0LATFORM�

"Y ACCESSING THE 3!0 (#0 CONNECTOR CON1GURATION SCREEN� A FORM WITH THE NECESSARY1ELDS TO CON1GURE IS DISPLAYED�

&IGURE � 4ECH%DGE CON1GURATION PLUGIN
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#LOUD #ONNECTORS


 $EVICE 4OKEN� 4HE 4OKEN /!UTH��� PROVIDED BY (#0 TO THE DEVICE CREATE �YOU MUST CON1GURE 3!0 (#0 “O4
BEFORE� AS DESCRIBED IN THE PREVIOUS SECTIONS	�


 $EVICE “$� “DENTI1ER OF THE DEVICE CREATED IN (#0�


 --3 %NDPOINT � $ATA %NDPOINT OF (#0 --3 SERVICES�


 -ESSAGE “$� “$ OF MESSAGE TYPE CREATED IN (#0�


 -ESHLIUM .AME � -ESHLIUM UNIT IDENTIFYING NAME �FREE1ELD	�


 3END “NTERVAL� $E1NES THE CONNECTOR�S SPACE OF TIME TO WAIT BETWEEN EACH (#0 CLOUD DELIVERIES� %ACH DELIVERY
CONTAINS BETWEEN ��� AND ��� SENSORS TRACES� AND IN ORDER TO NOT SATURATING THE 'ATEWAY MEMORY� THE
MINIMUM ACCEPTED IS � SECONDS�


 0ROCESSING ,IMIT� ,IMIT OF SIMULTANEOUS MESSAGES PROCESSING IN EACH OF (#0 CLOUD DELIVERIES� THE1GURES
ARE CONSIDERED BETWEEN ��� AND ���� THESE ARE THE1GURES RECOMMENDED BY ,IBELIUM TO ENSURE A HIGH
PERFORMANCE IN THE 'ATEWAY�

!FTER SETTING ALL1ELDS DESCRIBED ABOVE� IT IS NECESSARY TO SAVE THE CHANGES BY CLICKING THE�3AVE� BUTTON AT THE
BOTTOM OF THE CON1GURATION FORM�

#ONTROLLING SYNCHRONIZATION

!FTER SAVING THE CON1GURATION� YOU CAN NOW START THE SERVICE� 4O DO THIS CLICK ON THE�3TART� BUTTON�

&IGURE � 4ECH%DGE STATUS �2UNNING�

7HEN THE SERVICE HAS STARTED��0LATFORM 3TATUS� IS DISPLAYED IN GREEN� AND THE�3TART� BUTTON CHANGES TO�3TOP��

.OTE� 4HE $ATA SYNCHRONIZATION WITH -ESHLIUM WILL BE HELD AS MAXIMUM PACKET SIZE DE1NED IN�0ROCESSING ,IMIT� 1ELD�
!LL THOSE NEW DATA RECEIVED SINCE THE LAST DELIVERY WILL BE SYNCHRONIZED� IF THE DATA EXCEEDS THE MAXIMUM SIZE SET TO
�0ROCESSING ,IMIT� SEVERAL DELIVERIES WILL BE MADE TO COMPLETE THE SYNCHRONIZATION�

7ITH THE SERVICE HAS STARTED� TO STOP THE SERVICE YOU MUST CLICK ON THE�3TOP� BUTTON ON THE (#0 CON1GURATION
SCREEN IN -ESHLIUM�

&IGURE � 4ECH%DGE STATUS�3TOPPED�

0RESSING THE�3TOP� BUTTON� A STOP WILL START IN A CONTROLLED MANNER� ALLOWING YOU TO STOP THE SERVICEWITHOUT INCIDENT
�CLOSE1LES� ENDS ACTIVE PROCESSES OF POLLING� ETC�	� ENSURING A PROPER FUNCTIONING OFTHE -ESHLIUM GATEWAY�

7HEN THE SERVICE HAS STOPPED��0LATFORM 3TATUS� IS DISPLAYED IN RED� AND THE�3TOP� BUTTON WILL CHANGE BY�3TART��
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#LOUD #ONNECTORS

�������� 4ELEFONICA “O4 0LATFORM

4ELEFONICA PROVIDES AN -�- CLOUD TO COLLECT AND ANALYZE DATA� 4HIS PLATFORM IS BASED ON ASSETS AND MODELS AND YOU
CAN OPTIMIZE YOUR BUSINESS PROCESSES IMPLEMENTING RULES AND NOTI1CATIONS� AND SUBSCRIBING TO DATA FROM DIŠERENT
HOSTS�

#ON1GURATION

! NEW OPTION IS SHOWN IN -�- 0LATFORM MENU� IN THE #LOUD #ONNECTOR MAIN OPTION�“F YOU EXPAND IT� YOU CAN SEE
THIS FORM WITH �1ELDS IN IT�

&IGURE � 4ELEFONICA “O4 SETUP EXAMPLE ON -ANAGER 3YSTEM


 52, � !DDRESS OF THE !0“ SERVICE OF 4ELEFONICA“O4� 4HIS ADDRESS SHOULD BE PROVIDED WITHOUT THE�HTTP���� � USUALLY
INT�DCA�TID�ES�


 0ORT� 4HE PORT IN WHICH THE !0“ LISTENS TO CONNECTIONS�


 !0“ � 4HE SECURITY KEY TO SEND DATA TO 4ELEFONICA“O4�

!LL THIS DATA ARE PROVIDED BY 4ELEFONICA SERVICE ADMINISTRATORS�

#ONTROLLING SYNCHRONIZATION

4HE SYNCHRONIZATION WILL BE DONE IN PACKS OF ��� DATA AT A TIME� SO THE SYSTEM IS NOT OVERLOADED� 9OU CAN START AND
STOP THE DATA SYNCHRONIZATION TO THE 4ELEFONICA SERVICE�“N THE INTERFACE� YOU CAN SEE AN INDICATOR OF WHETHER THE
4ELEFONICA SERVICE IS RUNNING OR NOT�“F YOU CLICK ON�3TART�� THE SYNCHRONIZATION WILL BEGIN�

&IGURE � 4ELEFONICA “O4 3TART BUTTON

9OU CAN STOP AT ANY MOMENT CLICKING ON�3TOP� BUTTON�

&IGURE � 4ELEFONICA “O4 3TOP BUTTON
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#LOUD #ONNECTORS

�������� 4HING0LUS

4HING� ALLOWS CUSTOMERS TO BUILD THEIR OWN“O4 SERVICES WITH HIGH SPEED� RELIABILITY� SCALABILITY� AND COST COMPETITIVENESS�
CONNECTED BY A 3AA3 OR 0AA3“O4 PLATFORM� 7HEN 4HING� %MBEDDED DEVICES CONNECT TO THE 4HING� #LOUD �PUBLIC OR
PRIVATE	� CUSTOMERS CAN VISUALIZE VARIOUS DATA GRAPHS AND CHARTS FROMSENSORS DIRECTLY ON THE 4HING� 0ORTAL� $EVICE
REGISTRATION IS EASY AS THE 4HING� 0ORTAL PROVIDES DASHBOARD WIDGETS� A TRIGGER
CONDITION
ACTION
BASED RULE ENGINE
FOR ALERT NOTI1CATIONS OR TO CONTROL ACTUATORS� AND RESULTS IN THE FORM OF AN EVENT TIMELINE�

'ET !0“ +EY


 'ET THE� 'ATEWAY“$ � TO REGISTER�


 /PEN THE -ESHLIUM -ANAGER 3YSTEM�


 #LICK #LOUD #ONNECTOR�


 /PEN THE 4HING0LUS PLUGIN�


 9OU CAN SEE 4HING0LUS CON1GURATION AND�'ATEWAY“$ � �


 #OPY THE� 'ATEWAY“$ � �


 'ET THE !0“ +EY�


 'O TO YOUR 4HING0LUS SERVICE �IF YOU HAVE NO REGISTERED SERVICE� REGISTER YOURSERVICE	
HTTPS���YOURSERVICE�THINGPLUS�NET�


 'O TO 'ATEWAY -ANAGEMENT PAGE �VIA UPPER RIGHT MENU	�


 #LICK THE � BUTTON IN THE UPPER RIGHT CORNER�


 #LICK�2EQUEST FOR 'ATEWAY CERTI1CATES OR !0“ +EY� BUTTON�

&IGURE � 2EQUEST !0“ +EY IN THE 4HING0LUS PANEL
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#LOUD #ONNECTORS


 &ILL FORM�


 'ATEWAY“$�


 3ELECT�!0 “ +EY� �!UTHENTICATION 4YPE	�


 #LICK� 'ET !0 “ +EY��


 #OPY THE�!0 “ +EY��

&IGURE � 'ET THE !0“ +EY IN THE 4HING0LUS PANEL


 3ET�!0 “ +EY� IN THE -ESHLIUM -ANAGER 3YSTEM�


 'O TO 4HING0LUS CON1GURATION AGAIN�


 0ASTE THE�!0 “ +EY��

&IGURE � %NTER !0“ +EY IN THE 4HING0LUS PLUGIN


 #LICK THE�3AVE� BUTTON �4HING0LUS GATEWAY APP WILL RESTART	�


 “F THE STATUS IS�34/00%$ �� THEN CLICK ON THE�3TART� BUTTON AFTER SAVING !0“ +EY�
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#LOUD #ONNECTORS

2EGISTER 'ATEWAY AND 3ENSORS


 'O TO YOUR 4HING0LUS SERVICE�


 'O TO 'ATEWAY -ANAGEMENT PAGE �VIA UPPER RIGHT MENU	�


 #LICK THE � BUTTON IN THE UPPER RIGHT CORNER�


 &ILL THE FORM�


 3ELECT 'ATEWAY -ODEL AS�,IBELIUM -ESHLIUM��


 “NPUT 'ATEWAY“$ �THE SAME -!# ADDRESS WHEN REGISTERING GATEWAY	�


 3ELECT $EVICE -ODEL AS�7ASPMOTE "ASIC��


 “NPUT $EVICE !DDRESS �7ASPMOTE ADDRESS IS THE ID?WASP1ELD	�


 “NPUT $EVICE .AME�


 3ELECT 3ENSORS TO REGISTER �ALL SENSORS ARE SELECTED AS DEFAULT	�


 3ELECT 3ITE .AME �DEFAULT	�


 #LICK�2EGISTER A 'ATEWAY� $EVICES AND 3ENSORS� BUTTON�


 4HING0LUS GATEWAY APP WILL RESTART AND SEND THE SENSOR DATA IN A FEW MINUTES�


 9OU CAN SEE THE SENSOR DATA AT $ASHBOARD OR 3ENSOR PAGE�

&IGURE � 2EGISTERING A 'ATEWAY IN 4HING0LUS SERVICE�
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#LOUD #ONNECTORS

�������� 4HING3PEAK

4HING3PEAK� PROVIDES INSTANT VISUALIZATIONS OF DATA POSTED BY YOUR SENSORS TO THE 4HING3PEAK CLOUD� 7ITH THE
ABILITY TO EXECUTE -!4,!"m CODE IN 4HING3PEAK� YOU CAN PERFORM ONLINE ANALYSIS AND PROCESSING OF THE DATA AS IT
COMES IN� 5SE THE 4HING3PEAK #LOUD #ONNECTOR TO VIEW YOUR DATA CON1GURATION AND SEND YOUR 7ASPMOTE DATA TO
4HING3PEAK FOR ANALYSIS AND DISPLAY�

&IGURE � 4HING3PEAK CLOUD

0REREQUISITES

4O USE 4HING3PEAK� YOU MUST HAVE A -ATH7ORKS ACCOUNT�“F YOU DO NOT ALREADY HAVE ONE� CREATE A -ATH7ORKS
ACCOUNT �HTTPS���THINGSPEAK�COM�USERS�SIGN?UP	�

9OU NEED A LICENSE FOR COMMERCIAL USE �HTTPS���THINGSPEAK�COM�PRICES�THINGSPEAK?STANDARD	 OR YOU CAN SIGN UP
FOR A FREE EVALUATION� 4O USE THE 4HING3PEAK #LOUD #ONNECTOR� YOU MUST HAVE APROGRAMMED 7ASPMOTE THAT IS
SENDING DATA TO YOUR -ESHLIUM�

#ON1GURATION

“N THE -ESHLIUM -ANAGER 3YSTEM� SELECT THE #ON1GURATION TAB� 4HE 7ASPMOTES UNITS AND SENSORS CONNECTED TO
YOUR -ESHLIUM DEVICE ARE LISTED ON THE CON1GURATION TAB�

&IGURE � #ON1GURATION TAB OF THE 4HING3PEAK #LOUD #ONNECTOR IN THE -ESHLIUM -ANAGER 3YSTEM
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#LOUD #ONNECTORS

4HE 4HING3PEAK #LOUD #ONNECTOR HAS � BASIC OPERATIONS�

�� 3AVE� 3ELECT THE DEVICES TO ENABLE� AND THEN SAVE THE SETTINGS TO THE -ESHLIUM -ANAGER3YSTEM�

�� 3YNC� 3YNCHRONIZE CHANGES TO YOUR 4HING3PEAK CON1GURATION� 4HIS OPERATION CREATES NEW CHANNELS FOR SENSORS
NOT PREVIOUSLY ENABLED� 9OU NEED TO ENTER YOUR 4HING3PEAK 5SER !0“ +EY TO SYNC�

�� 3TART� %NABLE STORING YOUR -ESHLIUM DATA TO 4HING3PEAK� !S SOON AS YOU PRESS3TART� DATA FROM YOUR -ESHLIUM
IS SENT TO YOUR 4HING3PEAK CHANNELS�

!DDITIONAL 3ETTINGS


 #HANNEL “$� 4HING3PEAK STORES DATA IN CHANNELS� ! CHANNEL IS CREATED FOR EACH UNIQUE SENSOR� 4HE CHANNEL IS
PRIVATE BY DEFAULT� BUT YOU CAN MAKE IT PUBLIC� 5SE THE CHANNEL LINK THAT APPEARS AFTER YOU SYNCHRONIZED WITH
4HING3PEAK TO SEE CHANNEL CONTENTS� OR GO TO -Y #HANNELS AT 4HING3PEAK�COM �HTTPS���THINGSPEAK�COM�CHANNELS	�


 %NABLE� “NCLUDE DATA FROM THIS SENSOR WHEN UPDATING 4HING3PEAK� %ACH TIME YOU CHANGE THE %NABLE VALUE�
YOU MUST SAVE THE CON1GURATION�


 “NTERVAL� 3ET THE INTERVAL BETWEEN UPDATES TO 4HING3PEAK� 4HE SMALLEST INTERVAL IS �� SECONDS� 5PDATES
HAPPEN IN A BATCH� SO THIS VALUE IS DIŠERENT THAN THE SENSOR MEASUREMENT FREQUENCY�


 ,OG ,EVEL� #HOOSE THE LEVEL OF INFORMATION WRITTEN TO THE LOG�


 5SER !0“ +EY� ,OG IN TOWWW�THINGSPEAK�COM� AND GO TO!CCOUNTS � -Y 0RO1LE
�HTTPS���THINGSPEAK�COM�ACCOUNT�PRO1LE	� #OPY THE KEY AND PASTE IT IN THE 5SER !0“ +EY BOX� &OR SECURITY� THE
5SER !0“ +EY IS NOT STORED IN THE CONNECTOR� 9OU NEED TO ENTER IT EVERY TIME YOU USE THE3YNCBUTTON�

4O SET UP YOUR 4HING3PEAK CONNECTION

�� “N THE #ON1GURATION TAB� SELECT%NABLE FOR EACH SENSOR FROM WHICH YOU WANT TO RECORD�

�� 3ELECT THE“NTERVALAND,OG ,EVEL �

�� #LICK3AVE � 4HE 4HING3PEAK #LOUD #ONNECTOR INDICATES THAT SYNCHRONIZATION IS NEEDED�

�� 2ETRIEVE YOUR 4HING3PEAK 5SER !0“ KEY�


 ,OG IN TOWWW�THINGSPEAK�COM�


 3ELECT!CCOUNT � -Y 0RO1LE�HTTPS���THINGSPEAK�COM�ACCOUNT�PRO1LE	�


 #OPY YOUR 5SER !0“ +EY TO THE 4HING3PEAK #LOUD #ONNECTOR�

&IGURE � 4HE 4HING3PEAK 5SER !0“ +EY IS REQUIRED TO SYNCHRONIZE YOUR -ESHLIUM SETTINGS


 0RESS3YNCTO CREATE CHANNELS ON 4HING3PEAK AND MAP THEM TO SENSORS ON THE -ESHLIUM DEVICE�
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#LOUD #ONNECTORS

�� 0RESS3TART� 4HING3PEAK STARTS LOGGING THE DATA� 9OUR EXISTING 7ASPMOTE DATA IS VISIBLE IN YOUR 4HING3PEAK
CHANNELS IMMEDIATELY�

�� !NALYZE AND VISUALIZE YOUR DATA WITH 4HING3PEAK�


 2EGULARIZEORSMOOTHYOUR DATA TO REMOVE OUTLIERS�
�HTTPS���WWW�MATHWORKS�COM�HELP�THINGSPEAK�REGULARIZE
IRREGULARLY
SAMPLED
DATA�HTML	
�HTTPS���WWW�MATHWORKS�COM�HELP�THINGSPEAK�REMOVE
HIGH
FREQUENCY
NOISE
IN
MEASURED
DATA�HTML	


 !NALYZEDATA TO1ND UNDERLYING INSIGHTS ANDPREDICT TRENDS�
�HTTPS���WWW�MATHWORKS�COM�MATLABCENTRAL�1LEEXCHANGE�
�����
ANALYZING
WEATHER
DATA
FROM
AN
ARDUINO
BASED
WEATHER
STATION	
�HTTPS���WWW�HACKSTER�IO�MATLAB
IOT�
MEASURE
AND
ANALYZE
TIDE
LEVELS
WITH
THINGSPEAK
AND
MATLAB
EFA��� 	


 5SESTANDARD VISUALIZATIONSOR CREATE CUSTOM VISUALIZATIONS TO SHOWCASE YOUR DATA�
�HTTPS���WWW�MATHWORKS�COM�HELP�THINGSPEAK�
#OMPARE
4EMPERATURE
$ATA
FROM
4HREE
$IŠERENT
$AYS�HTML	�

4IPS


 %ACH 7ASPMOTE MUST HAVE A UNIQUE NODE NAME AND EACH -ESHLIUM MUST HAVE A UNIQUE HOSTNAME�


 /N YOUR 4HING3PEAK CHANNELS� DO NOT REMOVE ANY TAGS OR EDIT THE METADATA1ELDS FOR THE AUTO GENERATED
4HING3PEAK #LOUD #ONNECTER CHANNELS� 4HESE1ELDS ARE USED TO COMMUNICATE WITH THE -ESHLIUM -ANAGER
3YSTEM� 9OU CAN CHANGE ANY OTHER1ELDS OR SETTINGS�


 4HE MAXIMUM NUMBER OF RECORDS SELECTED IN A SINGLE UPDATE IS ����“F ALL YOUR DATA IS NOT BEING SENT TO
4HING3PEAK� DECREASE THE INTERVAL TO SEND UPDATES MORE OFTEN�


 5SE THE CHANNELTAGS FEATURETO RAPIDLY SORT YOUR SENSOR CHANNELS ON 4HING3PEAK� 9OUR CHANNELS ARE AUTOMATICALLY
TAGGED BY THE SENSOR NAME AND 7ASPMOTE NAME� %NTER A VALUE AND THE CHANNEL VIEW IS1LTERED TO SHOW ONLY
CHANNELS WITH THAT TAG�

&IGURE � 5SE TAG FEATURE�HTTPS���WWW�MATHWORKS�COM�HELP�THINGSPEAK�CHANNEL
SETTINGS�HTML�CHANNELS
SEARCH
BY
TAG

&OR EXAMPLE� ENTERING THE NAME OF A 7ASPMOTE UNIT SHOWS ONLY CHANNELS ASSOCIATED WITH THAT 7ASPMOTE� 9OU
CAN ADD TAGS BUT DO NOT REMOVE THE AUTOMATICALLY GENERATED TAGS�


 “F A 7ASPMOTE FAILS AND NEEDS TO BE REPLACED� THE EXISTING 4HING3PEAK CHANNELS CAN BE REUSED� JUST GIVE THE
NEW 7ASPMOTE THE SAME NODE NAME AS THE FAILED DEVICE�


 “F YOU RESET THE !0“ KEY OF A CHANNEL� USE THE3YNCBUTTON TO UPDATE THE NEW KEYS�


 “F YOU ACCIDENTALLY DELETE A 4HING3PEAK CHANNEL� USE THE3YNCBUTTON TO CREATE A NEW CHANNEL�
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$EVICE #ONNECTORS

��� $EVICE #ONNECTORS

4HE AIM OF THIS CHAPTER IS TO INTRODUCE THE USER TO THE -ESHLIUM�S $EVICE #ONNECTOR FUNCTIONALITY� 4HIS SECTION WILL
HELP YOU TO CONNECT YOUR -ESHLIUM TO A �RD PARTY DEVICE PLATFORM�

�RD PARTY CERTI1ED CONNECTORS ARE LINKED WITH -ESHLIUM BY AN“0 INTERFACE�

7HAT IS A DEVICE PLATFORM�

$EVICES ARE EQUIPMENTS WHICH COULD BE EASILY CORRELATED WITH -ESHLIUM THROUGHAN %THERNET OR WIRELESS CONNECTION�
$EVICES PERFORM ACTIONS LIKE TAKING IMAGES� ACTIVATION ON SYSTEMS� INDUSTRIAL CONTROL� ETC�“NTERFACING WITH �RD PARTY
DEVICES ALLOWS -ESHLIUM TO EXECUTE ACTIONS MANUALLY OR AUTOMATICALLY RESPONDING TO EVENTS DETECTED IN THE INFO
SENT BY 7ASPMOTE OR 0LUG � 3ENSE� AND RECEIVED ON -ESHLIUM�

-ESHLIUM $EVICE #ONNECTOR

-ESHLIUM RUNS THE SOFTWARE NECESSARY FOR IMPLEMENTING THE ANALYSIS OF ITS INTERNAL DATABASE AND THE CONTROL OF
DEVICES�“N OTHER WORDS� THIS SOFTWARE CHECKS THE OCCURRENCE OF EVENTS AND PERFORMS THE RULES SPECI1ED TO EXECUTE
ACTIONS ON THE DEVICE� 4HIS SOFTWARE IS CALLED $EVICE #ONNECTOR�

&IGURE � $EVICE #ONNECTOR MAIN MENU ON THE -ANAGER 3YSTEM
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$EVICE #ONNECTORS

����� $EVICE 0ARTNERS

������� !XIS

!XIS OŠERS A WIDE VARIETY OF NETWORK VIDEOCAMERAS AND ADVANCED ANALYTIC APPLICATIONS� -ORE INFORMATION�
HTTPS���WWW�AXIS�COM�GLOBAL�EN�PRODUCTS�NETWORK
CAMERAS�

4HANKS TO THIS PLUGIN� THE SENSOR DATA RECEIVED ON -ESHLIUM CAN TRIGGER ACTIONS ON !XIS CAMERAS�

&IGURE � !XIS PLUGIN

#ON1GURATION

0RIOR TO CON1GURE -ESHLIUM� MAKE SURE YOU SET THESE PARAMETERS ON THE CAMERA�“0� USERNAME� PASSWORD AND
PRESETS�

&OR INFORMATION ABOUT HOW TO CON1GURE YOUR CAMERA� PLEASE CHECK THE INSTALLATION GUIDE OF YOUR CAMERA MODEL�

4HE !XIS PLUGIN IS LOCATED IN�

$EVICE #ONNECTORÑ $EVICE 0ARTNERÑ !XIS

“N THE�#ON1GURATION� PANEL� THE USER CAN SET�


 ,OG ,EVEL� 'ENERATE LOG MESSAGES� &ROM FEWER TO MORE DETAILS� THE LEVELS ARE� /&&� %22/2�“.&/� $%"5' AND
2%0/24� 4HE OPTION BY DEFAULT IS /&&�


 %XECUTION INTERVAL� 4IME INTERVAL BETWEEN CHECKING CAMERA�S RULES�

“N THE�!DD #AMERA� PANEL� THE USER CAN SET�


 .AME � $EVICE RULE NAME�


 “0� “0 ADDRESS OF THE CAMERA�


 5SER� 5SER NAME CON1GURED ON THE CAMERA�


 0ASSWORD� 4HE PASSWORD CON1GURED ON THE CAMERA BY THE USER �DE1NED IN THE PREVIOUS STEP	�


 04: 0RESET� 0RESET OF THE CAMERA TO BE USED WHEN THE RULE IS EXECUTED� &OR OBTAINING A LIST OFAVAILABLE PRESETS
ON THE CAMERA YOU HAVE TO1LL THE PARAMETERS ABOVE �“0� USER AND PASSWORD	� 4HEY WILL BE USED FOR GETTING THE
PRESETS WHEN YOU PRESS THE BUTTON�'ET 0RESETS�� !FTER PUSHING THE BUTTON� THE LIST OF PRESETS WILL BE SHOWN
AND YOU WILL BE ABLE TO SELECT ONE OF THEM�


 4HRESHOLD� 4HRESHOLD IN A SENSOR VALUE FOR TAKING A PICTURE� 4HIS1ELD IS NOT MANDATORY� BUT IF YOU WANT TO ADD
A THRESHOLD� YOU HAVE TO SELECT ONE�


 7ASPMOTE SENSOR� !VAILABLE SENSOR WHICH WILL TRIGGER THE RULE�


 /PERATION� !VAILABLE OPERATIONS ARE� GREATER� LESS� GREATER OR EQUAL� LESS OR EQUAL�EQUAL THAN OR DIŠERENT
FROM�


 6ALUE� 6ALUE TO BE COMPARED TO THE SENSOR SELECTED�
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$EVICE #ONNECTORS

&IGURE � !XIS CON1GURATION PANEL

7HEN ALL THE PARAMETERS HAVE BEEN CON1GURED� PRESS THE�!DD #AMERA� BUTTON� 4HIS ACTION WILL ADD A NEW RULE IN
THE�$EVICES� SECTION�

&IGURE � .EW DEVICE
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$EVICE #ONNECTORS

$EVICES

“N THE�$EVICES� SECTION YOU CAN SEE ALL THE RULES THAT WILL BE EVALUATED FOR EACH DEVICE� !PART FROM CHECKING THAT
THE RULES ARE PROPERLY CON1GURED� YOU CAN EXECUTE � ACTIONS�


 $ELETE� $ELETE THE DEVICE�“T WILL BE DISAPPEAR FROM THIS SECTION AND THE RULE WILL NOT BE EVALUATED�


 4AKE A PICTURE� 4HE CAMERA WILL TAKE A PICTURE IN THE PREDE1NED PRESET�

&OR ACCESSING TO THE PICTURES TAKEN �BOTH MANUAL OR AUTOMATIC	 YOU HAVE TO ACCESSTO THE &40 SERVER OF THE -ESHLIUM
UNIT� 4HE FOLDER�AXIS� INSIDE THE &40 MAIN DIRECTORY CONTAINS THE IMAGES TAKEN� 4HE IMAGE NAMES WILL VARY
DEPENDING IF THE PICTURE WAS TAKEN MANUALLY OR AUTOMATICALLY�


 -ANUALLY� THE NAME OF THE1LE WILL BE.!-%?9999
--
$$?((
--
33�JPG �


 !UTOMATICALLY� THE NAME OF THE1LE WILL BE.!-%?7!30.!-%?3%.3/2.!-%�JPG �

#ONTROLLING SYNCHRONIZATION

/NCE THE DEVICES ARE CON1GURED� THE USER CAN LAUNCH THE -ESHLIUM !XIS SERVICE ��3TART� BUTTON	� 4HE PROGRAM WILL
SEARCH FOR THE RECEIVED FRAMES ON THE LOCAL DATABASE� AND WILL CHECK THE RULES CON1GURED�“F A RULE IS EVALUATED
POSITIVELY� THEN A PICTURE IN THE PRESET POSITION OF THE RULE WILL BE TAKEN AND STORED� 4HE STATUS INDICATOR DISPLAYS
THE CURRENT STATE� RED MEANS�STOPPED� AND GREEN MEANS�RUNNING��

&IGURE � !XIS SERVICE IS RUNNING

9OU CAN STOP THE !XIS SERVICE ANYTIME BY CLICKING ON THE�3TOP� BUTTON�

&IGURE � !XIS SERVICE IS STOPPED
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3MARTPHONE DETECTION

��� 3MARTPHONE DETECTION

-ESHLIUM ALLOWS TO DETECT I0HONE AND !NDROID DEVICES AND IN GENERAL ANY DEVICE WHICH WORKS WITH 7I&I OR "LUETOOTH
INTERFACES�

4HESE DEVICES CAN BE DETECTED WITHOUT THE NEED OF BEING CONNECTED TO A SPECI1C !CCESS 0OINT� ENABLING THE
DETECTION OF ANY SMARTPHONE� LAPTOP OR HANDS
FREE CAR KIT DEVICE WHICH COMES INTO THE COVERAGE AREA OF -ESHLIUM�

4HE IDEA IS TO BE ABLE TO MEASURE THE AMOUNT OF PEOPLE AND CARS WHICH ARE PRESENT IN A CERTAIN POINT AT A SPECI1C
TIME� ALLOWING THE STUDY OF THE EVOLUTION OF THE TRAZ C CONGESTION OF PEDESTRIANS AND VEHICLES�

&IGURE � 3MARTPHONE DETECTION

5SERS HAVE TO DO NOTHING TO BE DETECTED AS THE 7I&I AND "LUETOOTH RADIOS INTEGRATED IN THEIR SMARTPHONES PERIODICALLY
SEND A�HELLO�� MESSAGE TELLING ABOUT THEIR PRESENCE� 4HE INFORMATION READ FROM EACH USER CONTAINS�


 4HE -!# ADDRESS OF THE WIRELESS INTERFACE� WHICH ALLOWS TO IDENTIFY IT UNIQUELY
�


 4HE STRENGTH OF THE SIGNAL �233“	� WHICH GIVES AN IDEA OF THE DISTANCE OF THE DEVICE FROM THE SCANNING POINT

�


 4HE VENDOR OF THE SMARTPHONE �!PPLE� 3AMSUNG� ETC	�


 4HE 7I&I !CCESS 0OINT WHERE THE USER IS CONNECTED �IF ANY	 AND THE "LUETOOTH FRIENDLY NAME� 5SERS NOT
CONNECTED TO AN !0 WILL BE SHOWED AS�FREE USERS��


 4HE #LASS OF $EVICE �#O$	 IN CASE OF "LUETOOTH WHICH ALLOWS US TO DIŠERENTIATE THE TYPE OF DEVICE �SMARTPHONE�
HANDS
FREE� LAPTOP� ,!.�NETWORK !0	� 7ITH THIS PARAMETER WE CAN DIŠERENTIATE AMONG PEDESTRIANS AND VEHICLES�

�
	 SEE SECTION �-!# ADDRESS RANDOMIZATION� FOR MORE INFORMATION

�

	 SEE SECTION�&REQUENTLY !SKED1UESTIONS �&!1	� FOR MORE INFORMATION

4HE COVERAGE AREAS MAY BE MODI1ED BY CHANGING THE POWER TRANSMISSION OF THE RADIO INTERFACES ALLOWING THE
CREATION OF DIŠERENT SCANNING ZONES FROM A FEW METERS �IN ORDER TO STUDY A SPECI1C POINT	 TO DOZENS OF METERS �TO
STUDY THE WHOLE STREET OR EVEN THE ENTIRE2OOR OF A SHOPPING MALL	�
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3MARTPHONE DETECTION

!PPLICATIONS RELATED TO SHOPPING AND STREET ACTIVITIES�


 .UMBER OF PEOPLE PASSING DAILY IN A STREET�


 !VERAGE TIME OF THE STANCE OF THE PEOPLE IN A STREET�


 7ALKING ROUTES OF PEOPLE IN SHOPPING MALLS AND AVERAGE TIME IN EACH AREA�

4HE 6EHICLE 4RAZ C -ONITORING IS ALSO ANOTHER IMPORTANT APPLICATION AS UNDERSTANDING THE2OW AND CONGESTION OF
VEHICULAR TRAZ C IS ESSENTIAL FOR EZ CIENT ROAD SYSTEMS IN CITIES� 3MOOTH VEHICLE2OWS REDUCE JOURNEY TIMES� REDUCE
EMISSIONS AND SAVE ENERGY� 3IMILARLY THE EZ CIENT2OW OF PEDESTRIANS IN AN AIRPORT� STADIUM OR SHOPPING CENTER
SAVES TIME AND CAN MAKE THE DIŠERENCE BETWEEN A GOOD AND A BAD VISIT� -ONITORING TRAZ C 
 WHETHER ROAD VEHICLES
OR PEOPLE 
 IS USEFUL FOR OPERATORS OF ROADS� ATTRACTIONS AND TRANSPORT HUBS�

&IGURE � 6EHICLE 4RAZ C $ETECTION

!PPLICATIONS FOR 6EHICLE 4RAZ C $ETECTION�


 .UMBER OF PEOPLE PASSING DAILY IN A STREET�


 !VERAGE TIME OF THE STANCE OF THE PEOPLE IN A STREET�


 2OUTES OF PEOPLE AND AVERAGE TIME IN EACH AREA�

4HE MONITORING SYSTEM CAN ALSO BE USED TO CALCULATE THE AVERAGE SPEED OF THE VEHICLES WHICH TRANSIT OVER A ROADWAY
BY TAKING THE TIME MARK AT TWO DIŠERENT POINTS�

&IGURE � #ALCULATE THE AVERAGE SPEED
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3MARTPHONE DETECTION

����� $EVICES DETECTED

$ETECTION INCLUDES ANY OF THE LAST MODELS EVEN THOSE THAT IMPLEMENT LOW CONSUMPTION TECHNIQUES WHEN USING THE
RADIO INTERFACES�


 I0HONE �ALL MODELS	�


 !NDROID �ALL MODELS	�

������� -!# ADDRESS RANDOMIZATION

“T IS POSSIBLE TO TRACK DEVICES� AND THEREFORE THEIR USERS� USING THEIR MEDIA ACCESS CONTROL �-!#	 ADDRESS AS A
UNIQUE IDENTI1ER� 4O FUL1LL WITH PRIVACY REGULATIONS AND PUBLIC CONCERNS� SOME VENDORS HAVE TAKENTHE DECISION
TO RANDOMIZE THE -!# ADDRESSES THAT ARE USED WHEN THE PHONE IS NOT CONNECTED TO A 7I&I NETWORK�

4HIS ENSURES THAT A CLIENT CANNOT EASILY BE TRACKED WHEN IT MOVES BETWEEN LOCATIONS� 7I&I CLIENTS MAY USE A
RANDOMIZED -!# ADDRESS TO DISCOVER NETWORKS� BUTREVERT TO THEIR �FACTORY� -!# ADDRESS ONCE THEY START THE
PROCESS TO CONNECT TO A 7I&I NETWORK�

!PPLE AND !NDROID ADDED -!# ADDRESS RANDOMIZATION TO THEIR DEVICES STARTING FROMI/3 � AND!NDROID � �IF
HARDWARE SUPPORTED	� $EPENDING ON THE VENDOR� -ESHLIUM WILL DETECT THE RANDOMIZED -!# ADDRESS WHEN IT IS
NOT CONNECTED TO A 7I&I NETWORK BUT ALWAYS ITS�FACTORY� -!# ADDRESS WHEN THE DEVICE IS CONNECTED TO A 7I&I
ACCESS POINT �!0	�

������� 6EHICLE 4RA Z C -ONITORING

4HE REDUCTION OF THE TIME BETWEEN SCANNING INTERVALS ALLOWS FOR INCREMENTS IN THE VEHICLES DETECTION RATE�


 -ONITOR IN REAL TIME THE NUMBER OF VEHICLES PASSING FOR A CERTAIN POINT IN HIGHWAYS AND ROADS�


 $ETECT AVERAGE TIME OF VEHICLE STANCE FOR TRAZ C CONGESTION PREVENTION�


 -ONITOR AVERAGE SPEED OF VEHICLES IN HIGHWAYS AND ROADS�


 0ROVIDE TRAVEL TIMES ON ALTERNATE ROUTES WHEN CONGESTION IS DETECTED�

������� !NTENNAS

"ESIDES THE OMNIDIRECTIONAL ANTENNAS PROVIDED BY DEFAULT WITH THE -ESHLIUMKIT� IT IS POSSIBLE TO INSTALL � OTHER
TYPES OF ANTENNAS� THE DIRECTIONAL AND THE SECTOR ANTENNAS�

4HEDIRECTIONAL ANTENNASEXTEND THE RANGE OF 7I&I AND "LUETOOTH SCANNING IN THE REQUIRED DIRECTION IN AROUND �� � �
,IBELIUM PROVIDES A PACK OF � DIRECTIONAL ANTENNAS READY TO CONNECT TO -ESHLIUM IN THE SAME SOCKETS AVAILABLE FOR
THE OMNIDIRECTIONAL 7I&I AND "LUETOOTH ANTENNAS� 4HEY ARE SPECIALLY RECOMMENDED FOR 6EHICLE 4RAZ C -ONITORING
APPLICATIONS� 4HE DIMENSIONS OF THE ANTENNA ARE �� X �� X � CM AND WEIGHTS ABOUT ��� G� 4HE ANTENNA HAS A GAIN
OF �� D"I AND COMES WITH THE NEEDED MOUNTING SYSTEM� � M CABLES AND SCREW ADAPTERS�
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&IGURE � $IRECTIONAL ANTENNA FOR -ESHLIUM 3CANNER

4HESECTOR ANTENNASIS A TYPE OF DIRECTIONAL ANTENNA CATEGORIZED BY ITS AZIMUTH PLANE WIDTH� 4HEYARE COMMONLY
AVAILABLE WITH ��� � �� � � AND ��� � � 3ECTOR ANTENNAS ARE USUALLY DEPLOYED HIGHER UP� 4HE HEIGHT OF THE DEPLOYMENT
HELPS TO SELECT THE REQUIRED ANTENNA� AS THIS IMPACTS IN THE GAIN AND RANGE OFTHE ANTENNA� ,IBELIUM DOES NOT
PROVIDE SECTOR ANTENNAS� SO THE USER CAN LOOK FOR A COMPATIBLE ONE� 2EMEMBER THAT THE USE OF ANY UNOZ CIAL
HARDWARE 
LIKE SECTORIAL ANTENNAS
 VOIDS THE WARRANTY OF ,IBELIUM�S PRODUCTS�

$IRECTIONAL ANTENNA COVERAGE 3ECTOR ANTENNA COVERAGE

������� &REQUENTLY !SKED 1UESTIONS �&!1	

$O THE USERS NEED TO HAVE A SPECI1C APP INSTALLED OR INTERACT SOMEHOW TO BE DETECTED�

.O� THE SCAN IS PERFORMED SILENTLY� -ESHLIUM JUST DETECTS THE�BEACON FRAMES� ORIGINATED BY THE 7I&I AND "LUETOOTH
RADIOS INTEGRATED IN THE SMARTPHONES� 5SERS JUST NEED TO HAVE AT LEAST ONE OF THE TWO WIRELESS INTERFACES TURNED
ON�

(OW DO WE DIŠERENTIATE IF THE "LUETOOTH DEVICE DETECTED IS A CAR�S HANDS
FREE OR A SMARTPHONE�

“N THE SCANNING PROCESS EACH "LUETOOTH DEVICE GIVES ITS�#LASS OF $EVICE� �#O$	 ATTRIBUTE WHICH ALLOWS TO IDENTIFY THE
TYPE OF SERVICE IT GIVES� 7E CAN DIŠERENTIATE EASILY THE #O$�S GENERATED BY THE CAR�S HANDS
FREE FROM THE PEOPLE�S
PHONE ONES�

(OW DO “ CONTROL THE INQUIRY AREA�

“N THE "LUETOOTH INQUIRY THERE ARE SEVEN DIŠERENT POWER LEVELS WHICH GO FROM 
�� D"M TO � D"M IN ORDER TO SET
DIŠERENT COVERAGE ZONES FROM �� TO �� M�“N BOTH 7I&I AND "LUETOOTH RADIOS THESE ZONES CAN ALSO BE INCREASED OR
DECREASED BY USING A DIŠERENT ANTENNA FOR THE MODULE AS IT COUNTS WITH A STANDARD .
-ALE CONNECTOR� 4HEDEFAULT
ANTENNA WHICH COMES WITH THE SCANNING MODULES IS AN OMNIDIRECTIONAL ANTENNAWITH A GAIN OF � D"I�
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(OW DO “ CALCULATE THE DISTANCE OF ANY OF THE DEVICES DETECTED�

“N THE INQUIRY PROCESS WE RECEIVE THE -!# ADDRESS OF THE "LUETOOTH DEVICE ALONG WITH THE 2ECEIVED 3IGNAL 3TRENGTH
“NDICATOR �233“	 WHICH GIVES US THE QUALITY OF THE TRANSMISSION WITH EACH DEVICE� 233“ VALUES USUALLY GO FROM 
��
D"M �NEAREST NODES	 TO 
�� D"M �FARTHEST ONES	�

“N THE TESTS PERFORMED� "LUETOOTH DEVICES AT A DISTANCE OF �� M REPORTED 
�� D"M AS AVERAGE� WHILE THE ONES
PLACED AT �� M GAVE US AN AVERAGE OF 
�� D"M� (OWEVER� 4HE233“ VALUE DOES NOT HAVE A DIRECT PROPORTION WITH THE
DISTANCEAND THE CORRELATION COULD BE DIZ CULT TO OBTAIN� 4HERE ARE UNPREDICTABLE EŠECTS LIKE OBSTACLES IN THE 2&
PATH� RE2ECTIONS� REFRACTIONS� FADING� MULTIPATH TRANSMISSION� ETC� 4HE 233“ MAY CHANGE SLIGHTLY FROM � PHONES AT
THE SAME DISTANCE OR FROM ONE FRAME TO ANOTHER LATER IN TIME DEPENDING ON THE ENVIRONMENT� 4HEREFORE� DETAILED
MEASURES HAVE TO BE TAKEN IN PLACE FOR DETERMINING THIS RELATION�

7HAT ABOUT PRIVACY�

4HE ANONYMOUS NATURE OF THIS TECHNIQUE IS DUE TO THE USE OF -!# ADDRESSES AS IDENTI1ERS� -!# ADDRESSES ARE NOT
ASSOCIATED WITH ANY SPECI1C USER ACCOUNT OR MOBILE PHONE NUMBER NOT EVEN TO ANY SPECI1C VEHICLE� !DDITIONALLY� THE
�INQUIRY MODE� �VISIBILITY	 CAN BE TURNED OŠ SO PEOPLE HAVE ALWAYS CHOSEN IF THEIR DEVICE WILL OR WILL NOT BE DETECTABLE�

(OW DO THE "LUETOOTH� 7I&I AND :IG"EE RADIOS COEXIST WITHOUT CAUSING INTERFERENCES WITH EACH OTHER�

7I&I� 8"EE AND "LUETOOTH WORK IN THE ���'(Z FREQUENCY BAND ������
����� - (Z	� HOWEVER� THE "LUETOOTH RADIO
INTEGRATED IN -ESHLIUM USES AN ALGORITHM CALLED !DAPTIVE &REQUENCY (OPPING �!&(	 WHICH IMPROVES THE COMMON
ALGORITHM USED BY "LUETOOTH �&(33	 AND ENABLES THE "LUETOOTH RADIO TO DYNAMICALLY IDENTIFY CHANNELS ALREADY IN
USE BY 8"EE AND 7I&I DEVICES AND TO AVOID THEM�

!NYWAY� IN THE CASE OF SENDING �������� FRAMES FROM 7ASPMOTE OR 0LUG � 3ENSE� TO A -ESHLIUM 3CANNER EQUIPPED
WITH 8"EE
02/ ��������� IT IS RECOMMENDED TO PERFORM RE
TRIES IN THE SENDER APPLICATION� JUST TO MINIMIZE POSSIBLE
INTERFERENCES AND ENSURE A GOOD PERCENTAGE OF RECEIVED FRAMES IN -ESHLIUM�
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&IGURE � "LUETOOTH� 7I&I AND :IG"EE RADIOS COEXIST

5NDER WHICH CONDITIONS DO YOU GET A ��� DETECTION RATE OF DEVICES�

! SET OF CONDITIONS MUST BE RESPECTED TO KEEP THE DETECTION RATE HIGH�

4HE DEVICES TO BE DETECTED MUST BE SOME METERS AWAY FROM THE 3CANNER AND MUST REMAIN SOME SECONDS INSIDE
THE COVERAGE AREA TO GIVE TIME TO THE SYSTEM TO DETECT THEM�

4HE DEFAULT SETUP OF THE 7I13CAN FEATURE IN -ESHLIUM IS �� SECONDS OF SCANNING SPAN� 4HIS MEANS -ESHLIUM
3CANNER LISTENS FOR �� SECONDS AND THEN STORES THE RESULTS OF THE SCANNING PROCESS�4HIS PARAMETER CAN BE ADJUSTED
FROM�2EAL 4IME� TO �� SECONDS OF SCANNING SPAN�

“F YOU SELECT�2EAL 4IME� DETECTION� -ESHLIUM WILL CONTINUOUSLY SCAN AND STORE EACH REGISTER AS SOON AS IT IS DETECTED�

“MPORTANT�
4HE �2EAL 4IME� OPTION HAS THEIR ADVANTAGES AND INCONVENIENCES� /N THE ONE HAND�THE PRECISION IN THE DETECTION
TIME WILL SIGNI1CANTLY INCREASE� /N THE OTHER HAND� MEMORY AND #05 USAGE WILL INCREASE TOO� 4HE USER MUST CHECK
THE #05 TEMPERATURE DOES NOT GET TOO HIGH� ESPECIALLY IN AREAS WITH HOT WEATHER�

!NDROID AND I/3 DEVICES HAVE A SPECIAL OPTION TO DISABLE 7I&I CONNECTION WHEN THE USER LOCKS THE SCREEN IN ORDER
TO SAVE BATTERY� !LL CASES ARE STUDIED HERE� 4HIS OPTION CHANGES WITH THE I/3 VERSION� BUT WILL BE PRESENT IN THE
MAJORITY OF I/3 DEVICES�
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7HEN A DEVICE IS CONNECTED TO A 7I&I !CCESS 0OINT IT IS NORMALLY ALWAYS DETECTED� FETCHING ITS FACTORY -!#� AS IT
NEEDS TO SEND RADIO PACKETS TO ALLOW COMMUNICATION�

4HE RESULTS NOT !NDROID OR I/3 DEVICES MAY VARY DEPENDING ON THE TYPE OF SYSTEM� 5SUALLY� !0S ARE ALWAYS DETECTED�
AS THEY BROADCAST THE 33“$� (IDDEN 33“$ ARE DETECTED TOO� 4HE ONLY !0S THAT CAN BE HARD TO DETECT ARE THE !0S THAT
DO NOT BROADCAST THEIR PRESENCE� 4HIS !0S CAN ONLY BE DETECTED WHEN THERE IS TRAZ C FROM CONNECTED DEVICES�

2EGARDING OTHER 7I&I DEVICES� THE INDIVIDUAL BEHAVIOUR WILL DE1NE IF THEY ARE DETECTABLE� !S A GENERAL RULE� EVERY
DEVICE THAT BROADCASTS BEAMS OR IS CONNECTED GENERATING TRAZ C WILL BE DETECTED�

7I&I DETECTION IS SUMMARIZED ON THIS TABLE�

7I&I /&&� NEVER DETECTED

#ONNECTED TO !0 3CREEN $ETECTION -!# FETCHED 5SE CASES

9%3 /.
9%3

!LL SCANNING CYCLES

&ACTORY -!#

���� CASES

/ Z CE� WORK� MALLS� ETC� ANY PLACE

WHERE USER CONNECTS TO 7I&I !0

AND USING THE PHONE

9%3 /&&
OR POWER SAVING

9%3
-OST SCANNING CYCLES

&ACTORY -!#

���� CASES

/ Z CE� WORK� MALLS� ETC� ANY PLACE

WHERE USER CONNECTS TO 7I&I !0

AND ./4 USING THE PHONE

./ /.
9%3

!LL SCANNING CYCLES
2ANDOMIZED -!#



0EOPLE AND CARS ON MOVEMENT

USING THE PHONE

./ /&&
OR POWER SAVING

9%3
3OME SCAN CYCLES


2ANDOMIZED -!#


0EOPLE AND CARS ON MOVEMENT

./4 USING THE PHONE

�
	 FEW MINUTES� DEPENDING ON THE MODEL

�

	 DEPENDING ON THE OPERATING SYSTEM AND MODEL

"LUETOOTH SCANNING� UNLIKE 7I&I SCANNING� IS BASED ON POLLING� AND NOTIN PASSIVE LISTENING� 4HIS MAKES "LUETOOTH
DETECTION SLOWER AND LEFT THE DEVICE THE CHANCE OF AVOIDING DETECTION �IT JUST NEEDS TO IGNORE THE POLLING REQUEST	�

.EVERTHELESS� "LUETOOTH SCAN IS STILL USEFUL IN SOME APPLICATIONS� LIKE CAR DETECTION� AS MOST OF MODERN CARS HAVE A
"LUETOOTH HANDS
FREE DEVICE� AND THESE DEVICES ARE MOST OF THE TIME LISTENING FOR CONNECTIONS�

!NY SMARTPHONE CAN BE CON1GURED TO BE VISIBLE �OR NOT	 BY OTHER "LUETOOTH DEVICES� 0UTTING THIS OPTION AS�./4
6“3“",% � WILL MAKE THE SMARTPHONE UNDETECTABLE BY ANY OTHER "LUETOOTH DEVICE� WHICH INCLUDES -ESHLIUM 3CANNER�
.OTE THAT SOME LATEST
TECHNOLOGY HANDS
FREE DEVICES IMPLEMENT THE�NOT VISIBLE� MODE TOO�

7HEN THE "LUETOOTH INTERFACE IS SET AS VISIBLE� THE PHONE WILL BE LISTENING FOR INCOMING QUERIES� 4HIS WAY THE DEVICE
CAN BE SCANNED� 4HE VISIBILITY SETUP MAY BE DIŠERENT IN DIŠERENT DEVICES� 3OME OF THEM ACTIVATE VISIBILITY FOR A
LIMITED TIME �USUALLY �� SECONDS	� SOME OTHERS HAVE A MANUAL CONTROL TO ENABLE�DISABLE THE VISIBILITY�

$I ŠERENT !NDROID AND I/3 VERSIONS HAVE DIŠERENT BEHAVIORS ABOUT "LUETOOTH VISIBILITY�“N MOST OF THE MODERN
VERSIONS� "LUETOOTH VISIBILITY IS DISABLED WHEN THE SCREEN IS LOCKED �OR EVEN WHEN THE USER EXITS THE "LUETOOTH
CON1GURATION MENU	� 4HERE IS NO WAY TO DETECT AN !NDROID OR I/3 PHONE WITH THE SCREENOŠ� WHICH MAKES IT
VERY DIZ CULT TO SCAN !NDROID OR I/3 DEVICES IN A REAL ENVIRONMENT� /N THE OTHER HAND� THERE ARE MORE AND MORE
SMARTPHONES PAIRED PERMANTENTLY WITH WEARABLES DEVICES� WHICH MAKES THEM EASILY DETECTABLE�

4HERE ARE A LOT OF TYPES OF "LUETOOTH DEVICES� -OST OF SLAVE "LUETOOTH DEVICES ARE DESIGNED TO WAIT FOR INCOMING
CONNECTIONS� 4HIS MAKES HIGHLY POSSIBLE TO DETECT DEVICES LIKE HANDS
FREECAR KITS� HEADSETS� (“$� ETC�

4HE SCANNING TIME IS MORE IMPORTANT IN "LUETOOTH AS THE DEVICES NEED SOME TIME TOREPLY TO THE QUERIES�
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$EVICE NAME IS NOT ALWAYS OBTAINED� AS SOME DEVICES TAKE SOME TIME TO REPLY TOTHE NAME QUERIES� .EVERTHELESS�
THE DEVICE CAN BE EASILY IDENTI1ED BY ITS -!# ADDRESS�

(OW CAN “ CALCULATE THE TOTAL NUMBER OF PEOPLE FROM THE NUMBER OF DETECTED DEVICES�

“T DEPENDS� .OT ALL THE PEOPLE HAVE A SMARTPHONE� !LSO� NOT ALL THE PEOPLE SWITCH 7I&I AND�OR "LUETOOTH RADIOS
ON THEIR SMARTPHONES�“T ALL DEPENDS ON SO MANY ECONOMIC� SOCIAL AND CULTURAL FACTORS� 4HE PERCENTAGE OF PEOPLE
WITH 7I&I OR "LUETOOTH ON DEPENDS ON THE SCENARIO WHERE THEY ARE TOO� &OR EXAMPLE� IF A-ESHLIUM 3CANNER IS
INSTALLED IN A COLLEGE CAMPUS WHICH PROVIDES FREE 7I&I SERVICE� MANY STUDENTS WILL BE DETECTED BECAUSE THEY WILL
PROBABLY KEEP THEIR SMARTPHONES� TABLETS OR NOTEBOOKS WITH 7I&I ON� 4HE SAME WOULD HAPPEN IN A MALL� AIRPORT OR
HOTEL WITH FREE 7I&I�

"ESIDES� CONSIDER THAT NOT ALL THE PEOPLE WHO COULD BE DETECTED WILL REMAIN ENOUGHTIME INSIDE OF THE COVERAGE
AREA OF -ESHLIUM 3CANNER�

!LSO� KEEP IN MIND THAT SOME PEOPLE CAN CARRY SEVERAL 7I&I OR "LUETOOTH DEVICES� &OR EXAMPLE� A DRIVER WITH
SMARTPHONE IN HIS POCKET AND A "LUETOOTH DEVICE IN HIS CAR CAN BE DETECTED AS � DIŠERENT USERS BY -ESHLIUM�

“T ALL DEPENDS ON A NUMBER OF VARIABLES� 4HE ADMINISTRATOR OF -ESHLIUM 3CANNER CAN PERFORM REAL TESTS IN ORDER TO
1ND THE EXACT VALUE OF THIS FACTOR IN THE SPECI1C SCENARIO UNDER STUDY�
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����� 7I&I 3CANNER

������� #ONCEPTS

4HE ADDITIONAL �ND 7I&I RADIO INTEGRATED IN -ESHLIUM 3CANNER ALLOWS TOSCAN 7I&I DEVICES IN A RANGE OF ACTION OF UP
TO ��� M �DEPENDING ON THE LINE OF SIGHT CONDITIONS	� -ESHLIUM 3CANNER CAN DETECT DEVICES IN THE ��� '(Z AND �
'(Z FREQUENCY BANDS�

4HE IDEA IS TO SEARCH FOR 7I&I DEVICES IN A DE1NED INTERVAL WHICH CAN BE CON1GURED� -ESHLIUM WILL GET THE-!#
ADDRESS� INFORMATION ABOUT THE DETECTED$EVICE� 2EGARDING THESE DEVICES� WE CAN DISTINGUISH !CCESS 0OINTSO AND
#LIENTSg ÕÕÕ �“N THE CASE OF EACH CLIENT� -ESHLIUM GETS WHICH !CCESS 0OINT THE DEVICE IS CONNECTED TO �IF ANY	� !LSO�
THE SIGNAL STRENGTH �233“	 OF THE DEVICE ALONG WITH ATIMESTAMPWHICH IDENTI1ES WHEN THE SCAN WAS PERFORMED� OR
WHEN THE DEVICE WAS DETECTED ��2EAL 4IME� OPTION	� 4HE TIMESTAMP IS ALWAYS STORED IN 54# TO AVOID INCONSISTENCIES
�REGARDLESS OF THE TIME ZONE SELECTED IN -ESHLIUM	�“T IS IMPORTANT TO SET THE CORRECT TIME IN THE 3YSTEM BEFORE
STARTING WITH THE STORAGE OF THE DATA� 3EE THE 4IME 3YNCHRONIZATION IN THE 3YSTEMSECTION�

!S EXTRA INFORMATION� THE 3YSTEM ALSO IDENTI1ES THE6ENDOROF THE 7I&I DEVICES USING ITS -!# ADDRESS AND IF THE
INFORMATION IS SYNCHRONIZED TO THE EXTERNAL DATABASE �3YNC	�

%XAMPLE OF INFORMATION SCANNED�

" “$ 3YNC 4IMESTAMP -!# $EVICE 233“ 6ENDOR

����� � ����
��
�� �������� #���#��������%��! g ÕÕÕ �NOT DETECTED	�� !PPLE

����� � ����
��
�� �������� $���!��%�����%��� O LIBELIUM?WSN� �� .OKIA #ORPORATION

7I 1 SCANNER CON1GURATION MENU IS LOCATED IN�

4OOLSÑ 7I 1 3CAN

“N THIS SECTION WE CAN SELECT THE 3CANNING 4IME FROM A DROP
DOWN LIST� 4HIS TIME SPECI1ES HOW MANY SECONDS
THE SCANNER WILL SPEND SEARCHING� !FTER EACH SCANNING PROCESS� THE SYSTEM PERFORMS A PAUSE OF ONE SECOND BEFORE
STARTING AGAIN�

4HE OPTION�2EAL 4IME� BEHAVES DIŠERENTLY TO THE OTHER OPTIONS� 5SUALLY� DATA IS STORED WITH THE TIMESTAMP OF
THE SCANNING PROCESS� BUT WITH THE�2EAL 4IME� OPTION� THE TIMESTAMP WILL BE THE EXACT TIME WHEN THE DEVICE IS
DETECTED �WITH SECONDS PRECISION	�

4HE 3CANNING 4IME MUST BE TRIMMED IN ORDER TO AVOID THAT A TEMPERATURE OF �� O#IS REACHED IN THE -ESHLIUM�S
MICROPROCESSOR� 3EE CHAPTER�“NTERNAL TEMPERATURE SENSOR� TO KNOW HOW TO MONITOR THE MICROPROCESSOR�S TEMPERATURE�

&IGURE � #ON1GURING 7I&I 3CANNER

7E CAN ALSO ACTIVATE THE ANONYMIZATION OF THE -!# ADDRESSES� 4HIS OPTION WILL STORE THE -!# ADDRESS ENCODED WITH
AN -$� HASH� 4HE HASH WILL BE CONSISTENT IN THE SAME DAY� BUT WILL CHANGE FROM ONE DAY TO ANOTHER� 4HIS SYSTEM
ALLOWS TO FOLLOW A PARTICULAR USER IN THE SAME DAY� BUT KEEPS THE PRIVACY OF THE USER� NOT STORING THE REAL -!# OF THE
DEVICE AND NOT ALLOWING TO TRACK A USER MORE THAN ONE DAY�
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&ROM THIS SECTION THE USER CAN START AND STOP THE SERVICE FROM THE BUTTON NEXT TO THE STATUS INDICATOR�

&IGURE � 7I&I 3CANNER WAS STOPPED

“F THE USER MANUALLY STOPS THE SERVICE� IT WILL BE AUTOMATICALLY RELAUNCHEDUPON REBOOT�“N ORDER TO COMPLETELY
DISABLE SERVICE� THE USER HAVE TO CLICK ON THE SLIDER�$ISABLE 3ERVICE�� 4HIS WILL STOP THE SERVICE AND AVOID IT TO RUN
UPON REBOOT� 3ETUP CANNOT BE CHANGED WHEN DISABLED� BUT ALREADY STORED DATA IS AVAILABLE TO BE SHOWN�

4O ENABLE THE SERVICE AGAIN� CLICK ON THE SLIDER�%NABLE 3ERVICE��

&IGURE � %NABLE AND $ISABLE CONTROLS

“T IS POSSIBLE TO PERFORM TWO DIŠERENT STORAGE OPTIONS WITH THE DATA CAPTURED�


 ,OCAL DATABASE� 4HIS IS ALWAYS USED�


 %XTERNAL DATABASE� 4HE DATA IS SYNCHRONIZED TO AN EXTERNAL DATABASE FROM THE LOCAL DATABASE�

&IGURE � 7I&I 3CANNER STORING OPTIONS
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������� ,OCAL DATABASE

-ESHLIUM HAS A-Y31, DATA BASE UP AND RUNNING WHICH IS USED TO STORE LOCALLY THE INFORMATION CAPTURED�“N THE
�,OCAL $ATA "ASE� TAB YOU CAN SEE THE CONNECTION PARAMETERS�


 $ATABASE� -ESHLIUM$"


 4ABLE� WI13CAN


 “0� LOCALHOST


 0ORT� ����


 5SER� ROOT


 0ASSWORD� LIBELIUM����

&IGURE � ,OCAL DATABASE FOR 7I&I 3CANNER

!T ANY TIME YOU CAN SEE THE LAST�X� RECORDS STORED�1LTERED BY ACCESS POINTS OR CLIENTS� *UST SET HOW MANY AND WHAT
KIND OF INSERTIONS YOU WANT TO SEE AND PRESS THE�3HOW DATA� BUTTON� 4HE MAXIMUM NUMBER OF DATA TO DISPLAY IS
����

4HE DATA FROM THE DATABASE CAN BE DELETED PRESSING THE BUTTON�$ELETE ALL DATA�� "E CAREFUL� AS THIS OPTION DELETES
ALL THE INFORMATION OF 7I&I SCANS IN THE LOCAL DATABASE�

4HERE IS AN OPTION TO PROGRAM AN AUTOMATIC PURGE IN THE DATABASE EVERY DAY� KEEPING THE INFORMATION IN THE
DATABASE THE DAYS YOU SPECIFY� &URTHERMORE� IF YOU INTEND TO CON1GURE THE EXTERNAL DATABASE� YOU CAN CHOOSE
IF YOU WANT TO DELETE ONLY SYNCHRONIZED DATA OR EVERYTHING� TAKING CARE OF THE DAYS ESTABLISHED BEFORE�
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������� %XTERNAL DATABASE

-ESHLIUM CAN SYNCHRONIZE ALL THE 7I&I DEVICES INFORMATION STORED IN THE LOCAL DATABASE TO AN EXTERNAL-Y31,
DATABASE MANAGED BY THE USER�

&IGURE � %XTERNAL DATABASE TAB

“N THIS TAB THE USER CAN�


 3ETUP THE PARAMETERS OF THE EXTERNAL DATABASE AND CHECK THE CONNECTION�


 %NABLE OR DISABLE THE SYNCHRONIZATION�


 3ELECT THE NUMBER OF1ELDS SENT PER SYNCHRONIZATION ITERATION�


 3HOW LAST DATA INSERTED IN THE EXTERNAL DATABASE �UP TO ��� DATA	�


 3HOW THE 31, SCRIPT USED TO CREATE THE DATABASE AND TABLE NEEDED FOR THE SYNCHRONIZATION�


 -ARK ALL DATA IN THE LOCAL DATABASE AS SYNCHRONIZED SO IT WILL NOT BE SENTTO THE EXTERNAL DATABASE�

4HE STEPS TO SETUP THE SYNCHRONIZATION ARE�


 "EFORE CON1GURING ANYTHING� MAKE SURE YOU HAVE A -Y31, DATABASE WORKING UNDER YOUR CONTROL� -AKE SURE
THE DATABASE LISTEN TO CONNECTIONS IN AN EXTERNAL“0�


 0RESS THE�3HOW SQL SCRIPT� BUTTON� COPY THE 31, CODE� 9OU CAN MODIFY USER� PASSWORD� DATABASE NAME AND
TABLE� AS LONG AS YOU CHANGE THE SETUP OF THE CONNECTION TO MATCH�
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&IGURE �31, SCRIPT


 %NTER THE CONNECTION SETTINGS AND PRESS�3AVE� BUTTON� 9OU CAN CHECK THE CONNECTION NOW TO ENSURE THE
SETTINGS ARE CORRECT�


 %NABLE THE SERVICE WITH THE CHECKBOX AND SAVE�

4HE SYNCHRONIZATION SERVICE RUNS EVERY �� SECONDS AND SYNCHRONIZES UPTO ��� DATA EVERY LOOP� 4HE SERVICE
SYNCHRONIZES1RST NEWER DATA� AS IT IS MORE RELEVANT FOR DECISION MAKING� 4HIS COULD MAKE DATA IN EXTERNAL DATABASE
TO BE OUT OF ORDER� !S EVERY DATA HAS A TIMESTAMP� THIS SHOULD NOT BE A PROBLEM FOR USING THE DATA IN ANY EXTERNAL
APPLICATION�

4HE�2EAL TIME� SCANNING OPTION WILL INCREASE THE NUMBER OF REGISTERS STORED IN THE DATABASE�“T IS HIGHLY RECOMMENDABLE
TO CHANGE THE�3YNCHRONIZATION LIMIT� FROM THE DEFAULT VALUE ����	 TO A HIGHER NUMBER THAT ALLOWS THE DATABASETO
SYNCHRONIZE COMPLETELY�
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����� "LUETOOTH 3CANNER

������� #ONCEPTS

4HE "LUETOOTH RADIO INTEGRATED IN -ESHLIUM 3CANNER ALLOWS TO SCAN "LUETOOTH DEVICES IN A RANGE OF ACTION OF UP TO
�� M DEPENDING ON THE LINE OF SIGHT CONDITIONS�

4HE IDEA IS TO SEARCH FOR "LUETOOTH DEVICES IN A DE1NED INTERVAL WHICH CAN BE CON1GURED� -ESHLIUM WILL GET THE
-!# ADDRESS � THE"LUETOOTH “$AND THE233“ OF THE DEVICES ALONG WITH ATIMESTAMPWHICH IDENTI1ES WHEN THE
DEVICE IS DETECTED� 4HE TIMESTAMP IS ALWAYS STORED IN 54# TO AVOID INCONSISTENCIES�REGARDLESS OF THE TIME ZONE
SELECTED IN -ESHLIUM	�“T IS IMPORTANT TO SET THE CORRECT TIME IN THE 3YSTEM BEFORE STARTING WITH THE STORAGEOF THE
DATA� 3EE THE 4IME 3YNCHRONIZATION IN THE 3YSTEM SECTION�

/THER INTERESTING PARAMETERS THE SYSTEM ALSO DETECTS ARE THE#LASS OF $EVICE �#O$	WHICH ALLOWS US TO DIŠERENTIATE
THE TYPE OF DEVICE �SMARTPHONE� HANDS
FREE� LAPTOP� ,!.�.ETWORK !0	 AND THE6ENDOROF THE "LUETOOTH DEVICES
USING ITS -!# ADDRESS�

7ITH THESE PARAMETERS WE CAN DIŠERENTIATE AMONG PEDESTRIANS AND VEHICLES�

" “$ 4IMESTAMP -!# “$ 233“ #O$ 6ENDOR

����� ����
��
�� �������� �������� �������E��F��C��� MY#AR 
�� (ANDSFREE 0!22/4 3!

����� ����
��
�� �������� �������� $���!��%��%�#���� 4ROPIC 
�� 3MARTPHONE .OKIA
#ORPORATION

7I 1 SCANNER CON1GURATION MENU IS LOCATED IN�

4OOLSÑ "LUETOOTH 3CAN

“N THIS SECTION WE CAN CON1GURE THE 3CANNING 4YPE WHICH SPECI1ES THE USE OF OUR "LUETOOTH 3CANNER�


 “NDOOR TYPE IS RECOMMENDED TO SCAN STATIC DEVICES OR DEVICES WITH SLOW MOVEMENT �OZ CES� MALLS� ETC	� 4HIS
OPTION RETRIEVES DEVICE NAMES AFTER ABOUT �� SECONDS SCANNING�


 /UTDOOR TYPE FOCUS ON DEVICES WHICH STAY A BRIEF PERIOD OF TIME IN OUR "LUETOOTH ACTIONRANGE �ROADS� HIGHWAYS����	�
4HIS OPTION DOES NOT ASK THE DEVICE NAME AND THE SCANNING PERIOD IS ABOUT ��SECONDS�

“N BOTH TYPES� THE DEVICES ARE REGISTERED IN THE DATABASE AS SOON AS THEY ARE DETECTED�

&IGURE � #ON1GURING "LUETOOTH 3CANNER

7E CAN ALSO ACTIVATE THE ANONYMIZATION OF THE -!# ADDRESSES� 4HIS OPTION WILL STORE THE -!# ADDRESS ENCODED WITH
AN -$� HASH� 4HE HASH WILL BE CONSISTENT IN THE SAME DAY� BUT WILL CHANGE FROM ONE DAY TO ANOTHER� 4HIS SYSTEM
ALLOWS TO FOLLOW A PARTICULAR USER IN THE SAME DAY� BUT KEEPS THE PRIVACY OF THE USER� NOT STORING THE REAL -!# OF THE
DEVICE AND NOT ALLOWING TO TRACK A USER MORE THAN ONE DAY�
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&ROM THIS SECTION THE USER CAN START AND STOP THE SERVICE FROM THE BUTTON NEXT TO THE STATUS INDICATOR�

&IGURE � "LUETOOTH 3CANNER WAS STOPPED

“F THE USER MANUALLY STOPS THE SERVICE� IT WILL BE AUTOMATICALLY RELAUNCHEDUPON REBOOT�“N ORDER TO COMPLETELY
DISABLE SERVICE� THE USER HAVE TO CLICK ON THE SLIDER�$ISABLE 3ERVICE�� 4HIS WILL STOP THE SERVICE AND AVOID IT TO RUN
UPON REBOOT� 3ETUP CANNOT BE CHANGED WHEN DISABLED� BUT ALREADY STORED DATA IS AVAILABLE TO BE SHOWN�

4O ENABLE THE SERVICE AGAIN� CLICK ON THE SLIDER�%NABLE 3ERVICE��

&IGURE � %NABLE AND $ISABLE CONTROLS

.OTE� ,AST VERSIONS OF !NDROID AND I/3 DEVICES MAY NEED THE "LUETOOTH 3ETUP 3CREEN BE ACTIVATED TO BE DETECTED�

7E HAVE TWO DIŠERENT STORAGE OPTIONS FOR THE DATA CAPTURED�


 ,OCAL DATABASE� 4HIS IS ALWAYS ACTIVE�


 %XTERNAL DATABASE� 4HIS SYNCHRONIZES LOCAL DATABASE DATA TO AN EXTERNAL-Y31, DATABASE�

&IGURE � "LUETOOTH 3CANNER STORING OPTIONS
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3MARTPHONE DETECTION

������� ,OCAL DATABASE

-ESHLIUM HAS A-Y31, DATABASE UP AND RUNNING WHICH IS USED TO STORE LOCALLY THE INFORMATION CAPTURED�“N THE
�,OCAL $ATA "ASE� TAB YOU CAN SEE THE CONNECTION PARAMETERS�


 $ATABASE� -ESHLIUM$"


 4ABLE� BLUETOOTH$ATA


 “0� LOCALHOST


 0ORT� ����


 5SER� ROOT


 0ASSWORD� LIBELIUM����

&IGURE � ,OCAL DATABASE FOR "LUETOOTH 3CANNER
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3MARTPHONE DETECTION

!T ANY TIME YOU CAN SEE THE LAST�X� RECORDS STORED�1LTERED BY ACCESS POINTS OR CLIENTS� *UST SET HOW MANY AND WHAT
KIND OF INSERTIONS YOU WANT TO SEE AND PRESS THE�3HOW DATA� BUTTON� 4HE MAXIMUM NUMBER OF DATA TO DISPLAY IS
����

4HE DATA FROM THE DATABASE CAN BE DELETED PRESSING THE BUTTON�$ELETE ALL DATA�� "E CAREFUL� AS THIS OPTION DELETES
ALL THE INFORMATION OF "LUETOOTH SCANS IN THE LOCAL DATABASE�

4HERE IS AN OPTION TO PROGRAM AN AUTOMATIC PURGE IN THE DATABASE EVERY DAY� KEEPING THE INFORMATION IN THE
DATABASE THE DAYS YOU SPECIFY� &URTHERMORE� IF YOU INTEND TO CON1GURE THE EXTERNAL DATABASE� YOU CAN CHOOSE
IF YOU WANT TO DELETE ONLY SYNCHRONIZED DATA OR EVERYTHING� TAKING CARE OF THE DAYS ESTABLISHED BEFORE�

������� %XTERNAL DATABASE

-ESHLIUM CAN SYNCHRONIZE ALL THE 7I&I DEVICES INFORMATION STORED IN THE LOCAL DATABASE TO AN EXTERNAL-Y31,
DATABASE MANAGED BY THE USER�

&IGURE � %XTERNAL DATABASE TAB
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3MARTPHONE DETECTION

“N THIS TAB THE USER CAN�


 3ETUP THE PARAMETERS OF THE EXTERNAL DATABASE AND CHECK THE CONNECTION�


 %NABLE OR DISABLE THE SYNCHRONIZATION�


 3ELECT THE NUMBER OF1ELDS SENT PER SYNCHRONIZATION ITERATION�


 3HOW LAST DATA INSERTED IN THE EXTERNAL DATABASE �UP TO ��� DATA	�


 3HOW THE31, SCRIPT USED TO CREATE THE DATABASE AND TABLE NEEDED FOR THE SYNCHRONIZATION�


 -ARK ALL DATA IN THE LOCAL DATABASE AS SYNCHRONIZED SO IT WILL NOT BE SENTTO THE EXTERNAL DATABASE�

4HE STEPS TO SETUP THE SYNCHRONIZATION ARE�


 "EFORE CON1GURING ANYTHING� MAKE SURE YOU HAVE A -Y31, DATABASE WORKING UNDER YOUR CONTROL� -AKE SURE
THE DATABASE LISTEN TO CONNECTIONS IN AN EXTERNAL“0�


 0RESS THE�3HOW 31, SCRIPT� BUTTON� COPY THE 31, CODE� 9OU CAN MODIFY USER� PASSWORD� DATABASE NAME AND
TABLE� AS LONG AS YOU CHANGE THE SETUP OF THE CONNECTION TO MATCH�

&IGURE �31, SCRIPT


 %NTER THE CONNECTION SETTINGS AND PRESS�3AVE� BUTTON� 9OU CAN CHECK THE CONNECTION NOW TO ENSURE THE
SETTINGS ARE CORRECT�


 %NABLE THE SERVICE WITH THE CHECKBOX AND SAVE�

4HE SYNCHRONIZATION SERVICE RUNS EVERY �� SECONDS AND SYNCHRONIZES UPTO ��� DATA EVERY LOOP� 4HE SERVICE
SYNCHRONIZES1RST NEWER DATA� AS IT IS MORE RELEVANT FOR DECISION MAKING� 4HIS COULD MAKE DATA IN EXTERNAL DATABASE
TO BE OUT OF ORDER� !S EVERY DATA HAS A TIMESTAMP� THIS SHOULD NOT BE A PROBLEM FOR USING THE DATA IN ANY EXTERNAL
APPLICATION�
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4OOLS

��� 4OOLS

����� &RESNEL CALCULATOR

4HE &RESNEL :ONE IS THE SPACE WHICH SHOULD BE EMPTY OF OBJECTS IN A WIRELESS TRANSMISSION BETWEEN TWO POINTS
TO GET THE MAXIMUM THROUGHPUT AND TRANSMISSION QUALITY� (ERE YOU CAN1ND A TOOL IN ORDER TO CALCULATE WHEN
CHOOSING THE RIGHT POINTS FOR YOUR NODES�

&IGURE � &RESNEL CALCULATOR PLUGIN

����� “PERF

4HIS TOOL LETS YOU KNOW THE REAL BANDWIDTH BETWEEN -ESHLIUM AND AN IPERF SERVER� 4HIS PLUGIN USES THE CORRECT
INTERFACE IN LOCAL NETWORKS AND USES THE DEFAULT GATEWAY FOR EXTERNAL NETWORKS� 4HE DEFAULT GATEWAY IS �'�,4% IF
CONNECTED OR %THERNET OTHERWISE�

4O USE THE TOOL� ENTER THE“0 ADDRESS OR THE HOST OF THE IPERF SERVER�“PERF V� IS USED SO ENSURE THE SERVER IS
COMPATIBLE WITH THAT VERSION�

&IGURE � “PERF PLUGIN
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4OOLS

����� 0ING

“T LETS YOU TEST IF YOU CAN REACH A CERTAIN“0 OR (OSTNAME THROUGH A SPECI1C NETWORK“NTERFACE� %THERNET �“0V�	�
%THERNET �“0V�	� 7I&I !0� AND �'�,4%�

&IGURE � 0ING PLUGIN

-ESHLIUM CAN ALSO PERFORM THIS TEST OVER“0V� ON %THERNET INTERFACE�

&IGURE � “0V� PING
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4OOLS

����� 4RACEROUTE

!NOTHER INTERESTING TOOL TO DISCOVER THE PATH OF THE COMMUNICATION BETWEEN -ESHLIUM ANDTHE SELECTED HOST�

&IGURE � 4RACEROUTE PLUGIN

-ESHLIUM CAN ALSO PERFORM THIS TEST OVER THE %THERNET �“0V�	 INTERFACE�

����� .ETSTAT

$ISCOVER WHICH CONNECTIONS“0V�
0ORT �TCP	� AND“0V�
0ORT �TCP�	 ARE ACTIVE�

&IGURE � .ETSTAT INFORMATION
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4OOLS

����� '03

-ESHLIUM 53 MODELS INTEGRATE A '03 RECEIVER WHICH ALLOWS TO KNOW ITS EXACT LOCATION ANYTIME�

&OR -ESHLIUM DEVICES WITHOUT '03� YOU CAN MANUALLY SET THE POSITION USING THE '03 MENU �SEE 3ET 0OSITIONFOR
MORE INFORMATION	�

“MPORTANT�
&ROM *ULY ���� ONLY 53 MODELS HAVE AN INTEGRATED '03 RECEIVER�

������� '03 RECEIVER
4HE '03 RECEIVER IS SPECIALLY INTERESTING FOR MOBILE AND VEHICULAR APPLICATIONS AND WHEN SETTING LONG
RANGE LINKS AS
THE '03 POSITION ALSO GIVES INFORMATION ABOUT THE HEIGHT OF EACH POINT SO THE &RESNEL :ONE CAN BE ACCURATELY KNOWN�

4HE '03 MODULE GIVES US INFORMATION ABOUT�


 LATITUDE�


 LONGITUDE�


 HEIGHT �METERS	�


 SPEED �KM�H	�


 DATE�TIME�

$ATA CAPTURED FORM '03 IS STORED IN THE LOCAL DATABASE�“N ADDITION� THE DATA CAN BE SYNCHRONIZED TO AN EXTERNAL
-Y31, DATABASE TO BE USED IN OTHER SYSTEMS� 4HE '03 DATA IS STORED WITH TIMESTAMPS ALWAYS IN 54# TO AVOID
INCONSISTENCIES �REGARDLESS OF THE TIME ZONE SELECTED IN -ESHLIUM	�

&IGURE � '03 STORAGE OPTIONS

������� 3ET 0OSITION
4HIS PANEL LETS YOU SET THE CURRENT POSITION OF THE -ESHLIUM DEVICE MANUALLY� 4HE POSITION IS STORED IN�.-%! ���� �
OUTPUT FORMAT�

&IGURE � 3ET 1XED -ESHLIUM POSITION
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4OOLS

������� #ON 1GURING '03 SERVICE

&IGURE � '03 PLUGIN SETUP

4HE '03 SERVICE CAN BE ENABLED OR DISABLED�“F THE USER DISABLES THE SERVICE THE SERVICE WILL BE STOPPED AND WILL NOT
BE LAUNCHED WHEN -ESHLIUM IS POWERED ON�“N ADDITION� SETUP WILL BE BLOCKED AND CANNOT BE CHANGED� 7HEN THE
SERVICE IS DISABLED NO '03 INFORMATION WILL BE READ OR STORED�

&IGURE � %NABLE CONTROL

&IGURE � $ISABLE CONTROL

4HE USER CAN SET THE TIME INTERVAL BETWEEN DATA ACQUISITION�

&IGURE � '03 DATA READ INTERVAL

4HE SERVICE CAN BE MANUALLY STARTED AND STOPPED�

&IGURE � 3ERVICE STOP BUTTON

&IGURE � 3ERVICE START BUTTON
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4OOLS

������� ,OCAL DATABASE

-ESHLIUM HAS A-Y31, DATABASE UP AND RUNNING WHICH IS USED TO STORE LOCALLY THE INFORMATION CAPTURED�“N THE
�,OCAL $ATA "ASE� TAB YOU CAN SEE THE CONNECTION PARAMETERS�

! SERVICE IN -ESHLIUM WILL READ PERIODICALLY THE '03 TO GATHER LOCATION AND WILL STORE IT IN THE LOCAL DATABASE�


 $ATABASE� -ESHLIUM$"


 4ABLE� GPS$ATA


 “0� LOCALHOST


 0ORT� ����


 5SER� ROOT


 0ASSWORD� LIBELIUM����

&IGURE � ,OCAL DATABASE FOR '03 DATA

!T ANY TIME YOU CAN SEE THE LAST�X� RECORDS STORED�1LTERED BY ACCESS POINTS OR CLIENTS� *UST SET HOW MANY AND WHAT
KIND OF INSERTIONS YOU WANT TO SEE AND PRESS THE�3HOW DATA� BUTTON� 4HE MAXIMUM NUMBER OF DATA TO DISPLAY IS
����

4HE DATA FROM THE DATABASE CAN BE DELETED PRESSING THE BUTTON�$ELETE ALL DATA�� "E CAREFUL� AS THIS OPTION DELETES
ALL THE INFORMATION OF "LUETOOTH SCANS IN THE LOCAL DATABASE�

4HERE IS AN OPTION TO PROGRAM AN AUTOMATIC PURGE IN THE DATABASE EVERY DAY� KEEPING THE INFORMATION IN THE
DATABASE THE DAYS YOU SPECIFY� &URTHERMORE� IF YOU INTEND TO CON1GURE THE EXTERNAL DATABASE� YOU CAN CHOOSE
IF YOU WANT TO DELETE ONLY SYNCHRONIZED DATA OR EVERYTHING� TAKING CARE OF THE DAYS ESTABLISHED BEFORE�
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4OOLS

������� %XTERNAL DATABASE

-ESHLIUM CAN SYNCHRONIZE ALL THE 7I&I DEVICES INFORMATION STORED IN THE LOCAL DATABASE TO AN EXTERNAL-Y31,
DATABASE MANAGED BY THE USER�

&IGURE � %XTERNAL DATABASE TAB

“N THIS TAB THE USER CAN�


 3ETUP THE PARAMETERS OF THE EXTERNAL DATABASE AND CHECK THE CONNECTION�


 %NABLE OR DISABLE THE SYNCHRONIZATION�


 3ELECT THE NUMBER OF1ELDS SENT PER SYNCHRONIZATION ITERATION�


 3HOW LAST DATA INSERTED IN THE EXTERNAL DATABASE �UP TO ��� DATA	�


 3HOW THE 31, SCRIPT USED TO CREATE THE DATABASE AND TABLE NEEDED FOR THE SYNCHRONIZATION�


 -ARK ALL DATA IN THE LOCAL DATABASE AS SYNCHRONIZED SO IT WILL NOT BE SENTTO THE EXTERNAL DATABASE�

4HE STEPS TO SETUP THE SYNCHRONIZATION ARE�


 "EFORE CON1GURING ANYTHING� MAKE SURE YOU HAVE A -Y31, DATABASE WORKING UNDER YOUR CONTROL� -AKE SURE
THE DATABASE LISTEN TO CONNECTIONS IN AN EXTERNAL“0�


 0RESS THE�3HOW SQL SCRIPT� BUTTON� COPY THE 31, CODE� 9OU CAN MODIFY USER� PASSWORD� DATABASE NAME AND
TABLE� AS LONG AS YOU CHANGE THE SETUP OF THE CONNECTION TO MATCH�
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4OOLS

&IGURE �31, SCRIPT


 %NTER THE CONNECTION SETTINGS AND PRESS�3AVE� BUTTON� 9OU CAN CHECK THE CONNECTION NOW TO ENSURE THE
SETTINGS ARE CORRECT�


 %NABLE THE SERVICE WITH THE CHECKBOX AND SAVE�

4HE SYNCHRONIZATION SERVICE RUNS EVERY �� SECONDS AND SYNCHRONIZES UPTO ��� DATA EVERY LOOP� 4HE SERVICE
SYNCHRONIZES1RST NEWER DATA� AS IT IS MORE RELEVANT FOR DECISION MAKING� 4HIS COULD MAKE DATA IN EXTERNAL DATABASE
TO BE OUT OF ORDER� !S EVERY DATA HAS A TIMESTAMP� THIS SHOULD NOT BE A PROBLEM FOR USING THE DATA IN ANY EXTERNAL
APPLICATION�

����� "EEP

7HEN CON1GURING SEVERAL -ESHLIUM AT THE SAME TIME IN THE LABORATORY� IT CAN BE DIZ CULT TO DISTINGUISH BETWEEN
THEM �SPECIALLY WHEN THE“0 ADDRESSES ARE GIVEN BY A EXTERNAL $(#0 ROUTER	� &OR THIS REASON WE HAVE ADDEDA "EEP
BUTTON IN THE 4OOLS SECTION WHICH WILL MAKE THE CURRENT -ESHLIUM EMIT A SHORT SOUND ��BEEP�� 	�

&IGURE � "EEP PLUGIN
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$ATABASE MANAGEMENT

��� $ATABASE MANAGEMENT

����� $IRECT ACCESS

“N ORDER TO ACCESS TO THE -ESHLIUM $ATABASE FROM AN EXTERNAL APPLICATION YOU HAVETO USE THE FOLLOWING PARAMETERS�


 “0�


 7I&I � ����������


 %THERNET� $EPENDING ON YOUR $(#0 SERVER �YOU CAN SPECIFY A STATIC“0 IN THE“NTERFACES SECTION	�


 $ATABASE� -ESHLIUM$"�


 4ABLE� $EPENDING ON THE DATA TO BE EXTRACTED� 3OME OPTIONS ARE� SENSOR0ARSER� BLUETOOTH$ATA� GPS$ATA�
WI13CAN� 9OU CAN LIST THE TABLES OF THE DATABASE�


 0ORT� ����


 5SER� SSLROOT


 0ASSWORD� 4HE DEFAULT PASSWORD IS�LIBELIUM���� � � “T IS IMPORTANT THAT THE USER CHANGES ALL DEFAULT PASSWORDS
IMMEDIATELY� &OR CHANGING THE PASSWORD GO TO�$OWNLOAD (4403 CERTI1CATE� SECTION�


 #ERTI1CATES� $OWNLOAD THE CERTI1CATES� &OR MORE INFORMATION GO TO�$OWNLOAD-Y31, CERTI1CATES� SECTION�

5SING THE COMMAND LINE� YOU CAN CONNECT USING THIS COMMAND�

mysql -h 10.10.10.1 -u sslroot -plibelium2007 \

--ssl-ca =ca-cert.pem \

--ssl-cert =client-cert.pem \

--ssl-key =client-key.pem

9OU CAN USE ANY MANAGEMENT -Y31, APPLICATION LIKE-Y31, 7ORKBENCHOR31,YOGTO ACCESS THE DATABASE IN
-ESHLIUM AND PERFORM ANY MAINTENANCE OPERATION�

����� 0HP-Y!DMIN

-ESHLIUM HAS A BUILT
IN PHP-Y!DMIN INSTANCE THAT ALLOWS LOCAL DATABASE MANAGEMENT� 'O TO�

4OOLSÑ PHP-Y!DMIN

#LICK ON�/PEN IN A NEW WINDOW� TO OPEN THE PHP-Y!DMIN PANEL�

9OU CAN DIRECTLY ACCESS PHP-Y!DMIN PANEL IN THE 52,�

HTTPS���;-ESHLIUM?“0=�PHPMYADMIN

7HERE;-ESHLIUM?“0= HAS TO BE REPLACED FOR THE“0 USED IN -ESHLIUM�“T CAN BE 7I&I !0� %THERNET OR �'“0�

4O LOGIN� USE THE CREDENTIAL SHOWN IN THE SECTION�$IRECT ACCESS��
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$ATABASE MANAGEMENT

&IGURE � PHP-Y!DMIN LOGIN PAGE

&IGURE � PHP-Y!DMIN PANEL
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3YSTEM“NFORMATION

��� 3YSTEM “NFORMATION

����� (OSTNAME

4HIS PLUGIN ALLOW THE USER TO CHANGE THE HOSTNAME OF THE GATEWAY� "Y DEFAULT THE NAME IS�MESHLIUM8888� WHERE
8888 ARE THE LAST FOUR DIGITS OF %THERNET -!# ADDRESS�

4O CHANGE THE HOSTNAME� ENTER THE DESIRED VALUE AND PRESS�3AVE AND !PPLY� BUTTON�

&IGURE � (OSTNAME CHANGE FORM

����� 5SER -ANAGER

4HE�5SER -ANAGER� CON1GURATION MENU IS LOCATED IN�

3YSTEMÑ 5SERS -ANAGER

“N THIS SECTION YOU CAN PERFORM THESE ACTIONS�


 #HANGE PASSWORD� CHANGE THE PASSWORDS NEEDED TO ACCESS TO THE DIŠERENT -ESHLIUM SERVICES�


 $OWNLOAD CERTI1CATES� DOWNLOAD THE CERTI1CATES TO COMMUNICATE SECURELY WITH -ESHLIUM�

&IGURE � 5SER -ANAGER SCREEN

“MPORTANT�
,IBELIUM STRONGLY ADVISES THE USER TO CHANGE ALL DEFAULT PASSWORDS IMMEDIATELY AFTER RECEIVING A NEW -ESHLIUM
UNIT�
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3YSTEM“NFORMATION

������� #HANGE PASSWORDS

9OU CAN CHANGE THE PASSWORD FOR THESE USERS�


 ADMIN �-ANAGER 3YSTEM	� PASSWORD FOR ACCESING TO THE -ANAGER 3YSTEM INTERFACE�


 LOG�&40	� USER FOR CONNECTING TO THE &40 SERVER AND EXTRACT LOGS�


 OTA�&40	� USER FOR INSTALLING NEW BINARIES IN REMOTE 7ASPMOTES�


 SSLROOT�-Y31,	� USER FOR CONNECTING SECURELY TO THE -Y31, DATABASE�

4O CHANGE A PASSWORD� PRESS THE�#HANGE 0ASSWORD� BUTTON� INTRODUCE AND CON1RM NEW PASSWORD AND PRESS�/K � �
9OU CAN ABORT THE OPERATION PRESSING�#ANCEL��

&IGURE � 0ASSWORD CHANGE FORM

������� $OWNLOAD CERTI1CATES

$OWNLOAD (4403 CERTI1CATE

4O DOWNLOAD THE CERTI1CATE FOR SENDING SECURE FRAMES TO -ESHLIUM� USE THE BUTTON�$OWNLOAD #ERTI1CATE� OF THE
-ANAGER 3YSTEM�ADMIN� USER�

&IGURE � $OWNLOAD THE CERTI1CATE

&OR MORE INFORMATION ABOUT HOW TO USE THE CERTI1CATE FOR SECURE COMMUNICATIONS IN ,IBELIUM %COSYSTEM� CHECK
THE PERTINENT GUIDE�


 0ROGRAMMING #LOUD 3ERVICE �0#3	 GUIDE� SECTION�(OW TO DOWNLOAD THE -ESHLIUM CERTI1CATE FOR (4403
CONNECTIONS��

HTTPS���WWW�LIBELIUM�COM�DOWNLOADS�DOCUMENTATION�PROGRAMMING?CLOUD?SERVICE?GUIDE�PDF�


 7ASPMOTE �' .ETWORKING 'UIDE � SECTION�3ENDING 7ASPMOTE FRAMES TO -ESHLIUM VIA (4403� �

HTTPS���WWW�LIBELIUM�COM�DOWNLOADS�DOCUMENTATION�WASPMOTE?�G?NETWORKING?GUIDE�PDF�


 7ASPMOTE 7I&I .ETWORKING 'UIDE� SECTION�3END 7ASPMOTE FRAMES TO -ESHLIUM VIA (440 OR (4403� �

HTTP���WWW�LIBELIUM�COM�DOWNLOADS�DOCUMENTATION�WI1?NETWORKING?GUIDE�PDF�
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3YSTEM“NFORMATION

$OWNLOAD -Y31, CERTI1CATES

4O CONNECT TO THE -ESHLIUM-Y31, DATABASE SECURELY �33,	� YOU HAVE TO GENERATE AND DOWNLOAD -Y31, CLIENT
CERTI1CATES� 5SE THE BUTTON�$OWNLOAD #ERTI1CATES� OF THE -Y31, �SSLROOT� USER�“NTRODUCE THE NUMBER OF DAYS
THAT THE CERTI1CATE WILL BE VALID AND PRESS�/K � � 7AIT UNTIL THE CERTI1CATE IS GENERATED FOR DOWNLOADING� ! DIALOG
TO DOWNLOAD THE CER1CATE IN A �ZIP1LE WILL BE DISPLAYED� 9OU CAN ABORT THE GENERATION OF THE CERTI1CATE PRESSING
�#ANCEL��

&IGURE � $OWNLOAD-Y31, CERTI1CATES FORM

&IGURE � ZIP1LE WITH THE COMPRESSED CERTI1CATES �-Y31,	

4HE ZIP CONTAINS �1LES�


 CA
CERT�PEM� 1LE THAT CONTAINS THE CERTI1CATE OF THE -ESHLIUM -Y31, $"�


 CLIENT
CERT�PEM� 1LE THAT CONTAINS 8��� CERTI1CATE GENERATED FOR THE CLIENT�


 CLIENT
KEY�PEM� 1LE THAT CONTAINS 8��� KEY GENERATED FOR THE CLIENT�

&OR MORE INFORMATION ABOUT HOW TO USE THESE1LES� GO TO�$IRECT ACCESS� SECTION�
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3YSTEM“NFORMATION

����� 3ECURITY

4HIS PLUGIN OŠER THE OPTION TO ENABLE OR DISABLE -ESHLIUM(440 CONNECTIONS� "Y DEFAULT� THE SYSTEM ONLY ALLOWS
(4403 CONNECTIONS FOR SECURITY REASONS� &OR ENABLING (440 CONNECTIONS FOLLOW THESE STEPS�

�� 3ELECT�(440 3ERVICE��

�� #LICK ON THE TICK�

�� 0RESS�3AVE��

&IGURE � %NABLE (440 SERVICE

“MPORTANT�
!CTIVATING (440 CONNECTIVITY ALLOWS NON
ENCRYPTED COMMUNICATIONS AND THE INFORMATION TRANSMITTED WILL NOT BE
SECURE�
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3YSTEM“NFORMATION

����� !CTIVITY -ONITOR

4HIS PLUGIN OŠERS A GRAPHICAL BOARD TO CHECK IMPORTANT METRICS OF THE SYSTEM� 4HE METRICS DISPLAYED ARE� 5PTIME�
$ISK USAGE� -EMORY USAGE� .ETWORK USAGE AND 0ROC USAGE�

&IGURE � !CTIVITY -ONITOR PLUGIN
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3YSTEM“NFORMATION

����� “NTERNAL TEMPERATURE SENSOR

“N THIS PLUGIN THE USER CAN SEE IN REAL TIME THE PROCESSOR TEMPERATURE IN #ELSIUS DEGREE�

&IGURE � 4EMPERATURE 3ENSORS PLUGIN

! TEMPERATURE ABOVE ��� # IS CONSIDERED HIGH AND A TEMPERATURE ABOVE ���� # COULD BE DANGEROUS FOR THE DEVICE�


 ��� 
 V���



3YSTEM“NFORMATION

����� 4IME SYNCHRONIZATION

“N ORDER TO STORE CORRECTLY IN THE1LE SYSTEM AND IN THE LOCAL DATABASE THE DATA CAPTURED FROM THE 2& MODULES
AND SCANNER IS IMPORTANT TO HAVE THE TIME CORRECTLY SYNCHRONIZED� -ESHLIUM CAN BE AUTOMATICALLY SYNCHRONIZED
USING THE .40 PROTOCOL� !CTIVATE THE SERVICE TO PERFORM TIME SYNCHRONIZATION�-ESHLIUM WILL ACCESS AN .40 SERVER
PERIODICALLY� DOWNLOAD THE CORRECT TIME AND DATE AND OVERWRITE ITS INTERNAL CLOCK� 4HIS FEATURE HAS A SMALL IMPACT IN
TERMS OF INTERNET TRAZ C VIA %THERNET OR �' CONNECTIONS�

&IGURE � 4IME 3YNCHRONIZATION PLUGIN

4HE PLUGIN ALSO ALLOWS THE USER TO SET THE TIME MANUALLY SELECTING THE TIMEFROM THE SELECTORS AND SETTING THE
TIMEZONE� 0RESS THE�3ET� BUTTON TO APPLY THE TIME SELECTED�

&IGURE � -ANUALLY SELECTING TIME AND TIMEZONE
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3YSTEM“NFORMATION

����� 3CHEDULED SHUTDOWN

5SE THE 3CHEDULED 3HUTDOWN FEATURE OF -ESHLIUM TO SET A TIME FOR YOUR DEVICE TO AUTOMATICALLY RESTART OR SHUTDOWN�
4HIS IS USEFUL TO SHUT DOWN -ESHLIUM CORRECTLY BEFORE THE MAINS ELECTRICITYIS CUT �IN SOME CASES� FACILITIES CUT
ELECTRICITY SERVICE IN CERTAIN MOMENTS� SO THIS FEATURE AVOIDS -ESHLIUM SHUTSDOWN SUDDENLY� IN AN INCORRECT WAY	�

&IGURE � 3CHEDULED 3HUTDOWN PLUGIN

4HE PLUGIN ALLOWS THE USER TO SET THE TIME AND DAYS OF THE WEEK MANUALLY SELECTING THE TIME FROM THE SELECTORS AND
CHECKING THE DAYS OF THE WEEK FROM -ONDAY TO 3UNDAY�

"Y DEFAULT� THE DEVICE WILL SHUTDOWN UNTIL IT IS POWERED UP AGAIN� BUTIT IS POSSIBLE TO OVERRIDE THIS BEHAVIOUR SELECTING
THE�2EBOOT� OPTION�“N THIS CASE� THE -ESHLIUM WILL RESTART AT THE TIME AND DAYS YOU HAVE SELECTED�

&IGURE � -ANUALLY SELECTING TIME AND DAYS

0RESS THE�3AVE� BUTTON TO APPLY THE OPTIONS SELECTED�
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5PGRADING -ESHLIUM

��� 5PGRADING -ESHLIUM

“N THE UPDATES PLUGIN� THE USER CAN INSTALL NEW -ANAGER 3YSTEM VERSIONS� 4O GET TO THE PLUGIN GO TO�

5PDATE -ANAGERÑ “NSTALL 5PDATES

&IGURE � “NSTALL 5PDATES PLUGIN

“N ORDER TO USE THIS FEATURE -ESHLIUM NEEDS TO BE CONNECTED TO THE“NTERNET� -ESHLIUM WILLSECURELY CONTACT THE
,IBELIUM SERVERSFOR PERFORMING ALL THE CHECKS AND UPDATES�

0RESS THE�#HECK FOR UPDATES� BUTTON TO LET -ESHLIUM ACCESS THE ,IBELIUM REPOSITORY AND SEARCH FOR NEW VERSIONS�

“F THERE ARE NEW VERSIONS� THE PLUGIN WILL DISPLAY THE CHANGELOG OF EVERY VERSION AND WILL SHOW AN�5PDATE� BUTTON�
4HIS BUTTON WILL DOWNLOAD AND INSTALL !,, THE PENDING UPDATES IN ONE STEP� ALWAYS LEAVING -ESHLIUM WITH THE LATEST
VERSION AVAILABLE�

&IGURE � 5PDATES FOUND

-ESHLIUM WILL REBOOT AFTER INSTALLING THE UPDATES�

“MPORTANT�
-AKE SURE YOU DO NOT DISCONNECT -ESHLIUM WHILE THE UPGRADING PROCESS HAPPENS� “F THE POWER SUPPLY IS SUDDENLY
CUT� -ESHLIUM COULD BE DAMAGED�
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2ESCUE 3YSTEM

��� 2ESCUE 3YSTEM

4HE 2ESCUE 3YSTEM ALLOWS THE USER TO RETURN -ESHLIUM TO FACTORY DEFAULTS� !FTERAPPLYING THE RESCUE� THE DEVICE
WILL BE FORMATTED AND THE DISK WILL BE LEFT AS IT WAS BRAND NEW�

4HE RESCUE PROCESS IS RECOMMENDED WHEN�


 4HE OPERATING SYSTEM IS CORRUPT OR MALFUNCTIONING


 4HE DEVICE HAS BEEN WRONGLY SETUP AND IT IS UNREACHABLE


 4HE DEVICE NEEDS TO BE RECOVERED AFTER AN UNEXPECTED ERROR

4HE RESCUE PROCESS IS NOT COVERED BY WARRANTY AS DESCRIBED IN THE SECTION�“MPORTANT� READ ME BEFORE USING�� AND
MUST BE CONSIDERED AN EMERGENCY PROCESS� 4HIS PROCESS IS INTENDED TO HELP THE USERTO RECOVER THE DEVICE OF
SOFTWARE ISSUES WITHOUT HAVING TO SEND -ESHLIUM TO THE TECHNICAL SUPPORT SERVICE�

“MPORTANT�
%XECUTING THE RESCUE PROCESS WILL DELETE ALL THE USER INFORMATION STORED IN -ESHLIUM INCLUDING SENSOR INFORMATION
STORED IN THE INTERNAL DATABASE�
4HE RESCUE PROCESS CAN POTENTIALLY DAMAGE THE DEVICE AND LEFT ITUNUSABLE�
4HE RESCUE PROCESS MAY NOT WORK IF THE 1LE SYSTEM IS SEVERELY DAMAGED�

����� 2ESCUE STEPS

9OU WILL NEED A 53" PEN DRIVE OF AT LEAST � '" FORMATED IN &!4���

4HE 1RST THING TO DO IS DOWNLOAD FROM THE WEBSITE OF ,IBELIUM THE IMAGE1LE�MESHLIUMRESCUE�ISO� NEEDED TO
RESTORE -ESHLIUM TO FACTORY DEFAULTS�

.OTE� 9OU NEED TO CONTACT 1RST OUR 4ECHNICAL 3ERVICE $EPARTMENT IN ORDER TO GET THE USER AND PASSWORD AND 52, TO
DOWNLOAD THE IMAGE�

'O TO HTTPS���WWW�LIBELIUM�COM�CONTACT��2-!�

/NCE THE1LE HAS DOWNLOADED� YOU MUST BURN IT IN A 53" PEN DRIVE� 4O PERFORM THIS OPERATION WE RECOMMEND
THE USE OFUNETBOOTIN�

5NETBOOTINIS A FREEWARE AND MULTIPLATFORM APPLICATION THAT ALLOWS TO CREATE BOOTABLE53" PENDRIVES�“T CAN BE
INSTALLED EASILY IN 7INDOWS� ,INUX AND -AC/3 MACHINES�

&IGURE � UNETBOOTIN INTERFACE
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2ESCUE 3YSTEM

4O CREATE THE RESCUE YOU HAVE TO�


 3TARTUNETBOOTINAND SELECT THE OPTION�$ISKIMAGE��


 3ELECT THE ISO OF THE RESCUE IMAGE IN THE1LE SELECTOR�


 3ELECT THE 53" UNIT WHERE THE IMAGE WILL BE WRITTEN�


 #LICK�/+ � BUTTON TO START THE PROCESS�

“N SOME MINUTES THE IMAGE WILL BE WRITTEN AND THE 53" WILL BE READY TO USE�

4O APPLY THE RESCUE IN -ESHLIUM�


 0OWER OŠ THE DEVICE�


 0LUG THE 53" PENDRIVE IN THE MICRO
53" CONNECTOR TROUGH A 53"
/4' CABLE�

&IGURE � 53" PENDRIVE CONNECTED TO -ESHLIUM


 0OWER ON THE DEVICE�


 7HEN THE RESCUE STARTS� -ESHLIUM WILL EMIT A BEEP� 4HE PROCESS CAN TAKE A FEWMINUTES� SO BE PATIENT�


 7HEN THE RESCUE PROCESS1NISHES� -ESHLIUM WILL EMIT SEVERAL BEEPS TO NOTIFY�


 0OWER OŠ -ESHLIUM AND UNPLUG THE 53" PENDRIVE�


 9OUR -ESHLIUM SHOULD BE NOW IN A DEFAULT STATE�“T CAN BE POWERED ON NOW� 4HE USER CAN ACCESS -ANAGER
3YSTEM WITH DEFAULT CREDENTIALS AND START THE SETUP FRESH AND USE -ESHLIUM NORMALLY�
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-ANAGER 3YSTEM CHANGELOG

��� -ANAGER 3YSTEM CHANGELOG

6ERSION �����


 !DDED 2EAL 4IME MODE FOR 3CANNER�


 !DDED #ONSUL-EDIA CLOUD CONNECTOR�


 5PDATED-144 CLOUD CONNECTOR�


 5PDATED 1- “# CLOUD CONNECTOR�

6ERSION �����


 !DDED 3CHEDULED 3HUTDOWN FEATURE�


 #ORRECTED PROBLEMS CONNECTING WITH SOME �' PROVIDERS�

6ERSION �����


 5PDATED 6ISUALIZER PLUGIN�

6ERSION �����


 5PDATED ,IBELIUM #LOUD "RIDGE CONNECTOR�


 !DDED OPTION TO SET -ESHLIUM POSITION WITHOUT A '03 RECEIVER�


 5PDATED 3ENSOR 0ARSER PROTOCOL TO ACCEPT TIME FRAMES�


 5PDATED 3MART$ATA3YSTEM CLOUD CONNECTOR�

6ERSION �����


 “MPROVED 3ENSOR 0ARSER PERFORMANCE�


 “MPROVED 7I&I�"LUETOOTH SCANNER PERFORMANCE AND LOGGING SYSTEM�


 “MPROVED SECURITY� SERVICES ARE ONLY AVAILABLE TO LOGGED USERS�


 5PDATED SENSOR LIST�


 !DDED 3MART$ATA3YSTEM CLOUD CONNECTOR�


 2ENAMED“"- "LUEMIX TO “"- #LOUD�


 2ENAMED ,IBELIUM (IVE TO ,IBELIUM "RIDGE�


 3OLVED ISSUES IN 4HING3PEAK CLOUD CONNECTOR�


 #ORRECTED 0“. INSERTION IN �' MENU�


 2ENEWED“0 ADDRESS IN .O“0 SERVICE AFTER CONNETING TO �'�


 ,IMITED SIZE OF LOG1LES�


 #ORRECTED STATUS IN LOG VIEW�

6ERSION �����


 5PDATED ,IBELIUM #LOUD (IVE SERVICE CLOUD CONNECTOR�


 0ARSED NEW FRAME TYPE�$EVICE TO (IVE��

6ERSION �����


 !DDED NEW ,IBELIUM #LOUD (IVE SERVICE CLOUD CONNECTOR�


 5PDATED !MAZON CLOUD CONNECTOR�
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-ANAGER 3YSTEM CHANGELOG


 5PDATED 4HING7ORX CLOUD CONNECTOR�

6ERSION �����


 5PDATED SENSOR LIST WITH THE NEW 3MART !GRICULTURE 8TREME SENSORS�


 5PDATED -ICROSOFT !ZURE (UB CLOUD CONNECTOR�


 5PDATED 4HING0LUS CLOUD CONNECTOR�


 5PDATED 4HING3PEAK CLOUD CONNECTOR�1X PROBLEMS WITH IDENTICAL TIMESTAMPS�


 5PDATED !XIS DEVICE CONNECTOR�

6ERSION �����


 !DDED !PACHE (440�(4403 SERVICE TOOL�


 !DDED NEW CLOUD CONNECTOR� 4HING3PEAK�


 5PDATED CLOUD CONNECTORS� 4HING7ORX� 4ELEF²NICA� 3YMPHONI�-144�


 &IXED �' RECONNECTION AFTER A RESTART�


 5PDATED SENSOR LIST WITH THE NEW 3MART !GRICULTURE 8TREME SENSORS�

6ERSION �����


 %NHANCED 3ECURITY�


 (4403 PROTOCOL FOR ALL -ANAGER 3YSTEM CONNECTIONS�


 -Y31, OVER 33,�4,3 NEW �SSLROOT� USER�


 'NU0' TO ENCRYPT AND SIGN UPDATE1LES�


 !DDED NEW CLOUD CONNECTOR� !LIBABA #LOUD�


 5PDATED CLOUD CONNECTORS� !MAZON 7EB 3ERVICES“O4� #UMULOCITY� 0LASMACOMP �#�-	� 3YMPHONI �3PARKSTER	�
4ELIT�


 3TORED1ELD -ESHLIUM“$ WITH SERIAL.UMBER IN DATABASE TABLES�


 5PDATED SENSOR LIST�


 !CCEPTED NON ALFANUMERIC CHARACTERS IN1ELDS (OST� 5SER AND 0ASSWORD OF EXTERNAL DATABASES�

6ERSION �����


 0ATCHED ESCAPE ARGS EXPLOIT�

6ERSION �����


 !CCEPTED“0 ADDRESS IN %XTERNAL $ATABASE OF SENSOR CAPTURER�


 !DDED OPTION FOR ACCEPTING ONLY CYPHERED FRAMES IN (440 SENSOR PARSER�


 !DDED NEW CLOUD CONNECTOR !VEVA �7ONDERWARE	�


 !DDED NEW CLOUD CONNECTOR 3CRIPTR�IO�


 #ORRECTED '03 SERVICE ACTIVATION�DEACTIVATION�


 !DDED FEATURE TO DETECT � '(Z DEVICES �-ESHLIUM 3CANNER� 7I&I MODE	�


 &IXED SYNCHRONIZATION BIT IN 7I&I�"LUETOOTH EXTERNAL DATABASE�


 .EW 0REMIUM CLASSI1CATION CLOUDS ����� !RROW� 3ENSOR“NSIGHT� 4ELIT� %RICSSON� 4HING7ORX�


 .EW !DVANCED CLASSI1CATION CLOUDS ����� #YMB“O4� 5BICAMOVIL� -ICROSOFT�“N1SWIFT�


 3ET TIMEZONE TO 54# IN 7I&I�"LUETOOTH 3CANNER�


 3TORED�3HOWED MINOR DEVICES #LASS OF $EVICE �#O$	 IN "LUETOOTH 3CANNER�
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-ANAGER 3YSTEM CHANGELOG


 5PDATED CLOUD CONNECTORS� !ZURE“O4 (UB� .%# #ONNEXIVE� %LEMENT"LUE 3ENSOR“NSIGHT� %RICSSON $$- AND
3YMPHONI �NOW 3PARKSTER	�

6ERSION �����


 5PDATED !ZURE“O4 CLOUD CONNECTOR� CORRECT STATUS DETECTION�


 3EVERAL BUG1XES AND IMPROVEMENTS�

6ERSION �����


 3UPPORTED THE USE OF ���
BIT !%3 CRYPTOGRAPHIC KEYS IN THE 3ENSOR 0ARSER�


 “NCREASED SYNC1ELDS IN TABLES WI13CAN AND GPS$ATA�


 0ATCHED !USTRALIAN �' CONNECTION FAILURE�


 !DDED .40 SERVICE�


 #ORRECTED�3HOW ME KNOW� FUNCTION�


 #ORRECTED LAST?UPDATE1ELD VALUE IN 7ASPMOTE LIST�


 3OLVED BUG PING AND TRACEROUTE�


 !DDED CLOUD CONNECTORS� "IZ�INTELLIA� #ONNEXIVE� &UJITSU�2OBO-1� 3PARKCOMPASS� 5BICAMOVIL�


 5PDATED !MAZON CLOUD CONNECTOR� ADD A 1O3 PARAMETER� CORRECT BUGS�


 5PDATED !RROW CLOUD CONNECTOR� IMPROVE PERFORMANCE�


 5PDATED !ZURE“O4 CLOUD CONNECTOR� ADD SYNCHRONIZATION INTERVAL� CORRECT BUGS�


 5PDATED #UMULOCITY CLOUD CONNECTOR� ADD INTERVAL1ELDS AND TIMESTAMPS�


 5PDATED %32“ CLOUD CONNECTOR� USE -ESHLIUM '03 POSITIONS�


 5PDATED 3YMPHONI CLOUD CONNECTOR� IMPROVE PERFORMANCE�

6ERSION �����


 !DDED NEW MENU�$EVICES��


 !DDED !XIS DEVICE CONNECTOR�


 !DDED NEW MENU�!CTIVITY -ONITOR� FOR REPLACING�$ISK 5SAGE��


 !DDED OPTION TO CHANGE LOG LEVEL IN 3ENSOR 0ARSER�


 !LLOWED MORE CHARACTERS FOR PARAMETERS IN "LUETOOTH AND 7I&I 3CANNER�


 !DDED 33, SUPPORT IN THE 4HING7ORX CLOUD CONNECTOR�


 .OW !ZURE CLOUD CONNECTOR SHOWS LOGS�


 #ORRECTED BUG ON LIST OF SENSORS� USE WRONG SENSOR LIST�


 #ORRECTED BUG ON 4HING0LUS CLOUD CONNECTOR� ERROR AT START TIME�


 2EMOVED $EVICIFY CLOUD CONNECTOR�

6ERSION �����


 $YNAMIC $.3 CON1GURATION ADDED WITH .O“0� AGENT�


 !DDED NEW CLOUD CONNECTORS� %RICSSON� IN1SWIFT� 0LASMA#OMP� 2EDD 3YSTEM�


 5PDATED CLOUD CONNECTORS� !ZURE (UB� "LUEMIX�


 !UGMENTED DEFAULT LOG LEVEL IN ALL THE CLOUD CONNECTORS�


 #ORRECTED �' CONNECTION BUGS�


 #ORRECTED 7I&I3CAN BUG DETECTION EMPTY�

6ERSION �����
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-ANAGER 3YSTEM CHANGELOG


 !DDED SUPPORT FOR NEW PROTOCOL $EVICE TO #LOUD�


 .EW CLOUD DISTRIBUTION� PREMIUM� ADVANCED� BASIC�


 !DDED NEW CLOUD CONNECTORS� !RROW� (AIBU�1MIC�


 5PDATED CLOUD CONNECTORS� !MAZON� %LEMENT"LUE�


 2EMOVED DEPRECATED CLOUD CONNECTOR -ICROSOFT !ZURE 3ERVICE "US�


 !DDED A CHECK PROCESS ON THE1LE SYSTEM AFTER SYSTEM REBOOT�


 3HOW 7I1 SCAN RESULTS ON VISUALIZATIONS�


 5PDATED SENSOR LIST FOR V���


 3EVERAL MINOR STABILITY AND INTERFACE UPDATES INCORPORATED�

6ERSION �����


 !DDED NEW CLOUD CONNECTORS�


 #UMULOCITY�


 +II�


 .EXMACHINA�


 2ED4ONE�


 3MART0LANTS�


 4ECH%DGE�3!0	�

6ERSION �����


 .ETWORK SETUP REVIEWED�


 !DDED �DISABLE�ENABLE� CONTROL TO MAIN SERVICES�


 !DDED COMPATIBILITY WITH SEVERAL RADIO MODULES�


 !DDED !UTO
PURGE TO SENSOR� "LUETOOTH SCANNER� 7I&I SCANNER AND '03 DATA�


 #ELLULAR CONNECTION MECHANISM IMPROVED�


 !DDED !ZURE“O4 (UB CLOUD CONNECTOR�


 5PDATE PROCESS IMPROVED� .O REBOOT BETWEEN UPDATES NEEDED��


 !DDED OPTION TO SYNCHRONIZE WITH�
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$OCUMENTATION CHANGELOG

��� $OCUMENTATION CHANGELOG

&ROM V��� TO V���


 !DDED �3CHEDULED SHUTDOWN� SECTION�


 !DDED INFORMATION ABOUT THE NEW�2EAL 4IME� MODE FOR 3CANNER�


 !DDED #ONSUL-EDIA CLOUD CONNECTOR�

&ROM V��� TO V���


 5PDATED INFORMATION ABOUT -ESHLIUM MODEL AND '03� ONLY 53 MODELS HAVE A '03 RECEIVER NOW�


 !DDED IMPORTANT NOTE IN THE '03 SECTION�


 !DDED �3ET '03 POSITION� SECTION�


 !DDED IMPORTANT NOTE IN THE �' SECTION�


 !DDED INFORMATION FOR CHECKING RECEIVED MESSAGES ON THE !MAZON“O4 CLOUD SERVICE�

&ROM V��� TO V���


 5PDATED -ESHLIUM 3CANNER SECTION�

&ROM V��� TO V���


 #LEARER EXPLANATION ABOUT ANTENNAS CON1GURATION�

&ROM V��� TO V���


 2EPLACED�,IBELIUM #LOUD (IVE SERVICE� NAME BY�,IBELIUM #LOUD "RIDGE SERVICE��


 2EPLACED�“"- "LUEMIX � NAME BY�“"- CLOUD��


 !DDED 3MART$ATA3YSTEM �POWERED BY 3ENTILO	 CLOUD CONNECTOR�

&ROM V��� TO V���


 !DDED ,IBELIUM #LOUD (IVE SERVICE CLOUD CONNECTOR�

&ROM V��� TO V���


 5PDATED INFORMATION AND1GURES WITH THE NEW ENCLOSURE�

&ROM V��� TO V���


 !DDED INSTRUCTIONS TO MAKE BROWSERS TRUST THE -ESHLIUM -ANAGER 3YSTEM SELF
SIGNED CERTI1CATE�


 !DDED THE�3ECURITY� SECTION�

&ROM V��� TO V���


 !DDED 4HING3PEAK CLOUD CONNECTOR�

&ROM V��� TO V���


 !DDED !LIBABA #LOUD CLOUD CONNECTOR�


 !DDED INSTRUCTIONS TO ACCESS BY (4403�
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$OCUMENTATION CHANGELOG


 !DDED INSTRUCTIONS TO CONNECT TO -ESHLIUM-Y31, DATABASE OVER 33,�


 #HANGED THE�5SER -ANAGER� SECTION�

&ROM V��� TO V���


 !DDED !VEVA �7ONDERWARE	 CLOUD CONNECTOR�


 !DDED SCRIPTR�IO CLOUD CONNECTOR�


 5PDATED .%# #ONNEXIVE CLOUD CONNECTOR�


 5PDATED %RICSSON CLOUD CONNECTOR �ALSO RENAMED TO %RICSSON $$-	�


 #HANGED CLOUD CONNECTOR NAME FROM�3YMPHONY� TO�3PARKSTER��


 #HANGED CLOUD CONNECTOR NAME FROM�2OBO-1 #ONNECTOR� TO�2OBO-1 � �


 #HANGED CLOUD CONNECTOR NAME FROM�#ONNEXIVE� TO�.%# CONNEXIVE��


 !DDED REFERENCES TO THE NEW -ESHLIUM 3CANNER FEATURE DETECTING DEVICES ON THE � '(ZBAND�


 !DDED 1ELD�3YNCHRONIZATION LIMIT� IN %XTERNAL $ATABASE OF 7IRELESS 3CANNER �7I&I AND "LUETOOTH	 AND '03�


 !DDED EXPLANATION THE 7I&I AND "LUETOOTH DATA BEING STORED IN 54# TIME�


 !DDED DESCRIPTION FOR THE NEW�!CCEPT ONLY ENCRYPTED FRAMES� OPTION�


 #ORRECTED SYNCHRONIZATION VALUES FROM ��� TO ���1ELDS�


 5PDATED CLOUD CONNECTORS CLASSI1CATION�

&ROM V��� TO V���


 #HANGED DESCRIPTION OF THE NEW %XTERNAL 3“-�53" 3OCKET VERSION� NOW NANO
3“- COMPLIANT�

&ROM V��� TO V���


 !DDED NEW CLOUD CONNECTORS� "IZ�“NTELLIA� #ONNEXIVE� &UJITSU� 2OBO-1� 3PARKCOMPASS� 3YMPHONI AND 5BICAMOVIL�


 #LOUD CONNECTORS ARE REORGANIZED IN � GROUPS��0REMIUM�� �!DVANCED� AND�"ASIC� �


 !DDED .40 TIME SYNCHRONIZATION DESCRIPTION�


 !DDED !CTIVITY -ONITOR DESCRIPTION�


 !DDED &40 ACCESS TO LOGS EXPLANATION�


 5PDATED SPECS OF THE 3CANNER�S DIRECTIONAL ANTENNAS�


 4HE UPGRADING PROCESS DESCRIPTION WAS SIMPLI1ED�


 !DDED ADVICE ABOUT THE POWER SUPPLY VIA 0O% CONNECTOR�


 2EMOVED 7%0 SUPPORT�


 2EMOVED I1MENIC AND $EVICIFY CLOUD CONNECTORS�

&ROM V��� TO V���


 !DDED THE NEW CHAPTER�$EVICE CONNECTORS��


 !DDED NEW DEVICE CONNECTOR FOR !XIS�

&ROM V��� TO V���


 !DDED NEW CLOUD CONNECTORS� !RROW �!RROW #ONNECT	� %RICSSON �%RICSSON !PP“O4	� (AIBU �(AIBU3MART	� IN1SWIFT�
0LASMA#OMP �#�-	� I1MENIC
.EX-ACHINA �,ABEEB	� 2EDD 3YSTEM �2EDD	�


 5PDATED CLOUD CONNECTORS CLASSI1CATION�


 !DDED NOTES FOR .O“0 CON1G IN THE�“NTERFACES� MENU�

&ROM V��� TO V���
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$OCUMENTATION CHANGELOG


 !DDED NEW CLOUD CONNECTORS� "ASE.� #UMULOCITY� %NSURA� +II� /RCHESTRA� -ICROSOFT !ZURE“O4 (UB� .EXMACHINA�
2ED4ONE� 3ENSOR50� 3MART#ITY0LATFORM� 3MART0LANTS� 4ECH%DGE 3!0 (!.!� 4ELIT�


 5PDATED CLOUD CONNECTORS� !MAZON“O4� -ICROSOFT !ZURE %VENT (UBS�-144� 3ENTILO�


 5PDATED ANTENNA POSITION IN SECTION�#ONTENTS OF THE BOX��


 !DDED "LUETOOTH RADIO SPECI1CATIONS IN SECTION�3PECI1CATIONS��


 2EMOVED 3OLV6IEW CLOUD CONNECTOR�


 ��� 
 V���



#ERTI1CATIONS

��� #ERTI 1CATIONS

����� 'ENERAL OVERVIEW

0RODUCTS %UROPE 53 #ANADA !USTRALIA "RAZIL

-ESHLIUM �' �������� !0 ��� %5 #% 
 
 
 


-ESHLIUM �' �������� !0 ��� 53 
 &## � 04#2" � !4�4 “# 
 


-ESHLIUM �' �������� !0 ��� !5 
 
 
 2#- 


-ESHLIUM �' �������� !0 ��� "2 
 
 
 
 !.!4%,

����� #% �%UROPE	

#OMPLIANCE WITH REGULATIONS�


 %LECTROMAGNETIC #OMPATIBILITY� %. ��� ���
� ������	 � 
�� ������	 � 
 �� ������	� %. ����� �����	


 %LECTRICAL 3ECURITY� %. �����
� �����	 � !�� �����	 � !� �����	 � ! �� �����	 � !C �����	 � !� �����	 �EXCEPT
APPENDIX :X	

&IGURE � "ACK STICKER FOR -ESHLIUM �' �������� !0 ��� %5
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#ERTI1CATIONS

����� &## �53	

4HIS DOCUMENT APPLIES TO THE FOLLOWING -ESHLIUM MODEL�

-ODEL &## “$

-ESHLIUM �' �������� !0 ��� 53 8+-
-%3(, “5-
6�

#OMPLIANCE WITH REGULATIONS�


 %LECTROMAGNETIC #OMPATIBILITY� &## 0ART ��" ED��������


 2ADIOFREQUENCY �RADIATED SPURIOUS	� &## 0ART ������ �����	 � #&2 �� 0ART ������ �����	 � &## 0ART �� �����	 �
&## 0ART �� �����	 � &## 0ART �� �����	

04#2" COMPLIANCE�


 2ADIATED 3PURIOUS %MISSIONS� �'00 43 ������
� �S������X	 � �'00 43 � ����� �S����	


 "ANDS� ,4% &$$�� &$$�� &$$�� &$$��� �' ��������


 /4!� #4 “! 4EST 0LAN FOR -OBILE 3TATION /4! 0ERFORMANCE V����� � !4�4 DOCUMENT ������ VERSION ��� 
 $EVICE
2EQUIREMENTS�


 "ANDS� ,4% &$$�� &$$�� &$$�� &$$��� �' ��������


 -EASURES� 420 � 4“3 � “#3


 3“- ELECTRICAL %43“ 43 ��� ��� �S� ��X	

&IGURE � "ACK STICKER FOR -ESHLIUM �' �������� !0 ��� 53
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#ERTI1CATIONS

����� “# �#ANADA	

4HIS DOCUMENT APPLIES TO THE FOLLOWING -ESHLIUM MODEL�

-ODEL “# “$

-ESHLIUM �' �������� !0 ��� 53 ����!
-%3(, “5-6�

&IGURE � "ACK STICKER FOR -ESHLIUM �' �������� !0 ��� 53

����� !.!4%, �"RAZIL	

&IGURE � "ACK STICKER FOR -ESHLIUM �' �������� !0 ��� "2

����� 2#- �!USTRALIA	

&IGURE � "ACK STICKER FOR -ESHLIUM �' �������� !0 ��� !5


 ��� 
 V���



-AINTENANCE

��� -AINTENANCE


 !LTHOUGH -ESHLIUM IS A HIGHLY RESISTANT PRODUCT �“0��	� PLEASE HANDLE WITH CARE IN ORDER TO ENJOY A LONGER LIFE
OF THE PRODUCT�


 (ANDLE -ESHLIUM WITH CARE� DO NOT ALLOW IT TO DROP OR MOVE ROUGHLY�


 !VOID PLACING THE DEVICES IN AREAS REACHING VERY HIGH TEMPERATURES THAT COULD DAMAGE THE ELECTRONIC COMPONENTS�


 4HE ANTENNAS SCREW ON GENTLY TO THE CONNECTOR� DO NOT FORCE THEM WHILE INSTALLINGOR YOU COULD DAMAGE THE
CONNECTORS�


 $O NOT USE ANY TYPE OF PAINT ON THE DEVICE� IT COULD AŠECT THE OPERATION OF CONNECTIONS AND CLOSING MECHANISMS�


 0OWER ACCESSORIES MUST ONLY BE USED INDOORS�


 $O NOT STORE -ESHLIUM IN PLACES EXPOSED TO DIRT AND DUST IN ORDER TO AVOID DAMAGETO ELECTRONIC COMPONENTS�


 .EVER OPEN THE CASING� THE GUARANTEE WILL NOT COVER PRODUCTS THAT HAVE BEEN OPENED�


 &OR CLEANING� USE A DAMP CLOTH� DO NOT USE AGGRESSIVE CHEMICAL PRODUCTS�
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$ISPOSAL AND RECYCLING

��� $ISPOSAL AND RECYCLING

7HEN -ESHLIUM REACHES THE END OF ITS USEFUL LIFE IT MUST BE TAKEN TO A RECYCLINGPOINT FOR ELECTRONIC EQUIPMENT�


 4HE EQUIPMENT SHOULD BE DISPOSED OF SEPARATELY FROM SOLID URBAN WASTE� PLEASE DISPOSE OF CORRECTLY�


 9OUR DISTRIBUTOR WILL ADVISE YOU ON THE MOST APPROPRIATE AND ENVIRONMENTALLY
FRIENDLY WAY OF DISPOSING OF THE
PRODUCT AND ITS PACKING�
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,IST OF 4ABLES

3ECTION ���� 4ABLE ��#APABILITIES COMPARISON -ESHLIUM V� VS V� � � � � � � � � � � � � � � � � � � � � �� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
3ECTION ���� 4ABLE ��#OMPATIBILITY WITH 7ASPMOTE AND 0LUG � 3ENSE� NODES � � � � � � � � � � � � � � � � � �� � � � � � � � � � � � � � � � � � � � � ��
3ECTION ���� 4ABLE ��#OMPATIBILITY WITH CURRENT CLOUD SOFTWARE� � � � � � � � � � � � � � � � � � � � � �� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
3ECTION ���� 4ABLE ��#OMPATIBILITY WITH OTHER SOFTWARE � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
3ECTION ���� 4ABLE ��#OMPARISON 8"EE
02/ ��� VS 8"EE ���,0 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
3ECTION ���� 4ABLE ��#OMPARISON 8"EE
02/ ��� VS 8"EE
02/ ���(0 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
3ECTION ���� 4ABLE ��#OMPARISON �' �3“-����	 VS �' �,%���	 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

3ECTION ���� 4ABLE ��3PECI1CATIONS -ESHLIUM � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
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