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“NTRODUCTION

‘NTRODUCTION

4HE 3MART OARKING V SOLUTION DEVELOPED BY ,IBELIUM ALLOWS CITIZEMAITABDETHARKING SLOTS

&IGURE 3MART OARKING NODE DEVELOPED BY ,IBELIUM

4HE NODE APPLIES INTELLIGENT ALGORITHMS TO DETECT CHANGES IN THEIISGAAIEOOFAHENAMRTA IS TRANSMITTE
WITH THE2A7!. RADIO TO THELNAL SERVER

@ i = o

Smart Parking LoRaWAN LoRaWAN Cloud/Customer
node base station network server server

&IGURE 3IMPLILIED SMART OARKING NETWORK ARCHITECTURE

4HE NODES PROVISIONING HAS BEEN ENORMOUSLY IMPROVED 4HE NODES WREHOEERAEREDTIME SETTINGS ANI
ALSO UNIQUE ,02A7!. IDENTERS AND KEYS 30 IT IS EASY TO USE THE DEFAULT SETTINGS TO REGISTER ALL
,O2A7!. NETWORK SERVER AT A TIME

4HE SMART OARKING NODE IMPROVES THE DETECTION AND STABILITY PERKORMANTADRAR SENSOR WHICH PERMI
TO CERTAINLY KNOW WHEN OBJECTS ARE PLACED OVER THE DEVICE 46/ 8BXTOMBARAHVE ANALYSIS OF Tk
CURRENT SENSOR TECHNOLOGIES IN THE 3MART OARKING MARKET
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2ADAR “NFRA RED -AGNETOMETER

2ELIABILITY AGAINST NEARBY VEHICLE MOVEME + v X
2ELIABILITY AGAINST NEARBY PARKED VEHICLE
2ELIABILITY AGAINST ELECTROMAGNETIC INTERFE
2ELIABILITY IN ANY LIGHTING SCENARIO v
3TABILITY DURING LONG DURATION VEHICLE ST v
$O NOT NEED AN APERTURE IN ENCLOSURE ¢
“MMUNITY AGAINST DIRT OR DUST ON ENCLOSL +

X X < X <
L 4 X < X

4HE NODE PROVIDES /4!3 /VER4HE IR 3ETUP 4HIS ALLOWS THE USHRTEDLR CON1GURE THE NODE PARAMETE
SLEEP TIME KEEP ALIVE NIGHT MODE ETC YEMTHE #ONGURATION &0ORM 4HAT MAKES IT POSSIBLE TO DIRE
INSTALL THE NODES WITH FACTORY DEFAULT SETTINGS AND THEN UPDATE THENMDEROM THE SERVER

\art Parking v2 - Customer Server

~ Remote configuration form libelﬁm

Log Out

SELECT NCODES

Select nodes

‘Smart Parking #FF00000000000003 - FF00000000000003 -

TIME SETTINGS NIGHT MODE

Sleep time (minutes) | Enabled
L min Duration

6h
Keep-Alive

=il L Start Hour
on

Sleep Time
5 minutes

Keep-Alive
an

RADAR SENSOR CONFIGURATION RESET

Radar range start ) Reset
20

Radar range length
60

Radar threshold

© Libelium Comunicaciones Distribuidas

&IGURE 2EMOTE #ON1GURATION &0ORM
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.ETWORK ARCHITECTURE

4HE NETWORK ARCHITECTURE OF 3MART OARKING IS BASED ON THE NEXT ELEMENTS

3MART OARKING NODE

,O2A7!. BASE STATION

,O2A7!. ETWORK 3ERVER

,IBELIUM SMART OARKING #LOUD 3ERVICE OR #USTOMER 3ERVER

ﬂ LIBELIUM CLOUD :
\ 1BM

% = Cloud
Cloub cont =t ecLum |

Alibaba
Cloud

Libelium Cloud
Bridge License

... i
% 58
s

LoRaWAN' ; )
A ibetiim aa
- SCM
-Devices
- -Licenses
REMOTE
CONFIGURATION
FORM
O N J
Smart Parking LoRaWAN LoRaWAN CUSTOMER SERVER
node base station network server ~
CUSTOMER Ubeliin
SERVER CORE -
-
REMOTE
CONFIGURATION
. FORM
Database
& J

&IGURE 3MART OARKING NETWORK ARCHITECTURE




.ETWORK ARCHITECTURE

SMART OARKING NODE

4HE 3MART OARKING NODE IS THE DEVICE INSTALLED IN EACH PARKNNGIEIDEVICE DETECTS A CHANGE OF THE PAR
SLOT STATUS FREE OCCUPIED IT SENDS A FRAME TO THE ,02A7!. BASE STATION

&IGURE 3MART OARKING NODE

,O2A7!. BASE STATION

4HE ,02A7!. BASE STATION ALSO KNOWN AS GATEWAY MUST BE INSTASIERRAUMREBING AREA NEXT TO THE PARKI
NODEST RECEIVES DATA AND FORWARDS IT TO THE ,02A7!. . ETWORK 3ERVER

,IBELIUM DISTRIBUTES BASE STATIONS FOR ,02A7!. NETWORKS ILL OF THEM HA\GORIMETTION SOME FEATURE
%THERNET 71& OR ' CONNECTIVITY TOO 30OME BASE STATIONS ARE READY TO WORRADRH DEQNRS OF THEM

COME PRE CONURED FOR CERTAIN ,02A7!. NETWORK SERVERS SEE NEXT SECTION !LSO SOME AFETAEM INT
EMBEDDED ,02A7!. . ETWORK 3ERVER

\ \
\‘\\\\ \\\
kd\\\\

®

~
N

Wy

&IGURE ,02A7!. BASE STATION

,O2A7!. ETWORK 3ERVER

4HE NODES REGISTRATION MUST BE DONE IN THE .ETWORK 3ERVER IN ORDER TO RE€AEAVEROZAXLL NODES IN
THE NETWORK %ACH NODE MUST BE REGISTERED WIHRANNIDERME ENCRYPTION KEYS SO THE .ETWORK 3ERVEI
RECEIVE AND DECRYPT THE PACKETS SUCCESSFULLY

4HE ,02A7!. ETWORK 3ERVER PURPOSE IS TO TRANSLATE DATA FROM THE ,02A7!. BTREDERS O 'ANNETWORK
4HEREFORE WHEN 3MART OARKING NODES PACKETS ARE RECEIVED AFORMBREGK SREHER TO SEND DATA TO Tt
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,IBELIUM 3MART OARKING #LOUD 3ERVICE OR TO THE #USTOMER 3ERVER

,IBELIUM 3MART OARKING #LOUD 3ERVICE AND #USTOMER
3ERVER

4HE ,02A7!. ETWORK 3ERVER CONNECTS TQNARESERVER WHICH CAN BE THE ,IBELIUM 3MART OARKING #LOUD 3
OR THE #USTOMER 3ERVER

4HE ,02A7!. NETWORK SERVERS CURRENTLY SUPPORTED ARE

,ORIOT
ICTILITY
4HE 4HINGS .ETWORK
4HE 4HINGSNDUSTRIES
4HE %MBEDDED .ETWORK 3ERVER INSIDE -ULTI4ECH BASE STATIONS
“F THE CUSTOMER WANTS TO USE A NEW ,02A7!. . ETWORK 3ERVER THEN THE $ATA 0ARSEBEBUOCKEDIUS

ORDER TO RECEIVE DATA PROPERLY +EEP IN MIND THAT EACH .ETWORK 3ERVERWHRUENEGABLIBACX USING A
DISERENT FORMAT

4HE 2EMOTE #ONGURATION &ORM ALLOWS THE USER TO UPDATE THE SETTINGS OF EACH NODE [SVYEERMEME K
NIGHT MODE ETC 4HE UPDATE IS DONE REMOTELY VIA ,02A7!. DOWNLINKREALS0 PA

4AHE DSERENCE BETWEEN THE TYPES OF SERRER DHE THE POSSIBLE CLIENT NEEDS

4HE #USTOMER 3ERVER IS A SOFTWARE SYSTEM PROVIDED BY ,IBELIUM WHRECEEARMDISCADE AND INSERT
DATA INTO A STANDARID, DATABASE “T IS MANDATORY THAT THE USER SETS UP HER OWN SERVER TO |
#USTOMER 3ERVER 2EADABETOMER 3ERVER CHAPTER FOR FURTHER INFORMATION

4HE 3MART OARKING #LOUD 3ERVICE IS A SOFTWARE SERVICE PRBMIIDVBNYCHBPERMITS TO RECEIVE
DECODE AND REDIRECT THE DATATNAITHED PARTY4 CLOUDMAZON !ZURE ETC 4HIS RETRANSMISSION IS
DONE THANKS TO THE CLOUD CONNECTORS RUNNING ON ANOTHERSIBERVNMELOHE "RIDGE 2EAD THE
,IBELIUM SMART OARKING #LOUD 3ERBHBEBTER FOR FURTHER INFORMATION
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LoRaWAN'
&= Mictosoft
Azure
LIBELIUM CLOUD

\ 1BM
< Cloud

. SMART PARKING

O CLOUD CORE

Smart Parking LoRaWAN LoRaWAN
node base station network server

Alibaba
Cloud

Libelium Cloud
Bridge License

J 11

i
=
- SCM
-Devices
[ -Licenses
REMOTE
CONFIGURATION
FORM
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&IGURE ,IBELIUM SMART OARKING #LOUD 3ERVICE SCENARIO

LIBELIUM CLOUD

SCM

-Devices
-Licenses

LoRaWAN
CUSTOMER SERVER
\

. CUSTOMER useiitn
SERVER CORE L -
|l

Smart Parking LoRaWAN LoRaWAN REMOTE

node base station network server CONFIGURATION

FORM

Database
N =7

&IGURE #USTOMER 3ERVER SCENARIO
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3MART OARKING NODE

(ARDWARE DESCRIPTION

4HE 3MART OARKING NODE IS BASED ON DISERENT PIECES THE BASE ANBLTENGEORRE 4HE BASE OF THE 3MAF
OARKING NODE INCLUDES THE 0#" THE BATTERY THE ANTENNA AND THEBUIRRRECENCL

&IGURE "ASE OF A 3SMART OARKING NODE

4HE BASE IS SCREWED TO THE EXTERNAL ENCLOSURE PIECE

&IGURE %XTERNAL ENCLOSURE




moTe 3MART 0ARKING NODE

4HE NEXT TABLE SHOWS THE BASIC SMART OARKING NODE CHARACTERISTICS

%NCLOSURE DIMENSION< MM X MM
OOWER SUPPLY "UILT IN LITHIUM THIONYL CHLOBMAE BATTERIES EXPECTED LIFETIME OF YEARS

#ON1GURABLE SLEEP TIM -IN S MAX MIN

2ADIO PROTOCOL ,O2A7!. MODULE
$UAL DETECTION 2ADAR MAIN AND MAGNETIC BACKUP
OROVISIONING 2EADY TO INSTALL DEFAULT ,02A7!. /4$S AND KEY ARE LOADED TO EACH NODE

.ODE CON1GURATION 6l1A 2EMOTE #OMGURATION &ORM WEB FORM
,O2A7!. CON1IGURATION  6lA 3MART $EVICES IPP *AVA DESKTOP APPLICATION

/PERATING TEMPERATURI TO o#

SNDERNORMACIRCUMSTANGRIDEPENDINGNSETTINGS

N

el

37.25mm

200 mm

&IGURE 6AULTED ENCLOSURE DIMENSIONS




moTe 3MART 0ARKING NODE

.ODE VERSIONS

,IBELIUM PROVIDES THE NEXT VERSIONS OF 3MART OARKING

2EFERENCE 6ERSION /PERATING FREQUENCY

30 %5 3MART OARKING %5 TO -(Z ,O2A7!. %5
3053 3MART OARKING 53 TO -(Z ,02A7!.53
3010,!'15 3MART OARKING !0 ,141- 15 15 TO  -(Z ,02A7!. !5

30 “ 3MART OARKING TO  -(Z ,02A7!.
3010,I'!3 3MART OARKING !0 ,'4l- 15 13 -(Z ,02A7!.13

,O2A7!. REGIONS

4HE 3MART OARKING NODE SUPPORTS THE NEXT ,02A7!. REGIONS

,O02A7!. REGION 3UPPORTED BY
%5 -(Z “3-"AND %UROPE 3MART OARKING %5
58 -(z “3-"AND 5NITED 3TATES 3MART OARKING 53
15 -(Z “3-"AND IUSTRALIA 3MART OARKING !0 ,141- 15 15
“ -(Z “3-"AND “NDIA 3MART OARKING
13 -(Z “3-"AND !SIA AND !3%!. REGION 3MART OARKING !0i# ,14l- 15 13
#. -(Z “3-"AND #HINA .OT AVAILABLE
#. -(Z “3-"AND #HINA .OT AVAILABLE
+2 -(Z “3-"AND 30UTH +OREA .OT AVAILABLE
-(Z “3-"AND 7ORLDWIDE .OT AVAILABLE

“‘F YOU ARE INTERESTED IN FURTHER INFORMATION ABOUT ,02A7!. COUNTRY REEHRBAFEBNBO HIHEA,O02A ILLIANCE
REGIONAL PARAMETERS DOCUMENT

,O2A7!. PROTOCOL AND PARAMETERS

,O2A7!. IS A ,OW OOWER 7IDE 'REA .ETWORK ,07!. PROTOCOLT IS A SPREAD SPECTRUM MODULATION TECHNIQUI
EXTREMELY LOW DATA RATES WHICH PERMITS SENDING DATA ACHIE®ING LONG RANG
4HE MOST IMPORTANT ,02A7!. PARAMETERS ARE

,O2A7!. %5 *“ 2EAD ONLY BYTE UNIQUE IDERRWHICH DNES EACH ,02A7!. MODULE IN THE MARKET

$EVICE %5 2EAD WRITE BYTE IDENER CONGURED INTO THE ,02A7!. MODULE TO BE USED AS OPERATIN
IDENTIER "Y DEFAULT THE ,02A7!. %¥50F THE MODULE IS FACTORGURED AS $EVICE ‘%8l THE 3MART
OARKING NODE

*OIN MODE !"0 OR /4! $E 1NES HOW THE MODULE JOINS THE NETWEBRENSIKEYS ARE NEEDED FOR EAC
METHOD

$EVICE ADDRESS .EEDED FOR !"0 4HE BYTE ADDRESS OF THE THE ,02A7!. MODBTBEWNIQUE IN ITS OWN
SUB NETWORK

.ETWORK 3ESSION +EY .EEDED FOR !"0 4HE BYTE %3 KEY 5SED TO GENERATE-N3ESRITY #HECK
IPPLICATION 3ESSION +EY .EEDED FOR "0 4HE BYTE %3 KEY 5SED TO ENBRAXP

IPPLICATION %5EEDED FOR /4! 4HE BYTE APPLICATION IDENR .EEDED FOR OPENING AN /41l SESSION AND
EXCHANGE ENCRYPTION KEYS



https://lora-alliance.org/sites/default/files/2018-07/lorawan_regional_parameters_v1.0.3reva_0.pdf

moTe 3MART 0ARKING NODE

IPPLICATION +EY .EEDED FOR /4! 4AHE BYTE KEY .EEDED FOR OPENING ANSESESION AND EXCHANGE
ENCRYPTION KEYS

$ATARATE $BNES THE TRANSMISSION BNTE PER SECOND  %ACH DATA RATE SETTINGS CEBRENES DI
3PREADING &ACTOR 3& AND BANDWIDTH "7 "Y DEFAULT ALL ,02/MSREBSE THE SAME DATA RATE $2
(OWEVER DEPENDING ON THE REGION THAT MERESDB& AND "7

,O2AT!. %5 VERSION 3& K(Z

JO2A7!. = VERSION 3& Kz

,O2A7!.13 VERSION 3& Kz

,O2A7!. 53 VERSION 3& K(Z

,O2AT!. 15 VERSION 3& K(Z
1$2 IDAPTIVE $ATA 2ATE SETTING WHICH CAN BE ENABLED OR [HS®$BIEENABLED THE SERVER WILL OPTIMIZ|
THE DATA RATE BASED ON THE INFORMATION COLLECTED FROM THE NEIWORKHBEHEASIBRECEIVED PACKETS

“F YOU ARE INTERESTED IN FURTHER INFORMATION ABOUT ,QZHTISRECPLEASE REFER TO THE ,02A ILLIANCE
SPECQICATIONS DOCUMENT

‘DENTI1LCATION LABEL

4HERE IS A STICKER ON THE BOTTOM SIDE OF THE 3MART OARKINGINGESBACSKER SEVERAL DEVICE/ASRERE
CAN BE SEEN &OR EXAMPLE THE -ODEL WHICH REFERS TO SHREGEONCELSO THE UNIQUE ,02A7!. %3S
DISPLAYED SO EACH NODE CAN BE DISTINGUISHED

] N% waspP
lleliUTl IEEgO&TS?nse!

Model: Smart Parking US

Version: 2.0

Battery: 10400 mA-h, non-rechargeable
LoRaWAN EUI:

Contains FCC ID: T9JRN2903

Contains FCC ID: 2AQ6KA1

&IGURE 3MART OARKING NODE LABEL

OOWER AND TIME CONSUMPTION

4HE 3MART OARKING NQBEIWARE EXECUTESEBENT STEPS SINCE THE NODE IS STARTED &IRST: SEHHEPNOIDE
THEN AN IMNITE LOOP WHERE EVERY CYCLE IS BASED ON MEASURING SENDING IF NEEGERARDBKEERBLES
SHOW THE POWER AND TIME CONSUMPTION OF EACH STEP MODELLED AS A RULSIMEMPARNRHON AND AVERAGE
POWER CONSUMPTION



https://lora-alliance.org/sites/default/files/2018-04/lorawantm_specification_-v1.1.pdf

waspP

moTe 3MART 0ARKING NODE

3MART OARKING %5

O0OWER CONSUMPTION 4IME CONSUMPTION
.ODE SETUP M! S
-EASURE CYCLE M! MS
-EASURE AND SEND CYCL M! S
3LEEP CYCLE u! $EPENDS ON SLEEP TIME SETTINGS

LO2A7!.  %5ISSETTOTHEDEFAUIBE  SETTINGEFORSTASE 4HESENLCPROCES&AY BELOWEROWERTHENODHS CLOSECTHEBASESTATION

3MART OARKING 53

0OWER CONSUMPTION 4IME CONSUMPTION
.ODE SETUP M! S
-EASURE CYCLE M! MS
-EASURE AND SEND CYCL M! S
3LEEP CYCLE u! $EPENDS ON SLEEP TIME SETTINGS

,O2A7!. 53 ISSETTOTHEDEFAUBE SETTINGH#ORSTASE 4HESENCPROCES#AY BELOWEROWERTHENODHS CLOSECOTHEBASESTATION

SSER SWITCHES

4HE 3MART OARKING NODE HAS SWITCHES TO MANAGE THE WORKING MODE
IN/ S SWITCH $ETERMINES WHETHER THE NODE IS POWERED ON OR POWERED O
IPP "OOT SWITCH 7HEN THE NODE IS POWERED ON THIS SWITCH DETERMINESANEERHRAERMF THE DEVICE

IPP POSITION MUST BE USED FOR A NORMAL OPERATION MODE SO THE DEVICHE EMBARES/MHEN 1T
"OOT POSITION MUST BE USED FQRBIURING PURPOSES ONLY

&IGURE 3MART OARKING NODE USER SWITCHES

7THEN THE NODE IS POWERED ON /N SWITCH YOU CAN CHANGE FROM PP TOEVERSA@MYICHANGING THE STATE
OF THE !'PP "OOT SWITCH (OWEVER YOU MUST PRESS THE RESET BUTTON TO APPLY OBE ORER&GHON®THER

Vv



moTe 3MART 0ARKING NODE

POSSIBILITY TO SUCCESSFULLY CHANGE THE OPERATION MODE STEP BY STBERERDMNIBEADDEYISEWITCH
CHANGE THE !'PP "OOT SWITCH PRESS THE RESET BUTTON AND THEN POWER ON THE DEVICE

“MPORTANT
.EVER LEAVE THE DEVICE SET TO /N AND "OOT FOR MORE TIME:AEAOREEOEDER DOES NOT PROVIDE ANY SLE
MODE AND IT WILL WASTE THE BATTERY OF THE DEVICE 30REGEN YOURINGHHE DEVICE PLEASE SET| THE N
IN OS STATE

2ESET BUTTON

4HE RESET BUTTON CAN BE USED TO RE START THE NODE IN THE CORRESPONDIN®&ERERATINMOIENODE

IS SET UP TO !PP NORMAL OPERATION MODE PRESSING THE RESET BUTTON VAROBRAVIARIETHEION /N THE
OTHER HAND IF THE NODE IS SET UP TO "QGURaIJNDN MODE PRESSING THE RESET BUTTON WILL RE START
BOOTLOADER FOR REOBNTION ORMWARE UPDATE

&IGURE 2ESET BUTTON

.ODE SETUP
2EADY TO INSTALL STATE

“MPORTANT
,IBELIUM PROVIDES THE NODES READY TO INSTALL SONBEEHDSSERNIENIALL THE NODES AND FOLLOW TH
-AGNET START UP_PROCESS

4HE 3MART OARKING NODE HAS A POWER ON PROCESS IN ORDER TO PNTOAEREERYCHEO INSTALL STATE

3TEP 4HE SWITCHES ARE SET TO !PP ARDPRESS THE RESET BUTTON TO MAKE SURE YOU DISCHARGE CAP
3TEP 90U POWER THE DEVICE ON BY SLIDING THE SWITSHTEROWM /
3TEP "OTH ,%$S RED AND GREEN BLINK RAPIDLY FOR TIMES

3TEP 2ED ,%$ BLINKS ONCE FOR SECOND TO INDICATE THAT THE DEVICE ENTERSIEER $TODME .OW
THE NODE ISIN A READY TO INSTALL STATE 4HE CUSTOMER SHOULD INSTAEIREAE SIOEABRNOTAND PERFORNM
THE -AGNET START UP PROCESS




3MART OARKING NODE

&IGURE 4HE RED ,%$ BLINKS ONCE TO INDICATE READE TO INSTALL STAT

90U CAN SEE HOW THE PREVIOUS STEPS ARE PERFORMED IREADS VIDEGTALL PROCESS

(OW TO CLOSE THE SMART OARKING NODE

IFTER FOLLOWING THE PREVIOUS STEPS THE DEVICE CAN BE CLOSEDE NHERIHPETCORRETCTLY AND ENSURE COR
SEALING THE FOLLOWING STEPS MUST BE STRICTLY FOLLOWED

3TEP -AKE SURE THAT THE SCREWS HAVE THE O RINGS TO PREVENT WATER INGRESS

s %4

&IGURE 3CREWS WITH O RING

3TEP %NSURE THAT THE TOP SURFACE OF THE GASKET IS CLEAN AND CRMNBIBSTS$O FOREIG
3TEP OLACE THE INNER CASING INSIDE THE OUTER CASING AND MAKE SRBRE TIIATMARKS MATCH

&IGURE %NCLOSURE POSITION MARKS



https://youtu.be/jQONw-LOvLw

3MART OARKING NODE

3TEP “NSERT THE SCREWS AND TIGHTEN THEM HALFWAY

&IGURE 3CREWS IN THEIR POSITION

3TEP &INALLY TIGHTEN THE SCQREW®$ $O NOT USE THE MAXIMUM PRESSORBET GO ALL THE WAY WITH THI
SCREWS BECAUSE THE O RINGS COULD BE EJECTED FROM THE SCREWS\TANRPRBEIF FHETWRE WOULD ./4
BE VALID "ESIDES DO NOT SCREW TOO HARD AND KEEP ON SCREWINGSBREWSSEOWD CARVE THE FEMAL
SOCKETS EXPANDING THEIR INNER DIAMETER THIS WOULD CANCEL THENWATERPROOF QUAL

,IBELIUM MANUFACTURES AND PROVIDES ALL NORHESECONFTER FOLLOWING ALL EXPLAINED STEPS SO THE NODE
TO INSTALL "Y FACTORY DEFAULT ALL NODEYRRE GON THEIR UNIQUE ,02A7!.“°ABID RANDOM PRIVATE KEYS
/N THE OTHER HAND ISERENT ,02A7!. PARAMETERS ARE DESIRBEART $EVICES !PRMUST BE USED TO CHANGE THE
SETTINGS AND REPEAT THE PREVIOUSLY EXPLAINED STEPS

-AGNET START UP PROCESS

/INCE THE NODE HAS BEEN SET TO READY TO INSTALL STATE AND IT HAS BEEMCEOSEHD RNDAARKING SLOT TH
MAGNET START UP MUST BE DONE 4HIS PROCESS CONSISTS ON RESETTINKGGTHEEDHAXERETF-OR CONSECUTIVE
TIMES %ACH MAGNET RESET MUST BE SEPARATED BY AT LEAST ONE SECOND PERIOD

4HE BEST WAY TO PROCEED WITH THE MAGNET IS TO GO OVER THE ENCLOSURE IRROONEMOTERIGIOVEMENT
4HEN WAIT FOR AT LEAST ONE SECOND ALTHOUGH YOU CAN WAIT MORE ANDRROGEEDGOWPLETE MAGNET
RESETS

&IGURE -AGNET RESET




3MART OARKING NODE

“N THE NEXT VIDEO CLIP YOU CAN SEE HOW THE MAGNET START UP |ISARERHOCRMED UP

IFTERLNISHING THE MAGNET START UP THE NODE STARTS WORKING NORMAQE Y HERIVHE REBBORE THREE TIME
MAGNET RESETS ARE NEEDED IN ORDER TO RESET THE DEVICE PROPERLY 3O0ORESETTORMAGNENARE RESET |
APPLIED THE DEVICE WILL RESET AND CONTINUE WORKING NORMALLY AGAIN

“MPORTANT

4HE MAGNET START UP IS ONLY MANDATORY WHEN THE NOIEVISFFOMEREOFBTATE “N OTHER WORDS WHE
THE DEVICE IS SET TO A READY TO INSTALL STATE

(OW THE NODE WORKS
&RAME TYPES

4HE 3MART OARKING ARCHITECTURE MANAGES DISERENT UPLINWKANTARIG®/NLI

4HE NEXT TABLE SHOWS THE 5PLINK FRAMES

&RAME TYPE NUM $ESCRIPTION

3TART FRAME &IRST FRAME SENT BY THE NODE WHEN SMIAR HARAMS SETTINGS

3TART FRAME 3ECOND FRAME SENT BY THE NODE WHEN STARTING WITH PARAMS SETTINGS
“‘NFO FRAME 5SED TO INFORM A OARKING 3TATUS CHANGE

+EEP ALIVE FRAME 5SED TO INFORM THE DEVICE KEEPS WORKING SINCE LAST REPORTED STATUS
#ONLGURATION UPLINK 5SED TO CQARM A #ONLGURATION DOWNLINK WAS APPLIED OR NOT

24# UPDATE REQUEST 5SED TO REQUEST FOR AN 24# SYNC ONCE EVERY DAY

4HE NEXT TABLE SHOWS THE $OWNLINK FRAMES

&RAME TYPE NUM $ESCRIPTION
5SED TO UPDATE THE NODE PARAMETERS IFTER THE CUSTOMER SETS UP
NODE CANURATION IN THE 2ZEMOTESMRATION &ORM A NEW H&MRATION

FUNLELRR T R DOWNLINK FRAME IS ENQUEUED INTO THE ,02A7!. NETWORIS SERVIERNK
QUEUE

24# SYNC ERAME 5SED TO SYNC THE NSRE# TO THE SER$ERMESTAMPT IS THE MANDATORY

RESPONSE TO 3TART FRAME AND 24# UPDATE REQUEST UPLINK FRAMES

4HE UPLINK FRAMES ARE BYTE LONG TO ALWAYS COMPLY WITH THE ,020N/E DORST CASE SCENARIO 4HE
STRUCTURE CONSISTS ON PARTS HEADER AND PAYLOAD 4HE HEADEWANGRMIETIBME FOR ALL UPLINK FRAI
TYPES /N THE OTHER HAND THE PAYLOAD FORMAT BERBNITHOR EACH FRAME TYPE

(EADER OAYLOAD
BYTES BYTES

2EGARDING THE DOWNLINK FRAMES THEY HAVE VARIABLE LENG T MPRTNAHEBRI® THE CUSTOMER 4HE 24# SYN
FRAME IS THE MANDATORY RESPONSE FOR BOTH 3TART &RAME ANDREQUHIIAFRAMES 4HE 24# SYNC FRAME
PROVIDES THE SERVER TIME TO THE NODES IN ORDER TO KEEP THE 24# UPDATERGURATIMNE EOMNLINK 1S AN
ASYNCHRONOUS FRAME SENT BY THE SERVER WHEN THELZRMATEHORKORM IS MANAGED BY THE CUSTOMER

90U MUST KEEP IN MIND THAT WHEN A DOWNLINK PACKET IS REQUESTED THERDMEHSSUES RELATED TO ,02A7!.

\%


https://youtu.be/VkLMpMFO1cM

moTe 3MART 0ARKING NODE

NETWORK LATENCY 4HIS IMPLIES THAT THE ST REQUEST ATTEMPT USBALCASEAIASNINATTEMPT IS SENT IN ORDE
TO RETRIEVE THE LOST DOWNLINK PACKET &OR THIS REASON YOU MIGHT GEBTART &ARAMEPPL OR 24# UPDATE
REQUEST FRAMES ARE SENT SEQUENTIALLY DURING THE EXECUTION OF THE PROGRAM

&RAME HEADER

4HE (EADER INCLUDED IN EACH UPLINK FRAME CONTAINS BYTES

"YTE "IT &IELD
OARKING LOT STATUS
"ATTERY STATE
#ONLGURATION UPLINK ACKNOWLEDGEMENT
3ENSOR RECALIBRATION
&RAME TYPE
3EQUENCE NUMBER

4HE MEANING OF EATHLD IS
OARKING SLOT STATUS
&REE
/CCUPIED
"ATTERY STATUS
[+
7ARNING 4HE BATTERY LEVEL MEASURED IS BELOW THE WARNING M6RESHOLD
#ONLGURATION UPLINK FRAME ACKNOWLEDGEMENT STATUS
I+
M+
3ENSOR RECALIBRATION
.O CALIBRATION WAS DONE SINCE THE LAST UPLINK
IT LEAST ONE CALIBRATION WAS DONE SINCE THE LAST UPLINK
&RAME TYPE .UMBER RELATED TO FRAME TYPE
“NFO FRAME
+EEP ALIVE FRAME
#0ON 1GURATION UPLINK FRAME
#0ON 1GURATION DOWNLINK
3TART FRAME
3TART FRAME
24# SYNC FRAME
24# UPDATE REQUEST

3EQUENCE NUMBER 4HIS IS A BY¥YHIED SO THE SEQUENCE NUMBER GOES FROM TO 7THEN IS REACHEL
THE COUNTER STARTS FROM ZERO AGAIN

&RAME PAYLOAD

4HE OAYLOAD CONTENTS VARY DEPENDING ON EACH FRAME TYPE




moTe 3MART 0ARKING NODE

4HE 3TART FRAME FRAME CONTENTS ARE

(EADER OARKING SLOT STATUS DOES NOT PROVIDE VALID DATA
&IRMWARE VERSION
&ROM TO .OT RELEASERMWARE VERSIONS
V

< < < <

V  LAST STABLE VERSION
"ATTERY LEVEL
2ADAR SETTINGS THRESHOLD AND RANGE
,O2A7!. SETTINGS JOIN MODE AND !$2

4HE 3TART FRAME FRAME CONTENTS ARE

(EADER OARKING SLOT STATUS DOES NOT PROVIDE VALID DATA
3LEEP AND +EEP ALIVE TIME SETTINGS
IGHT MODE SETTINGS ENABLED DISABLED START HOUR DURATION SLEEP TIME

4AHE"NFO FRAME CONTENTS ARE

(EADER

3ENSOR ERROR

4EMPERATURE

4IMESTAMP HOUR AND MINUTES

2ADAR MEASUREMENT $ISTANCE AMPLITUDE AND NUMBERTOBNEE

4HE +EEP ALIVE FRAME CONTENTS ARE

(EADER
3ENSOR ERROR

AEMPERATURE

4IMESTAMP HOUR AND MINUTES

2ADAR MEASUREMENT $ISTANCE AMPLITUDE
"ATTERY LEVEL

4HE 24# UPDATE REQUEST FRAME CONTENTS ARE THE SAME AS +EEP ALIVE FRAME

“MPORTANT

4HE #USTOMER 3ERVER PROVIDES THE NEEDED SOURCE CDOAEATE FARSEORESCOMPREHENSIVE STRUQ
,IBELIUM #LOUD "RIDGE ALSO PROVIDES THE NEEDED TODISH GARRRSIMATA TO A RD PARTY “O4 CL
MORE INFORMATION PLEASE REFEBRSI@WHHR 3ERSERTION

TURE
DUD &




3MART OARKING NODE

.ODE PROGRAM 2O0OWCHART

OFF state

or
SW reset

Blink red LED

Received
"RTC sync"
frame

No

Send
"Start frame 2"

Recalibration
needed?

R
Parking status Send
Yes—>|
changed? "Info frame"
No
T
Keep-alive Send
Yes—>| : "
needed? "Keep-alive frame
-
No
—_—
RTC > Send
update request? Yes "RTC update req"

No

Received
"RTC sync"
frame

YeSAD‘ Sync RTC

Received
Configuration downlink?.

Sleep mode

—

&IGURE 3MART OARKING NODE PROGRANRT




3MART OARKING NODE

.ODE PARAMETERS
OARAMETERS DESCRIPTION AND RANGES

4HE 3MART 0ARKING NODE HAS DISERENT PARAMETERS THAT CHANGEDIBETERITINGNAPERFORMANCE OF THE NOIL
4HE NEXT TABLE SHOWS THE NODE PARAMETERS

OARAMETER
3LEEP TIME

+EEP ALIVE TIME

.IGHT MODE

.IGHT MODE START
.IGHT MODE DURATIO
.IGHT MODE SLEEP

2ADAR RANGE START
2ADAR RANGE LENGT
2ADAR THRESHOLD

,O2A7!. JOIN MODE
,O2A7!. SEV%5

,O2A7!. $EVIDDR

,O2A7!. WK3+EY

,O2A7!. IPP3+EY

,O2A7!. IPP+EY

,O2AT7!. IPP%5  “

,O2A7!. PORT
JO2AT7!. 1$2
,O2A7!. 28 $ELAY

,O02A7!. 3SUBBAND

2ANGE

MIN OR 8
HOUR

OR
HOUR
HOUR
MIN

TO CM
TO CM
TO

"0 OR /4!
BYTE IDENTER

BYTE IDENTER

BYTE KEY

BYTE KEY

BYTE KEY

BYTE IDENTER

TO
OS OR ON
TO

BIT BITMAP

$ESCRIPTION
-INUTES OR SECONDS ELAPSED BETWEEN EACH MEASUREMENT CYC(

(OURS ELAPSED SINCE LAST UPLINK MESSAGE WHICH TRIGGERS |
+EEP ALIVE FRAME

.IGHT MODE DISABLED ENABLED

IGHT MODE STARTS WHEN 24# REACHES THIS PAREMETER
.IGHT MODE PERIOD IS EQUAL TQ EHIS

3LEEP TIME APPLIED DURING NIGHT MODE

3TARTING MEASUREMENT DIST@BIEETS BELOW THIS VALUE ARE NO
DETECTED

2ANGE OF MEASUREMENT TO BE ADDED TO RANGE START VALUE

4HRESHOLD USED IN DETECTION ALGORITHM SO HIGHER THRESHOL
LESS SENSITIVE DETECTION

*OIN MODE USED BY THE ,02A7!. RADIO MODULE
$EINES THE DEVICE'WSED BY THE ,02A7!. RADIO

$EINES THE DEVICE ADDRESS USED BY THE ,02A7!. RADIO IN "0
MODE

$EINES THE ,02A7!. ETWORK 3ESSION +EY USED BY THE ,02A7!.
RADIO IN !"O MODE

$EINES THE ,02A7!. !PPLICATION 3ESSION +EY USED BY THE
,O2A7!. RADIO IN !"O MODE

$EINES THE ,02A7!. IPPLICATION +EY USED BY THE ,02A7!. RADIO
IN /41! MODE

$EINES THE ,02A7!. IPPLICATION %3JSED BY THE ,02A7!. RADIO
IN /41! MODE

$EINES THE PORT USED FOR UPLINK SENDINGS
$ELINES IF IDAPTIVE $ATA 2ATE IS ENABLED OR DISABLED
$EINES THE DELAY AERER ,02A7!. RX WINDOW

$EINES THE SUB BAND USED BY THE ,02A7!. RADIO ONLY APPLIES TC
53 AND !5 VERSIONS

“MPORTANT

IPP3+EY

4HE ,02A7!. IDENTLERS AND KEYS MUST BE REGISTERED IN THE ,02A7!. NETWBGRREERNERIIBG THE NODE IN
ORDER TO RECEIVE DATA &OR /4!! MODE |BE¥$85AND !PPKEY &OR !"O0 MODE $EV%EVIDDR .WK3+EY AN




3MART OARKING NODE

SNDERSTANDING “NFO AND +EEP ALIVE FRAMES

“N THE REGULAR WORKING MAODEODE 3LEEP AND +EEP ALIVE PARAMETERS ARE USED 30 THE NAXDEF NOR
SLEEPS FOR A SPEGQLEEP TIME THEN WAKES UP MEASURES AND APPLIES THE ALGORITHM DETECDENENTORDE
CHANGES IN THE PARKING SLOT

“‘F A CHANGE IS DETECTED FRBERIOOCCUPIEDR VICEVERSA THENMRO FRAME IS SERH NO CHANGE OCCURRED
DURING THE LAST +EEP ALIVE TIME THEN A +EEP ALIVE FRAME IS SHN'RA SEBIBER ERROR IS DETECTED A +EEP Al
FRAME SENDING IS FORCED IN ORDER TO INFORM ABOUT THIS ISSUE

%XAMPLE PARAMETERS USED

3LEEP MINUTES
+EEP ALIVE HOUR

<—Occupied slot———»

14:26 14:33 14:40 14:47 14:54 15:50 15:54 16:01

--W

1 I
1 1
1 1
1 1
1 1

:(-7 min—>:(—7 min—>:(—7 min—>:(—7 min—>:< 1h ):(—7 min—>

Node configuration @ Wake up due to sleep time

Sleep time: 7 min ® Wake up due to keep alive

Keep-alive: 1 h
gy Frame send event

&IGURE %XAMRIE® AND +EEP ALIVE FRAMES

SNDERSTANDING NIGHT MODE

IS SHOWN IN THE PARAMETERS TABLE THERE ARE SOME PARAMETERS THATTALCONGURE UBERIODE TO USE
WORKING MODES DEPENDING ON TIME SETTINGS DAY MODE AND NIGHT MODE

4HE NIGHT MODE IS A SECONDARY AND OPTIONAL WORKING MODE THAERITOWSEUREIS BERENT TIME BASIS
PARAMETERS IN ORDER TO REDUCE THE BATTERY IMPACT 30 IT WAS DEVELDREBIEGARKENGVHHOT IS EXPECTE
TO HAVE FEWER CHANGES | E AT NIGHT 4HEREEBRETANDEHT MODE 3LEEP SETTING IS USED

“T IS NOT MANDATORY TO USE THE NIGHT MODE DURING NIGHT 4HIS MODB® IBHMHSGBBHVHEN LESS VEHICLE
MOVEMENT IS EXPECTED IN THE PARKING SLOTS 7HICH COULD BE DURING DAY TIME

%XAMPLE

$AY MODE
3LEEP MINUTE
.IGHT MODE
IGHT MODE START HOUR HOURS 0-




moTe 3MART 0ARKING NODE

.IGHT MODE DURATION HOURGHT MODE GOES FROM 0-TO !-
IGHT MODE SLEEP TIME MINUTES
‘N THE EXAMPLE FROM 0- TO !- THE NODE WILL WASTE LESS BATTERY BECABSENEABBRE DONE EVERY

MINUTES INSTEAD EVERY MINUTE +EEP ALIVE EVENTS ARE NOT SHOWN BEEXENEEWAIULD BE TRIGGERED IF N
CHANGE OCCURS IN THE PARKING SLOT

1
--- Day s Night-mode > pay—— - - - -

O e mee(@) e @) Om = = = =Q

€ min €1 min €1 min>) €—10 min—»1€—10 min—» r€<10 min—P1<€1 minY> €1 min>!

Node configuration
Sleep time: 1 min @ Wake up due to sleep time
Night-mode sleep time: 10 min

&IGURE %XAMPLE OF DAY AND NIGHT MODE

4HE CONCLUSION IS THAT THE .IGHT MODE IS INTERESTING FOR CUSTOMERKSIGWO IKERARKING SLOT IS EXPECTE
TO HAVE FEWER CHANGES DURING LARGE PERIODS OF TIME EVERY DAY

.OTE &ROM /CTOBER THE KEEP ALIVE NIGHT MODE SETTING WAS DEPRECATEIFVTOHFHEMPARAMETER
MANAGEMENT 3INCE THEN THERE IS A SINGLE KEEP ALIVE SETTING FORBOEAANODRNGIHT MODE

SNDERSTANDING 24# SYNCHRONIZATION
4HERE ARE SPECFRAME TYPES THAT ALLOW THE NODE TO SYNCHRONIZE THE 24# TO THE SERVER TIMESTAMP

4HE 3TART &RAME EXPECTS AN ANSWER FROM THE SERVER WITH THE TIRBASIDAMMNBITEIR 4HIS FRAME IS SENT
AFTER STARTING THE NODE OR A SOFTWARE RESET

"ESIDES THE NOBERMWARE PROVIDES A MECHANISM WHICH AN 24# UPDATE REQUESSERRABMMERY HOURS
SINCE THE NODE WAS STARTED OR RESET 4HIS FRAME WAITS FOR A DOWCH.IRRIREAMHEIEVCURRENT SERVI
TIMESTAMP HOUR AND MINUTES




moTe 3MART 0ARKING NODE

March 16, 17:32 March 17, 17:32 March 18, 17:32

] ]
] ]
m RTC update req RTC update req
‘I
1

1
I‘
i€

1 day L 1 day

D Node start-up

® Wake up due to RTC sync

g Frame send event

&IGURE %XAMPLE OF 24# SYNC

.OTE 4HE 24# SYNC IS IMPORTANT FOR .IGHT MODE ONLY WHERE IT MANDATORXITBD ARERRECT TIMESTAMP IN
ORDER TO ENTER AND EXIT FROM NIGHT MODE TO DAY MODE AND VICEVERSA

SNDERSTANDING UPLINK FRAMES FORMAT REAL EXAMPLE

4HE NEXT TABLE SHOWS ALL FRAMES SENT BY A SINGLE NODE RNEE IZNEAS SERENT COLUMNS DISPLAY THE PAR
DATA FROM THE RECEIVED UPLINK DATA

%XAMPLE

$AY MODE
3LEEP MINUTE
+EEP ALIVE HOUR

IGHT MODE
IGHT MODE START HOUR  HOURS
IGHT MODE DURATION HOURS .IGHT MODE GOES FROM 0-TO I
IGHT MODE SLEEP TIME MINUTES

“T IS POSSIBLE TO DISTINGUISH THE STARTING FRAMES AT THE BEGERNNGNORMEE EXE NODE INFORMS WITH A NE

+EEP ALIVE EVERY HOURS INY CHANGE OF OARKING SLOT STATUB/IMFOERANKE IND AFTER HOURS WORKING
YOU CAN SEE THE 24# REQUEST PERFORMED BY THE NODE

4IMESTAMP S5PLINK DATA & 4YPE OARKING LO™ "ATTERY 2ECAL 3EQ
C C 3TART .5,,
3TART By
FB B +EEP ALIVE
C +EEP ALIVE
+EEP ALIVE
A D D +EEP ALIVE
A B D +EEP ALIVE
D +EEP ALIVE




3MART OARKING NODE

+EEP ALIVE
D +EEP ALIVE
A “‘NFO
B A DD +EEP ALIVE
C BA BED +EEP ALIVE
D CC DED +EEP ALIVE
E EE FED +EEP ALIVE
F FFB BDDD 24# REQUEST
FFB BDDD 24# REQUEST
F C ECC +EEP ALIVE
A F F “‘NFO
B (© +EEP ALIVE
(@ F c +EEP ALIVE
D @ +EEP ALIVE

&ACTORY DEFAULT VALUES

,IBELIUM PROVIDES ALL 3MART OARKING NODES WITH FACTORY DEFAULT PARAMETER

OARAMETER

3LEEP TIME
+EEP ALIVE TIME

AGHT

IGHT MODE START

.IGHT MODE DURATIO
IGHT MODE SLEEP

2ADAR RANGE START
2ADAR RANGE LENGT
2ADAR THRESHOLD

,O2A7!.
,O2A7!.
,O2AT!.
,O2A7!.
,O2AT!.
,O2AT!.
,O2A7!.
,O2AT!.
,O2A7!.

MODE

JOIN MODE
$EV%5
$EVIDDR
WKS3+EY
IPP3+EY
IPP+EY
IPP%5
PORT

1$2

$EFAULT VALUE

MIN

HOUR

DISABLED

HOUR

HOUR

MIN

CM SHOULD NOT BE CHANGED

CM SHOULD NOT BE CHANGED

SHOULD NOT BE CHANGED

141
UNIQUE FACTORY DEFAULT VALUE
UNIQUE FACTORY DEFAULT VALUE
UNIQUE FACTORY DEFAULT VALUE
UNIQUE FACTORY DEFAULT VALUE
UNIQUE FACTORY DEFAULT VALUE
UNIQUE FACTORY DEFAULT VALUE

0S




mote 3MART OARKING NODE
(02A7!. 28 SELAY SHOULD NOT BE CHANGED
(02A7!. 3UBBAND BIT BITMAP

#ON 1GURE NEW PARAMETER VALUES

4HE 3MART $EVICES PP AND THE 2ZEMOTELEORATION &0ORM ALLOW THE USERGIMRE®IEW PARAMETERS TO THE
NODE 4HE ST ONE IS A DESKTOP *AVA APPLICATION WHICH IMPLIES OPEREMCTOSBRIAND PLUG A MICRO 53"
CABLE TO THE NODE 4HE ND ONE IS A FORM ALLOCATED IN THE ,IBELIUMGMABUDARERNVICE OR IN THE #USTOME
3ERVER WHICH PERMITS TO REMOTELY CHANGE SOME OF THE NODE PARAMETERS

2EGARDING THE TIME AND SENSOR PARAMETERS THE SAME VALUES ARE SEANOFAQTNRBESW¥ ,IBELIUM 4HE
DEFAULT VALUES CAN BE SEEN IN THE PREVIOUS SECTION (OWEVER THE ONSIJURERHEANME AND SENSOR
SETTINGS USING BOTH 3MART $EVICES PP AND 2EMGUERAINON &ORM

2EGARDING THE ,02A7!. PARAMETERS ALL KEYS ARE RANDOMLY GENERATEDE@GREKERNSECRET 4HE $EV%5
SET TO THE NODE IS THE ,02A7!. HARDCODEMW#EH IS UNIQUE FOR EACH RADIO CHIPSET (OWEVER THE CLIE
CONGURE MODIFY ALL ,02A7!. PARAMETERS USING THE 3MART $EVICES PP (BMYTEHEOAMGURATION &ORM DOES
NOT PERMIT IT

.OTE &OR FURTHER INFORMATION ABOUT THIS MATTER PLEASBWRERERHOJERE!PFAND
2EMOTE #ONGURATION &ORIECTIONS




mote IBELIUM #LOUD MANAGEMENT

,IBELIUM #LOUD MANAGEMENT

*‘NTRODUCTION TO THE ,IBELIUM 3ERVICES #LOUD -ANAGE
3#-
ICCORDING TO THE 3MART OARKING NETWORK ARCHITECTURE USERS CAN WRYEOOBWOREENG WITH THE 3MAR

OARKING NODES ONE USING THE #USTOMER 3ERVER AND THE OTHER USIRBINEEARIOAMRTERVICE 2EGARDLESS (
THE SOLUTION CHOSEN USERS WILL ALWAYS NEED TO OPERATE WITH THE 3ERHARES AMEILIH-KINTHE BASIS

OF THE ,IBELIUM #LOUD
ﬂ LIBELIUM CLOUD e
\ M

I
P Cloud

SMART PARKING — @ LIBELIUM |,
CLOUD CORE Alibaba
Cloud

Libelium Cloud
Bridge License

bOBO

LoRaWAN' i
- SCM

-Devices

- -Licenses

REMOTE
CONFIGURATION
O FORM )
Smart Parking LoRaWAN LoRaWAN CUSTOMER SERVER
node base station network server ~
CUSTOMER Ubeliin
SERVER CORE -

REMOTE
CONFIGURATION

- h

Database

&IGURE 3MART OARKING NETWORK ARCHITECTURE
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3#- ACCOUNT

4HIS IS THE ST STEP USERS MUST FOLLOW INYONE CAN CREATE A NEWERAGEMINR AREE 4HIS ACCOUNT WILI
ALLOW YOU TO MANAGE YOUR ,IBELIUM DEVICES AND ALSO ALL YOURHRVEDESES9ONDCAN ACCESS THE 3#- AT
HTTPS CLOUD LIBELIUM COM

M Create account 222

\ signn

E-mail

Services Cloud Manager ’g

Manage your Devices and Cloud Services from a single point. | jbb@li z

Create your account on Choose the license plan suitable Customize your project and
cloud libelium.com for your IoT project manage your devices

lihelfﬁf @© Libelium Comunicaciones Distribuidas S.L | Terms of Sale and Use

&IGURE 3#- (OME PAGE

#REATING AN ACCOUNT

40 REGISTER AND SET UP A PASSWORD TGX3 TOLOUD LIBELIUM COM REANBTERCK ON #REATE ACCOUNT

Create account ss5

&IGURE #REATE ACCOUNT BUTTON

#OMPLETE THE INFORMATION IN THEAEDRNMEELDS ARE MANDATORY

.AME 90UR NAME
% MAIL ADDRESS ! VALID E MAIL ADDRESS IT WILL BE USKIAFOR\ERPOSES
OASSWORD AND #BW PASSWORD 3ET YOUR PASSWORD

ICCEPTING 4ERMS #ONDITIONS IS ALSO MANDATORY TO CREATE A NEW ABOUNT IN THE



https://cloud.libelium.com
https://cloud.libelium.com/register

wasP

mote IBELIUM #LOUD MANAGEMENT

Registration

Mame

Email address

(]

Password &

Confirm password =

| have read and | accept the privacy policy and the Terms

& Conditions

™

Mo soy un robot
reCAPTCHA

Privacidad - Condiciones

&IGURE #REATE ACCOUNT FORM

3IGNING IN

40 SIGN IN THE 3#- GBEREAND CLICK ON THE 3IGN “N BUTTON

m Create account =22

&IGURE 3IGNIN BUTTON

#OMPLETE THE INFORMATION IN THE FORM 4HE E MAIL AND PASSWORD USEGWHEMCREANNWILL BE REQUIREL

% MAIL ADDRESS % MAIL ADDRESS USED FOR REGISTRATION
OASSWORD OASSWORD USED FOR REGISTRATION



https://cloud.libelium.com/login

,IBELIUM #LOUD MANAGEMENT

Sign In

E-mail

Passwaord

Forgot password?

&IGURE 3IGN IN FORM

4HE 4ERMS #ONDITIONS ACCEPTED WHEN CREATING THE ACCOUNT APPLYQRORIBNYNTHE B#- “F YOU DO NOT
HAVE AN ACCOUNT YET FOLLOW THE STEPS DESCRIBED ON THE SECTION #REATBANMUBOONIREDENTIALS *
YOU ALREADY CREATED AN ACCOUNT AND NEED A PASSWORD REMINDER YSSRGAN PASEVOBIRD

SMART OARKING NODES REGISTRATION

IFTER PLACING AN ORDER INCLUDING 3MART OARKING NODES YOU S{IMAIREIENEHE ACTIVATION CODES FOR
YOUR DEVICES “N THIS E MAIL YOU WILLINBEITCKABLE LINKS TO REGISTER THE DEVICES IN THE 3#- 90U CANF
YOUR NODES ONE BY ONE IF NEEDECS BBWSTER TO REGISTER ALL OF THEM AT ONCE WITH THE GLOBAL !ICTIVATIO
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e

SCM libelium

2

Thank you for choosing the Libelium Cloud Services
Order.
Here you can find the activation codes for the devices that you have purchased:

» Activate all devices at once

o Activation code: = =5

* Serial number: MaESSseen

o Activation code: S T e —
# Serial number: SIS
© Activation code: S D | Do

# Serial number: TS =

o Activation code: Z— = i

Now you can manage all the Cloud Services of your devices in the Libelium Services Cloud
Manager. Follow the step by step instructions you will find in the Services Cloud Manager
Technical Guide.

Thank you

The Libelium team

&IGURE ICTIVATION CODES E MAIL

"Y CLICKING ON THESE LINKS YOU WILL BE ABLE TO COMPLETE THE REGSVRFAOLONWRGCHIE WIZARD

Add Device
—
&IGURE 3TEP %NTER DEVICE ACTIVATION CODE
Add Device
)
O °
Confirmation
. — .

&IGURE 3TEP #BW ACTIVATION

%DITING SMART OARKING NODES

90U CAN CHANGE THE NAME PROJECT DESCRIPTIGBNHENDEVICE IS A SMART OARKING NODE THE ,02A7!. %5
OF THE DEVICE BY CLICKING THE PENCIL ICON LOCATED NEXT TO THEAEATH OBWICISTESAVE THE CHANGES
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&IGURE

%DIT A DEVICE

smart Parking

Smart Parking

Smart Parking

Smart Parking

smart Parking

Edit Device

Name:

Project:

<

Description:

LoRaWAN EUI:

/

Smart Par

Smart Par

Smart Par

Smart Par

Smart Par

%XPORT #361LE WITH NODES CREDENTIALS

4HE 3#- ALLOWS THE USER TO EXPORT ALL NODES CREDENTIALS VIA @KDESHEDNREAEE EXPORTEDS A #36

1LE WITH ALL CREDENTIALS NEEDED FOR /4!! JOIN MODE 4HE EXPORTED ,02A7!. £REEHNHAAME AS THEY WERE

CONIGURED BY FACTORY DEFAULT 4HIS MEANS THAT IF THE USER CHANGED THENJDRAS!VORBMART $EVICES
PP THEN THE EXPORTED CREDENTIALS WILL NOT BE SAME

“N ORDER TO EXPORTIIHEOU MUST GCHIOPS CLOUD LIBELIUM CO® IN AND THEN ACCESS -Y $EVICES /N THE

WEBSITE YOU WILL IDENTIFY THE 3MART OARKING ACTIONS BUTTON WHIOM/RERKDI SHEONODES CREDENTIALS |

CLICKING ON THE $OWNLOAD NODES KEYS BUTTON

# Home / Devices / My Devices

2 )
L.‘ My Devices

Filter Results:

Edit

&IGURE

Search query

Serial

0004A30B0O0EBCB57

It Family

Smart Parking

It Name

Device #0004A30BO0EBCB57

It Project

Mi proyecto

%XPORTHBGNVITH ALL NODES CREDENTIALS

1T Description

aa

1 & Smart Parking actions v

It sharing

2 K Download nodes keys
<

4HE #36 1LE FOR DEVICES EXPORTED FROM THE 3#- FOLLOWS THE NEXT FORMAT



https://cloud.libelium.com
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<DevEUI_1>,<Serial>,<AppEUI_1> <AppKey_1>
<DevEUI_2>,<Serial>,<AppEUI_2>,<AppKey_2>
<DevEUI_3>,<Serial>,<AppEUI_3>,<AppKey_3>

<DevEUI_N><Serial>,<AppEUI_N>,<AppKey_N>




3MART $EVICES PP

3MART $EVICES PP

,IBELIUM 3MART $EVICES PP IS AN SOFTWARE TOOL DEVELOPED BY ,IBELIWS TSERALNSTALL NEWVARE
VERSIONS AND PROGRAM THIESURATION OF THE NEW ,IBELIUM DEVICES IN A FEW CLICKS IT THE MOMENT IT
AVAILABLE FOR 3MART OARKING AND -Y3IGNALS PRODUCTS BUWTBEHNCREMENTED SHORTLY

LIBELIUM CLOUD

\
SMART DEVICES APP
API call
] - ca
- -Devices
USB
. J/

Smart Parking
node

&IGURE 3MART $EVICES PP IS CONNECTED TO THE NODE VIA 53"

(OW TO INSTALL THE SMART $EVICES 'PP

&IRST OF ALL AND BEFORE INSTALLING ANYTHING USERS HAVE QONTAREENLATAIRM WHERE THE APPLICATIO
GOING TO BE INSTALLED 40 INSTALL THE 3MART $EVICES PP IT ISOGMRELSISRXLLED THE *2% OR*$+ “FIT
IS NOT INSTALLED IN THE COMPUTER YOU CAN DOWNLOAD IT FROM THE VZEHBSIITDBELIR\VSAKRPS DESCRIBED

HTTPS DOCS ORACLE COM JAVASE DOCS TECHNOTES GUIDESIRSVERVIEBTATML
HTTPS WWW ORACLE COM TECHNETWORK JAVA JAVASE DOWNAMADADRE DAHTML

INCE INSTALLED *$+ OR *2% USERS CAN DOWNLOAD THE APPLICATBENGWTSEILHIRING THE APPROPRIATE /PERAT
3YSTEM AND ARCHITECTURE

HTTP_ WWW LIBELIUM COM DEVELOPMENT SMART PARKING SOFPRARAAKND A

4HEN CUSTOMERS ONLY HAVE TO EXTRACT THE CONTENT OF THE 3MARIGEENVERRZABED IN A PLACE WITH TH
RIGHT PERMISSIONS ANELLY EXECUTE MHECALLEEMARTS$EVICE!PP THAT WILL INITIALIZE THE APPLICATION OLI
NOTE THAT THE EXTENSION QEEHWIEL DEPEND ON THE OPERATING SYSTEM THE USER IS USING ATSFHEONROMEI
,INUX AND /38 AND BAT FOR 7INDOWS

4HIS NEW 3MART $EVICES PP USES A NEW PROGRAMMER UNDER THE HOODH#ORHIHDGRAMMER SO IT IS A
GOOD PRACTICE TO BEFORE USING THE 3MART $EVICES PP

HTTPS WWW ST COM EN DEVELOPMENT TOOLS STM CUBEPROG HTML



https://docs.oracle.com/javase/8/docs/technotes/guides/install/install_overview.html
https://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html
http://www.libelium.com/development/smart-parking/software-and-applications
https://www.st.com/en/development-tools/stm32cubeprog.html

mote 3MART $EVICES IPP

7INDOWS SYSTEMS

“T IS IMPORTANT TO INSTALL 34- #UBEOROGRAMMER AS THE SOFTWARE DRINERSSIEHDED TO SET THE 53" PORT
IN $&5 MODE IF YOU WANT TO KNOW MORE ABOUT HOW TO INSTALL THIS SQFVWBREANDWNO SET THE 53" IN
$&5 MODE PLEASE SEE THE@AL GUIDE FROM 34- #UBEOROGRAMMER

JINK TO 34 DOCUMENTATION

-AKE SURE THAT YOUR 53" CAN SWITCH TO $&5 MODE YOU CAN CHECK IT WITHUBEER@GRAMMER
-AC/3 SYSTEMS
“T IS NOT NECESSARY TO INSTALL ADDITIONAL SOFTWARE BUT YOWUBBEORSGRAMMER

HTTPS WWW ST COM EN DEVELOPMENT TOOLS STM CUBEPROG HTML

"5 ,INUX SYSTEMS

“T IS NECESSARY TO CHANGE PERMISSIONS TO 53" PORTS “F YOU HAVE FROBLEVSEVIIGE ON YOUR .5 ,INUX
OR THE 3MART $EVICES PP DOES NOT RECOGNIZE THE 3MARTOARKING \CARCICHEPIAUTSH INK DRIVER DISCOVEF

git clone https://github.com/texane/stlink.git stlink

cd stlink

make

# install binaries:

sudo cp build/Release/st* /usr/local/bin/

# install udev rules

sudo cp etc/udev/rules.d/49-stlinkv* /etc/udev/rules.d/
# and restart udev

sudo udevadm control --reload

“‘F YOU HAVE PROBLEMS WITH STLINK DRIVER INSTALLATION PLEASEIREEERSTHHEBITEM TEXANE STLINK

2EVIEW THE 5%%6 RULES AND THEY SHOULD BE AS FOLLOWS

nano /etc/udev/rules.d/49-stlinkv2.rules

SUBSYSTEMSush", ATTRSidVendor }=="0483", ATTRSIidProduct }=="3748", \
MODE:"0666", \
SYMLINK='stlinkv2_%n"

'DD YOUR USER DBLOUT

sudo addgroup <username> dialout

4HEN YOU WILL BE ABLE TO USE THE 53" PORTS ON ,INUX SY3STEMSALSO RECOMMENDED TO INSTAL
34- #UBEOROGRAMMEROR THE CURRENT /3 THE USER IS RUNNING

HTTPS WWW ST COM EN DEVELOPMENT TOOLS STM CUBEPROG HTML

3TART 3MART $EVICES !PP ON 7INDOWS

'O TO THE 3MART $EVICES PP FOLDER AND CLICKIGBMAET$SEVICES!PP BAT



https://www.st.com/content/ccc/resource/technical/document/user_manual/group0/76/3e/bd/0d/cf/4d/45/25/DM00403500/files/DM00403500.pdf/jcr:content/translations/en.DM00403500.pdf
https://www.st.com/en/development-tools/stm32cubeprog.html
https://github.com/texane/stlink
https://www.st.com/en/development-tools/stm32cubeprog.html

mote 3MART $EVICES IPP

3TART 3MART $EVICES IPP ON "5 ,INUX

/PEN A NEW TERMINAL WINDOW AND NAVIGATE TO THE FOLDER CONTAINEEGECHE BNVARPPLICATION THEN TYPE

sudo ./SmartDevicesApp.sh

3TART 3MART $EVICES !PP ON -AC/38

/PEN A NEW TERMINAL WINDOW AND NAVIGATE TO THE FOLDER CONTAINSNGCHE FNPARPPLICATION THEN TYPE

sudo ./SmartDevicesApp.sh

5PGRADING THE 3MART $EVICES PP

/CCASIONALLY SOME IMPROVEMENTS AND NEW SERVICES WILL BE RELEABECANSEHTHE 3MART $EVICES PP WIL
SHOW A NQTATION ENCOURAGING THE USER TO GRITALHETISHCTION AND DOWNLOAD THE NEW VERSION

“MPORTANT
“T IS MANDATORY TO HAVE AN ACTIVE INTERNET CONNECTEORHE SNREERSEYICES PP

40 UPGRADE THE 3MART $EVICES IPP  YOU MUST FOLLOW THE INSTALL/SNOINLSTZPRWIRITEIHE-ROM PREVIOUS
VERSIONS ISA ST STEP WE RECOMMEND TO BACKUP THEIRES OWING

CFG CA& INI 4HISLE STORES THE 3MART $EVICES IRBUORATION PARAMETERS 40 RESTORE THOSE SETTINGS
SINGLE PARAMETER VAISHRNAME PASSWORD ETC SHOULD BE COPIED INTO THE NEW VERSIGNNDE OEHE
4HE1LE SHOULD NOT BE OVERWRITTEN NEW PARAMETERS MUST BE ADDEDLASDIMNERING ORY

TEMP 4HIS FOLDER CONTAINRWVNFARELES PREVIOUSLY USED 40 RESTOREHHESEPY THE CONTENT OF THI
SAVEDTEMP DIRECTORY INTO THE NEW VHEMPIRECTORY

¥ [ cfg
|4 config.ini
» B lib
_'ﬁ SmartDevicesApp.jar
SmartDevicesApp.sh
v temp
b SmartParkingv2_firmware_1.0.0_.bin
t SmartParkingv2_firmware_1.0.1_.bin
> tools

&IGURE 3MART $EVICES PP 1LES

SMART OARKING V

4HERE IS A NEW TAB ON THE APPLICATION FOR THE NEW OARKING VERSIONBEGTIOARBANGED'NSIDE THE TAB
THERE ARE A LOT OF NEW CHARACTERISTICS AND QFGURESTHE GRMART OARKING V DEVICE

4HE MAIN SECTIONS ARE OROGRAMMER &IRMWARE 5PDATEANIAFQW




3MART $EVICES PP

(OW TO PLUG THE 3MART OARKING NODE
"EFORE USING THE 3MART $EVICES IPP YOU MUST KEEP IN MIND HOW TO HIAIGZEND RROPERLY

IS EXPLAINED IN THEMART OARKING NODE SECTION THERE ARE SWITCHES TO MANAGE THE NODE WORKING
ORDER TO USE THE NODE WITH THE 3MART $EVICES PP IT IS MANDATORY TOISEOOMHEI®DBRND THEN POWER
ITON “FYOU CHANGED FROM PP TO "OOT MODE THEN YOU CAN USE THE RESETIBUTHBONHANGEPAND RESTAR"
THE NODE IN THE BOOTLOADER SECTION

.OTE 'O TO THES5SER SWITCHES SECTION FOR FURTHER INFORMATION

“MPORTANT

.EVER LEAVE THE DEVICE @¥T ARD "OOT FOR MORE TIME THAN NEEDED THE BOOTLOADER DOES NOT PRO\
SLEEP MODE AND IT WILL WASTE THE BATTERY OF THE DEVICESHREEBNRIMIG THE DEVICE PLEASE SET THE
NODE T®S STATE

#ON 1GURATION

“N THE LAST TAB CAQONDGURATIONPARAMETERS ARE AVAILABLE 5SERNAME AND OASSWORD 4HESEVARE THE
CREDENTIALS NEEDED FOR THE ,IBELIUN#LOHDTPS CLOUD LIBELIUM COM LOGIN

&ILLING THEHH DS IS MANDATORY BEFORE START USING THE 3MART $EVICES PP WITARKHNG3NBBE 00LEASE
REMEMBER TO CLICK 3AM¥#E BUTTON AT THE BOTTOM OF THE APPLICATION TO STORE THE CORRECT CREDENTIAL!

eo0e Libelium Smart Devices App

Smart Devices App

smart Parking [JEEIEIAIAZN Mysignals (old) MySignals  Pluggsense!
PROGRAMMER  FIRMWARE UPGRADE e FIEV T

Forgot Password?

bl save

&IGURE #OBURATION SCREEN ON 3MART OARKING V

AHERE ARE SOMESBRENCES BETWEEN THE ST VERSION AND THE MD3®MRT 0ARKING V YOU MUST TYPE YOUF
CREDENTIALS TO AUTHENTICATE YOUR NODES AGAINST THE 3#-

.OTE 90U SHOULD HAVE AN ACCOUNT ON THE 3#- TO GET YOUR USERNAME AND PASSWORD
“‘F YOU FORGOT YOUR PASSWORD YOU CAN ALWAYS RECOVER IT B&CRERINCASSWBHNK ON THE APPLICATION

HTTPS CLOUD LIBELIUM COM PASSWORD RESET



https://cloud.libelium.com/login
https://cloud.libelium.com/password/reset

3MART $EVICES PP

OROGRAMMER CHANGE NODE PARAMETERS

[ NoN ] Libelium Smart Devices App
Help

lib l.%-" Smart Devices App
Smart Parking Mysignals (old) MysSignals  Plug&Sense!
gadelcin s FIRMWARE UPGRADE  CONFIGURATION
TIME SETTINGS RADIO CONFIGURATION
Sleep time m B LoRaWAN parameters
X 201059 Seconds leinMode e B

Device EUI
Keep-Alive 05h ™ price

Device Address X
NIGHT MODE s x

OFF

ADR OFF
Start hour Oh <

RX1 Delay X
Duration 6h v

Network Session Key X
Slssp tims = X Application Session Key X
RADAR Application Key x
Radar range start 20cm Application EUI x
Rararanas aamth s0em Subband bitmap ® SELECT
Radar threshold x 4

Region
USB SETTINGS LoRaWAN EUL:
USB port ¥ refresh | | USBI Firmware:
3 LOAD FROM NODE € seno 1o noDE

&IGURE 3MART OARKING V OROGRAMMER SECTION

5SERS CAN READ AND WRITE ALL NODE PARAMETERS IN THIS SECTION 4HEFRREHESSIIESQWONNECT THE DEVIC
TO THE COMPUTER WHERE THE 3MART $EVICES !PP IS INSTALLED USING TREZ®EIABND BWITCH ON THE NODE IN
"OOT MODE

.EXT REFRESH THE 53" SETTINGS SEBOIONM LEFT CORNER CLICKIREFREEHBUTTON 4HEN SELECT THE POR’
WHERE THE DEVICE HAS BEEN CONNECTED !FTER THAT IT IS A GOOD PRAOADEROMINOBPEBUTTON TO GET THE
CURRENT GQGNRATION FROM THE CONNECTED 3MART OARKING V DEVICE

USB SETTINGS

USB port ¥ refresh | | USBI

&IGURE 3MART OARKING V 53" SETTINGS

4HE ,OAD FROM NODBUTTON WILL READ ALL PARAMETERS FROM THE NODE AND WILL DISPDOAYQR EHEFEHRMATI
/N THE OTHER HAND TBIEND TO NODBUTTON WILL OVERWRITE TBERANON ON THE NODE !LL AVAIEABSHAVE

TO BELLLED WITH THE PROPER FORKIRY PARAMETER DOES NOT HAVE AN ACCEPTABLE FORMAT A REDKOROSS LI
DISPLAYED CLOSE TO IT AND YOU WILL NOT BE ABLE TO WRITE THE INFOBMRATHOMDBMNFIRMNATION INTRODUCEL
IS VALID A GREEN ¥IG<SHOWN 7HEN LOADING SENDING INFORMATION TO THE NODE THE APRNABATICTE WEER
THROUGH A POP UP WINDOW ABOUT THE STATUS OF THE OPERATION




3MART $EVICES PP

J LOAD FROM NODE 4 sEND TO NODE

&IGURE,OAD CONGURATION FROM NOBEND CAGURATION TO NBDETONS

3MART OARKING V SHARES MOST OF TIEJRANANELDS WITH 3MART OARKING V. (OWEVER IT IS IMPORTANT TO K
THE PURPOSE FOR BACB ON THE 3MART OARKING VI@IRMATION 40 KNOW MORE ABOUTEHATHND HOW THEY
WORK PLEASE REFER TO THE GIWRREBARKING NODE

&IRMWARE UPGRADE

“NSIDE THIS TAB USERS CAN SELHRNIVTARE VERSION TO INSTALL IN THEIR DEVICES

[ NN ] Libelium Smart Devices App
Help

[ibelf\\’? Smart Devices App

Smart Parking MysSignals (old) MysSignals  Plug&Sense!

PROGRAMMER [l WV EVRalRlsla ol CONFIGURATION

Search new firmware updates

I b
o o o o

¥ Download checked

Delete checked

INSTALL FIRMWARE

*Load data from node before updating the firmware

102 B t Install

t Factory Reset

&IGURE &IRMWARE UPDATE AND FACTORY RESET SECTKING-OR 3MART 0AR

4HE LIST WITH ALL AVALRBMFARES IS LOADED WHEN THE PROGRAM STARTS BUT USERS CAN MANBYACLICKIFNGATE
ON THE3EARCH NEWRMWARE UPDATBSTTON "EFORE INSTALLINGRVMEARE IT IS NECESSARY TO DOWNLOAD IT 4
PROCESS IS VERY SIMPLE JUST MARK THE CHECK OF THE VERSION YOBROMNHEQ&ISYBLCIFCK OBOWNLOAD
CHECKED

“MPORTANT

“T IS MANDATORY TO PERFORMGUWRZONON LOAD FROM NODE USING THE B2FT.CH%b AVAILABLE IN
02/'2!--%2 TAB BEFORE UPDATINGRMYEARE 4HIS INFORMATION LOAD WILL CHECK THESGRRRBENT CON
BEFORE UPDATINGRM®WARE




mote 3MART $EVICES IPP

40 SUMMARIZE THE STEPS ARE
#LICK THE 3EARCH NERMWARE UPDATBSTTON TO LOAD NRWWARE UPDATES
#HECK ONE OR MOREMWARES TO DOWNLOAD FROARMWRERE LIST ON THE LEFT SIDE
#LICK ON$SOWNLOAD CHECKED DOWNLOAD THE SELERVEDARES

—v1.00—

—v1.01 —
Search new firmware updates
—v1.0.2—

1. 3} Download checked

Delete checked

&IGURE $OWNLOADIRBMWARE VERSIONS

.OW THE1IRMWARELES ARE DOWNLOADED 4HE DROP DOWN MENU WILL SHOW THEMWARBBEE TO BE INSTALLED
ON THE NODE

7THEN THELLE IS DOWNLOADED A DISKJSNDISPLAYED CLOSE TO IT INDICATING IT IS DOWNLOADENSTALTHE
&IRMWARIKECTION YOU CAN SELECRVWMEARE TO INSTALL AND THEN“NHTANLO EXECUTE THE INSTALLATION 4HE AF
WILL DISPLAY A POP UP MESSAGE FOR THE STATRISVOAREENSTALLATION

.OTE 2EMEMBER THAT THE 53" PORIST BE SELECTEDTHE PROGRAMMER TAB

—v1.01 —
Search new firmware updates
—v1.02 —

¥ Download checked

Delete checked

INSTALL FIRMWARE

t Install

v1.0.0

[o>]

1 Factory Reset

&IGURE &IRMWARE INSTALLATION

90U CAN ALSO DELETE THE DOWNLRMBEARELES BY SELECTING THE CHECK BOX FROM THE LIST AND THEN CLICKI
$ELETE CHECKENTTON

I [ ] 00— 1.

A

Search new firmware updates

w102

) Download checked

2. Delete checked

&IGURE &IRMWARE DELETION PROCESS FOR 3MART OARKING V




3MART $EVICES PP

&ACTORY 2ESET

4HE &ACTORY 2ESET IS THE LAST OPTION TO RECOVER A NON WORKING ENMARIBARKIRERFORMS A FULL RESI
FOLLOWED BYRMWARE AND CKBNURATION RESET 40 GET THE RECOGERATIONIE SEND AN E MAIL TO

TECH LIBELIUM CORDINTING YOUR 3MART OARKING V ORDER NUMBER AND THE 4ECHNEXM QHERVEHEND THE
CONGURATIANE NEEDED

&OR THIS PROCESS IT IS MANDATORY TO DORMNMINMRIEAAS EXPLAINED ON THE PREVIOUSSEREMARE UPGRADE
4HEN SELECTRMWARE FROM THE DROP DOWN MENU AND PRESSTOHEY 2ESBUTTON

INSTALL FIRMWARE

t Install

v1.0.0

2. t Factory Reset

&IGURE &ACTORY RESET PROCESS FOR 3MART OARKING V 3TEP

ORESSING THEACTORY 2ESBUTTON WILL DISPLANEAXPLORER WINDOW TO SELECTGHRATODMNLE PROVIDED BY
,IBELIUM /NCE YOU SELECTED TEESA MESSAGE WILL SHOW UP ASKING IF YOU WANT TO START THE PESCESS
OPTION IS SELECTED THE &ACTORY 2ESET PROCESS STARTS

[ ] SmartParking v2 factory reset

Would you like to start now the factory reset process for SmartParking v27

&IGURE &ACTORY RESET PROCESS FOR 3MART OARKING V  3TEP

7THEN THE &ACTORY 2EHFHES ANOTHER MESSAGE INFORMS ABMNAL RESULT

[ ] Smart Devices App

Factory reset finished in Smart Parking device

&IGURE &ACTORYIRESHED FOR 3MART OARKING V

IFTER THIS PROCESS YOU CASURENYOUR SMART OARKING V NODE AGAINCROGRAMMERAB



mailto:tech@libelium.com

,O2A7!. ETWORK 3ERVER SETUP

,O2A7!. ETWORK 3ERVER SETUP

,IBELIUM CURRENTLY SUPPORTS ,02A7!. ETWORK 3ERVER SERVICES ,ORIOE 4NGY .BEANVORK 4HE 4HINGS
“NDUSTRIES AND THE %MBEDDED .ETWORK 3ERVER INSIDE -ULTI4ECH BASESTSEONSN‘NWEHEXPLAIN HOW TO SE
THEM UP WITH A SIMPLE C&BRATION

2EMEMBER THAT ANY ,02A7!. NETWORK NEEDS A .ETWORK 3ERVER SO YOU HAVE TO CHOOSE DAKEABONE

.OT ONLY ,IBELIUSI BMART OARKING NODES NEED A .ETWORK 3ERVER ANY ,02A7!. BEVIBH IUM OR OTHER
COMPANY NEEDS A .ETWORK 3ERWERJST ONE PIECE OF THE ,02A7!. ARCHITECTURE

,ORIOT

4HIS SECTION EXPLAINS HOW TO ROUTE THE INFORMATION ON ,ORIOT TO THE #USTOMERMAERVEARRORIGELOUD
3ERVICE USING THE (4403 PROTOCOL

“MPORTANT
4HE FREE #OMMUNITY ACCOUNT DOES NOT PERMIT REMOTE ERORENKEONNERCIAL LICENSE SHQULD BI
PURCHASED IN ORDER TO USE REMOTE DOWNLINK MESSASES-HOR2E SENTURE AND NODE PARAMETER UPDA
VIA 2EMOTE #ODBIURATION &ORM

,OG IN

,OG IN IN THEORIOT PLATFOBELECTING YOUR SERVER LOCATION



https://www.loriot.io/login.html

wasP

maote ,O2A7!. ETWORK 3ERVER SETUP

LORIO T HOME TECHNOLOGY PRODUCTS CAREER  CONTACT

LOG IN TO LORIOT INFRASTRUCTURE

WORLD-WIDE, PUBLICLY ACCESIBLE, LOW-LATENCY LORAWAN SERVERS
LORIOT is dedicated to providing the best experience with LoRaWAN. We have built up a
geographically distributed infrastructure of LoRaWAN servers delivering low-latency access to our

services anywhere in the world.

Pick a server below based on your geographic location preference

EUROPE & AFRICA ASIA / PACIFIC AMERICAS
Server Location Server Location Server Location
= Ca e
— L BE=
— =
. o

= —
SILZ]
S = -

S e
> ==

&IGURE ,ORIOT LOGIN WEB PAGE

#REATE A NEW ,ORIOT APPLICATION

INCE YOU SELECTED THE SERVER LOCATION A NEW PROMPT WILL BE DISBUREBEBKINGLS !FTER LOGGING
USERS HAVE TO CREATE A NEW APPLICATION IN THE ,ORIOT DASHBOARDNECEESARS TO CLIGKPOILATIONS
IN THE LEFT SIDE BAR AND THEW IIRPLICATION OPTION LOCATED IN THE SAME BAR

. LORIO T

n t Dashboard @ Dashboard

@ Dashboard

Network Applications & Dashboard > Applications

Filter by name

&IGURE #REATING AN APPLICATION

&ILL THE FORM IN ORDER TO CREATE THE DESIRED APPLICATION IN ,ORIOT




,O2A7!. ETWORK 3ERVER SETUP

.EW APPLICATION NAMEAME TO IDENTIFY THE APPLICATION

/UTPUT FORMAT 7EBSOCKET IS SELECTED BY DEFAULT AND IT IS NOT POSSIBLE TO CHAORHM ITOWTHD
CHANGE IT WILL BE EXPLAINED IN THE FOLLOWING STEP

$EVICE CAPACITYAXIMUM NUMBER OF DEVICES TO BE REGISTERED IN THIS APPLICATION MNAMMAXWILL
DEPEND ON THE ACCOUNT TYPE YOU HAVE

6ISIBILITY4HIS CHECKBOX PERMITS TO SET THE APPLICATION AS PUBLIC OR PRIVATE

Network Applications @ Dashboard > Applications

New application

New application name

test

Output format
Websocket Q_]

Device capacity

10
visibility

¥ Public

Add new application

&IGURE .EW APPLICATION FORM

-ANAGE ,ORIOT OUTPUT DATA

INCE THE APPLICATION IS CREATED THE DASHBOARD WILL BE SHRPMISATOR /UTPUTS N CLICK OMNAGE
OUTPUTSN CLICK ON !'DD NEW OUTPUT




,O2A7!. ETWORK 3ERVER SETUP
Application / @ Dashboard > Applications >
= Network Application Ll Traffic History
Name Daily  Hourly
Visibility [ Daily messages received [____] Daily messages delivered
Daily messages delivered size Daily messages received size
o
0.8
Application ID 06
Application Output/ - @ Dashboard > Applications > > Output
Application Outputs
Appllcatlon Outputs Output Name Mechanism Type
™ ¥WebSocket
WebSocket Listen and wait LA N
websocket Mechanism Listen and wait

How to use WebSocket with LORIOT

Point your browser or library to the WebSocket URL and
listen for incoming messages

&IGURE #REATE A NEW APPLICATION OUTPUT

3ELECT440 OUSH FROM THE LIST AND THE FORM DISPLAYED ON THE RIGHT SIDEARSETHE2, FOR 0/34S

1ELD WRITE THE 52, WHERE ,ORIOT MUST SEND DETATCP MY?SERVER COM SERVICES ACTILITY "ESIDES U
CAN ADD AN AUTHORIZATION HEABERTIOM UTHORIZATION HEADER VALIBEORDER TO INCREASE THE SECURITY IN
COMMUNICATIONS SO I SERVER ONLY ACCEPTS THE INFORMATION FROM AN AUTHORIZED GQIGCRONTTRENAL
#ON1RM CHANGEBUTTON TO SAVE THE INFORMATION

App”cation OUtpLItf - - & Dashboard > Applications > > Output > Add

Chose output type

Where should we feed your loT data? See the Application API catalog for details

Output Name Type

. o HTTP Push

Mechanism Run your HTTP server and wait for POSTs

Setup guide
Set up a HTTP server and listen for incoming POST requests from our
SEerver.
HTTP
wrersey HTTPPh
Setup parameters
—
- Target URL for POSTs I http://my_server.com/service I
Custom "Authorization” header I cn389ndrpi8T4lwurgjr I
— value
B

. Confirmchange  Cancel

&IGURE !PPLICATION OUTRGUEANON

(OW TO DELETE UNUSED ,ORIOT APPLICATIONS

'LIST WITH ALL APPLICATION OUTPUTS WILL BE DISPLAYED INONHE) TPRIISAVINDOWW IS RECOMMENDED TO DELETE
UNUSED OUTPUTS AND KEEP ONLY (440 OUSH IN THE LIST 4HE PROCEDUREGQTHERLAFELACATIONS IS TO CLICK (

Vv



,O2A7!. ETWORK 3ERVER SETUP

THE DESIRED ELLIPSIS BUTTON OF THE APPLIGWDOBELEGFELETE OPTION ! POP UP WINDOW WILL ASK YOU TC
CONRM THE OPERATION

&IGURE $ELETE UNUSED APPLICATION OUTPUTS

(OW TO CREATE A SINGLE DEVICE MANUALLY

#LICK OMEVICES LEFT MENU TO SHOW THE DEVICE LIST AUNROONNEW DEVIGETTON TO ADD A NEW DEVICE

Devices + Enroll new device
o

RSSI SNR devSNR Last Seq Seq
¥ pDeviceEUl Ji Name || (dBm) | (dB) || (dB) | SF || BAT || ADR || Class || Seem || No || Dn |

Filter per Der

There are no devices registered

&IGURE %NROLL NEW DEVICE




,O2A7!. ETWORK 3ERVER SETUP

I NEW FORM WILL BE DISPLAYED IN ORDER TO CREATE THE NEW DEVICE ASSCRIATADAN) TNETHIS FORM IT IS
POSSIBLE TO CHOOSE DISERENT ENROLLING PROCESSES BASED ON /4! OR !"0NNGCORHPENDIPTION CHOSEN IT WIL
BE MANDATORY TO INSERT DISERENT %5“S OR KEYS OLEASEAREFHOTOCOL AND PARAMETERS TO UNDERSTAN
THE ALL PARAMETERS INVOLVED IN THIS FORM

&IGURE .EW DEVICE FORM

.ODES BATCH PROVISIONING IN ,ORIOT

“NSIDE THE ,ORIOT APPLICATION CLUCK OWPORT AND THEN CLICK®MLOAD1LE TO REGISTER SEVERAL DEVICES A
TIME “T ASKS FOR A #B& WHICH MUST BE EXPORTED FROM THE 3#-

OLEASE REFER,BELIUM #LOUD MANAGEMEIECTION FOR FURTHER INFORMATION ON HOW TO EXRPORWHHISE #36
INCLUDES ALL NODES /4!! CREDENTIALS NEEDED FOR DIRECT BATCH IMPORT




,O2A7!. ETWORK 3ERVER SETUP

&IGURE ,ORIOT BULK IMPORT

4HE #36 1LE FOR DEVICES MUST RESPECT THE NEXT FORMAT

<DevEUI_1>,<AppEUI_1><AppKey_ 1> <Serial_1>
<DevEUI_2>,<AppEUI_2>,<AppKey_ 2> <Serial_2>
<DevEUI_3>,<AppEUI_3>,<AppKey_3><Serial_3>

<DevEUI_N>,<AppEUI_N>,<AppKey_ N> <Serial_N>




,O2A7!. ETWORK 3ERVER SETUP

ICTILITY

4HIS SECTION EXPLAINS HOW TO ROUTE INFORMATION ON ICTILITY TO THE #USTO VR 3ERRERABRKING #LOUD
3ERVICE USING THE (4403 PROTOCOL &IRSTLY YOU MUST ACCESS N4 MO ARKHLIPORAND LOG IN  “. THE
MAIN PORTAL YOU MUST GEHTNGGOARK !PPLICATIONSECTION AND ACCESSEMICE -ANAGER

&IGURE ICCESSTO $EVICE -ANAGER MENU

ICTILITY REQUIRES AN !PPLICATION 3ERVER AND AN 3 RQUEINS ®GRDER TO ESTABLISH THE COMMUNICATION \
THE #USTOMER SERVER OR THE 3MART OARKING #LOUD 3ERVICE 4HESE ELHREDNBERBRRETARTING THE SERVI
THE ST TIME AND WILL BE THE BASE TO CREATE NEW DEVICES

(OW TO CREATE A NEW !'PPLICATION 3ERVER

3TARTING FROM THE MAIN 4HINGOARK $EVICE -ANAGER WINDOW ¥EAUESANBWCHPPLICATION 3ERVER BY CLICKIN
ONIPPLICATION 3ERVERS

&IGURE $EVICE -ANAGER MENU

4HE 1RST SECTION ALLOWS YOU TO CREATE A NEW IPPLICATION 3ERVER 4HENTIGH SHOWSDASHST OF ALL
IPPLICATION SERVERS CREATED #LICKHBEAHEBUTTON IN THEST SECTION TO CREATE A NEW !PPLICATION 3ER\




,O2A7!. ETWORK 3ERVER SETUP

&IGURE IPPLICATION SERVERS MENU

“N .AME 1ELD DENE YOUR !PPLICATION SERVER NAME “N 14YPE YOU MUST SELECT (440 !PPLICATION 3ERVER
&INALLY CLICK ONARHATE BUTTON TO CONTINUE

&IGURE !PPLICATION SERVER NAME

I NEW WINDOW APPEARS WHERE THE NAME IS COPIED FROM THE PREVIOUBHEORANTENT 4YRELD YOU MUST
SELECT3/. 4HEN CLICK ON T BUTTON IN DD A ROUTE SECTION TO CREATE THE LINK TO THE CALLBA
INSTALLED

&IGURE IPPLICATION SERVER FORM

I 20UTE SECTION WILL BE GENERATED WITH A NEW FORM TO BE COMPLETEDDIVSTBOOTCBN HE PROCEED




,O2A7!. ETWORK 3ERVER SETUP

&IGURE 20UTE FORM

I NEW POP UP APPEARS “N THE $ESTINATEMD YOU MUST ENTER THE 52, OF THE SERVER WHERE THE DATA IS G
BE SENT #LICKON TBIE BUTTON TO SAVE THE INFORMATION

&IGURE $ESTINATION FORM

AAVIGATE BACK TO THE !PPLICATION SERVER FORMAMECKNIDRDER TO CREATE THE !PPLICATION SERVER

(OW TO CREATE A NEW !3 ROUTING PRQE

4HE PPLICATION 3ERMBRROUTING PROE DENES HOW A PREVIOUSLY CREATED !PPLICATION SERVER WML BEH
ORDER TO CREATE A NEW !3 ROUTINE RROHE $EVICE -ANAGER CLICK BRUTING PROLES BUTTON ON THE LEFT
SIDEBAR MENU

&IGURE $ESTINATION FORM

4HEN YOU MUST CLICK ONDBIE BUTTON IN THEST SECTION "ELOW IN THE SECOND SECTION A LIST WITH ALL EXI
ROUTING PREBS WILL BE DISPLAYED




,O2A7!. ETWORK 3ERVER SETUP

&IGURE 3 20UTINGLERS

“N THE .AME 1ELD WRITE THE NAME OF THE I3 ROUTING PROHE 4YPEELD SELECT ,02A7!. 4HEN CLICK ON THE
#REATE BUTTON TO CONTINUE THE PROCESS

&IGURE 3 20UTINGIBROIAME

“N THE NEW WINDOW YOU CAN READ THE !3 ROUINLEGSPRGIICH WILL BE NEEDED FOR BATCH IMPORT "ESIDES M
THE CHECK “S DEFAULT AND CLIOR BYHTON

&IGURE 3 20UTINGIBR®OUTE

I NEW POP UP WILL APPEAR WITH PARAMETERS TO BE COMPLETED 4YPB ISFTHHEKAPPLICATION FOR OUF
DESTINATIONOCAL APPLICATION SERVEBRIST BE SELECTED “N THE $ESTINATION DROFEDDWALL AVAILABLE
IPPLICATION SERVERS WILL BE DISPLAYED 30 THE CORRECT !'PPRIGREBONBERY CREATED MUST BE SELECTED
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&IGURE DD THE CREATED !IPPLICATION SERVER AS OESHEROONNEERO

AVIGATE BACK TO THE I3 ROUTINKEPRORM CLICK32NE IN ORDER TO CREATEIT 4HIS PROCESS SHOULD BE COMI
JUST ONCE &ROM THIS MOMENT CUSTOMERS CAN ADD DEVICES TO THE SERVICE

(OW TO CREATE NEW DEVICES MANUALLY
INCE CREATED THE !PPLICATION SERVER AND !3 ROUTLEIGRROCAN CREATE NEW DEVICES

“N THE MAIN 4HINGOARK MENU CLIGE@IRES OPTION 4HEN CLICK ONARHATE BUTTON

&IGURE #REATE NEW DEVICES

I'NEW FORM WILL BE DISPLAYED IN ORDERH OHEENEW DEVECEARAMETERS

IDMINISTRATIVE DATA

$EVICE NAME .AME TO IDENTIFY THE DEVICE

-ARKER “CON TO IDENTIFY THE DEVICE ON THE MAP LIST
IDMINISTRATIVE INFO 2ELEVANT INFORMATION OF THE DEVICE
IDMINISTRATIVE LOCATION ,OCATION OF THE DEVICE

-OTION INDICATOR ,IST WITH SEVERAL OPTIONS

$EVICE IDENTICATION

-ANUFACTURER 3ELECT 'ENERIC

-ODEL 3ELECT THE CORRESPONDING REGION
,O2AT!. %5 J21'ENERIC!  A?%43*?2X 3&
,O2A7!. 53 J2I'ENERIC!  A?&##?2X 3&
,O2AT7!. ~, J21'ENERIC! REV"?*. ?2X 3&
,O2AT7!. 15 J21'ENERIC! REV"?15 72X 3&
,O2A71. 13 [2I'ENERIC! 2?13 72X 3&

$EVICE ACTIVATION 3ELECT /VER 4HE !IR ICTIVATIGNDEFAULT PARAMETERS ARE USED !"0 IS THE OTHER
OPTION

$EV%S $EVICE %5 GLOBALLY UNIQuHE% %5 ADDRESS
IPP%5" $EVICE !PPLICATION IDEER MANDATORY FOR /4!l
+EY FORMAT 3HOULD BE #LEAR TEXT FOR NON ENCRYPTED KEY FORMAT
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IPP+EY  BYTE !PPLICATION +EXIANDATORY FOR /41!

.ETWORK PARAMETERS

#ONNECTIVITY PLAN 3ELECT A #ONNECTIVITY PLAN ON THE DROP DOWN MENU
$EVIDDR 3ELECT !ILLOCATED BY THE NETWORK SERVER

IPPLICATION LAYER HANDLING
IPPLICATION SERVER ROUTINEPBEYECT THE !IPPLICATION SERVER CREATED BEFORE

&IGURE %NTER ALLDEYRMMETERS

&INALLY CLICK ON#REATE BUTTON IN ORDER TO SAVE THE INFORMATION OF THE DEVICE

.ODES BATCH PROVISIONING IN ICTILITY

“T IS POSSIBLE TO REGISTER SEVERAL NODES AT A TIMHRSRIGBLHE ON
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&IGUREMPORT DEVICES

I NEW WINDOW IS DISPLAYED IN ORDER TO IMPORIEAA#IGH ALL DEVICES TO BE IMPORTED

&IGUREMPORT #36LE

2EGARDING THE #36E FORMAT YOU MUST START FROM THE EXPOREEPREN@ THE 3# OLEASE REFER TO
,IBELIUM #LOUD MANAGEMEMNECTION FOR FURTHER INFORMATION ON HOW TO EXPOERTWHIGH#B6CLUDES ALL
NODES /4!! CREDENTIALS NEEDED FOR DIRECT BATCH IMPORT 4HEN YOU MUST KEEF ISTMINY NEEDS MORE
INFORMATION TO BE INCLUDED IN THAE #88E #36 TO BE IMPORTED MUST FOLLOW THE NEXTCKDRIMAB

4HE #36 1LE FOR DEVICES MUST RESPECT THE NEXT FORMAT

CREATE_OTAA,<DevEUI_1>,,<DevProfile>,<AppEUI_1>,<AppKey_1>,,,<AS_profile_ID>,<ConnectivityPlan>,<name>,,,,,
CREATE_OTAA,<DevEUI_2>,,<DevProfile>,<AppEUI_2>,<AppKey_2>,,,<AS_profile_ID>,<ConnectivityPlan>,<name>,,,,,
CREATE_OTAA,<DeVvEUI_3>,,<DevProfile>,<AppEUI_3>,<AppKey_3>,,,<AS_profile_ID>,<ConnectivityPlan>,<name>,,,,,

CREATE_OTAA,<DevEUI_N>, <DevProfile>,<AppEUI_N><AppKey_N>,,,<AS_profile_ID>,<ConnectivityPlan>,<name>,,,,,

7THERE

#2%!4%7/411  3HOULD ALWAYS BE THE SAME IN ORDER TO IMPORT THE DEVICES USING®E!! JOIN
$EV%5“  4HIS IS THE $EVICE %XPORTED FROM ,IBELIUM 3#- #B6E 3HOULD NOT BE CHANGED
$EVOROL1LE 4HIS1ELD IS RELATED TO THE ,02A7!. REGION OF THE NODE OOSSIBILITIES DEPENDING ON THE

,O2AT7!. %5 J21'ENERIC!  A?%43 “?2X 3&
,O2A7!. 53 J21'ENERIC!  A?&##7?2X 3&
JO2AT!. J2!'ENERIC! REV"? Y 72X 3&

,O2A7!. 15 J2I'ENERIC! REV"?!5 ?2X 3&

,O2A7.13  /2I'ENERIC! ?!13 72X 3&
IPP%5 “ 4HIS IS THE !PPLICATIONEX3PORTED FROM ,IBELIUM 3#- #8B6E 3HOULD NOT BE CHANGED
IPP+EY  4HIS IS THE IPPLICATION +EY EXPORTED FROM ,IBELIUM BEE#3610ULD NOT BE CHANGED

I3?PRO1LE?S 4HIS IS ICTILIBY!3 ROUTING PRCE'$S WHICH BELONGS TO EACH CUSSGIERUNT CAN BE
READ FROM THE HEEONVHEN IT1RST CREATED

#ONNECTIVITYOLAN 4HIS MUST BE SET AS DEV CS TESTING
NAME .AME OF EACH DEVICE OPTIONAL

%XAMPLE FOR SOME 3MART OARKING %5 NODES ,02A7!. %5 ,BTASSUME 47!? WAS THE !3 ROUTING
PRQLE'$ GIVEN BY ICTILITY FOR OUR APPLICATION
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CREATE_OTAA,<EUI1>,LORA/GenericA.1.0.2a_ETSI_Rx2-SF12,<AppEUI1>,<AppKeyl>, dev-cs/testing, TWA_123,,Nodel,,,,,
CREATE_OTAA,<EUI2>,LORA/GenericA.1.0.2a_ETSI_Rx2-SF12,<AppEUI2>,<AppKey2>,,dev-cs/testing, TWA_123,,Node2,,,,,
CREATE_OTAA,<EUI3>,LORA/GenericA.1.0.2a_ETSI_Rx2-SF12,<AppEUI3>,<AppKey3>,,dev-cs/testing, TWA_123,,Node3,,,,,
CREATE_OTAA,<EUI4>,LORA/GenericA.1.0.2a_ETSI_Rx2-SF12,<AppEUI4> ,<AppKey4>, dev-cs/testing, TWA_123,,Node4,,,,,
CREATE_OTAA,<EUI5>, LORA/GenericA.1.0.2a_ETSI_Rx2-SF12,<AppEUI5>,<AppKey5>,,dev-cs/testing, TWA_123,,Node5,,,,,

4HE 4HINGS .ETWORK 44.

4HIS SECTION EXPLAINS HOW TO ROUTE INFORMATION ON 44. TO THE #USTOMER 3BR¥RR OFRKONGHE.OUD
3ERVICE USING THE (440 PROTOCOL 44. 1S A FREE AND READY TO USE .ETWORKBERVER GIOR ,02A7!.
COMMUNICATIONS 44. GIVES THE USER A WIDE VARIETY OF INTEGRATIONS READY TO USE

,OG IN

/PEN A NEW WINDOW ON YOUR WEB BROWSER ANO TREEWWW THETHINGSNETWORK ORG

,OGIN OR CREATE A NEW USER ACCOUNT IF YOU DO NOT HAVE ONE YET

&IGURE #REATE ACCOUNT OR LOGIN ON 44.

4HEN ENTER YOUR CREDENTIALS
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&IGURE ,OGIN CREDENTIALS ON 44.

IFTER A SUCCESSFUL LOGIN THE MAIN PANEL WILL BE SHOWN &ROMETW8ERSCREFACTHESS DISERENT SECTIONS
MANAGE HER DEVICES AND VIEW DATA

&IGURE -AIN SCREEN ON 44.

#LICK ON #ONSOLE TO OPEN THE MAIN SECTIONS ON 44. ONE FOR APPLICAH DS GNTEDMY S
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-ANAGE GATEWAYS

3ELECT 'ATEWAYS TO MANAGE YOUR DEVICES 90U CAN SEE A LIFTYOR HIRAADY CREATED SOME GATEWAYS
YOU CAN CREATE A NEW GATEWAY DEVICE

&IGURE -AIN SECTIONS ON 44. 'ATEWAYS

2EGISTER A NEW GATEWAY

40 REGISTER A NEW GATEWAY CLICK ON 2EGISTER GATEWAY ! NEWAKERM IS DISP

&IGURE #REATE NEW GATEWAY ON 44.

/N THE GATEWAY FORM ENTER THE FOLLOWING DATA TO CREATE A NEW ONE

'ATEWAY “$  UNIQUE AND HUMAN READABLE IDERR'FOR THE GATEWAY

$ESCRIPTION 4HE GATEWAY DESCRIPTION

&RECUENCY OLAN 4HIS PARAMETER BELONGS TO EACH COUNTRY REGUNKADEMATOENVRYRASENASFTLINK
20UTER 3ELECT THE GATEWAY TO CONNECT CHOOSE THE CLOSEST ONE TO YOUR LOCAVERAGE GET A BET
,OCATION 3ET THE LOCATION ON THE MAP

INTENNA OLACEMENT #HOOSE BETWEEN INDOOR OR OUTDOOR
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&IGURE #REATE NEW GATEWAY ON 44. 3TEP

&IGURE #REATE NEW GATEWAY ON 44. 3TEP

IFTERILLING ALL THEDS PRESS 2EGISTER GATEWAY1RM CAr$ NEW DEVICE

'ATEWAY SETTINGS

"Y CLICKING ON THE NEW CREATED GATEWAY A NEW SCREEN SUMMARMMNGONE/ INEAPPEAR 4HE USER CAN EL
THE GATEWAY INFORMATION CHANGE THE SETTINGS DELETE THE REGISTBRED BRATRE®AONANE GATEWAY
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&IGURE 3UMMARIZED INFORMATION AND EDIT SETTINGS ON 44.

IN IMPORTANT OPTION FOR THE GATEWAY IS PRESENT ON 3ETTINGS AT THE BOTTOM GFATREEDPBGETONERALLED
$ELETE GATEWAY EUI 888 4HIS IS USED TO PERFORM A FULL DELETION OO0 NETGATEYKAYIS OPTION IF YOU WAN
TO PRESERVE YOUR GATEWAY AS REGISTERED

-ANAGE APPLICATIONS

4HE 'PPLICATIONS SECTION PERMITS TO VIEW EDIT AND CREATE ABPMEIATICNGIEAV DATA AND INTEGRATE IT W
OTHER CLOUDS

&IGURE -AIN SECTIONS ON 44. !'PPLICATIONS

IFTER CLICKING ON !PPLICATIONS A LIST OF THEM WILL APPEARSFALIREAISERREBATED APPLICATIONS
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&IGURE ,IST OF APPLICATIONS ON 44.

/N THE TOP RIGHT CORNER THERE IS AN DD APPLICATION BUTTON TO REGISTARIANEWIERFON THIS OPTION T
CREATE ANEW ONE &ILL ALL THE INFORMATION AND PRESS DD APPLIGNTTBE DATAON

&IGURE DD NEW APPLICATION ON 44.

/PTIONS AND DEVICE REGISTRATION OVERVIEW

4HERE ARE PLENTY OF OPTIONSIGURIONN APPLICATION 4HIS GUIDE WILL GUIDE YOU THROUGH THENWOST I
OPTIONS TO ACCOMPLISH THE INTEGRATION WITH THE #USTOMER 3ERVER OR WING #HEU3MARR\IAHE

4HE MAIN SCREEN SHOWS A SUMMARY ABOUT THE APPLICATION THE REGEARREDHEEACCESSIKIPORTANT
FOR THETEGRATIONS SECTION
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&IGURE !PPLICATION OVERVIEW ON 44.

/N THE TOP RIGHT AREA OF THE $EVICES SECTION IT IS POSSIBLE TO REGISEERR NERVAMRIICATION #REATING
NEW DEVICE IS NOT REQUIRED TO PERFORM THE INTEGRATION WITH THE #USTONERBBRMIER ORRKING #LOUD
3ERVICE

&IGURE 2EGISTERING A NEW DEVICE FOR AN APPLICATION ON 44,

40 CREATE A NEW DEMIAEALL THH DS
$EVICE “$ 4HE UNIQUE IDENER FOR THE DEVICE IN THE APPLICATION
$EVICE %5“ 4HE UNIQUE IDERRIFOR THE DEVICE ON THE NETWORK
IPP +EY 5SED TO CREATE A SECURE COMMUNICATION BETWEEN THE DEVICE AND THE NETWORK

“MPORTANT
4HE $EVICEH MUST BE THE SAME AS ,02A7!. ‘%8 LOWERCASE TO MATCH THE COMMUNICATION WITH THE #US
3ERVER OR WITH THE 3MART OARKING #LOUD 3ERVICE

IFTER SETTING THE2DS HIT THE 2EGISTER BUTTONHIHE REGISTRATION
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&IGURE &ORM TO CREATE A NEW DEVICE ON 44.

4HERE IS ALSO A CHANCE TO REGISTER MORE THAT ONE DEVICE IN BUIKIMBDISTTBEVICES BUTTON PLACED ON Tt
TOP RIGHT

&IGURE "ULK DEVICES IMPORT ON 44.

4HE SCREEN FOR A BULK IMPORT IS VERY SIMPLE
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&IGURE "ULK DEVICES IMPORT FORM ON 44.

4HE PARAMETERSITO ARE
$EVICE “$ OREX 4HIS IS THE PREFOR THE GENERATED DEVICE “$S
IPP %5* 4HE PP %5" ALL THE DEVICES WILL REGISTER TO

2ANDOMIZE +EYS “F ENABLED A DISERENT !PP +EY WILL BE GENERATERMFOERESACOMWIBIENDED
$EVICE % 4HE DEVICE 985TO REGISTER SEPARATED BY TABS NEWLINES COMMAS OR SEMICOLONS

N\

“MPORTANT

4HE $EVICH ORELX MUST BE LEFT IN BLANK TO MATCH THE COMMUNICATION \ER BHRNERISRAMTH THE 3MART
OARKING #LOUD 3ERVICE

IFTER ENTERING ALL THE PARAMETERS PRESS 2EGISTER\D&EYHESBID K REGISTRATION PROCESS

“MPORTANT

7ITH THIS KIND OF BULK IMPORT AFTER CREATING THERFWUGCESREBEWRE THE SETTINGS OF EACH NODE USIN
THE PP %5THE PP +EY AND THE $EVICEUPPLIED ON THE REGISTERING PROCESS

4HIS NEW REPROGRAMMING PROCESS IS A RESULT OF 44. FBNOSIOENREGMITARING DEVICES

IPPLICATION INTEGRATIONS

INOTHER IMPORTANT SECTION FOR EACH APPLICATIONEGRAHEONS SECTION 4HERE THE USER CAN SEND DA
THIRD PARTY CLOUDS AND ALSO TO THE #USTOMER 3ERVER OR TO THEBMABHROARKING #L

#LICK ON !DD INTEGRATION TO CREATE A NEW MECHANISM TO SEND DATA
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&IGURENTEGRATIONS SCREEN ON 44.

IFTER CLICKING !DD INTEGRATION A LIST OF THIRD PARTY CLSRIDYBILICBOOSE (440 INTEGRATION TOUREN
44. TO SEND TOWARDS THE #USTOMER 3ERVER OR THE 3MART OARKING #LOUD 3ERVICE

&IGURENTEGRATIONS LIST ON 44,
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&IGURE (440 INTEGRATION OPTION ON 44.

4HE FORM FOR (440 CONNECTION IS AS FOLLOWS

&IGURE (440 INTEGRATION FORM ON 44.

4HERE ARE SONIELDS TO.L ON THE FORM
OROCESS “$ 4HE UNIQUE IDERNRTDF THE NEW INTEGRATION PROCESS &REE TEXT




,O2A7!. ETWORK 3ERVER SETUP

ICCESS +EY 4HE ACCESS KEY USED FOR DOWNLINK “T IS THE DEESTITASESIN
52, 4HE #USTOMER 3ERVER 52, HTTPS 9/52?#534/-%273%26%2?52, API PARKG V SERVICES TTN
-ETHOD 4HE (440 METHOD TO USE &OR #USTOMER 3ERVER INTEGRATION IT MUST BE 0/34

IN EXAMPLE OF COGURATION INTEGRATION FOR #USTOMER 3ERVER CAN BE AS SHOWN IN THE IMAGE

&IGURE #OBURATION ON AN (440 INTEGRATION WITH THE #USTOMER 3ERVER ON 44.

4HE REST OF THE INTEGRALD®IUST BE BLANK

$ATA VISUALIZATION

4HIS IS ONE OF THE MOST IMPORTANT OPTIONS ON 44. (ERE THE USER CAN SEE B@H BAJPA IBEKNAND DOWNLINK
ILSO THE ERRORS AND SUCCESSES ON THE COMMUNICATION PROCESS ARE SHOWN

4HE USER MUST USE THIS SECTION TO MAKE SURE THAT THE UPLINKGOIPNDONVBDITNBNS ARE CORRECT

&IGURE $ATA SCREEN ON AN INTEGRATION ON 44.
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IPPLICATION SETTINGS
4HIS SECTION IS A QUICK SUMMARY OF THE APPLICATION SETTINGS ASARNICERSHFEYS AMONG OTHERS
4HE USER CAN CHANGE THE PARAMETERS BUT IT IS POSSIBLE TO CREATE GMREIBOMENCSC THE APPLICATION

SETTINGS LSO ON THE BOTTOM THERE IS A $ELETE APPLICATION !00?.-% BUTTON THHE AMRIETESION
COMPLETELY

&IGURE 3ETTINGS FOR AN APPLICATION ON 44.

4HE 4HINGS “NDUSTRIES 44

4HIS SECTION EXPLAINS HOW TO ROUTE INFORMATION ON 44" TO THE #USTOMERBERRVERRRING #HEBUD 3ERVICE
USING THE (440 PROTOCOL 44" 1S A FREE AND READY TO USE CLOUD FOR ,OPACATOMNBIW4" GIVES THE USER A
WIDE VARIETY OF INTEGRATIONS READY TO USE

,OG IN

/PEN A NEW WINDOW ON YOUR WEB BROWSER AND TYPE THE LOGIN 52, RRBVABEDSBY'NDUSTRIES

2EQUEST A QUOTATION TO GET THE LOGIN 52, IF YOU DO NOT HAVE IT YET 4HEN2, GSINOREBHRWHEALS SUPPLIED
TO YOU BY 44°

IFTER A SUCCESSFUL LOGIN THE MAIN PANEL WILL BE SHOWN &ROMETUSERCREBENCEESS DISERENT SECTIO
TO MANAGE HER DEVICES AND VIEW DATA

&IGURE -AIN SCREEN ON 44
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#LICK ON #ONSOLE TO OPEN THE MAIN SECTIONS ON 44“ ONE FOR APPLICEHOR&SANEVOAY S

-ANAGE GATEWAYS

3ELECT 'ATEWAYS TO MANAGE YOUR DEVICES 90U CAN SEE A LIGTYOR HIRAADY CREATED SOME GATEWAYS
YOU CAN CREATE A NEW GATEWAY DEVICE

&IGURE -AIN SECTIONS ‘'ONIEWAYS

2EGISTER A NEW GATEWAY

40 REGISTER A NEW GATEWAY CLICK ON 2EGISTER GATEWAY ! NEWAKERM IS DISP

&IGURE #REATE NEW GATEWAY ON 44

/N THE GATEWAY FORM ENTER THE FOLLOWING DATA TO CREATE A NEW ONE

'ATEWAY “$  UNIQUE AND HUMAN READABLE IDERR'FOR THE GATEWAY

$ESCRIPTION 4HE GATEWAY DESCRIPTION

&RECUENCY OLAN 4HIS PARAMETER BELONGS TO EACH COUNTRY REGUNKADEN ADBNVIRYRASENASTTLINK
20UTER 3ELECT THE GATEWAY TO CONNECT CHOOSE THE CLOSEST ONE TO YOUR LOCAVERAGE GET A BET
,OCATION 3ET THE LOCATION ON THE MAP

INTENNA OLACEMENT #HOOSE BETWEEN INDOOR OR OUTDOOR
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&IGURE #REATE NEW GATEWAYBTEP44

&IGURE #REATE NEW GATEWATEP44

IFTERILLING ALL THEDS PRESS 2EGISTER GATEWAY1RM CAr$ NEW DEVICE

'ATEWAY SETTINGS

"Y CLICKING ON THE NEW CREATED GATEWAY A NEW SCREEN SUMMARVANGNHNBALNAPREAR 4HE USER CAN EDI
THE GATEWAY INFORMATION CHANGE THE SETTINGS DELETE THE REGISTBRED BRATRE®AONANE GATEWAY
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&IGURE 3UMMARIZED INFORMATION AND EDIT SETTINGS ON 44

IN IMPORTANT OPTION FOR THE GATEWAY IS PRESENT ON 3ETTINGS AT THE BOTTOM GFATREEDPBGETONERALLED
$ELETE GATEWAY EUI 888 4HIS IS USED TO PERFORM A FULL DELETION OO0 NETGATEYKAYIS OPTION IF YOU WAN
TO PRESERVE YOUR GATEWAY AS REGISTERED

-ANAGE APPLICATIONS

4HE 'PPLICATIONS SECTION PERMITS TO VIEW EDIT AND CREATE ABPMEIATICNGIEAV DATA AND INTEGRATE IT W
OTHER CLOUDS

&IGURE -AIN SECTIONS ‘ONPARLICATIONS

IFTER CLICKING ON !PPLICATIONS A LIST OF THEM WILL APPEARSFALIREAISERREBATED APPLICATIONS




,O2A7!. ETWORK 3ERVER SETUP

&IGURE ,IST OF APPLICATIONS ON 44

/N THE TOP RIGHT CORNER THERE IS AN DD APPLICATION BUTTON TO REGISTARIANEWIERFON THIS OPTION T
CREATE ANEW ONE &ILL ALL THE INFORMATION AND PRESS DD APPLIGNTTBE DATAON

&IGURE DD NEW APPLICATION ON 44

/PTIONS AND DEVICE REGISTRATION OVERVIEW

4HERE ARE PLENTY OF OPTIONSIGURIONN APPLICATION 4HIS GUIDE WILL GUIDE YOU THROUGH THENWOST I
OPTIONS TO ACCOMPLISH THE INTEGRATION WITH THE #USTOMER 3ERVER OR WING #HEU3MARR\IAHE

4HE MAIN SCREEN SHOWS A SUMMARY ABOUT THE APPLICATION THE REGEARREDHEEACCESSIKIPORTANT
FOR THETEGRATIONS SECTION
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&IGURE !PPLICATION OVERVIEW ON 44

/N THE TOP RIGHT AREA OF THE $EVICES SECTION IT IS POSSIBLE TO REGISEERR NERVAMRIICATION #REATING
NEW DEVICE IS NOT REQUIRED TO PERFORM THE INTEGRATION WITH THE #USTONERBBRMIER ORRKING #LOUD
3ERVICE

&IGURE 2EGISTERING A NEW DEVICE FOR AN APPLICATION ON 44

40 CREATE A NEW DEMIQEALL THH DS
$EVICE “$ 4HE UNIQUE IDENER FOR THE DEVICE IN THE APPLICATION
$EVICE %5“ 4HE UNIQUE IDERRIFOR THE DEVICE ON THE NETWORK
IPP +EY 5SED TO CREATE A SECURE COMMUNICATION BETWEEN THE DEVICE AND THE NETWORK

“MPORTANT
4HE $EVICEH MUST BE THE SAME AS ,02A7!. ‘%8 LOWERCASE TO MATCH THE COMMUNICATION WITH THE #US
3ERVER OR WITH THE 3MART OARKING #LOUD 3ERVICE

IFTER SETTING THE2DS HIT THE 2EGISTER BUTTONHIHE REGISTRATION
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&IGURE &ORM TO CREATE A NEW DEVICE ON 44

4HERE IS ALSO A CHANCE TO REGISTER MORE THAT ONE DEVICE IN BUIKIMBDISTTBEVICES BUTTON PLACED ON Tt
TOP RIGHT

&IGURE "ULK DEVICES IMPORT ON 44

4HE SCREEN FOR A BULK IMPORT IS VERY SIMPLE
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&IGURE "ULK DEVICES IMPORT FORM ON 44

4HE PARAMETERSITO ARE
$EVICE “$ OREX 4HIS IS THE PREFOR THE GENERATED DEVICE “$S
IPP %5* 4HE !'PP %5" ALL THE DEVICES WILL REGISTER TO
2ANDOMIZE +EYS “F ENABLED A DISERENT !PP +EY WILL BE GENERATERMFOERESACOMWIBIENDED
$EVICE % 4HE DEVICE 985TO REGISTER SEPARATED BY TABS NEWLINES COMMAS OR SEMICOLONS

“MPORTANT
4HE $EVICH ORELX MUST BE LEFT IN BLANK TO MATCH THE COMMUNICATION \ER BHRNERISRAMTH THE 3MART
OARKING #LOUD 3ERVICE

IFTER ENTERING ALL THE PARAMETERS PRESS 2EGISTER\D&EYHESBID K REGISTRATION PROCESS

IPPLICATION INTEGRATIONS

INOTHER IMPORTANT SECTION FOR EACH APPLICAHBRATIONS SECTION 4HERE THE USER CAN SEND DATA TO THI
CLOUDS AND ALSO TO THE #USTOMER 3ERVER OR TO THE 3MART OARKING #LOUD 3ERVICE

#LICK ON !DD INTEGRATION TO CREATE A NEW MECHANISM TO SEND DATA
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&IGURENTEGRATIONS SCREEN ON 44

IFTER CLICKING !DD INTEGRATION A LIST OF THIRD PARTY CLSRIDYBILICBOOSE (440 INTEGRATION TOUREN
44 TO SEND TOWARDS THE #USTOMER 3ERVER OR THE 3MART OARKING #LOUD 3ERVICE

&IGURENTEGRATIONS LIST ON 44
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&IGURE (440 INTEGRATION OPTION ON 44

4HE FORM FOR (440 CONNECTION IS AS FOLLOWS

&IGURE (440 INTEGRATION FORM ON 44

4HERE ARE SONIELDS TO.L ON THE FORM
OROCESS “$ 4HE UNIQUE IDERNRTDF THE NEW INTEGRATION PROCESS &REE TEXT




,O2A7!. ETWORK 3ERVER SETUP

ICCESS +EY 4HE ACCESS KEY USED FOR DOWNLINK “T IS THE DEESTITASESIN
52, 4HE #USTOMER 3ERVER 52, HTTP 9/52?#534/-%2?3%26%2?52, API PARKIG V SERVICES TTI
-ETHOD 4HE (440 METHOD TO USE &OR #USTOMER 3ERVER INTEGRATION IT MUST BE 0/34

IN EXAMPLE OF COGURATION INTEGRATION FOR #USTOMER 3ERVER CAN BE AS SHOWN IN THE IMAGE

&IGURE #OBURATION ON AN (440 INTEGRATION WITH THE #USTOMER 3ERVER ON 44

4HE REST OF THE INTEGRALD®IUST BE BLANK

$ATA VISUALIZATION

4HIS IS ONE OF THE MOST IMPORTANT OPTIONS ON 44. (ERE THE USER CAN SEE B@H BAJPA IBEKNAND DOWNLINK
ILSO THE ERRORS AND SUCCESSES ON THE COMMUNICATION PROCESS ARE SHOWN

4HE USER MUST USE THIS SECTION TO MAKE SURE THAT THE UPLINKGOIPNDONVBDITNBNS ARE CORRECT

&IGURE $ATA SCREEN ON AN INTEGRATION ON 44
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IPPLICATION SETTINGS
4HIS SECTION IS A QUICK SUMMARY OF THE APPLICATION SETTINGS ASARNICERSHFEYS AMONG OTHERS

4HE USER CAN CHANGE THE PARAMETERS BUT IT IS POSSIBLE TO CREATE GIREISAMENMEC THE APPLICATION
SETTINGS LSO ON THE BOTTOM THERE IS A $ELETE APPLICATION !00?.-% BUTTON THHE AMRIETESION

COMPLETELY

&IGURE 3ETTINGS FOR AN APPLICATION ON 44
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-ULTI4ECH BASESTATION

4HIS SECTION EXPLAINS HOW TO ROUTE INFORMATION ON A -ULTI4ECH BASESTRONIEBRTEERMERIOR TO THE 3MAR
OARKING #LOUD 3ERVICE USING THE -144 PROTOCOL

-ULTI4ECH BASESTATIONS COME WITH AN %MBEDDED .ETWORK 3ERVER FOR ,02A7'T BREENDIUBDBEES "ESIDES
,IBELIUM CUSTOMERS CAN PURCHASE SPECIAL MODELS OF -ULTI4ECH BASERARE IREEDWYHIO USE SINCE THEY HAV
OUR #USTOM IPPLICATION ALREADY INSTALLED 4HIS #USTOM !PP ENABLESCAVINIMIMCATION BETWEEN 3MART
OARKING NODES AND OUR 3MART OARKING #LOUD 3ERVICE 4HESE SPHOMMBAHESTARE CALLED 3MART OARKIN
CONGURED

,IBELIUM S #USTOM !PP

30ME -ULTI4ECH BASESTATIONS COME WITH THE $BAULSIMM PP ALREADY INSTALLED ON OUR FACILITIES OLEA
TO THE SECTION “NSTALLING UPGRADING ,IBELIUM #USTOM PP IF YOUR BAEENA@TIHAVE IT OR IF YOU WANT
UPGRADE THE VERSION OF THE #USTOM !PP INSIDE YOUR BASESTATION

“MPORTANT

/UR #USTOM PP WAS DEVELOPED FOR -3 ITRARGHRE VERSION IT THE MOMENT THE #USTOM !PP|IS NOT
SUPPORTEDXRWMWARE THIS  VERSION CONTAINS SOME KNOWN BSG IBE&JEST CURRENTLY SUPRPORTEL
-ORE INFORMATION ON THE #OMPANBUYERE VERSIONS SECTION

,OG IN

40 START THE APPLICAIRSN GO TO THE ADDRESS WHERE YOU INSTALLED YOUR -ULTI4ECH BASESTATIORN "Y
CONMGURED ADDRESSTS$PS %NTER YOUR CREDENTIALS AND PRESS ,OGIN

&IGURE -ULTI4ECH LOGIN PANEL

3TARTING THE #USTOM !PP
"EFORE ACCESSING THE APPLICATION IT IS RECOMMENDED TO CHECK ITS $ATNSHE WENS

4HE APPLICATION HAS STATUS

3TOPPED4HE APPLICATION IS STOPPED AND CANNOT BE ACCESSED

3TARTEDAHE APPLICATION IS STARTED AND IT WILL TAKE A FEW MINUTES TOHSS ABIEEARPRICATION AFTER
PRESSING THE OLAY BUTTON

2UNNING 4HE APPLICATION IS RUNNING “T IS POSSIBLE TO ACCESS IT THRESSWHEREADDIS INSTALLED B?
ADDING PORT

&AILED4HE APPLICATION HAS FAILED AND IT IS NECESSARY TO RESTART ON ABEXHLANISTSTATUS IS IN THE
“NFO 1ELD
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ICCESING THE #USTOM PP

/PEN ANEW TAB ON YOUR WEB BROWSER AND ENTER THE CREDENTIALS TO ACCHS$S YIBERARBLICAHE CREDENTIAL
ARE

5SERNAME ADMIN
OASSWORDADMIN

&IGURE #USTOM IPP LOGIN

“F YOU WANT TO CHANGE THE DEFAULT CREDENTIALS PLEASE READ THE AGBNSE CREEBENTIALS SECTION

#ONL GS TAB

“F YOU SELECT THE ,IBELIUM 3MART OARKING #LOUD 3ERVICE OPTIQNLLYTHEMIOKEMNELD TO SEND THE N®DE
FRAMES TO OUR 3MART OARKING #LOUD 3ERVICE OLEASEMRESERTION FOR FURTHER INFORMATION ABOUT TO H
CREATE A TOKEN /NCE YOU HAVE CREATED THE TOKEN RASTE IN THE

&IGURE -ULTI4ECHIGORATION 3MART OARKING #LOUD 3ERVICE OPTION

“FYOU SELECT THE #USTOMER 3ERVER OPTION IYOUWBISZ, 1ELD TO SEND THE N®BRAMES TO YOUR #USTOMER
3ERVER

&IGURE -ULTI4ECHIGORATION #USTOMER 3ERVER OPTION




,O2A7!. ETWORK 3ERVER SETUP

2EGARDLESS OF THE METHOD YOU HAVE USED SAMESTEHCKING THE 3AVEG®MUTTON “F THE INTRODUCED VALL
IS VALID A POP UP WINDOW WILL APPEAMOGNTHAT THE CGWRATION HAS BEEN SAVED

&IGURE -ULTI4ECHIGORATION SAVED

“F THEELD DOES NOT HAVE A VALIGOBNTION A WINDOW WILL TELL YOU NEED TO REVIEMWRAHEOSIBEFORE SAVING

&IGURE -ULTI4ECHIGORATION ERROR

$EVICES OROVISIONING TAB

4HANKS TO THIS FEATURE YOU CAN REGISTER ALL THE DEVICES AT ONOBRUDEVENE=ERH TEXT BOX “MPORT YOL
$EVICES IN COMMA SEPARATED FORMEDEVICE PER LINE

4HE FORMAT TO USE IS

<DevEUI_1><Serial>,<AppEUI_1>,<AppKey_1>
<DevEUI_2>,<Serial>,<AppEUI_2> <AppKey_2>
<DevEUI_3>,<Serial>,<AppEUI_3>,<AppKey_3>

<DeVvEUI_N><Serial>,<AppEUI_N>,<AppKey_ N>

/N THE 3ERVICES #LOUD -ANAGER 3#- YOU CAN DOWNLOADRIAEABGTH ALL YOUR DEVICES ALL THE DEVICES ASSO
WITH ON YOUR 3#- ACCOUNT 40 DOWNLOAETPEEASE REFERBELIUM #LOUD MANAGEMERECTION FOR FURTHER
INFORMATION ON HOW TO EXPORT THLE #B61ICH INCLUDES ALL NODES /4!l CREDENTIALS NEEDED FOR DIREC
IMPORT

,OGS TAB

4HE ,0GS TAB SHOWS THE INFORMATION AND ERROR MESSAGES OF THE COMNAESNECAFIOHERBEQA7!. SERVICES
ILL MESSAGES RELATED TO THE TRANSPORT LAYER OF THE SEERIGE ARERDERARZ 5SER INTERVENTION MAY
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BE REQUIRED TO ANALYSE THE MEANING OF THE MESSAGES GENERATED IN AMERARRD CATMN IF SOME ACTIONS
ARE NEEDED

&IGURE ,0GS SECTION

4HE MESSAGES WILL APPEAR IN ASCENDING ORDER SHOWING THE NEWESHMBES®PAGEB SAN CHANGE THE ORDE
BY CLICKING THE !SCENDING OR $ESCENDING BUTTON

&IGURE ISCENDING BUTTON

#LICK THE 2EFRESH BUTTON TO UPDATE THE LOG VIEW AND LOAD NEW MEESAGES INMEHAAPPEAR AT THE TOP

&IGURE 2EFRESH BUTTON

#HANGE DEFAULT ACCESS CREDENTIALS

“N ORDER TO CHANGE THE PASSWORD OR USER THAT THE APPLICATION.BRWIGESHY/BDHERATONNECT THROUC
33( TO THE -ULTI4ECH BASESTATION /NCE CONNECTED NAVIGATE TO WHERBRAHEORGNIS LOCATED AT
VAR CONG APP LIBELIUM MULTITECH APP AND EDIT THELENV

# If you want to change the username and password to access de application:

APP_USERNAME= "admin'
APP_PASSWORD= 'admin’

/INCE YOU HAVE CHANGED THE DEFAULT USERNAME OR PASSWORD ANE SAOENHEETO STOP THE APPLICATION Al
RESTART IT FOR THE CHANGES SECTAKE E

#HANGE THE DEFAULT LISTENING PORT

“N ORDER TO CHANGE THE PORT WHERE THE APPLICATION LISTENS BY DEFAONNBQUTHRZEIEE B83( TO THE
-ULTI4ECH BASESTATION /NCE CONNECTED YOU HAVE TO NAVIGATE TO WHEMRATIORL.EAN LOCATED AT
VAR CONG APP LIBELIUM MULTITECH APP AND EDIT THELLENV




,O2A7!. ETWORK 3ERVER SETUP

# If you want to use another port you must to change the APP_PORT field:

APP_PORT= '3001'

/INCE YOU HAVE CHANGED THE DEFAULT PORT AND $&EIDTHEEED TO STOP THE APPLICATION AND RESTART IT
CHANGES TO TAKE ESECT

(OW TO CREATE A SINGLE DEVICE MANUALLY

40 REGISTER THE DEVICES YOU HAVE TO GO TO ,ORA7!.4- +EY -ANAGEMERNTSENJICE

&IGURE 2EGISTERING A DEVICE MANUALLY

4HEN CLICK ON DD NEW ! NEW POP UP WINDOW WILL OPEN WITH A FORMNSCLYI®IE EARAMETERS OF THE NODE:
4HE1ELDS $EV %5 PP %5 AND PP +EY ARE MANDATORY TO PROPERLYRECIEMEE

&IGURE 2EGISTERING A DEVICE MANUALLY

/INCE THE FORM IS COMPLETED THE LIST OF DEVICES WILL BE UPDATEDMUAAMEDEXLLE YOU JUST REGISTERED
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&IGURE 2EGISTERING A DEVICE MANUALLY

2ESTART THE -ULTI4ECH BASESTATION

7HEN YOU HAVENISHED THE PROVISIONING OF YOUR DEVICES REGARDLESS OF THE METHONQOUNEAYHEQSEL
RESTART THE -ULTI4ECH SO THAT CHANGES TAKE ESECT

7E RETURN TO ACCESS THE 52, WHERE WE HAVE THE APPLICATION INSTAAVED 2ESTART3BUTTON IS RED IT

INDICATES THAT THERE ARE PENDING CHANGES TO BE SAVED AND THATO PEREORBSARESTART OF THE -ULTI4E!
BASESTATION 40 DO SO GO TO THE MENU ON THE LEFT AND PRESS THE 3AVE 2ESTART BUTTON

&IGURE 2ESTART BUTTON -ULTI4ECH BASESTATION

#OMPATIBLE 1RMWARE VERSIONS

"ELOW WE SHOW A LIST OF THE COMPATIBILITY OF THE #USTOM PP WITH VEESIGNASESTUATIARBIWARE

“T CONTAINS SOME KNOWN BUG ISSUES SO IT IS NOT CURRENTLY SUPPORTED
X 40TALLY COMPATIBLE

“NSTALLING UPGRADING #USTOM !PP
,OG IN $EVICE(1

/PEN A NEW WINDOW ON YOUR WEB BROWSER ANDTPAPENWW DEVICEHQ COMS A REPOSITORY WHERE -ULTI4ECH
OSERS DISERENT APPS AND SOFTWARE

#REATE A NEW USER ACCOUNT IF YOU DO NOT HAVE ONE YET “F YOU HAVE ANY@OBCIREDENTIARS TO PERFOR
THE NEXT STEPS
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&IGURE #REATE ACCOUNT OR LOGIH(ON $E

$EVICE(1 PANEL

IFTER A SUCCESSFUL LOGIN THE MAIN PANEL APPEARS 4HE USER CAN GHE MANWARARGE DEVICES INSTALI
APPLICATIONS UPGRADERMWARE SEE LOGS ETC

&IGURE $EVICE(1 MAIN PANEL

2EGISTERING A -ULTI4ECH DEVICE ON $EVICE(1

INCE INSIDE THE $EVICE(1 PANEL GO TO $EVICES 4ASKS 2EGISTEE®EVI

&IGURE 2EGISTERING A -ULTI4ECH DEVICE ON $EVICE(1 PANEL

I'NEW POP UP WINDOW APPEARS “N THE 3ERIALYOU MUST TYPE THE -ULTI4ECH SERIAL AND ON THELB5/®U
MUST TYPE THE -ULTI4ECH 55*“$4HEN CLICK ON THE 2EGISTER DEVICE BUTTON
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&IGURE 2EGISTERING A -ULTI4ECH DEVICE(@RNAREL

“MPORTANT
90U CAMNND ALL THIS INFORMATION ON THE RIGHT SIDE OR ON THE BACK OF YOUR DEVICE

'DD ,IBELIUM #USTOM !PP TO YOUR STORE

40 ADD THE #USTOM IPP GO TO 3TORE ON THE TOP MENU OF THE $EVICE(1 PANEL ANDWUBIECKRHPIS OPTION
TO SEE ALL THE PUBLIC APPS 4HEN SEARCH THE LIBELIUM MULTNEEN@BRHAVE FOUND IT CLICK ON DD TO -Y
IPPS AND AGAIN ON THE DD TO MY APPS BUTTON

&IGURE DD ,IBELIUM -ULTI4ECH APPLICATION OUR #USTOM !PP

OLEASE ACCEPT THE LICENSING AGREEMENT AND CLICK ON ICCEPT

&IGURE ICCEPTING THE LICENSING AGREEMENT

%NABLEEMOTE -ANAGEMENT

/INCE INSIDE THE -ULTI4ECH BASESTATION PANEL GO TO !IDMINISTRATION -ARBBBVIENT 4HEN TYPE YOUR
ICCOUNT +EY IN THE DEDICAEED
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&IGURE %NABLE REMOTE MANAGEMENT

#LICK ON THE 3UBMIT BUTTON /NCE CHANGES HAVE BEEN SAVED THE -\8TBE@ESMARTED FOR THE CHANGES
TAKE ESECT SO PRESS THE 3AVE 2ESTART BUTTON

3CHEDULE INSTALL OR UPGRADE THE #USTOM PP

“N THE $EVICE(1 PANEL $EVICES SECTION CLICK ON THE SELECTED DEVUCE 3W8ER L APP AND SELECT THE
VERSION THAT YOU WANT TO INSTALL OR UPGRADE

&IGURENTALL UPGRADE THE #USTOM PP

INCE YOU HAVE SCHEDULED AN ACTION YOU MUST CHECK THE $EVICE(1 SERVER MERTPGITIONS 2EAD NEXT
SECTION FOR MORE INFO

#HECKING $EVICE(1 FROM -ULTI4ECH

4HE -ULTI4ECH BASESTATION WILL CHECK THE $EVICE(1 SERVER AND POLINOSFSBOEOMMAGRATION UPDATE

INSTALL AND UNINSTALL APPS AND OTHER ACTIONS &OR THIS ACTION YOU MMSNISTRAITGORON 12EMOTE
-ANAGEMENT #URRENT 3TATUS AND PRESS THE #HECK IN TO $EVICE(1 BUTTON
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&IGURE #HEGIKTO $ZICE(1




#USTOMER 3ERVER

#USTOMER 3ERVER

“N ORDER TO COMMUNICATE WITH ANY ,02A7!. ETWORK 3ERVER YOU NEED A WEB APRNDOARUGNING 4HE WEB
APPLICATION WILL RECEIVE ,02A7!. REQUESTS VIA 0/34 '%4 REQUESTS DEPHKNEISGRONER ,IBELIUM PROVIDES THE
SOURCH.ES OF A SIMPLE WEB APPLICATION CALLED #USTOMER 3ERVER CREATED TO@MRRDEHFROEYED ON Y

&IGURE #USTOMER 3ERVER

4HE #USTOMER 3ERVER IS COMPOSED OF PARTS

THE 2ZEMOTE #QURATION &0ORM IT MANAGES THEWRMN ION VALUES OF THE 3MART OARKING NODES
THE #USTOMER 3ERVER #ORE IT DEALS WITH THE ,02A7!. . ETWORK 3ERVER REQUEACTEK /SEESRGNBE WHEN
NEEDED

“F THE USER WANTS TO USE THE 2ZEMOGERAONON &ORM ALL 3MART OARKING NODES MUST BE REGISTERED ON*
4HERE IS NO NEED OF ADDITIONAL LICENSES

4HE #USTOMER 3ERVER MUST BE DEPLOYED ON YOUR OWN SERVER "ESIDES THE ,ORABER¥ER/ORIST BE
CONGURED WITH THE COMPLETE 52, CONTAINING YOUR SERVER DOMAIN NAME OR "SHBIELOGMOIRX TO THE WEB
APPLICATION DEPLOYMENT PATH

.OTE #USTOMERS CAN ASK FOR THIS SOURCE CODE TO OURSBAIESI4BEMUM COAFTER BUYING THE NODES




#USTOMER 3ERVER

‘NSTALLATION

4HERE ARE WAYS TO INSTALL THE #USTOMER 3ERVER INSTALLING ITVERWOIUR SOCKERFOR INSTALLING IT MANU/
ON YOUR OWN SERVER

ISSIGNING A PUBLIC “0 AND A REGISTERED DOMAIN NAME TO THE SERVERDISIRECEMSENHE TASK QFSCBNG
,O2A7!. . ETWORK 3ERVER TO SEND (440 (4403 REQUESTS TO THIS SERVER ‘T IS ALEGACTEICED O IMPLEMENT
EXISTING SECURITY POUSHRESCREDENTIALS 1IBEWALL AND TOOLS TO AVOID $03 ATTACKS FOR SERVERS WITH O
TONTERNET

$OCKER
“F YOU WANT TO USE $OCKER YOU MUST INSTALL $OCKER AND $OCKER #OMPOSE ‘DINDRDER SERMERALL THESE
TOOLS YOU SHOULD FOLLOW THE INSTRUCTIOMSCRARONMOCHBMENTATION BY $OCKER

$OCKER INSTALLATION INSTRUOTMRBISDOCS DOCKER COM INSTALL
$OCKER #OMPOSE INSTALLATION INSTRUORSNBOCS DOCKER COM COMPOSE INSTALL

90U CAN ALSO HIRE ONLINE SERVICESBRIICHIRTUAL SERVER WITH $OCKER ALREADY INSTALLED ON IT

3ERVER

4HE MINIMUM REQUIREMENTS FOR THE SERVER ARE

IPACHE WEB SERVER
0(0

$ATABASEY31, OR 00STGRE31,
ION#UBE ,OADER

IN'PACHE WEBSERVER WITH 0(0 SUPPORT AND A DATABASE MUBSBREDODN YOUR SERVER 4HOSE ARE THE MINIML
REQUIREMENTS TO DEPLOY THE #USTOMER 3ERVER WEB APPLICATION

%VEN IF YOU ARE NOT USING $OCKER YOU QAR®BE A REFERENCE TO INSTALL ALL THE DEPENDENCIES OF TH
4HESELLES ARE $OCKER AND DOCKER COMPOSE YML AND CAN BE FOUND ON THE SOURCE CODE4BAMT THE :
PROVIDESIN CI SMART?PARKING

“NFO AND TUTORIALS ABOUT INSTALLATION OF MINIMUM REQUIREMENTS OF YOUR SERVER

5BUNTUHTTPS HELP UBUNTU COM COMMUNITY IPACHE-Y31,0(0

7INDOWS HTTP_ WWW AMPSOFT NET WEBDESIGN L HOW TO INSTALL APASBIE HHRLMY
-AC HTTP JASON PURECONCEPTS NET INSTALL APACHE PHPMIAGQS X

ION#UBE ,OADERITTP_ WWW IONCUBE COM LOADERS PHP

“MPORTANT
“N ORDER TO INSTALL THE #USTOMER 3ERVER USING THE SERVEREBP ACCESSTO YOUR SERVER TO INSTALL ,
DEPENDENCIES AND TO CON1GURE THE |PACHE SERVER

$SEPLOYING

$OCKER

3TEP  %XTRACT ON YOUR SERVERITHEPRG®VIDED BY ,IBELIUM CONTAINING THE #USTOMER 3ERVER APPLI
SOURCH.ES




#USTOMER 3ERVER

3TEP 'O TO THE FOLDER BIN ClI SMART?PARKING

3TEP 90U SHOULD MODIFY THES $OCKEEE AND DOCKER COMPOSE YML THAT WE PROVIDE IN ORDER TO MAL
THAT THE SECURITY REQUIRED FOR YOUR PROJECT IS MATCHED

$ATABASE 7E PROVIDE ALE WITH THE STRUCTURE FOR THE DATABASE YOU CAN CHANGE THE NAME O
TABLE AND ALSO USE IT TO ADD ANY ADDITIONAL TABLES YOU MAE NHEDCAHED ON

bin/ci/smart_parking/docker-entrypoint-initdb.d/init.sq|

4HIS1LE WILL BE EXECUTED ONE TIME WHEN THE DATABASE CONTAINER IS CREATHED ADIDED $8QUVIED
DOCKER GROUP

&ILE STRUCTURE 4HE APPLIOASCMNHOULD BE PLACED INMWM® DATASROUP FROM THE WEB CONTAINER
90U CAN MAP A HOST USER TO WWW DATA BY 5“$ AS IT IS COMMENTED ON IHBDROCKERAN ASSIGN THE
1LES TO THE CORRECTBY$DEFAULT

3TEP %XECUTEBOCKER COMPOSE U® LAUNCH THE PROJECT THE ST TIME IT MAY TAKE SOME TIME TO EXEC(

3TEP 90U CAN CHECK IF THE INSTALLATION IS COMPLETED NAVIGATIMG T@7?0 YOU SHOULD SEE
THE 2ZEMOTE #QURATION &0ORM LOGIN SCREEN

-ULTIPLES INSTANCES

“‘F YOU WANT TO USE THE #USTOMER 3ERVER WITH MORE THAN ONE APPLICATION @9 ONEHVSTANEPIOF THE
CONTAINER FOR EACH APPLICATION 90U MUST FOLLOW THE SAME STER&EABBTARNBIEABEWY INSTALLATION IS C
THE SAME MACHINE YOU WILL HAVE TO CHANGE THE APPLICATION PORIISTOBWEE®NHE APPLICATIONS MODIF
THEDOCKER COMPOSE YMLE OF THE NEW APPLICATION AND CHANGE THE DEFAULT PORTS  FORANHE WEB APP
FOR THE DATABASE

/LD 1LE
ports:
- "7000:80"
ports:
- "7001:3306"
.EW 1LE
ports:
- "8000:80"
ports:
- "8001:3306"

.OTE 4HE PORT CAN BE ANY OPEN PORT ON YOUR SERVER

3ERVER

3TEP  %XTRACT ON YOUR SERVERITHEPRG®VIDED BY ,IBELIUM CONTAINING THE #USTOMER 3ERVER APPLI
SOURCH.ES

3TEP #HECK THE RIGHT OWNER GROUP AND PERMISSIONSLES AMTRAETED USUALLY USING WWW DATA Gl
IS DEFAULT IN 5BUNTU ENVIRONMENT

3TEP #HECK THE PERMISSIONS OF ALL FOLRERS AMSDALLY USING  FOR DIRECTORIES AND 1LESRS
DEFAULT IN 5BUNTU ENVIRONMENT
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3TEP #ONLGURE IN YOUR SERVER THE CONTEXT OF THE CALLBACK SERVER APPLITEATIIERE MHETSEGUWRCE
1LES WERE EXTRACTED

#OPY AND PASTE THE FOLLOWING TEXT AS CONTERVI'OFSBRYER CONE LOCATED ON
ETC APACHE SITES AVAILABEPLACE PATHS TO MATCH YOUR SERVER DEPLOYMENT LOCATIONS

<VirtualHost  *:80 >
ServerAdmin webmaster@localhost
ServerName my_server.com
ServerAlias my_server.com

Directorylndex  index.html index.php
DocumentRoot /path/zip/extracted

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}access.log combined

<Directory /path/zip/extracted >
Options Indexes FollowSymLinks
AllowOverride All
Require all granted
</Directory>
</VirtualHost>

-ULTIPLES INSTANCES

“F YOU WANT TO USE THE #USTOMER 3ERVER WITH MORE THAN ONE APPLICAEORN DBBLUNIOBIRTUAL(OST
FOR EACH APPLICATION YOU WILL HAVE TO FOLLOW THE SAME STEPSVYROMKBGMWYBWLSO TO CREATE ANOTI
DATABASE AND CHANGE THESTM®ATION ON TEMEV1LE OF YOUR NEW 6IRTUAL(OST TO MATCH YOUR NEW NAME

#ON 1GURING THE APPLICATION

“‘NITIALIZE THE NODES STORAGE

cd src/storage/app/parking
cp nodes.example.json nodes.json

#OPY SRC ENV EXAMPIOPE SRC ENVAND EDIT THEE
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APP_NAME='Smart Parking v2 - Customer Server'
APP_ENV=local

APP_DEBUG=false

APP_URL=http://localhost

APP_TIMEZONE=UTC

# Set to true to use the database:
USE_DB=false

# This data should match the data on the file docker-compose.yml:
DB_CONNECTION=mysq|l

DB_HOST=db

DB_PORT=7001

DB_DATABASE=LoriotDB

DB_USERNAME=user

DB_PASSWORD=password

CACHE_DRIVER=file

# It is mandatory to set a service (Loriot|Actility]LWwTTN|LwTTI|Multitech):

SERVICE="

# If you want to use Loriot you must fill these fields:
LORIOT_URI="

LORIOT_APP_ID="

LORIOT_TOKEN="

LORIOT_API_KEY="
# If you want to use Actility you must fill these fields:

ACTILITY_URI="
ACTILITY_TOKEN="

# If you want to use TTN you must fill these fields:
TTN_URI="

TTN_REGION="

TTN_APP_ID="

TTN_PROCESS_ID="

TTN_PORT=1

TTN_KEY="

# If you want to use TTIl you must fill these fields:
TTI_URI="

TTI_APP_ID="

TTI_PROCESS_ID="

TTI_PORT=1

TTI_KEY="
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# If you want to use MultiTech you must fill these fields:
MTT_USERNAME= "

MTT_PASSWORD= "

MTT_URI= "

90U MUST SPECIFY WHICH SERVICE YOU WANT TO USH LYQU IMTHH C&BRATIANELDS FOR THE SELECTED ONE

(OW TO CON 1GURE ,ORIOT

7RITE ,ORIOTIN THE3%26“#%1 ELD

SERVICE="Loriot'

&OR THE REMAININEEDS

LORIOT_URI="https://serverID.loriot.io/1/'

SERVER"[S THE ,ORIOT SERVER FROM WHICH YOUR ,ORIOT APPLICATION IS SERYHDONAWEAR, OF YOUR ,ORIOT
ACCOUNT

LORIOT_APP_ID="appld'

APP“D IS THE “$ OF YOUR ,ORIOT APPLICATION 90D CAKN THEETWORK APPLICATISECTION OF YOUR ,ORIOT
ACCOUNT

&IGURE ,ORIOT APPLICATION

LORIOT_TOKEN="loriotToken'

LORIOT4OKESITHE “$ OF YOUR ,ORIOT APPLICATION 20D OAQN THEPPLICATION TOKESECTION OF YOUR ,ORIOT
ACCOUNT

LORIOT_API_KEY='loriotApiKey'

LORIOT!PI+EYS A KEY YOU CAN OBTAIN ONOEBUNTSECTION OF THE ,ORIOT PANEL
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&IGURE ,ORIOT TOKEN

&IGURE ,ORIOTHEY

(OW TO CON 1GURE ICTILITY

7RITE ICTILITY IN THE 3%26“#8& D

SERVICE="Actility’

IND THE REMAININKELD

ACTILITY_URI="actilityURI'

ACTILITY52S THE DOWNLINK 52, THAT ICTILITY PROVIDES TO SEND INFORMATION FROQMIMTAEENESERYERIS 52, IS
THE ADDRESS OF THE PRIMARY ICTILITY ,2# CLUSTER

(OW TO CON 1GURE 4HE 4HINGS .ETWORK 44.

7TRITE,W44. IN THE3%26“#%1ELD

SERVICE="LWTTN'

&OR THE REMAININKEDS
44,752 “IS THE 52, FROM THE 44. SERVICE TO READ THE UPLINK RESPONSE

3ETHTTPS INTEGRATIONS THETHINGSNETWORKIQEG

TTN_URI="https://integrations.thethingsnetwork.org'
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44.?22%' /. MUST BE A VALID ,02A7!. REGION THESE REGIONS ARE
TTN EU
TTN BRAZIL
TTN US WEST
TTN ASIA SE

&OR INSTANCE FOR THE %UROPEAN REEIONMUIHE BETN EU

TTN_REGION="ttn-eu'

44.2100?“$ IS THE !PPLICATION “$ FROM THE APPLICATION CREATED ON THE 44. CONSOLE 1 MBETHEERACAE
ON THEIVERVIEW SECTION &OR INSTANCE THE !PPLICATION “$ VALUESEREBELIUM

&IGURE !PPLICATSOMORTEST?LIBELIOM 44.

TTN_APP_ID="test_libelium'

44.202/#%337“¢ IS DISPLAYED ON THE INTEGRATION OVERVABWRAT@W 'O TO THE SELECTED INTEGRATION |
THE OROCESS “$ IS AVAILABLE OVERTHE&RATION OVER\BEWTION &OR INSTANCE IF THE OROCESS “$ HAS THE \
LIBELIUM THE CAMNGURATION WILL BE AS FOLLOWS

&IGURE OROCESSI 44.

TTN_PROCESS_|D="libelium1234'

44.20/24 IS THE VALUE FOR THE DOWNLINK PORT 4HIS VALUE IS AVAILABCE DETAHES DRV THBEWNLINK
SECTION NAVIGATE TGAEMECESSECTION CLICK ON THE WANTED DEVICE AND SCROLL D@MWNINNKSEIHEION
&OR INSTANCE IN THE IMAGRIBRTVALUE IS THE CIBURATION MUST BE AS FOLLOWS
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&IGURE $OWNLINK PORT FOR DEVICE ON 44.

TTN_PORT=1

44.7+%9 APPEARS AT THE BOTTOM OF THE IPPLICATION OVERVIEW SECTIOENGN#CICKS3N THE COPY ICON TO GE
THE KEY 4HIS KEY IS A LONG HEXADECIMAL STRING &OR INSTASCER ABE®ENT V (L2?F6 9S8% 4'4Z2&6%0 "YR
THE CANGURATION WILL BE

&IGURE ICCESS +EYTEGR?LIBELIOM 44.

TTN_KEY="ttn-account-v2.HIR_fV9YsXE8TGTzFVEP-Byr'

&INALLY IF WE GATHER ALL PARAMETERS&SURETCON WILL BE SET AS FOLLOWS

TTN_URI="https://integrations.thethingsnetwork.org’
TTN_REGION="ttn-eu’

TTN_APP_ID="test_libelium'
TTN_PROCESS_|D="libelium1234"

TTN_PORT=1
TTN_KEY="ttn-account-v2.HIR_fV9YsXE8TGTzFVEP-Byr'

(OW TO CON 1GURE 4HE 4HINGSIDUSTRIES 44

7TRITE W44 IN THE3%26"#%1 ELD

SERVICE="LWTTI'

&OR THE REMAININEEDS
44?52% IS THE 52, FROM THE 44“ SERVICE TO READ THE UPLINK RESPONSE

3ET THE 52, VALUE PROVIDED FROM 44" “T SHOWLLPSE INTEGRATIONS 9/52?#/-01.9 THETHINGS INBUSTRIE

TTI_URI="https://integrations.YOUR_COMPANY .thethings.industries'

44“?100?“$ IS THE !PPLICATION “$ FROM THE APPLICATION CREATED ON THE 44“ CONSOLLENEHEHUS FRLECKAE ON
THE/VERVIEWSECTION &OR INSTANCE THE IPPLICATION “$ VALUESERHEEELIUM
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&IGURE !PPLICATSOMORTEST?LIBELIOM 44

TTI_APP_ID="test_libelium’

44“?02/#%33?"$ IS DISPLAYED ON THE INTEGRATION OVERVEVRATON 'O TO THE SELECTED INTEGRATION |
THE OROCESS “$ IS AVAILABLE OVERTHE&RATION OVER\BE®WTION &OR INSTANCE IF THE OROCESS “$ HAS THE \
LIBELIUM THE CAMNGURATION WILL BE AS FOLLOWS

&IGURE OROCESSI 44

TTI_PROCESS_ID='libelium1234'

44°?0/24 1S THE VALUE FOR THE DOWNLINK PORT 4HIS VALUE IS AVAILABEEDENAIHE ORVBENVNLINKSECTION
NAVIGATE TO THEVICESSECTION CLICK ON THE WANTED DEVICE AND SCROLL D@OWNINNKSEEEION
&OR INSTANCE IN THE IMAGRIBGRTVALUE IS THE CIBURATION MUST BE AS FOLLOWS

&IGURE $OWNLINK PORT FOR DEVICE ON 44

TTI_PORT=1

44“?+%9 APPEARS AT THE BOTTOM OPFPHEATION OVERVIEBCTION ON ICCESS +EYS #LICK GMORYECON TO GET
THE KEY THIS KEY IS A LONG HEXADECIMAL STRING &OR INSTASICENAGEKENTIV (L2?7F6 9S8% 4'42&6%0 "YR
THE CAMNGURATION WILL BE
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&IGURE !CCESS +EYTESR?LIBELIOM 44

TTI_KEY='"ttn-account-v2.HIR_fVOYsSXE8TGTzFVEP-Byr'

&INALLY IF WE GATHER ALL PARAMETERSURETCONWILL BE SET AS FOLLOWS

TTI_URI="https://integrations.YOUR_COMPANY .thethings.industries'
TTI_APP_ID="test_libelium’

TTI_PROCESS_ID='libelium1234'

TTI_PORT=1
TTI_KEY="ttn-account-v2.HIR_fVOYsSXE8TGTzFVEP-Byr'

(OW TO CON 1GURE A -ULTI4ECH BASESTATION

7RITE-ULTITECHN THE3%26"“#%1ELD

SERVICE="Multitech'

-44753%2.!-% IS THE USERNAME THAT YOU USE AS A USER TO ACCESYRAEQ@XDIRANEL OF THE -ULTI4ECH
BASESTATION

MTT_USERNAME="admin'

-44?01337/2% IS THE PASSWORD THAT YOWUSEYOUR USERNAME TO ACCESS TEBRZONON PANEL OF THE
-ULTI4ECH BASESTATION

MTT_PASSWORD="admin1234'

-44752 * |S THE 52, WHERE YOU HAVE XG&NRED YOUR -ULTI4ECH BASESTATION "Y DEFAULT THE 52, TO ACCE
-ULTI4ECH BASESTATION PANELTTEPS

MTT_URI="https://192.168.2.1'

&INALLY IF WE GATHER ALL PARAMETERSURETCONWILL BE SET AS FOLLOWS

MTT_USERNAME="admin'
MTT_PASSWORD="admin1234'
MTT_URI="https://192.168.2.1'




#USTOMER 3ERVER

-AKING THE SERVER ACCESSIBLE FROM ANYWHERE
#ON 1GURING A DOMAIN POINTING TO THE CUSTOMER SERVER

/PTIMAL DEPLOYMENT INCLUDES A SERVER NAME POINTING TO A PUBLEC5SWIGSDAXNEMIC $.3 COULD BE DONE
WITH SERVICES LIKE NO IP WHICH HAS A FREESEEKRAGE WWW NOIP COMO IP HAS ALSO A CLIENT APPLICATION
RESPONSIBLE FOR UPDATINGAMNDRESS CHANGES IN THE BACKGROUND FOR MORE INFORMATION GO TO
HTTP_WWW NOIP COM DOWNLOAD

&INALLY THE 52, TO BE OGWRED IN THE ,02A7!. . ETWORK 3ERVER MUST BE CREATED CONCATENATING THE SERV
AND THE PATHS

,ORIOTHTTPS MY?SERVER COM API PARKING V_SERVICES LORIOT

ICTILITHTTPS MY?SERVER COM API PARKING V. _SERVICES ACTILITY

44. AHE 4HINGS .ETWORKHTTPS MY?SERVER COM API PARKING V_SERVICES TTN

44" 4HE 4HINGSNDUSTRIESITTPS MY?SERVER COM API PARKING V_SERVICES TTI

-ULTI4ECH -ULTI4ECH BASESTATKONPS MY?SERVER COM API PARKING V_SERVICES MULTITECH

2EMOTE #ON 1 GURATION &0ORM

4HE 2EMOTE #ONSURATION &ORM IS A WEB APPLICATION WHICH PERMITS TO UPDATE SOME NSDEERSRARMETI
AND TIMING PARAMETERS 4HIS IS DONE THANKS TO THE /4! 3 /VERBERBRRFUNCTIONALITY 4HE UPDATE IS DON
REMOTELY VIA ,02A7!. DOWNLINK PACKETS ,02A7!. PARAMETERS CANNOT BE UPDATHR ¥AMOTE #0BURATION
&ORM

&OR ACCESSING THE 2EMOTESBMTION &ORM LOG IN WITH YOUR USER AND PASSWORD FROM YOUR 3#- ACCO!
YOUR CREDENTIALS AND RBGBS

&IGURE 5SER LOGIN

3ELECT ONE OR SEVERAL DEVICES ON THE DROP DOWN MENU %ACH IDRYEXETHHRENNIQUE ,02A7!. %54HE
NODES DISPLAYED IN THE DROP DOWN MENU CORRESPOND TO THE NODES YOOR/MANEYQURVEDACCOUNT 90U
CAN ALSO DESELECT PREVIOUSLY SELECTED NODES USING THE CROSS ICON




#USTOMER 3ERVER

&IGURE 3MART OARKING NODE SELECTION

INCE A NODE IS SELECTED ITS CURREBIORZAONDN IS DISPLAYED AND YOU CAN MODIFY IT &OR FURTHER INFORMA"
NODE PARAMETERS PLEASE REFER TO THBKARPDARKING NODE

&IGURE 3MART OARKING NAR/EANON

/INCE YOU HAVE COBIURED THE NODE OR NODES PREZS/HHEONGURATIOBUTTON ! MESSAGE IS SHOWN INDICATINC
THAT A DOWNLINK FRAME WITH THE CIOEJRATION HAS BEEN ENQUEUED ON THE DOWNLINK QUEUE OF THE ,02
.ETWORK 3ERVER 4HEREFORE THE NODE WILL RECEIVE A DOWNLINK FRAIZDMGIHRAAEONEN/ RESPONSE TO THE
NEXT “NFO FRAME OR +EEP ILIVE FRAME




#USTOMER 3ERVER

&IGURE &RAME ENQUEUED FOR PROCESSING

30 THE 2EMOTE #@NURATION &0ORM APPLICATION ALLOWS THE USER TO UPDATE SOME NODETPARANIE BFRRTU
$EVICES PP DOES (OWEVER USING THE 3MART $EVICES PP REQUIRE2ECEFSECRO THE 3MART OARKING NODE T
NODE MUST BE PLUGGED TO A COMPUTER WITH A 53" CABLE

.OTE 4HE 2EMOTE #ONSURATION &0ORM DOES NOT PERMIT TO UPDATE ANY ,02A7!. PARAMETER 4HE B3ART $I
IPP SHOULD BE USED INSTEAD

#USTOMER 3ERVER #ORE

4HE #USTOMER 3ERVER #ORE DEALS WITH THE ,02A7!. .ETWORK 3ERVER REQUESTSEDEROVEERNREPHIES IF
NEEDED 7HEN IT RECEIVES A NEW UPLINK FRAME IT PARSES ITS DATA TCELDENANLY RERFORM ADEQUATE
OPERATIONS "Y DEFAULT THE SOURCE CODE IS PREPARED TO INSERT THEARARIEDATABABH O

2EGARDING THE FRAME TYPE IF A 3TART &RAME OR 24# 5PDATE 2BMESSREFRACEIVED THEN A NEW DOWNLIN
FRAME IS IMMEDIATELY ENQUEUED INTO THE ,02A7!. . ETWORK 3ERVER WITH THE PEROPER ANSW

/N THE OTHER HAND WHEN THE 2EMOTEGHRATION &ORM IS MANAGED IN ORDER TO UPDATE NODE PARAME'
DOWNLINK FRAME IS SENT TO THE ,02A7!. ETWORK 3ERVER WITH THE NEW VALUES

&OR FURTHER INFORMATION ABOUT THE DISERENT FRAME TYPES PLEABENREANRFSECTFEON

%ND POINT

INCE YOU HAVE INSTALLED ANDGIMRED THE #USTOMER 3ERVER THE SYSTEM WILL BE PREPARED TO LISTEN TC
REQUESTS 4HE END POINT WILL VARY DEPENDING OGUREDCORA7!. SERVICE "Y DEFAULT THE SOURCE CODE
PREPARED FOR ALLZBEAOLY SUPPORTED NETWORK SERICHRETILITY 44. ETC

$ATA OARSER

4HE $ATA OARSER WILL UNPACK THE PAYLOAD DATA SENT BY THE NODE BHEDREN AHENZERABATENILL ALSO
PREPARE THE PROPER RESPONSE TO THE ,02A7!. . ETWORK 3ERVER IF NEEDED

$ATABASE

4HE #USTOMER 3ERVER #ORE INSERTS DATYSMINDAPABASE UPON UPLINK FRAMES ARRIVAL 4HE UPLINK FRAMES
PARSED BY THE $ATA OARSER AND THE SOURCE CODE IS CAPABLE OF PERIZORBASE INBERTIONS BY ACCESSING
PREVIOUSLY STORED INFORMATION &OR EXAMPLE A LOSS IN THE SEQUENCENJNEBERYIREADING THE PREVIOL
SEQUENCE NUMBER INSERTION "ESIDES THE NODE TIMBBEEFINGE +EEP ILIVE TIME ETC ARE STORED SINCE T
3TART FRAME AND 3TART FRAME ARE RECEIVED SO IT IS POSE&8 EGOHECCURRENT NODEWRANION ANY
TIME

4HE STRUCTURE OF THE DATABASE PROVIDED IS




&IGURE #USTOMER 3ERVER #ORE

$ATABASE &IELD
,(?%5 “
J?2TS

,/?UP?COUNTER

,[?PORT

,/?RSSI
,/?DR
,/?UPLINK

,/?DOWNLINK

FRAME?TYPE?UPLINK
PARKING?SLOT?STAT
BATTERY?STATE

RECALIBRATION

SEQUENCE?NUMBER

&IELD UPDATED BY
ILL UPLINK FRAMES
ILL UPLINK FRAMES

ILL UPLINK FRAMES

ILL UPLINK FRAMES

ILL UPLINK FRAMES
ILL UPLINK FRAMES
ILL UPLINK FRAMES

ILL UPLINK FRAMES

ILL UPLINK FRAMES
“‘NFO +EEP ALIVE 24# UPDA
ILL UPLINK FRAMES

ILL UPLINK FRAMES

ILL UPLINK FRAMES

#USTOMER 3ERVER

$ESCRIPTION
4HE NODE S UNIQUE ,02A7!. %5
4HE UPLINK FRAME TIMESTAMP

4HE ,02A7!. PROTOCOL UPLINK COUNTER1EHISBELONGS
TO THE LINK LEVEL 2ANGE FROM TO

4HE ,02A7!. PORT USED TO SEND THE DATA 2ANGE FROM
TO

4HE UPLINK 2ECEIVED 3IGNAL 3STRENGTH “NDIZMTION
4HE UPLINK FRAME DATARATE
4HE UPLINK FRAME CONTENTS IN (%8 DIGITS

4HE ENQUEUED DOWNLINK FRAME IN RESPONSE TO THE UPI
RECEIVED 4HE CONTENTS IN (%8 DIGITS .ORMAHNDTHIS
IS EMPTY

4HE FRAME TYPE OF THE RECEIVED UPLINK FRAME
4HE STATUS OF THE PARKING LOT FREE OCCUPIED
4HE BATTERY STATE OF THE NODE /+ WARNING

&LAG TO INDICATE SENSOR RECALIBRATION SINCE LAST UP
NO YES

4HE APPLICATION LEVEL SEQUENCE NUMBERI1ELBHIS
BELONGS TO THE FRAME CONTENTS 2ANGE FROM TO




LOST?UP?COUNTER !LL UPLINK FRAMES

LOST?SEQ ILL UPLINK FRAMES
SENSOR?ERROR ‘NFO +EEP ALIVE 24# UPDA
TEMPERATURE ‘NFO +EEP ALIVE 24# UPDA
TIME?HH “‘NFO +EEP ALIVE 24# UPDA
TIME?MM ‘NFO +EEP ALIVE 24# UPDA
DISTANCE ‘NFO +EEP ALIVE 24# UPDA
AMPLITUDE “‘NFO +EEP ALIVE 24# UPDA
N?RE ECTIONS “‘NFO

BATTERY +EEP ALIVE 24# UPDATE

RADAR?THRESHOLD 3TART FRAME

RADAR?RANGE?STAR 3TART FRAME

RADAR?RANGE?LENC 3TART FRAME

1RMWARE?VERSION 3TART FRAME
SLEEP?TIME?MINUTE: 3TART FRAME
SLEEP?TIME?SECONL 3TART FRAME

KEEP?ALIVE 3TART FRAME

NM 3TART FRAME

NM?START?HOUR 3TART FRAME

NM?DURATION 3TART FRAME
NM?SLEEP?TIME 3TART FRAME
NM?KEEP?ALIVE 3TART FRAME

#USTOMER 3ERVER

&IELD TO INDICATE THE LOSS OF A ,02A7!. PROTOCO
SEQUENCE NUMBER

&IELD TO INDICATE THE LOSS OF AN APPLICATION SEQU
NUMBER

&IELD TO INDICATE AN ERROR IN SENSOR MANAGEMENT
ERROR

4HE TEMPERATURE VALUE #ELSIUS DEGREES
4HE NODB 24# TIMESTAMP HOURS.D
4HE NODB 24# TIMESTAMP MINUTEBLD

4HE DISTANCE TO AN OBJECT PROVIDED BY THE SENSOR RE!/
MM UNITS

4HE AMPLITUDE OF THE OBJRETREN PROVIDED BY THE
SENSOR READING NO UNITS

.UMBER OF REECTIONS IN SENSOR READING 1RIGE
REECTION MOST IMPORTANT ONE IS RELATED TO AMPLITL
AND DISTANCE VALUES

4HE BATTERY LEVEL READ BY THE NODE M6 UNITS
4HE THRESHOLD IT&MRED TO THE RADAR SENSOR

4HE STARTING RANGE@JRED TO THE RADAR SENSOR MM
UNITS

4HE LENGTH OF RANGE@MRED TO THE RADAR SENSOR MM
UNITS

4HE NUMBER RELATEDRMWARE VERSION
4|ME SETTINGS RELATED TO SLEEP TIME MENDITES
4IME SETTINGS RELATED TO SLEEP TIME BH@TDNDS

4IME SETTINGS RELATED TO +EEP ALIVH OMEOURELD
EXCEPT FOR H WHICH IS EQUAL TO ZERO

&IELD TO INDICATE IF NIGHT MODE IS ACTIVE  DISABLED
ENABLED

&IELD TO INDICATE WHEN NIGHT MODE STARTSLEIOURS
&IELD TO INDICATE NIGHT MODE DURATIONEHDURS
&IELD TO INDICATE NIGHT MODE SLEEP TIME WENDTES

&IELD TO INDICATE NIGHT MODE +EEP ALIVE TIME HOUF
1ELD

&IELDSALCULATEROTHEFATAOARSERY ACCESSINGPREVIOUSATABASINISERTIONS

&OR FURTHER INFORMATION ABTRI'DSHIE EASE REFER TQRANME TYPESHAPTER

4HE NEXTGURE SHOWS A FRAGMENT OF THE TABLE ON THE DATABASE WHERE DATA WAREHCGISEROZT'IFOR A S

%5




#USTOMER 3ERVER

&IGURE $ATABASE TABLE EXAMPLE

INCE DATA IS STORED ON THE DATABASE YOU CAN USE ANY COMPATIBLE TOOLTRBABRERND BE\IEA. OP YOUR OWN
DATA ANALYSIS AND VISUALIZATION 4HIS TASK BELONGS ENTIRELY TO $UETENVSINOHMERAIFOR

&IGURE %XAMPLE OF DATABASE VISUALIZATION UBABECRAMANSOURCE APPLICATION

-ODIFYING THE #USTOMER 3ERVER

-AYBE YOU WANT TO MODIFY THE #USTOMER 3ERVER TO MATCH YOUR REQUIREMENIISSTRISEETHE BEST WAY
TODOIT

%XTRACTING DATA FROM THE #USTOMER 3ERVER

%VERY TIME A FRAME IS RECEIVED BY THE #USTOMER 3ERVER AN EVENT IS CREATAKE ABVBNTAGE
OF THIS EVENT TO SEND THE PASED DATA TO ANY EXTERNAL SERVICE 40 DO THEDIYAWHEAVE TO
SRC APP ,ISTENERS &RAME,ISTENER PHES 1LE RECEIVES THE DATA PARSED IN THE VAREABLERAME 4HIS
VARIABLE CONTAINS OBJECTS INPUT WITH THE FRAME RECEIVEDIPARSEDINE@RWATION SENT BY THE .ETWOF
3ERVER NODE WITH INFORMATION ABOUT THE NODE AND OUTPUT WITHRAMPEWRUEBRBED ON THE SERVICE |

\%



#USTOMER 3ERVER

NEEDED

/N THATLLE YOU CAMD A COMMENTED EXAMPLE OF A 52, REQUEST YOU CAN MODIFY AND ADAPT IT TO YOUR NEI

-ODIFYING THE $ATABASE

“F YOU WANT TO USE A DATABASE WHICH IS DISERENT TO THE PROVIDED ANETORCHANGBEWHE WAY DATA IS SAVE
ON THE DATABASE YOU MUST MODIENETEIRC APP (ELPERS $ATA&LOW PHP

4HIS CLASS HAS METHODS

GET?NULL?RECAERI5S METHOD SHOULD RETURN AN ABRRAY\OXLUES FOREAEED DENED ON THE DATABASE

GET?LAST?RECCRIS METHOD SHOULD RETURN THE PREVIOUS RECORD FOR THE DEVICEHETPREUIOUISCAL
METHOD IF THERET&WY PREVIOUS VALUE FOR THE NODE

INSERT?RECORBIS METHOD RECEIVES THE DATA PREPARED TO BE INSERTED ON THE DATABASHERERURET Al
IT MAKES THE DATABASE INSERTION ON A NEW ROW

IDDING A NEW UNSUPPORTED ,02A7!. . ETWORK 3ERVER

40 ADD A NEW ,02A7!. .ETWORK 3ERVERSERENT FROM THEGMALLY SUPPORTED BY ,IBELIUM YOU HAVE TO CREA
NEW 0(0 CLASS THAT MUST IMPLEMENT THE INTERFACE ISRCAAED (BNPERS 3ERVICES \W3ERVICEERFACE PHP
4HERE ARE METHODS TO BE IMPLEMENTED

ENQUEUE?MESSAGH ALLOWS TO SEND DATA TO THE NEW ,02A7!. . ETWORK 3ERVER

GET?LW?INFO?FROM?REQUERETURNS ALL THE ,02A7!. INFORMATION FROM THE REQUEST OF THE NEW ,O.
.ETWORK 3ERVER

GET?EUI?FROM?REQUHBESRETURNS THE NODERM THE REQUEST OF THE NEW ,02A7!. . ETWORK 3ERVER
GET?PAYLOAD?FROM?REQUESETURNS THE PAYLOAD FROM THE REQUEST OF THE NEW ,02A7!. . ETWORK 3El

4HE NEXT STEP WOULD BE TO CREATE AN ENDPOINT TO BE ABLE TO RECEIVE DATA HROWORKBEBRAR
4HEREFORE YOU HAVE TO CREATE A NEW METHOD ON THE SERONCRO R

src/app/Http/Controllers/api/v2/ServiceController.php

4HIS METHOD WILL RECEIVE A REQUEST OBJECT WITH ALL THE DATA PROVNIEE FROW OANE \$ER THE HELPER
METHODS FROM THE SERVICE CLASS YOU HAVE CREATED PREVIOUSLY 4HEDHPAEMENMNTMMTARY FROM SERVIC
TO SERVICE SO THIS CANNOT BE EXPLAINED IN DETAIL YOU CAN USE TEHLORIONESIBS A REFERENCE

4HE FUNCTIONALITY THAT THIS METHOD MUST IMPLEMENT IS

'ET DATA FROM THE REQUEST
OARSE THE PAYLOAD USING THE SAME HELPER CLASS USED BY THE BESOVIDED SERVIC

$a_result = $this->frames->main($EUI, $payload);

%NQUEUE THE DATA IF THE PARSER RETURNS SOMETHINBUIREYHRETURNED FORM THE PARSER




#USTOMER 3ERVER

if($a_result['output]){
YourService::enqueue_message($EUI, $a_result['output’]['data’l);

}

/PTIONALLY TRIGGER AN EVENT TO SAVE THE TRANSACTION TO THE DATABASE

event(new \App\Events\DecoderEvent($a_result));

INCE ALL STEPS HAVE BEEN COMPLETED YOU HAVE TO REGISTER THEBHERVICE ON THE

src/app/Providers/AppServiceProvider.php

4HE REGISTER METHOD SHOULD PAIR ,W3ERVICE WITH THE SERVICE YOUHIAVE JUST CREA

SPGRADING THE #USTOMER 3ERVER

“F YOU WANT TO UPGRADE THE #USTOMER 3ERVER YOU NEED TO DOWNLOAD THE NH® MEREFRGMBEMBY OUR
3ALES 4EANSALES LIBELIUM COM AND UNCOMPRESSESHO A NEW FOLDER &OR EXAMPLE

/LD VERSION

/path/to/old/smart-parking-customer-server/

.EW VERSION

/path/to/new/smart-parking-customer-server-new/

4HEN YOU CAN USE TBE COMMAND TO CREATH.BE TO PATCH YOUR OLD AND FUNCTIONING VERSION OF THE #L
3ERVER 4HE COMMAND TO EXECUTE IS

diff -Nur \

/path/to/old/smart-parking-customer-server/ \
/path/to/new/smart-parking-customer-server-new/ \
> [path/to/upgrade.diff

.OTE 90U CAN IGNORE THE WARNINGS ABOUT THE PERMISSIONS 1IBS THENTAINED ON
BIN CI SMART?PARKING MYSQL DATA

INCE THE 8 IS GENERATED YOU SHOULD USE THE GENERRREB TO UPGRADE DD CHECK WHITIHES ARE GOING
TO BE CREATED OR WEIDI4HE FOLLOWING COMMANDS WILL SHOW A MISHSOFOTBEE MAIEBD

cd /path/to/old/smart-parking-customer-server/
patch -pO --dry-run < /path/to/upgrade.diff

“‘F YOU HAVE NOT MtHD ANY OF THEBES WITH YOUR OWN DEVELOPMENTS YOU CAN APPLY THE PATCH LIKE THIS




#USTOMER 3ERVER

cd /path/to/old/smart-parking-customer-server/
patch -p0 < /path/to/upgrade.diff

.OTE 90U CAN ALSO ADD ZA& B TO THEPATCHCOMMAND TO CREATE A BACKUP OF EACHIMQEI
INCE THE PATCH PROCESS IS COMPLETED YOU WILL HAVE TO ERVIEVWEYANIRADD THE NEW OPTIONS THAT YOU C;
IND IN THE PATCHEENV EXAMPLELE




,IBELIUM 3MART OARKING #LOUD 3ERVICE

,IBELIUM SMART OARKING #LOUD 3ERVICE

90U CAN USE THE ,IBELIUM 3MART OARKING #LOUD 3ERVITHJRE CONR NODES AND TO RECEIVE DATA FROM TI
5SING THE 3MART OARKING #LOUD 3ERVICE YOU DO NOT NEED ANY SORDEARRENERA®UR SIDE YOU JUST NEEL
PURCHASE A 3MART OARKING #LOUD 3ERVICE LICENSE

4HE 3MART 0ARKING #LOUD 3ERVICE CAN BE UNDERSTOOD AS ONE OF THRVEEBRSEBESNBAR ,IBELIUM #LOUD
OZ CIALY CALLED 3ERVICES #LOUD -ANAGER 3#- /THER SERVICES HOSTED CRETHHE3RA@GRAMMING #LOUD
3ERVICE OR THE "RIDGE 4HE 3#- PERMITS DEVICES MANAGEMENT ANCBESOWS ASBRENT SERVICES

&IGURE 3MART OARKING #LOUD 3ERVICE

4HE 3MART OARKING #LOUD 3ERVICE INCLUDES THE 2B/MGORAFON &ORM TO MANAGE THEWRN ION VALUES OF
THE 3MART OARKING NODES AND THE 3MART OARKING #LOUD #ORE THHARBEYMAWNETWORK SERVER REQUESTS
SENDING BACK A RESPONSE IF NEEDED 4HE DATA SENT FROM THE 3MARESOARKIBG SEINT TO ANY COMPATIBL
INALO4 CLOUD SERVICE IMAZON !ZURE ETC USING THE ,IBELIUM "RIDGEEEOWWIENSE TO USE THE "RIDGE

SMART OARKING #LOUD 3ERVICE

INCE LOGGED ON THE 3ERVICES #LOUD -ANAGER USERS CAN ACCESS TN 3MARD G&ER/ICE BY CLICKING ON TF
3MART OARKINBUTTON ON THE LEFT SIDE MENU UNDEERVHEESECTION ! VALID LICENCE IS COMPULSORY IN ORDE
WORK WITH THIS SERVICE

&IGURE [ICCESSING THE 3MART OARKING #LOSDWERVICE

INOTHER WAY TO ACCESS THE 3MART OARKING #LOUD 3ERVICE IS THRGEBHVENU GALTAE TOP RIGHT OF THI
3ERVICES #LOUD -ANAGER #LICKING ON IT AND THEBMARTHARKINGPTION USERS WILL ARRIVE TO THE SAME PL.
IS IN THE PREVIOUS CASE USERS MUST OWN A VALID LICENSE /THERV@SBVIHISIOPBE DISPLAYED




,IBELIUM 3MART OARKING #LOUD 3ERVICE

&IGURE ICCESSING THE 3MART OARKING #LOND BEERVICE

INCE THE USER HAS A VALID LICENSE THE FOLLOWING FEATURB: RVACEESSIME AHE 3MART OARKING #LOUD 3ERV
CONMGURE NODES REMOTELYGURE THE ,02A7!. SERVICE CHECK THE LOGS FORGHRED®NERVICE AND GENERATE
THE TOKENS AND KEYS NEEDED FOR THE ,02A7!. NETWORK SERVER

&IGURE 3MART OARKING #LOUD 3ERVICE LANDING PAGE

2EMOTE CON 1GURATION

4HIS TAB SHOWS A DROP DOWN MENU TO SELECT ONE OR SEVERAL DEVEIESENBEDIBYONEEIR UNIQUE ,02A7!.

%5" 4HE NODES DISPLAYED IN THE DROP DOWN MENU CORRESPOND TO THE NOQRESHOEHRAUN COUR 3ERVICES
#LOUD -ANAGER ACCOUNT 90U CAN ALSO DESELECT PREVIOUSLY SELECTERXROSESUBHENEHREENTICATION

INCE A NODE IS SELECTED THE CURRESIURZONON OF THIS NODE IS DISPLAYED AND YOU CAN MODIFY IT &OR
INFORMATION OF THE DISPLAYED NODE PARAMETERS PLEASE REFERIMARTEHOERKRIERODE




,IBELIUM 3MART OARKING #LOUD 3ERVICE

&IGURE 2EMOTEHGWRATION &ORM

/INCE YOU HAVE COGURED THHODE S AND THE SERVICE AS EXPLAINED IN THBERUIIEICOBURATIONRESS THE
3AVE CONGURATIOBUTTON ! MESSAGE INDICATES THAT A DOWNLINK FRAME WIBICHESNBBEION HAS BEEN
ENQUEUED TO THE ,02A7!. . ETWORK 3ERVER DOWNLINK QUEUE 4HE NODE WILL RECHWERRBKE WITH THE NEW
COMGURATION IN RESPONSE TO THERAMERR +EEP !LIVE UPLINK FRAME

&IGURE &RAME ENQUEUED FOR PROCESSING

4HE 2EMOTE #ONGURATION &ORM APPLICATION ALLOWS THE USER TO UPDATE SOME NODE RBRAMENERSTIUST
$EVICES PP DOES (OWEVER USING THE 3MART $EVICES !PP REQUIRE3ECEFSECFO THE NODE IT MUST BE PLUGG
TO YOUR COMPUTER VIA A 53" CABLE

.OTE 4HE 2EMOTE #ONGURATION &ORM DOES NOT PERMIT TO UPDATE ANY ,02A7!. PARAMETER 4HE B8ART $E
IPP SHOULD BE USED INSTEAD




,IBELIUM 3MART OARKING #LOUD 3ERVICE

3ERVICE CON1 GURATION

4HE 3MART OARKING #LOUD 3ERVICE IS COMPATIBLE WITH THE FOLLOBMWGRB22ZRVERS ,ORIOT ICTILITY 4HE
4HINGS .ETWORK. 4HE 4HINGS'NDUSTRIES “4AND THE %MBEDDED .ETWORK 3ERVER INSIDE -ULTI4ECH BASESTAT

4HESE ARE THE 52,S TO BE G&DRED ON THE ,02A7!. . ETWORK 3ERVER
,ORIOTHTTPS APILIBELIUM COM CLOUD PARKING V SERVICES LORIOT
ICTILITYHTTPS API LIBELIUM COM CLOUD PARKING V SERVICES ACTILITY
44. HTTPS APILIBELIUM COM CLOUD PARKING V SERVICES TTN
44" HTTPS APILIBELIUM COM CLOUD PARKING V SERVICES TTI

-ULTI4ECH HTTPS API LIBELIUM COM CLOUD PARKING V SERVICES MULTITECH

.OTE /NLY ONE OF THESE SERVICES CAN BE ACTIVE AT THE SAME TIME

“‘F YOU WANT TO USE ,ORIOT AS YOUR ,02A7!. ETWORK 3ERVER YOU HAVE TO SELEOP IDGWNTMENRRAND
COMPLETE THE REQUIEEDS 4@ND THE INFORMATION ON THE ,ORIOT PANEL YOU CAN FOLLOW THE INSTRUCTION
ON THE(OW TO CONSURE ,ORICSECTION

&IGURE ,ORIOTIGODIRATION

“‘F YOU WANT TO USE ICTILITY AS YOUR ,02A7!. ETWORK 3ERVER YOU HAVE TO SEIBRCIJPIDOWNMWMENU AND
COMPLETE THE REQUIEREDS 4@ND THE INFORMATION ON THE !ICTILITY PANEL YOU CAN FOLLOW THE INBERJCTIOI
ON THEOW TO CONSURE ICTILIBECTION




,IBELIUM 3MART OARKING #LOUD 3ERVICE

&IGURE ICTILITYMGORATION

“F YOU WANT TO USE 44. AS YOUR ,02A7!. . ETWORK 3ERVER YOU HAVE TO SELECTROPIMOTHENIENU AND
COMPLETE THE REQUIEEDS 4QND THE INFORMATION ON THE 44. PANEL YOU CAN FOLLOW THE INSTRUCTIONS
ON THE(OW TO CONSURE 4HE 4HINGS .ETWG@RK SECTION

&IGURE 44. COGBIURATION

OLEASE BE AWARE THAT THERE ARE A SET OF REGIONS TO CHOOSE CLICK ONOWE REGPER3IDRCHODICES 4HE
CURRENT REGIONS TO SEND THE DATA ARE

%UROPESES VALUETN EU




,IBELIUM 3MART OARKING #LOUD 3ERVICE

53! 5SES VALUEIN US WEST
"RAZIL 5SES VALUETN BRAZIL
ISIA 5SES VALUETN ASIA SE

&OR FURTHER INFORMATION ABOUT 44. REGIONS BUEBSESEENTATION

“FYOU WANT TO USE 44 AS YOUR ,02A7!. . ETWORK 3ERVER YOU HAVE TO SELERORDOMWNENU AND COMPLETE
THE REQUIREELDS 4QND THE INFORMATION ON THE 44 PANEL YOU CAN FOLLOW THE INSTRUCTIONSEDESCIH
(OW TO CONSURE 4HE 4HINGS “NDUSTRIESSECTION

&IGURE “480ONGURATION

“‘F YOU WANT TO USE THE EMBEDDED ,02A7!. .ETWORK 3ERVER INSIDE A -ULTI4ECHORASESTAIR ,02A7!.
.ETWORK 3ERVER YOU HAVE TO SELECT IT ON THE DROP DOWN MENU AND COMPEBTEEIDIBE REQUIR
IND THE INFORMATION ON THE -ULTI4ECH BASESTATION PANEL YOU CAN FOLLOWSTBESITFBEDCON THE
(OW TO CONSURE A -ULTI4ECH BASESTASEIN ION




,IBELIUM 3MART OARKING #LOUD 3ERVICE

&IGURE -ULTI4ECHIGORATION

2EGARDLESS OF THE SERVICE YOU HAVREDNLICK THE BUBAUE CONGURATIONO SAVE YOUR ,02A7!. SERVICE
CONGURATION 4HEN A MESSAGE WILL BE DISPLAYED INDICATING THARSHEEERR)ARDETED OR SAVED CORRECTLY

&IGURE 3ERVICEGORATION SAVED

IUTHENTICATION TOKEN FOR (440 INTEGRATION WITH 44.

4HE 3MART OARKING #LOUD 3ERVICE USES TOKENS FOR AUTHENTICATIGN SHEEBSERBVAJTOKEND “KEY AND
THEN USE IT ON 44.

OERFORM THESE STEPS TO CREATE AKEEVWAND SET IT ON 44.
3TEP #LICK#REATE NEW KEY ON THEAOOLSTAB

&IGURE 3TEP 44.INTEGRATION




,IBELIUM 3MART OARKING #LOUD 3ERVICE

3TEP 3ET ANAME FOR THE NEW !0“ KEY AND CLICK THE #REATE BUTTON

&IGURE 3TEP 44.INTEGRATION

3TEP 4HE NEW 0" KEY IS SHOWN COPY IT

&IGURE 3TEP 44.INTEGRATION

3TEP OASTE THE !0* KEY ON THE !UTHORIZATEDN OF (440 44. INTEGRATION 4HERD MUST HAVEEARER
#,/5%?,""%,"5-?4/+%.




,IBELIUM 3MART OARKING #LOUD 3ERVICE

&IGURE 3TEP [IUTHORIZAEIGONON 44. (440 INTEGRATION

IUTHENTICATION TOKEN FOR (440 INTEGRATION WITH 44

4HE 3MART OARKING #LOUD 3ERVICE USES TOKENS FOR AUTHENTICATIGN SHEEBSEREBVATOKEND “ KEY AND
THEN USE IT ON'44

OERFORM THESE STEPS TO CREATE AKEEVWAND SET IT ON 44

3TEP #LICK#REATE NEW !GtEY ON THEAOOLS AB

&IGURE 3TEP “4MTEGRATION

3TEP 3ET ANAME FOR THE NEYWKBY AND CLICK THREATEBUTTON

&IGURE 3TEP “4MTEGRATION

3TEP 4HE NEW !0'KEY IS SHOWN COPY IT




,IBELIUM 3MART OARKING #LOUD 3ERVICE

&IGURE 3TEP “4MTEGRATION

3TEP OASTE THE !0 KEY ON THE !UTHORIZATEDD OF (440 44“ INTEGRATION 4HLD MUST HAVEEARER
#,/5%?,""%,"5-?4/+%.

&IGURE 3TEP [IUTHORIZAEIGNON 4440 INTEGRATION

IUTHORIZATION TOKEN FOR INTEGRATION WITH -ULTI4ECH BASESTATIO

4HE 3MART OARKING #LOUD 3ERVICE USES TOKENS FOR AUTHENTICATIGN SHEEBSERBVAJTOKEND “KEY AND
THEN USE IT ON THE -ULTI4ECH BASESTATION

OERFORM THESE STEPS TO CREATE AKEEWAND SET IT ON THE ,IBELIUM CUSTOM APP IN THE -ULTI4ECH BASESTAT

3TEP #LICK#REATE NEW !GtEY ON THEAOOLSTAB




,IBELIUM 3MART OARKING #LOUD 3ERVICE

&IGURE 3TEP -ULTI4ECH INTEGRATION

3TEP 3ET A NAME FOR THE NEW [0“ KEY AND CLICK THE #REATE BUTTON

&IGURE 3TEP -ULTI4ECH INTEGRATION

3TEP 4HE NEW 0" KEY IS SHOWN COPY IT




,IBELIUM 3MART OARKING #LOUD 3ERVICE

&IGURE 3TEP -ULTI4ECH INTEGRATION

3TEP OASTE THE !0 KEY ON THE 40KHEID OF THEONGIGSTAB AND PRESR\VE CONGS

&IGURE 3TEP [IUTHORIZAEIDNON -ULTI4ECH INTEGRATION

3AVE 3ERVICE #QNGURATION

2EGARDLESS OF THE SERVICE YOU HBVREDNLICK THE BUBAUR CONGURATIONO SAVE YOUR ,02A7!. SERVICE
COMGURATION 4HEN A MESSAGE WILL BE DISPLAYED INDICATING THARASHEEERR)RDETED OR SAVED CORRECTLY

,OG

4HE ,0GS TAB SHOWS THE INFORMATION AND ERROR MESSAGES REGISTERING THE RESUAT ONTREQUEYVRIQF
THE ,02A7!. SERVICES $ISERENT COMMUNICATION PROTOCOLS ARE USEIREOTBESERVICE !LL MESSAGES RELAT
TO THE TRANSPORT LAYER OF THE SERVIAERRE IDENIR %22/2 5SER INTERVENTION MAY BE REQUIRED TO ANAL
THE MEANING OF THE MESSAGES GENERATED IN THE APPLICATION LAYER ANAOECIDE ARECMEQUIRED




,IBELIUM 3MART OARKING #LOUD 3ERVICE

&IGURE ,0G VIEWER

#LICK THE 2EFRESH BUTTON TO UPDATE THE LOG VIEW AND LOAD NEW NBEESABESANZSTAVESSAGES APPEAR A
THE BOTTOM OF THE VIEWER

&IGUREZ2EFRESBUTTON

400LS

4HE 400LS TAB ALLOWS USERS TO DOWNLOAD THE $EVICE .ODE +EYS ASS{EIRMAEDOUNA AS WELL AS GENERA
THE NECESSARY TOKEN TGUREYOUR ,ORIOT NETWORK SERVER CORRECTLY




,IBELIUM 3MART OARKING #LOUD 3ERVICE

&IGURE 400LS

4HE .ODE +EYS IS A #36 FORMHIE “T IS READY TO USE IN THE ,02A7!. . ETWORK 3ERVERIGORIOALL THE 3MART
OARKING NODES ASSOCIATED WITH THEIR ACCOUNT IN THE 3#- “T CANEEEEYQDUNIKING ON $BRB/NLOAD .ODES
+EYSBUTTON

&IGURE$SOWNLOAD .ODES +EBAST TON

&INALLY A TOKEN MUST BE GENERATED CLICKIMBEANH HEV +EYBUTTON IN ORDERNISH THE ,ORIOT SERVICE
CONGURATION

&IGURE#REATE .EW +EBUTTON

' POP UP WINDOW WILL BE DISPLAYED IN WHICH USERS MUST INTRIEOWOBDEBNNAFY THE NEW TOKEN 4HEN CLICKI
THE#REATEBUTTON SHOWS A PASSWORD IN A NEW WINDOW READY TO BE USED IN THE ,ORIOT SERVIC




,IBELIUM 3MART OARKING #LOUD 3ERVICE

&IGURE 'ENERATED KEY

INCE THE TOKEN HAS BEEN GENERATED YOU CAN USE IT ON ,ORIOT BACKEND AS DHSCRIBE
-ANAGE ,ORIOT OUTPUT DATA SECTION




$EPLOYMENT AND INSTALLATION

SEPLOYMENT AND INSTALLATION

3TEP BY STEP GUIDELINE

/INCE YOU RECEIVE THE 3MART OARKING BATCH THE STEPS INVOLVED IENHEBEREOWETWORK ARE

.ODES PROVISIONINGNCE THE CLIENT OWNS A ,02A7!. . ETWORK 3ERVER LICENSE IT IS MANDATORYTHE REGIS
NODES WITH THE COGURED IDENER AND KEYS FOR EACH NODE 4HE CLIENT MUST DECIDE WHETHER THEY
FACTORY DEFAULT ,02A7!. UNIQUE IDERTAND RANDOM PRIVATE KEYS PROVIDED BY ,IBELIUM OR THEY PRE
CONMGURE THEIR OWN IOERTAND KEYS 90U MUST KEEP IN MIND THAT EVERY NODE IS PROVIDED READY TC
WITH FACTORY DEFAULTHBEAND KEYS “F CLIENTI@MRED IDENER AND KEYS ARE DESIRED THEN EACH NOI
WILL HAVE TO BETGEWRED SEPARATELY USING THE 3MART $EVICES IPP 4HIS ND OPTION INNERBASESNTRE
TIME 30 ,IBELIUM RECOMMENDS TO USE THE DEFAULT “$S AND KEYS “F FAGREYRWRER/SHD THEN A #B6
EXPORTED FROM ,IBELIUM #LOUD 3ERVICES -AMAGER BE USED TO EASE THE BULK IMPORT INTO THE ,02A7!.
.ETWORK 3ERVER

OLEASE REFER TOIMART $EVICES IPREHAPTER FOR FURTHER INFORMATION ABOUT THE 3MART $EVICES PP
OLEASE REFER TO 1B |UM #LOUD MANAGEMEICHAPTER FOR FURTHER INFORMATION ABOUT HOW TO EXT
FACTORY DEFAISLREYS

3MART OARKING #LOUD 3ERVICE OR #USTOMER 3ERVERASIEETOBENT MUST HAVE CHOSEN THE TYPE OF CL
SERVICE TO BE USED 4HE 3MART OARKING #LOUD 3ERVICE OR HER OWN/ERS FEEBRIBARR 0ARKING #LOUD
3ERVICE IS USED TO RECEIVE AND FORWARD DATA TO A RD PARTY CLOUDERNEERMERAUSSUSKED TO RECEIVE
AND STORE DATA 30 DEPENDING ON THE END POINT USED THE ,02A7!. . ETWORK JEBYERNBUERED TO
PROPERLY FORWARD ALL PACKETS TO THE DESIRED SERVER

.ODES INSTALLATIOMGACH NODE MUST BE PLACED ON THE PROPER PARKING SLOT AND THEN NEILOW T
START UP PROTOCOL EXPLAINED-ARGNH START UP PROCISEETION

&IGURE 3MART OARKING NETWORK ARCHITECTURE




$EPLOYMENT AND INSTALLATION

(OW TO PLACE THE NODES

4HE CORRECT INSTALLATION SPOT IS THE CENTER OF THE PARKING SLOTDEIESHORE THE BESEIBLE TO INSTALL "
NODES ON DISERENT PARKING SLGURANONS

OARALLEL
OERPENDICULAR
INGLED

&IGURE OARALLEL PARKING SLOTS

&IGURE OERPENDICULAR PARKING SLOTS




$EPLOYMENT AND INSTALLATION

“MPORTANT

“T IS IMPORTANT TO KEEP IN MIND THAT PARKING SLOTS HDS BENBSISMTHE NODE IS PLACED IN THE [CENTE
THE PARKING AREA OLACING THE NODES WITH NO LINE REAND TNRSBAEBEHAVIOUR

.ODE INSTALLATION

4RIPLE INSTALLATION OPTION

4HE USER CAN CHOOSE AMONG THE TYPES OF INSTALLATION FOR THE NODEIARIEEBATRESAND CONS

IN SURFACE
INSTALLATION

4YPE OF ENCLOSURE 6AULTED

ORESENCE OF NODE OVER THE GRO &ULL NODE MM

2AIN IMMUNITY 9ES

OUDDLE IMMUNITY 9ES

6ANDALISM ROBBERY IMMUNITY  -EDIUM

SNOWPLOW IMMUNITY .0
“NSTALLATION PROCESS &AST AND EASY
400LS NEEDED .ORMAL DRILL

#AN BE DISMANTLED FOR MAINTENAN 9ES

3EMI UNDERGROUND 5NDERGROUND

INSTALLATION INSTALLATION

6AULTED &LAT

0ART OF NODE MM SUDREIED gﬁMPLETELY

9ES OARTIAL

. $ETECTION MAY FAIL IF
PUDDLE APPEARS

(IGH (IGH

00SSIBLE 9ES

3PECIAL TOOLS NEED 3PECIAL TOOLS NEEDED

‘NDUSTRIAL BIG CRC “NDUSTRIAL BIG CROWN
DRILL %POXY DRILL %POXY

.0 .0




$EPLOYMENT AND INSTALLATION

/IN SURFACE NODE INSTALLATION

&IGURE 3TEP BY STEP CHEXMNIAAND ANCHOR INSTALLATION

&IRSTLY MARK HOLES IN THE ASPHALT 3ELECT 2ATAREARSGULAR AS POSSIBLE AVOID IRREGULARITIES ON THE
90U SHOULD PLACE THE ENCLOSURENIW.THECATION AND USE THE HOLES AS A REFERENCE TO DRILL LITTLE MA
GROUND 90U CAN ALSO DRAW DOTS WITH INK

&IGURE -ARKING THE HOLES FOR THE NODE

4HEN CONTINUE WITH THE CHEMIGWS_INSTALLATION STEP BY STEP AS DESCRIBED ABOVE LSO IN THE REKT VIDE
SEE HOW THE INSTALLATION ISBEMNIEALXING INSTALLATION

3TEP $RILL THE HOLES
4HE DRILL DIAMETER MUST BE 7 MM MINIMUM 4RY TO DRILL AS VERAGSAIBAE TO ENABLE THE BEST ENCLOSI
INSTALLATION 4HE LENGTH OF THE HOLE MUST BE ABOUT ( MM




$EPLOYMENT AND INSTALLATION

&IGURE $RILL THE KBOEPS

3TEP AND "LOW OUT DUST AND LOOSE MATERIALS

2EMOVE ALL THE DUST AND LITTLE ROCKS INSIDE THE HOLES CREATHD DNERINRERANHOR 4HIS IS IMPORTANT T
ALLOW THE ANCHORS GO ALL THE WAY DOWN 90U CAN CLEAN EACH HYIANDECHANUSE A BOTTLE OF SPRAY DUS
HIGH PRESSURE AIR BOTTLE -AKE SURE THAT THE REAL DEPTH OF THE HOLE IS ENOUGH

&IGURE "RUSH THE HOLE STEP

&IGURE "LOW OUT DUST AND LOOSE MATERIALS STEPS AND




$EPLOYMENT AND INSTALLATION

3TEP “NJECT THE CHEMIGANNG

4HE CHEMICAIXING SHALL BE INJECTED INTO THE HOLES CAREFULLY 90U MUST KEERSNCMBNDI GAARDHESIVE
MUSTLILL THE COMPLEMENTARY SPACE THE ANCHOR LEAVES IN THE HOLE 30 THE WHEAK EDOBEGERINGD
WITH ADHESIVE BECAUSE THERE IS NO SPACE LEFT FOR THE ANCHORADHHESCHEQUAANTITY TO BE INJECTED W
DEPEND ON THE DIMENSIONS OF THE HOLES

&IGURENJECT CHEMICANG ADHESIBEEP

3TEP “NSERT THE ANCHORS

INCE THE ADHESIVE IS INJECTED THE ANCHOR MUST BE CAREFULLY INSHERIE D2 MTAT NG THE ANCHOR BY HANI
WHILE INSERTING IT IS A GOOD PRACTICE 4HEREFORE THESABDKMESIOMPLETES ALL THE EMPTY SPACE LEFT B
ANCHOR IN THE HOLE

INCE THE ANCHOR IS CORRECTLY INSERTED SOME ADHESIVE MIGHT EXCEERHFRIRESHEJARY ADHESIVE MUST BE
REMOVED FROM THE INSTALLATION SO THE ARE NO EXTRA ADHESIVE ASDAIHEARNCHORILEAN AND SMOOTH

&IGURENSERT THE ANCHORS STEP

3TEP &INISH ANCHORS INSTALLATION

4HE ANCHORS HAVE AN INTERNAL THREAD TO SCREW THE SCREWS CNEHSIWIGHHBRANCREWS PARTIALLY INSE
MIGHT BE A GOOD PRACTICE IN ORDER TO PLACE THE ANCHOR CORREBECTHE AIOGREATWIEANS YOU CAN USE THE
SCREW AS A TOOL IF IT IS PARTIALLY INSERTED INSIDE THE ANCH@QREW.$® INSTTHETHE ANCHOR AVOIDS THAT
ADHESIVE ACCIDENTALLY GETS INSIDE THE ANCHOR FTER CLEANVBCATHHEBEMAAROM THE HOLE THE USER MU
WAIT SOME TIME UNTIL THE CHEMICAL RESIN IS SOLID AND STABLE FTERTTHES REREIREWS CAN BE REMOVED
FROM THE ANCHORS AND THE INSTALMWSIDBRDS




$EPLOYMENT AND INSTALLATION

&IGURE &INAL ANCHOR INSTAIERTION

3TEP OLACE THE NODE

OLACE THE BLACK RUBBER CIRCLE ON THE GROUND 40 ENABLE THEGORREETSSRERVS INSIDE THE ANCHORS M/

SURE THAT THERE IS NO DUST IN THE INTERNAL THREAD OF THE ANCHOR INNBIAWL REESNTGON AND SCREW THE
SPECIALANTI VANDALISM SCREWS PROVIDED INTI VANDALISM SGREWSVIERIDRD TO AVOID PROBLEMS ANYONE

COULD UNSCREW A NODEDI-WITH STANDARD SCREWS

&IGURE OLACE THE CIRCLE RUBBER AND THE NODE ABOVE IT

&IGURE 3CREW THE NODE




$EPLOYMENT AND INSTALLATION

&IGURE &INAL SECTION OF THE ANCHOR AND SCREW




$EPLOYMENT AND INSTALLATION

SNDERGROUND NODE INSTALLATION

$EPENDING ON THE SCENARIO PLACING THE NODE UNDER THE PAVEMENT CAN BBIDOMUBTES WHERE SNOW
IS USUAL INSTALLING THE NODES UNDERGROUND PERMITS THE USE OFPSHEQOWMIDHOEQ ASECTING THE 3MAR
OARKING NODE LSO THIS KIND OF INSTALLATION ALLOWS THE CLIENHBABERINETWORKS AGAINST VANDALISM
THEFT AS THE DEVICE IS NOT ACCESSIBLE DIRECTLY FROM THE OUTSIDE

&IGURE 3NOWPLOW VEHICLE

&OR THIS SPECIAL INSTALLATION ,IBELIUMZRMNDESSURES #ONTACT YOUR 3ALES AGERAT ENORIDERIRES

&IGURE &LAT SMART OARKING ENCLOSURE DIMENSIONS




$EPLOYMENT AND INSTALLATION

2EGARDING THE INSTALLATION PROCESS THE NEXT STEPS EXPLAIN HBTVALD CORREVICE UNDER THE GROUND

3TEP $RILL THE HOLE

5SE AHOLE SAW OR OTHER DEDICATED TOOL TO DRILL A HOLE INTO THE PAVEMEN TTBIE ERQLENSDNKEHNADR
DIAMETER MM 4RY TO PERFORATE IT DEEP ENOUGH TO INSERT THE SMARDEIBEKINENELY WITHOUT RISING OV
THE SURFACE BE SURE THAT THE ENCLOSURE REMAINS UNDER THE PRREKXIENMT EINE ARPM

&IGURE -AKING A HOLE IN THE PAVEMENT

3TEP OLACE THE NODE INTO THE PAVEMENT HOLE
"ELOW THE DEVICE A LAYER OF CEMENT MUST BE SPREAD TO ELEVATE THE DRYICE HORTHENTAR POSITION
INDEPENDENTLY OF THE DEPTH OF THE HOLE 4HE DIAMETER OF THE HOLE MUST BE AT LEAST MM

&IGURE OLACING THE NODE IN THE HOLE

3TEP &ILL THE HOLE

&INALLY THE NODE NEEDS TQHEETO THE PAVEMENT USING %POXY RESIN COMMONLYLUBED ROSBSURES

4HIS RESIN SHOULDALL THE SPACE BETWEEN ENCLOSURE AND PAVEMENT ILSO IT SHOULD AGMEHAIEH DEYTEGVET
ENCLOSURE ENSURING PROTECTION AGAINST WATER BAD ENVIRONMENT XNARDAIDSNMOKMISEAMPOXY RESIN TESTE
BY ,IBELIUM PROVIDES A CURING TIME AROUND HOURS AT y# AND 30 THE PARKING INSTALLATION MUST NOT
USED PRIOR THIS CURING TIME




$EPLOYMENT AND INSTALLATION

&IGURE OOUR %POXY CURING AGENT INTO THE GRANULRIRIRESINOUS MATE

&IGURE OREPARING THE %POXY RESIN MIXTURE

“N THIS INSTALLATION IT IS CRUCIAL THAT THE UPPER SIDE OF NEHENDIEREIRWIBH %POXY OR OTHER MATERIAL
THE SIDE SLIDES CAN BE COVERED THE CENTER OF THE NODE MUST BE CLEAAMRG INAWNMBRKRPROPERLY

&IGURE &INAL %POXY APPLICATION

3TEP 3TART THE NODE USING THE MAGNET
OROCEED WITH THE -AGNET START UP PROCESS IN ORDER TO INITIALIZE THE NODE




$EPLOYMENT AND INSTALLATION

3EMI UNDERGROUND NODE INSTALLATION

4HIS IS A POSSIBLE INSTALLATION IN ORDER TO PROVIDE VANDALMND IMMIINRAIN PUDDLE IMMUNITY 30 THE NOL
PARTIALLY INSERTED IN THE GROUND AND THE VAULTED ENCLOSURE VEHRIMIZ3BESHE WA

4HE SAME UNDERGROUND INSTALLATION STEPS MUST BE FOLLOWED ASISEENSBECTHENREVHE NODE PLACEMEN

STEP THE VAULTED ENCLOSURE MUST EXCEED THE HORIZONTAL PAVEMENTAPYEBXEBYATEIN 4HE NESUJRE
SHOWS HOW THE NODE IS PLACED

&IGURE 3EMI UNDERGROUND NODE INSTALLATION




$EPLOYMENT AND INSTALLATION

.ODE START UP

IFTER THE NODE IS INSTALLED YOU MUST FOLLOW THE -AGNET STARRINESTEFPHEXRGNET START UP PROCESS
SECTION 4HIS PROCESS IS BASED ON CONSECUTIVE MAGNET RESETS WAITIN®AD IBEEASVERNEERNSE! RESET “N
THE FUTURE NEED OF RESETTING THE NODE MANUALLY JUST A SINGLE BEGIREDRBESET WILL

/INCE THE NODE HAS BEEN STARTED IT WILL BEGIN TXRRUWMRBETEP BY STEP AS EXPLAINED (0MWHEE NODE
WORKSECTION

“N THE NEXT VIDEO YOU CAN SEE HOW THE MAGNET START UP ISMEBRERMEERT UP

&IGURE 5SING THE MAGNET TO START THE NODE




$EPLOYMENT AND INSTALLATION

/ORKING EXAMPLE

4HE NEXT DIAGRAM EXPLAINS HOW THE NODE PROGRAM WORKS WHENSHE_NEIDEN® ISTARTED WHEN THE PARK
SLOT IS FREE /N THE LEFT COLUMN YOU CAN APPRECIATE THE PARKINGBIGOHEEXRCIIDIIN /N THE RIGHT SIDE
YOU CAN SEE THE FRAME TYPES THAT ARE SENT TO THE 3MART OARKINGRIQUIHEERISTEMER 3ERVER DEPENDIN
ON PARKING SLOT STATUS CHANGES ELAPSED TIME ANEUJBBEROCIANHANGES

&IGURE 3MART OARKING NODE WORKING EXAMPLE




#ERTICATIONS

#ERTI 1 CATIONS

#% %UROPEAN 5NION

“N ACCORDANCE WITH THE 2%$%$ $IRECTIVE ,IBELIUM #OMUNICACIONES S$STHHBUARES THAT BMERT OARKING
V %5 DEVICE IS IN CONFORMITY WITH THE %UROPEAN 5NION LEGISLATION ANDIMGTHARMECROZED STANDARDS
AND TECHNICAL SBELTIONS

%.

%. 6ER

%. 6ER

%. 6

$RAFT %. 6

%. 6

%. 6

%.

5.% %. I# I# I# I# !

&## SNITED 3TATES

3MART OARKING V 580MPLIES WITH 4ITLE OART SUBPART " OF THE &## RULES AND REGRIPADIONSREQUENCY
$EVICEY SNINTENTIONAL 2ADIATORS 4HIS DEVICE CONTAINS THE FOLLSMVINER RIKNDULES

&t “$ 4*2.
&S | 14!

“F YOU WANT TO KNOW MORE CONTACT THE ,IBELIUM 3ALES $EPARTMENT
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3AFETY 'UIDES

SMART OARKING #HEMICAL &IXING #ARTRIDGE
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$OCUMENTATION CHANGELOG

FSOCUMENTATION CHANGELOG

&ROMV TOV

$EPRECATED THE +EEP ALIVE NIGHT MODE SETTING INGARATON FORMS 3MART OARKING #LOUD 3ERV
#USTOMER 3ERVER AND 3MART $EVICES PP

IDDED NEW SECTION TO DESCRIBE THE 3MART OARISN@GBEDEVITH DEBISEPEQICATIONS
5PDATED ALL RELEASEDNARE VERSIONS

&ROMYV TOV

IDDED INFORMATION TO ENABLE THE INTEGRATION OF THE FOLLOWING ,02A7!. .ER&¥ORFOBRY 3MART

OARKING #LOUD 3ERVICE SCENARIO 4HE 4HINGS .ETWORK 4HEUSIRGES “AIRD -ULTI4ECH BASESTBATION
%MBEDDED .ETWORK 3ERVER

&ROMV TOV

IDDED INFORMATION TO ENABLE THE INTEGRATION OF THE FOLLOWING ,02A7!. ER®/DRO IEHE/#USTOMER

3ERVER SCENARIO 4HE 4HINGS .ETWORK 4HE 4HINGS “NDUSTRIES ABBASBSTAE®MMBEDDED .ETWORK
3ERVER

IDDED DIAGRAM AND DIMENSIONS OF THE VAULTED ENCLOSURE

IDDED INFO ABOUT THE #USTOMER 3ERVER MULTIPLE INSTANCES BEXTRGRADEO AN
%RRATA CORRECTION

&ROMV TOV

IDDED ,ORIOT LICENSE TYPE RECOMMENDATION

#HANGED ,ORIOT BATCH IMPORT FORMAT DUE TO THE NEW ,ORIOT .ETWORK 3ERVER
&ROMV TOV

IDDED SAFETY GUIDE FOR SMART OARKING #HEMICAL &IXING #ARTRIDGE
%RRATA CORRECTION
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