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4HE 2EMOTE #ON1GURATION &ORM ALLOWS THE USER TO UPDATE THE SETTINGS OF EACH NODE �SLEEP TIME� KEEP
ALIVE TIME�
NIGHT
MODE� ETC	� 4HE UPDATE IS DONE REMOTELY VIA ,O2A7!. DOWNLINK RADIO PACKETS�

4HE DIŠERENCE BETWEEN THE � TYPES OF SERVER DIŠER IN THE THE POSSIBLE CLIENT NEEDS�


 4HE #USTOMER 3ERVER IS A SOFTWARE SYSTEM PROVIDED BY ,IBELIUM WHICH PERMITS TORECEIVE� DECODE AND INSERT
DATA INTO A STANDARD-Y31, DATABASE� “T IS MANDATORY THAT THE USER SETS UP HER OWN SERVER TO HOST THE
#USTOMER 3ERVER� 2EAD THE�#USTOMER 3ERVER� CHAPTER FOR FURTHER INFORMATION�


 4HE 3MART 0ARKING #LOUD 3ERVICE IS A SOFTWARE SERVICE PROVIDED BY ,IBELIUM WHICH PERMITS TO RECEIVE�
DECODE AND REDIRECT THE DATA TO THE1NAL �RD PARTY“O4 CLOUD�!MAZON� !ZURE� ETC	� 4HIS RETRANSMISSION IS
DONE THANKS TO THE CLOUD CONNECTORS RUNNING ON ANOTHER ,IBELIUM #LOUD�S SERVICE� THE "RIDGE� 2EAD THE
�,IBELIUM 3MART 0ARKING #LOUD 3ERVICE� CHAPTER FOR FURTHER INFORMATION�
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.ETWORK ARCHITECTURE

&IGURE � ,IBELIUM 3MART 0ARKING #LOUD 3ERVICE SCENARIO

&IGURE � #USTOMER 3ERVER SCENARIO
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3MART 0ARKING NODE

�� 3MART 0ARKING NODE

���� (ARDWARE DESCRIPTION

4HE 3MART 0ARKING NODE IS BASED ON � DIŠERENT PIECES� THE BASE AND THE EXTERNAL ENCLOSURE� 4HE BASE OF THE 3MART
0ARKING NODE INCLUDES THE 0#"� THE BATTERY� THE ANTENNA AND THE INTERNAL ENCLOSURE PIECE�

&IGURE � "ASE OF A 3MART 0ARKING NODE

4HE BASE IS SCREWED TO THE EXTERNAL ENCLOSURE PIECE�

&IGURE � %XTERNAL ENCLOSURE
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3MART 0ARKING NODE

4HE NEXT TABLE SHOWS THE BASIC 3MART 0ARKING NODE CHARACTERISTICS�

%NCLOSURE DIMENSIONS ����� MM X ��� MM

0OWER SUPPLY "UILT
IN LITHIUM
THIONYL CHLORIDE�,I
3/#L�	 BATTERIES� EXPECTED LIFETIME OF �
�� YEARS


#ON1GURABLE SLEEP TIME-IN� �� S � MAX� �� MIN

2ADIO PROTOCOL ,O2A7!. MODULE

$UAL DETECTION 2ADAR �MAIN	 AND MAGNETIC �BACKUP	

0ROVISIONING 2EADY TO INSTALL �DEFAULT ,O2A7!. /4!!“$S AND KEY ARE LOADED TO EACH NODE	

.ODE CON1GURATION 6IA �2EMOTE #ON1GURATION &ORM� �WEB FORM	

,O2A7!. CON1GURATION 6IA �3MART $EVICES !PP� �*AVA DESKTOP APPLICATION	

/PERATING TEMPERATURE 
�� TO ��� o#

�
	 5NDERNORMALCIRCUMSTANCESANDDEPENDINGONSETTINGS

&IGURE � 6AULTED ENCLOSURE DIMENSIONS
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3MART 0ARKING NODE

������ .ODE VERSIONS

,IBELIUM PROVIDES THE NEXT VERSIONS OF 3MART 0ARKING�

2EFERENCE 6ERSION /PERATING FREQUENCY

30
%5 3MART 0ARKING %5 ����� TO ����� -(Z �,O2A7!. %5���
���	

30
53 3MART 0ARKING 53 ����� TO ����� -(Z �,O2A7!. 53���
���	

30
!0,!
!5 3MART 0ARKING !0!# � ,!4!- � !5 � !5��� ����� TO ����� -(Z �,O2A7!. !5���
���	

30
 “. 3MART 0ARKING“. ����� TO ����� -(Z �,O2A7!. “.���
���	

30
!0,!
!3 3MART 0ARKING !0!# � ,!4!- � !5 � !3��� ��� -(Z �,O2A7!. !3���	

������ ,O2A7!. REGIONS

4HE 3MART 0ARKING NODE SUPPORTS THE NEXT ,O2A7!. REGIONS�

,O2A7!. REGION 3UPPORTED BY

%5 ���
��� -(Z “3- "AND �%UROPE	 3MART 0ARKING %5

53 ���
��� -(Z “3- "AND �5NITED 3TATES	 3MART 0ARKING 53

!5 ���
��� -(Z “3- "AND �!USTRALIA	 3MART 0ARKING !0!# � ,!4!- � !5 � !5���

“. ���
��� -(Z “3- "AND � “NDIA	 3MART 0ARKING“.

!3 ��� -(Z “3- "AND �!SIA AND !3%!. REGION	 3MART 0ARKING !0!# � ,!4!- � !5 � !3���

#. ���
��� -(Z “3- "AND �#HINA	 .OT AVAILABLE

#. ���
��� -(Z “3- "AND �#HINA	 .OT AVAILABLE

+2 ���
��� -(Z “3- "AND �3OUTH +OREA	 .OT AVAILABLE

��� -(Z “3- "AND �7ORLDWIDE	 .OT AVAILABLE

“F YOU ARE INTERESTED IN FURTHER INFORMATION ABOUT ,O2A7!. COUNTRY REGULATIONS� PLEASE REFER TO THE ,O2A !LLIANCE
REGIONAL PARAMETERS DOCUMENT�

������ ,O2A7!. PROTOCOL AND PARAMETERS

,O2A7!. IS A ,OW 0OWER 7IDE !REA .ETWORK �,07!.	 PROTOCOL�“T IS A SPREAD
SPECTRUM MODULATION TECHNIQUE AT
EXTREMELY LOW DATA
RATES WHICH PERMITS SENDING DATA ACHIEVING LONG RANGES�
4HE MOST IMPORTANT ,O2A7!. PARAMETERS ARE�


 ,O2A7!. %5 “� 2EAD
ONLY� �
BYTE� UNIQUE IDENTI1ER WHICH DE1NES EACH ,O2A7!. MODULE IN THE MARKET�


 $EVICE %5“� 2EAD�WRITE� �
BYTE IDENTI1ER CON1GURED INTO THE ,O2A7!. MODULE TO BE USED AS OPERATING
IDENTI1ER� "Y DEFAULT� THE �,O2A7!. %5“� OF THE MODULE IS FACTORY
CON1GURED AS �$EVICE %5“� IN THE 3MART
0ARKING NODE�


 *OIN MODE� !"0 OR /4!!� $E 1NES HOW THE MODULE JOINS THE NETWORK� $IŠERENT KEYS ARE NEEDED FOR EACH
METHOD�


 $EVICE ADDRESS� .EEDED FOR !"0� 4HE �
BYTE ADDRESS OF THE THE ,O2A7!. MODULE� -UST BE UNIQUE IN ITS OWN
SUB
NETWORK�


 .ETWORK 3ESSION +EY� .EEDED FOR !"0� 4HE ��
BYTE !%3 KEY� 5SED TO GENERATE -ESSAGE “NTEGRITY #HECK�


 !PPLICATION 3ESSION +EY� .EEDED FOR !"0� 4HE ��
BYTE !%3 KEY� 5SED TO ENCRYPT DATA�


 !PPLICATION %5“� .EEDED FOR /4!!� 4HE �
BYTE APPLICATION IDENTI1ER� .EEDED FOR OPENING AN /4!! SESSION AND
EXCHANGE ENCRYPTION KEYS�
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3MART 0ARKING NODE


 !PPLICATION +EY� .EEDED FOR /4!!� 4HE ��
BYTE KEY� .EEDED FOR OPENING AN /4!! SESSION AND EXCHANGE
ENCRYPTION KEYS�


 $ATA
RATE� $E1NES THE TRANSMISSION RATE�BITS PER SECOND	� %ACH DATA
RATE SETTINGS COMBINES DIŠERENT
3PREADING &ACTOR �3&	 AND BANDWIDTH �"7	� "Y DEFAULT� ALL ,O2A7!. REGIONS USE THE SAME DATA
RATE �$2 �	�
(OWEVER� DEPENDING ON THE REGION� THAT MEANS DIŠERENT 3& AND "7�


 ,O2A7!. %5���
��� VERSION� 3&�� � ��� K(Z


 ,O2A7!. “.���
��� VERSION� 3&�� � ��� K(Z


 ,O2A7!. !3��� VERSION� 3&�� � ��� K(Z


 ,O2A7!. 53���
��� VERSION� 3&�� � ��� K(Z


 ,O2A7!. !5���
��� VERSION� 3&�� � ��� K(Z


 !$2� !DAPTIVE $ATA 2ATE SETTING WHICH CAN BE ENABLED OR DISABLED�“F !$2 IS ENABLED� THE SERVER WILL OPTIMIZE
THE DATA
RATE BASED ON THE INFORMATION COLLECTED FROM THE NETWORK� THE 233“ � 3.2 OF THE LAST RECEIVED PACKETS�

“F YOU ARE INTERESTED IN FURTHER INFORMATION ABOUT ,O2A7!. SPECI1CATIONS� PLEASE REFER TO THE ,O2A !LLIANCE
SPECI1CATIONS DOCUMENT�

������ “DENTI1CATION LABEL

4HERE IS A STICKER ON THE BOTTOM SIDE OF THE 3MART 0ARKING NODE BASE�“N THIS STICKER� SEVERAL DEVICE SPECI1CATIONS
CAN BE SEEN� &OR EXAMPLE THE �-ODEL� WHICH REFERS TO THE DEVICE�S REGION� !LSO� THE UNIQUE �,O2A7!. %5“� IS
DISPLAYED SO EACH NODE CAN BE DISTINGUISHED�

&IGURE � 3MART 0ARKING NODE LABEL

���� 0OWER AND TIME CONSUMPTION

4HE 3MART 0ARKING NODE1RMWARE EXECUTES DIŠERENT STEPS SINCE THE NODE IS STARTED� &IRSTLY� THE NODE�S SETUP AND
THEN AN IN1NITE LOOP WHERE EVERY CYCLE IS BASED ON MEASURING� SENDING IF NEEDED AND SLEEPING� 4HE NEXT TABLES
SHOW THE POWER AND TIME CONSUMPTION OF EACH STEP MODELLED AS A PULSE OF A SPECI1C TIME DURATION AND AVERAGE
POWER CONSUMPTION�
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3MART 0ARKING NODE

������ 3MART 0ARKING %5

0OWER CONSUMPTION 4IME CONSUMPTION

.ODE SETUP ���� M! �� S

-EASURE CYCLE �� M! ��� MS

-EASURE AND SEND CYCLE�� M! � S

3LEEP CYCLE ��� U! $EPENDS ON SLEEP TIME SETTINGS

�
	 ,O2A7!. %5ISSETTOTHEDEFAULT3&�� SETTINGS�WORSTCASE	�4HESENDPROCESSMAYBELOWERPOWERIFTHENODEISCLOSETOTHEBASESTATION�

������ 3MART 0ARKING 53

0OWER CONSUMPTION 4IME CONSUMPTION

.ODE SETUP ���� M! �� S

-EASURE CYCLE �� M! ��� MS

-EASURE AND SEND CYCLE�� M! ��� S

3LEEP CYCLE ��� U! $EPENDS ON SLEEP TIME SETTINGS

�
	 ,O2A7!. 53 ISSETTOTHEDEFAULT3&�� SETTINGS�WORSTCASE	�4HESENDPROCESSMAYBELOWERPOWERIFTHENODEISCLOSETOTHEBASESTATION�

���� 5SER SWITCHES

4HE 3MART 0ARKING NODE HAS � SWITCHES TO MANAGE THE WORKING MODE�


 /N�/ Š SWITCH� $ETERMINES WHETHER THE NODE IS POWERED
ON OR POWERED
OŠ


 !PP�"OOT SWITCH� 7HEN THE NODE IS POWERED
ON� THIS SWITCH DETERMINES THE PERFORMANCE STATE OF THE DEVICE


 !PP POSITION MUST BE USED FOR A NORMAL OPERATION MODE� SO THE DEVICE EXECUTES THE1RMWARE WITHIN IT


 "OOT POSITION MUST BE USED FOR CON1GURING PURPOSES ONLY

&IGURE � 3MART 0ARKING NODE �USER SWITCHES�

7HEN THE NODE IS POWERED
ON �/N SWITCH	� YOU CAN CHANGE FROM !PP TO "OOT OR VICEVERSA BY CHANGING THE STATE
OF THE !PP�"OOT SWITCH� (OWEVER� YOU MUST PRESS THE RESET BUTTON TO APPLY THE OPERATION MODE CHANGE� !NOTHER
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3MART 0ARKING NODE

POSSIBILITY TO SUCCESSFULLY CHANGE THE OPERATION MODE STEP
BY
STEP WOULD BE TO�POWER DOWN THE DEVICE�/ Š SWITCH	�
CHANGE THE !PP�"OOT SWITCH� PRESS THE RESET BUTTON AND THEN POWER ON THE DEVICE�

“MPORTANT�
.EVER LEAVE THE DEVICE SET TO /N AND "OOT FOR MORE TIME THAN NEEDED�4HE BOOTLOADER DOES NOT PROVIDE ANY SLEEP
MODE AND IT WILL WASTE THE BATTERY OF THE DEVICE� 3O WHEN YOU 1NISHRECON1GURING THE DEVICE� PLEASE SET THE NODE
IN OŠ STATE�

���� 2ESET BUTTON

4HE RESET BUTTON CAN BE USED TO RE
START THE NODE IN THE CORRESPONDING OPERATION MODE �!PP OR "OOT	�“F THE NODE
IS SET UP TO �!PP� �NORMAL OPERATION MODE	� PRESSING THE RESET BUTTON WILL RE
START THEPROGRAM EXECUTION� /N THE
OTHER HAND� IF THE NODE IS SET UP TO "OOT �CON1GURATION MODE	� PRESSING THE RESET BUTTON WILL RE
START THE -#5
BOOTLOADER FOR RECON1GURATION OR1RMWARE UPDATE�

&IGURE � 2ESET BUTTON

���� .ODE SETUP

������ �2EADY TO INSTALL� STATE

“MPORTANT�
,IBELIUM PROVIDES THE NODES �READY TO INSTALL� SO THE USER ONLYNEEDS TO INSTALL THE NODES AND FOLLOW THE
��-AGNET START
UP� PROCESS��

4HE 3MART 0ARKING NODE HAS A POWER
ON PROCESS IN ORDER TO PUT THE DEVICE INTO A �READY
TO
INSTALL� STATE�


 3TEP �� 4HE SWITCHES ARE SET TO �!PP� AND �/Š� �PRESS THE RESET BUTTON TO MAKE SURE YOU DISCHARGE CAPACITORS	


 3TEP �� 9OU POWER THE DEVICE ON BY SLIDING THE SWITCH FROM �/Š� TO �/N�


 3TEP �� "OTH ,%$S �RED AND GREEN	 BLINK RAPIDLY FOR � TIMES


 3TEP �� 2ED ,%$ BLINKS ONCE FOR � SECOND TO INDICATE THAT THE DEVICE ENTERS SLEEP MODE FOR THE �ST TIME� .OW
THE NODE IS IN A �READY TO INSTALL� STATE� 4HE CUSTOMER SHOULD INSTALL THE NODE ON THE REAL SCENARIO AND PERFORM
THE �-AGNET START
UP� PROCESS�
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3MART 0ARKING NODE

&IGURE � 4HE RED ,%$ BLINKS ONCE TO INDICATE READY
TO
INSTALL STATE

9OU CAN SEE HOW THE PREVIOUS STEPS ARE PERFORMED IN THIS VIDEO�2EADY TO INSTALL PROCESS

������ (OW TO CLOSE THE 3MART 0ARKING NODE

!FTER FOLLOWING THE PREVIOUS STEPS� THE DEVICE CAN BE CLOSED� “N ORDER TO CLOSE THE NODE CORRECTLY AND ENSURE CORRECT
SEALING� THE FOLLOWING STEPS MUST BE STRICTLY FOLLOWED�


 3TEP �� -AKE SURE THAT THE SCREWS HAVE THE O
RINGS TO PREVENT WATER INGRESS�

&IGURE � 3CREWS WITH O
RING


 3TEP �� %NSURE THAT THE TOP SURFACE OF THE GASKET IS CLEAN AND CONTAINS NO FOREIGN OBJECTS�


 3TEP �� 0LACE THE INNER CASING INSIDE THE OUTER CASING AND MAKE SURE THAT THE � POSITION MARKS MATCH�

&IGURE � %NCLOSURE POSITION MARKS
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3MART 0ARKING NODE


 3TEP �� “NSERT THE SCREWS AND TIGHTEN THEM HALFWAY�

&IGURE � 3CREWS IN THEIR POSITION


 3TEP �� &INALLY� TIGHTEN THE � SCREWS1RMLY� $O NOT USE THE MAXIMUM PRESSURE�DO NOT GO ALL THE WAY WITH THE
SCREWS	� BECAUSE THE O
RINGS COULD BE EJECTED FROM THE SCREWS� AND THEN THE WATERPROOF FEATURE WOULD ./4
BE VALID� "ESIDES� DO NOT SCREW TOO HARD AND KEEP ON SCREWING� BECAUSE THESCREWS COULD CARVE THE FEMALE
SOCKETS� EXPANDING THEIR INNER DIAMETER� THIS WOULD CANCEL THE WATERPROOF QUALITY TOO�

,IBELIUM MANUFACTURES AND PROVIDES ALL NODES CON1GURED AFTER FOLLOWING ALL EXPLAINED STEPS� SO THE NODE IS �READY
TO INSTALL�� "Y FACTORY DEFAULT� ALL NODES ARE CON1GURED WITH THEIR UNIQUE ,O2A7!. %5“ AND RANDOM PRIVATE KEYS�
/N THE OTHER HAND� IF DIŠERENT ,O2A7!. PARAMETERS ARE DESIRED��3MART $EVICES !PP� MUST BE USED TO CHANGE THE
SETTINGS AND REPEAT THE PREVIOUSLY EXPLAINED STEPS�

������ �-AGNET START
UP� PROCESS

/NCE THE NODE HAS BEEN SET TO �READY TO INSTALL� STATE AND IT HAS BEEN CLOSED AND PLACED ON THE PARKING SLOT� THE
�MAGNET START
UP� MUST BE DONE� 4HIS PROCESS CONSISTS ON RESETTING THE DEVICE USING THE MAGNET FOR � CONSECUTIVE
TIMES� %ACH MAGNET RESET MUST BE SEPARATED BY AT LEAST ONE SECOND PERIOD�

4HE BEST WAY TO PROCEED WITH THE MAGNET IS TO GO OVER THE ENCLOSURE FROM LEFT TO RIGHT IN A ONE
MOTION MOVEMENT�
4HEN WAIT FOR AT LEAST ONE SECOND �ALTHOUGH YOU CAN WAIT MORE	 AND PROCEED AGAIN UNTIL YOU COMPLETE � MAGNET
RESETS�

&IGURE � -AGNET RESET
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3MART 0ARKING NODE

“N THE NEXT VIDEO
CLIP YOU CAN SEE HOW THE �MAGNET START
UP� IS PERFORMED�-AGNET START
UP

!FTER1NISHING THE �MAGNET START
UP�� THE NODE STARTS WORKING NORMALLY FOR THE RESTOF THE TIME� .O MORE THREE
TIME
�MAGNET RESETS� ARE NEEDED IN ORDER TO RESET THE DEVICE PROPERLY� 3O IF A �TH MAGNETRESET OR SOFTWARE RESET IS
APPLIED� THE DEVICE WILL RESET AND CONTINUE WORKING NORMALLY AGAIN�

“MPORTANT�
4HE �MAGNET START
UP� IS ONLY MANDATORY WHEN THE NODE IS POWERED FROM A POWER
OŠ STATE� “N OTHER WORDS� WHEN
THE DEVICE IS SET TO A �READY TO INSTALL� STATE�

���� (OW THE NODE WORKS

������ &RAME TYPES

4HE 3MART 0ARKING ARCHITECTURE MANAGES DIŠERENT UPLINK AND DOWNLINK FRAMES�

4HE NEXT TABLE SHOWS THE 5PLINK FRAMES�

&RAME TYPE �NUM $ESCRIPTION

3TART FRAME � � &IRST FRAME SENT BY THE NODE WHEN STARTING�WITH PARAMS SETTINGS	

3TART FRAME � � 3ECOND FRAME SENT BY THE NODE WHEN STARTING �WITH PARAMS SETTINGS	

“NFO FRAME � 5SED TO INFORM A 0ARKING 3TATUS CHANGE

+EEP
ALIVE FRAME � 5SED TO INFORM THE DEVICE KEEPS WORKING SINCE LAST REPORTED STATUS

#ON1GURATION UPLINK � 5SED TO CON1RM A �#ON1GURATION DOWNLINK� WAS APPLIED OR NOT

24# UPDATE REQUEST � 5SED TO REQUEST FOR AN 24# SYNC ONCE EVERY DAY

4HE NEXT TABLE SHOWS THE $OWNLINK FRAMES�

&RAME TYPE �NUM $ESCRIPTION

#ON1GURATION DOWNLINK�

5SED TO UPDATE THE NODE PARAMETERS� !FTER THE CUSTOMER SETS UP A NEW
NODE CON1GURATION IN THE 2EMOTE #ON1GURATION &ORM A NEW �#ON1GURATION
DOWNLINK� FRAME IS ENQUEUED INTO THE ,O2A7!. NETWORK SERVER�S DOWNLINK
QUEUE�

24# SYNC FRAME �
5SED TO SYNC THE NODE�S 24# TO THE SERVER�S TIMESTAMP�“T IS THE MANDATORY
RESPONSE TO �3TART FRAME �� AND �24# UPDATE REQUEST� UPLINK FRAMES�

4HE UPLINK FRAMES ARE ��
BYTE LONG TO ALWAYS COMPLY WITH THE ,O2A7!. DATARATE WORST CASE SCENARIO� 4HEIR
STRUCTURE CONSISTS ON � PARTS� HEADER AND PAYLOAD� 4HE �HEADER� FORMAT IS ALWAYS THE SAME FOR ALL UPLINK FRAME
TYPES� /N THE OTHER HAND� THE �PAYLOAD� FORMAT MAY BE DIŠERENT FOR EACH FRAME TYPE�

(EADER 0AYLOAD

� BYTES � BYTES

2EGARDING THE DOWNLINK FRAMES� THEY HAVE VARIABLE LENGTH AND ITS FORMAT IS PRIVATE TO THE CUSTOMER� 4HE �24# SYNC
FRAME� IS THE MANDATORY RESPONSE FOR BOTH �3TART &RAME �� AND �24# UPDATEREQUEST� FRAMES� 4HE �24# SYNC FRAME�
PROVIDES THE SERVER TIME TO THE NODES IN ORDER TO KEEP THE 24# UPDATED� !LSO� THE �#ON1GURATION DOWNLINK� IS AN
ASYNCHRONOUS FRAME SENT BY THE SERVER WHEN THE 2EMOTE #ON1GURATION &ORM IS MANAGED BY THE CUSTOMER�

9OU MUST KEEP IN MIND THAT WHEN A DOWNLINK PACKET IS REQUESTED THERE ARE USUALLY SOME ISSUES RELATED TO ,O2A7!.
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3MART 0ARKING NODE

NETWORK LATENCY� 4HIS IMPLIES THAT THE �ST REQUEST ATTEMPT USUALLY FAILS� “NTHAT CASE� A �ND ATTEMPT IS SENT IN ORDER
TO RETRIEVE THE LOST DOWNLINK PACKET� &OR THIS REASON� YOU MIGHT SEE THAT A COUPLE OF �3TART &RAME �� OR �24# UPDATE
REQUEST� FRAMES ARE SENT SEQUENTIALLY DURING THE EXECUTION OF THE PROGRAM�

������ &RAME HEADER

4HE �(EADER� INCLUDED IN EACH UPLINK FRAME CONTAINS � BYTES�

"YTE "IT &IELD

� � 0ARKING LOT STATUS

� � "ATTERY STATE

� � #ON1GURATION UPLINK ACKNOWLEDGEMENT

� � 3ENSOR RECALIBRATION

� �
� &RAME TYPE

� �
� 3EQUENCE NUMBER

4HE MEANING OF EACH1ELD IS�


 0ARKING SLOT STATUS�


 �� &REE


 �� /CCUPIED


 "ATTERY STATUS�


 �� /+


 �� 7ARNING� 4HE BATTERY LEVEL MEASURED IS BELOW THE WARNING THRESHOLD����� M6	


 #ON1GURATION UPLINK FRAME ACKNOWLEDGEMENT STATUS�


 �� !#+


 �� .!#+


 3ENSOR RECALIBRATION�


 �� .O CALIBRATION WAS DONE SINCE THE LAST UPLINK


 �� !T LEAST ONE CALIBRATION WAS DONE SINCE THE LAST UPLINK


 &RAME TYPE� .UMBER RELATED TO FRAME TYPE


 �� “NFO FRAME


 �� +EEP
ALIVE FRAME


 �� #ON1GURATION UPLINK FRAME


 �� #ON1GURATION DOWNLINK


 �� 3TART FRAME �


 �� 3TART FRAME �


 �� 24# SYNC FRAME


 �� 24# UPDATE REQUEST


 3EQUENCE NUMBER� 4HIS IS A �
BYTE1ELD SO THE SEQUENCE NUMBER GOES FROM � TO ���� 7HEN ��� IS REACHED�
THE COUNTER STARTS FROM ZERO AGAIN�

������ &RAME PAYLOAD

4HE �0AYLOAD� CONTENTS VARY DEPENDING ON EACH FRAME TYPE�
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4HE 3TART FRAME � FRAME CONTENTS ARE�


 (EADER��0ARKING SLOT STATUS� DOES NOT PROVIDE VALID DATA	


 &IRMWARE VERSION�


 &ROM � TO �� .OT RELEASED1RMWARE VERSIONS


 �� V�����


 ��� V�����


 ��� V�����


 ��� V�����


 ��� V�����


 ��� V����� �LAST STABLE VERSION	


 "ATTERY LEVEL


 2ADAR SETTINGS �THRESHOLD AND RANGE	


 ,O2A7!. SETTINGS �JOIN MODE AND !$2	

4HE 3TART FRAME � FRAME CONTENTS ARE�


 (EADER ��0ARKING SLOT STATUS� DOES NOT PROVIDE VALID DATA	


 3LEEP AND +EEP
ALIVE TIME SETTINGS


 .IGHT
MODE SETTINGS �ENABLED�DISABLED� START HOUR� DURATION� SLEEP TIME	

4HE“NFO FRAME CONTENTS ARE�


 (EADER


 3ENSOR ERROR


 4EMPERATURE


 4IMESTAMP �HOUR AND MINUTES	


 2ADAR MEASUREMENT �$ISTANCE� AMPLITUDE AND NUMBER OF RE2ECTIONS	

4HE +EEP
ALIVE FRAME CONTENTS ARE�


 (EADER


 3ENSOR ERROR


 4EMPERATURE


 4IMESTAMP �HOUR AND MINUTES	


 2ADAR MEASUREMENT �$ISTANCE� AMPLITUDE	


 "ATTERY LEVEL

4HE 24# UPDATE REQUEST FRAME CONTENTS ARE THE SAME AS +EEP
ALIVE FRAME�

“MPORTANT�
4HE #USTOMER 3ERVER PROVIDES THE NEEDED SOURCE CODE TO PARSE THISDATA INTO A MORE COMPREHENSIVE STRUCTURE� 4HE
,IBELIUM #LOUD "RIDGE ALSO PROVIDES THE NEEDED TOOLS TO TRANSMIT THE PARSED DATA TO A �RD PARTY “O4 CLOUD� &OR
MORE INFORMATION� PLEASE REFER TO THE �#USTOMER 3ERVER� SECTION�
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������ .ODE PROGRAM 2OWCHART

&IGURE � 3MART 0ARKING NODE PROGRAM2OWCHART
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3MART 0ARKING NODE

���� .ODE PARAMETERS

������ 0ARAMETERS DESCRIPTION AND RANGES

4HE 3MART 0ARKING NODE HAS DIŠERENT PARAMETERS THAT CHANGE THE TIMING AND DETECTION PERFORMANCE OF THE NODE�
4HE NEXT TABLE SHOWS THE NODE PARAMETERS�

0ARAMETER 2ANGE $ESCRIPTION

3LEEP TIME �
�� MIN OR ��
�� S -INUTES OR SECONDS ELAPSED BETWEEN EACH MEASUREMENT CYCLE

+EEP
ALIVE TIME ���� �� ������ �� HOUR
(OURS ELAPSED SINCE LAST UPLINK MESSAGE WHICH TRIGGERS A NEW
+EEP
ALIVE FRAME

.IGHT
MODE � OR � .IGHT
MODE DISABLED�ENABLED

.IGHT
MODE START �� ������ �� HOUR .IGHT
MODE STARTS WHEN 24# REACHES THIS PARAMETER1ELD

.IGHT
MODE DURATION�� ������ �� HOUR .IGHT
MODE PERIOD IS EQUAL TO THIS1ELD

.IGHT
MODE SLEEP �� ������ �� MIN 3LEEP TIME APPLIED DURING NIGHT
MODE

2ADAR RANGE START �� TO �� CM
3TARTING MEASUREMENT DISTANCE�OBJECTS BELOW THIS VALUE ARE NOT
DETECTED	

2ADAR RANGE LENGTH�� TO ��� CM 2ANGE OF MEASUREMENT TO BE ADDED TO �RANGE START� VALUE

2ADAR THRESHOLD � TO ���
4HRESHOLD USED IN DETECTION ALGORITHM� SO HIGHER THRESHOLD IMPLY
LESS SENSITIVE DETECTION

,O2A7!. JOIN MODE � �!"0	 OR � �/4!!	 *OIN MODE USED BY THE ,O2A7!. RADIO MODULE

,O2A7!. $EV%5 “ �
BYTE IDENTI1ER $E1NES THE DEVICE %5“ USED BY THE ,O2A7!. RADIO

,O2A7!. $EV!DDR �
BYTE IDENTI1ER
$E1NES THE DEVICE ADDRESS USED BY THE ,O2A7!. RADIO IN !"0
MODE

,O2A7!. .WK3+EY ��
BYTE KEY
$E1NES THE ,O2A7!. .ETWORK 3ESSION +EY USED BY THE ,O2A7!.
RADIO IN !"0 MODE

,O2A7!. !PP3+EY ��
BYTE KEY
$E1NES THE ,O2A7!. !PPLICATION 3ESSION +EY USED BY THE
,O2A7!. RADIO IN !"0 MODE

,O2A7!. !PP+EY ��
BYTE KEY
$E1NES THE ,O2A7!. !PPLICATION +EY USED BY THE ,O2A7!. RADIO
IN /4!! MODE

,O2A7!. !PP%5 “ �
BYTE IDENTI1ER
$E1NES THE ,O2A7!. !PPLICATION %5“ USED BY THE ,O2A7!. RADIO
IN /4!! MODE

,O2A7!. PORT � TO ��� $E1NES THE PORT USED FOR UPLINK SENDINGS

,O2A7!. !$2 � �O Š	 OR � �ON	 $E1NES IF !DAPTIVE $ATA 2ATE IS ENABLED OR DISABLED

,O2A7!. 28� $ELAY � TO ����� $E1NES THE DELAY AFTER1RST ,O2A7!. RX WINDOW

,O2A7!. 3UBBAND �
BIT BITMAP
$E1NES THE SUB
BAND USED BY THE ,O2A7!. RADIO �ONLY APPLIES TO
53 AND !5 VERSIONS	

“MPORTANT�
4HE ,O2A7!. IDENTI1ERS AND KEYS MUST BE REGISTERED IN THE ,O2A7!. NETWORK SERVER BEFORE STARTING THE NODE IN
ORDER TO RECEIVE DATA� &OR /4!! MODE� $EV%5“� !PP%5“ AND !PPKEY� &OR !"0 MODE� $EV%5“� $EV!DDR� .WK3+EY AND
!PP3+EY�
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3MART 0ARKING NODE

������ 5NDERSTANDING “NFO AND +EEP
ALIVE FRAMES

“N THE REGULAR WORKING MODE�DAY
MODE	� �3LEEP� AND �+EEP
ALIVE� PARAMETERS ARE USED� 3O THE NODE NORMALLY
SLEEPS FOR A SPECI1C �3LEEP� TIME THEN WAKES
UP� MEASURES AND APPLIES THE ALGORITHM DETECTION IN ORDER TODETECT
CHANGES IN THE PARKING SLOT�

“F A CHANGE IS DETECTED FROM�FREE� TO�OCCUPIED� OR VICEVERSA� THEN AN �“NFO� FRAME IS SENT�“F NO CHANGE OCCURRED
DURING THE LAST �+EEP
ALIVE� TIME� THEN A +EEP
ALIVE FRAME IS SENT� "ESIDES�IF A SENSOR ERROR IS DETECTED� A +EEP
ALIVE
FRAME SENDING IS FORCED IN ORDER TO INFORM ABOUT THIS ISSUE�

%XAMPLE PARAMETERS USED�


 3LEEP� � MINUTES


 +EEP
ALIVE� � HOUR

&IGURE � %XAMPLE“NFO AND +EEP
ALIVE FRAMES

������ 5NDERSTANDING NIGHT
MODE

!S SHOWN IN THE PARAMETERS TABLE� THERE ARE SOME PARAMETERS THAT ALLOW THE USERTO CON1GURE THE NODE TO USE �
WORKING MODES DEPENDING ON TIME SETTINGS� DAY
MODE AND NIGHT
MODE�

4HE NIGHT
MODE IS A SECONDARY AND OPTIONAL WORKING MODE THAT ALLOWS THE USER TO CON1GURE A DIŠERENT TIME BASIS
PARAMETERS IN ORDER TO REDUCE THE BATTERY IMPACT� 3O� IT WAS DEVELOPED TO USE IT WHEN THE PARKING SLOT IS EXPECTED
TO HAVE FEWER CHANGES �I�E� AT NIGHT	� 4HEREFORE� A DIŠERENT NIGHT
MODE �3LEEP� SETTING IS USED�

“T IS NOT MANDATORY TO USE THE NIGHT
MODE DURING NIGHT� 4HIS MODE IS THOUGHTTO BE USED WHEN LESS VEHICLE
MOVEMENT IS EXPECTED IN THE PARKING SLOTS� 7HICH COULD BE DURING DAY TIME�

%XAMPLE�


 $AY
MODE�


 3LEEP� � MINUTE


 .IGHT
MODE�


 .IGHT
MODE START HOUR� �� HOURS �� 0-	
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3MART 0ARKING NODE


 .IGHT
MODE DURATION� �� HOURS�.IGHT
MODE GOES FROM � 0- TO � !-	


 .IGHT
MODE SLEEP TIME� �� MINUTES

“N THE EXAMPLE� FROM � 0- TO � !-� THE NODE WILL WASTE LESS BATTERY BECAUSE MEASUREMENTS ARE DONE EVERY ��
MINUTES INSTEAD EVERY MINUTE� +EEP
ALIVE EVENTS ARE NOT SHOWN BUT A +EEP
ALIVE EVENT WOULD BE TRIGGERED IF NO
CHANGE OCCURS IN THE PARKING SLOT�

&IGURE � %XAMPLE OF DAY AND NIGHT MODE

4HE CONCLUSION IS THAT THE .IGHT
MODE IS INTERESTING FOR CUSTOMERS WHO CERTAINLYKNOW THE PARKING SLOT IS EXPECTED
TO HAVE FEWER CHANGES DURING LARGE PERIODS OF TIME EVERY DAY�

.OTE� &ROM /CTOBER ���� THE �KEEP
ALIVE NIGHT
MODE� SETTING WAS DEPRECATED TO SIMPLIFY THE PARAMETER
MANAGEMENT� 3INCE THEN� THERE IS A SINGLE KEEP
ALIVE SETTING� FOR BOTH �NORMALMODE� AND �NIGHT MODE��

������ 5NDERSTANDING 24# SYNCHRONIZATION

4HERE ARE SPECI1C FRAME TYPES THAT ALLOW THE NODE TO SYNCHRONIZE THE 24# TO THE SERVER TIMESTAMP�

4HE �3TART &RAME �� EXPECTS AN ANSWER FROM THE SERVER WITH THE TIMESTAMP �HOURS AND MINUTES	� 4HIS FRAME IS SENT
AFTER STARTING THE NODE OR A SOFTWARE RESET�

"ESIDES� THE NODE�S1RMWARE PROVIDES A MECHANISM WHICH AN �24# UPDATE REQUEST� FRAME ISSENT EVERY �� HOURS
SINCE THE NODE WAS STARTED OR RESET� 4HIS FRAME WAITS FOR A DOWNLINK FRAME WHICH BRINGS THE CURRENT SERVER
TIMESTAMP �HOUR AND MINUTES	�
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3MART 0ARKING NODE

&IGURE � %XAMPLE OF 24# SYNC

.OTE� 4HE 24# SYNC IS IMPORTANT FOR .IGHT
MODE ONLY WHERE IT MANDATORY TO OPERATEWITH A CORRECT TIMESTAMP IN
ORDER TO ENTER AND EXIT FROM NIGHT
MODE TO DAY
MODE AND VICEVERSA�

������ 5NDERSTANDING UPLINK FRAMES FORMAT �REAL EXAMPLE	

4HE NEXT TABLE SHOWS ALL FRAMES SENT BY A SINGLE NODE SINCE IT WAS STARTED� 4HE DIŠERENT COLUMNS DISPLAY THE PARSED
DATA FROM THE RECEIVED �UPLINK DATA��

%XAMPLE�


 $AY
MODE�


 3LEEP� � MINUTE


 +EEP
ALIVE� � HOUR


 .IGHT
MODE�


 .IGHT
MODE START HOUR� �� HOURS��� 0-	


 .IGHT
MODE DURATION� � HOURS �.IGHT
MODE GOES FROM �� 0- TO � !-	


 .IGHT
MODE SLEEP TIME� � MINUTES

“T IS POSSIBLE TO DISTINGUISH THE STARTING FRAMES AT THE BEGINNING OF THE EXECUTION� 4HEN THE NODE INFORMS WITH A NEW
+EEP
ALIVE EVERY � HOURS� !NY CHANGE OF 0ARKING SLOT STATUS IMPLIES A NEW“NFO FRAME� !ND AFTER �� HOURS WORKING�
YOU CAN SEE THE 24# REQUEST PERFORMED BY THE NODE�

4IMESTAMP 5PLINK DATA &� 4YPE 0ARKING LOT "ATTERY 2ECAL 3EQ

�������� ����� ������C������C�������� � �3TART �	 .5,, � � �

�������� ����� ���������������������� � �3TART �	 .5,, � � �

�������� ����� ���������F�B��������B� � �+EEP
ALIVE	 � � � �

�������� ����� �����������D��������C� � �+EEP
ALIVE	 � � � �

�������� ����� �������D���D��������D� � �+EEP
ALIVE	 � � � �

�������� ����� �������A���D��������D� � �+EEP
ALIVE	 � � � �

�������� ����� �������A���B��������D� � �+EEP
ALIVE	 � � � �

�������� ����� ��������������������D� � �+EEP
ALIVE	 � � � �
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3MART 0ARKING NODE

�������� ����� ��������������������D� � �+EEP
ALIVE	 � � � �

�������� ����� ��������������������D� � �+EEP
ALIVE	 � � � �

�������� ����� ���A������������������ � � “NFO	 � � � ��

�������� ����� ���B���A�������D����D� � �+EEP
ALIVE	 � � � ��

�������� ����� ���C���B�A�����B�E��D� � �+EEP
ALIVE	 � � � ��

�������� ����� ���D���C�C�����D�E��D� � �+EEP
ALIVE	 � � � ��

�������� ����� ���E���E�E�����F�E��D� � �+EEP
ALIVE	 � � � ��

�������� ����� ���F���F�F�B���B�DD�D� � �24# REQUEST	 � � � ��

�������� ����� �������F�F�B���B�DD�D� � �24# REQUEST	 � � � ��

�������� ����� �������F���C���E�C��C� � �+EEP
ALIVE	 � � � ��

�������� ����� ���A���F���F���������� � � “NFO	 � � � ��

�������� ����� ���B����������������C� � �+EEP
ALIVE	 � � � ��

�������� ����� ���C�������F��������C� � �+EEP
ALIVE	 � � � ��

�������� ����� ���D����������������C� � �+EEP
ALIVE	 � � � ��

������ &ACTORY DEFAULT VALUES

,IBELIUM PROVIDES ALL 3MART 0ARKING NODES WITH FACTORY DEFAULT PARAMETERS�

0ARAMETER $EFAULT VALUE

3LEEP TIME � MIN

+EEP
ALIVE TIME � HOUR

.IGHT
MODE � �DISABLED	

.IGHT
MODE START � HOUR

.IGHT
MODE DURATION� HOUR

.IGHT
MODE SLEEP � MIN

2ADAR RANGE START �� CM �SHOULD NOT BE CHANGED	

2ADAR RANGE LENGTH�� CM �SHOULD NOT BE CHANGED	

2ADAR THRESHOLD �� �SHOULD NOT BE CHANGED	

,O2A7!. JOIN MODE � �/4!!	

,O2A7!. $EV%5 “ UNIQUE FACTORY DEFAULT VALUE

,O2A7!. $EV!DDR UNIQUE FACTORY DEFAULT VALUE

,O2A7!. .WK3+EY UNIQUE FACTORY DEFAULT VALUE

,O2A7!. !PP3+EY UNIQUE FACTORY DEFAULT VALUE

,O2A7!. !PP+EY UNIQUE FACTORY DEFAULT VALUE

,O2A7!. !PP%5 “ UNIQUE FACTORY DEFAULT VALUE

,O2A7!. PORT �

,O2A7!. !$2 � �O Š	
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3MART 0ARKING NODE

,O2A7!. 28� $ELAY ���� �SHOULD NOT BE CHANGED	

,O2A7!. 3UBBAND �
BIT BITMAP

������ #ON 1GURE NEW PARAMETER VALUES

4HE 3MART $EVICES !PP AND THE 2EMOTE #ON1GURATION &ORM ALLOW THE USER TO CON1GURE NEW PARAMETERS TO THE
NODE� 4HE �ST ONE IS A DESKTOP *AVA APPLICATION WHICH IMPLIES OPENING THE NODE ENCLOSURE AND PLUG A MICRO
53"
CABLE TO THE NODE� 4HE �ND ONE IS A FORM ALLOCATED IN THE ,IBELIUM 3MART 0ARKING #LOUD 3ERVICE OR IN THE #USTOMER
3ERVER� WHICH PERMITS TO REMOTELY CHANGE SOME OF THE NODE PARAMETERS�

2EGARDING THE TIME AND SENSOR PARAMETERS� THE SAME VALUES ARE SET TO ALL NODES MANUFACTURED BY ,IBELIUM� 4HE
DEFAULT VALUES CAN BE SEEN IN THE PREVIOUS SECTION� (OWEVER� THE CUSTOMER CAN CON1GURE THE TIME AND SENSOR
SETTINGS USING BOTH 3MART $EVICES !PP AND 2EMOTE #ON1GURATION &ORM�

2EGARDING THE ,O2A7!. PARAMETERS� ALL KEYS ARE RANDOMLY GENERATED FOR EACH NODE AND KEPT SECRET� 4HE $EV%5“
SET TO THE NODE IS THE ,O2A7!. HARDCODED %5“ WHICH IS UNIQUE FOR EACH RADIO CHIPSET� (OWEVER� THE CLIENT CAN
CON1GURE�MODIFY ALL ,O2A7!. PARAMETERS USING THE 3MART $EVICES !PP ONLY �THE 2EMOTE #ON1GURATION &ORM DOES
NOT PERMIT IT	�

.OTE� &OR FURTHER INFORMATION ABOUT THIS MATTER PLEASE REFER TO THE�3MART $EVICES !PP� AND
�2EMOTE #ON1GURATION &ORM� SECTIONS�
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,IBELIUM #LOUD MANAGEMENT

�� ,IBELIUM #LOUD MANAGEMENT

���� “NTRODUCTION TO THE ,IBELIUM 3ERVICES #LOUD -ANAGER 

3#-

!CCORDING TO THE 3MART 0ARKING NETWORK ARCHITECTURE� USERS CAN SELECT BETWEEN �WAYS OF WORKING WITH THE 3MART
0ARKING NODES� ONE USING THE #USTOMER 3ERVER� AND THE OTHER USING THE 3MART 0ARKING #LOUD 3ERVICE� 2EGARDLESS OF
THE SOLUTION CHOSEN� USERS WILL ALWAYS NEED TO OPERATE WITH THE 3ERVICES #LOUD -ANAGER�3#-	� WHICH IS THE BASIS
OF THE ,IBELIUM #LOUD�

&IGURE � 3MART 0ARKING NETWORK ARCHITECTURE
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,IBELIUM #LOUD MANAGEMENT

���� 3#- ACCOUNT

4HIS IS THE �ST STEP USERS MUST FOLLOW� !NYONE CAN CREATE A NEW ACCOUNT INTHE 3#- FOR FREE� 4HIS ACCOUNT WILL
ALLOW YOU TO MANAGE YOUR ,IBELIUM DEVICES AND ALSO ALL YOUR LICENSES AND SERVICES� 9OU CAN ACCESS THE 3#- AT
HTTPS���CLOUD�LIBELIUM�COM�

&IGURE � 3#- (OME PAGE

������ #REATING AN ACCOUNT

4O REGISTER AND SET UP A PASSWORD� GO TOHTTPS���CLOUD�LIBELIUM�COM�REGISTERAND CLICK ON �#REATE ACCOUNT��

&IGURE � �#REATE ACCOUNT� BUTTON

#OMPLETE THE INFORMATION IN THE FORM�ALL THE1ELDS ARE MANDATORY	�


 .AME� 9OUR NAME


 %
MAIL ADDRESS� ! VALID E
MAIL ADDRESS� IT WILL BE USED FOR VERI1CATION PURPOSES


 0ASSWORD AND #ON1RM PASSWORD� 3ET YOUR PASSWORD

!CCEPTING 4ERMS � #ONDITIONS IS ALSO MANDATORY TO CREATE A NEW ACCOUNT IN THE3#-�
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,IBELIUM #LOUD MANAGEMENT

&IGURE � #REATE ACCOUNT FORM

������ 3IGNING IN

4O SIGN IN THE 3#-� GOHEREAND CLICK ON THE �3IGN “N� BUTTON�

&IGURE � �3IGN
IN� BUTTON

#OMPLETE THE INFORMATION IN THE FORM� 4HE E
MAIL AND PASSWORD USED WHEN CREATING THE ACCOUNT WILL BE REQUIRED�


 %
MAIL ADDRESS� %
MAIL ADDRESS USED FOR REGISTRATION


 0ASSWORD� 0ASSWORD USED FOR REGISTRATION
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,IBELIUM #LOUD MANAGEMENT

&IGURE � 3IGN
IN FORM

4HE 4ERMS � #ONDITIONS ACCEPTED WHEN CREATING THE ACCOUNT APPLY FOR ANY TIME YOU SIGN IN THE 3#-� “F YOU DO NOT
HAVE AN ACCOUNT YET� FOLLOW THE STEPS DESCRIBED ON THE SECTION �#REATE AN ACCOUNT� TO OBTAIN VALID CREDENTIALS� “F
YOU ALREADY CREATED AN ACCOUNT AND NEED A PASSWORD REMINDER� YOU CAN CLICK ON �&ORGOT PASSWORD���

���� 3MART 0ARKING NODES REGISTRATION

!FTER PLACING AN ORDER INCLUDING 3MART 0ARKING NODES YOU SHOULD RECEIVEAN E
MAIL WITH THE ACTIVATION CODES FOR ALL
YOUR DEVICES� “N THIS E
MAIL YOU WILL DIRECTLY1ND CLICKABLE LINKS TO REGISTER THE DEVICES IN THE 3#-� 9OU CAN REGISTER
YOUR NODES ONE BY ONE IF NEEDED� BUT IT�S FASTER TO REGISTER ALL OF THEM AT ONCE WITH THE GLOBAL !CTIVATION #ODE�
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,IBELIUM #LOUD MANAGEMENT

&IGURE � !CTIVATION CODES E
MAIL

"Y CLICKING ON THESE LINKS YOU WILL BE ABLE TO COMPLETE THE REGISTRATION PROCESS BY FOLLOWING THE WIZARD�

&IGURE � 3TEP�� %NTER DEVICE ACTIVATION CODE

&IGURE � 3TEP�� #ON1RM ACTIVATION

���� %DITING 3MART 0ARKING NODES

9OU CAN CHANGE THE �NAME�� �PROJECT�� �DESCRIPTION� AND�IF THE DEVICE IS A 3MART 0ARKING NODE	 THE �,O2A7!. %5“�
OF THE DEVICE BY CLICKING THE PENCIL ICON LOCATED NEXT TO THE EACH DEVICE� &INALLY YOU MUST SAVE THE CHANGES�
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,IBELIUM #LOUD MANAGEMENT

&IGURE � %DIT A DEVICE

���� %XPORT #361LE WITH NODES CREDENTIALS

4HE 3#- ALLOWS THE USER TO EXPORT ALL NODES CREDENTIALS VIA (4403 SECURE CONNECTION� 4HE EXPORTED1LE IS A #36
1LE WITH ALL CREDENTIALS NEEDED FOR /4!! JOIN MODE� 4HE EXPORTED ,O2A7!. CREDENTIALS ARE THE SAME AS THEY WERE
CON1GURED BY FACTORY DEFAULT� 4HIS MEANS THAT IF THE USER CHANGED THE ,O2A7!. CREDENTIALS VIA �3MART $EVICES
!PP�� THEN THE EXPORTED CREDENTIALS WILL NOT BE SAME�

“N ORDER TO EXPORT THE1LE� YOU MUST GO TOHTTPS���CLOUD�LIBELIUM�COM� LOG IN AND THEN ACCESS �-Y $EVICES�� /N THE
WEBSITE YOU WILL IDENTIFY THE �3MART 0ARKING ACTIONS� BUTTON WHICH PERMITS TODOWNLOAD THE NODES CREDENTIALS BY
CLICKING ON THE �$OWNLOAD NODES KEYS� BUTTON�

&IGURE � %XPORT #361LE WITH ALL NODES CREDENTIALS

4HE #36 1LE FOR�. � DEVICES EXPORTED FROM THE 3#- FOLLOWS THE NEXT FORMAT�
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<DevEUI_1>,<Serial>,<AppEUI_1>,<AppKey_1>

<DevEUI_2>,<Serial>,<AppEUI_2>,<AppKey_2>

<DevEUI_3>,<Serial>,<AppEUI_3>,<AppKey_3>

...

<DevEUI_N>,<Serial>,<AppEUI_N>,<AppKey_N>
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3MART $EVICES !PP

�� 3MART $EVICES !PP

,IBELIUM 3MART $EVICES !PP IS AN SOFTWARE TOOL DEVELOPED BY ,IBELIUM THAT ALLOWS USERS INSTALL NEW1RMWARE
VERSIONS AND PROGRAM THE CON1GURATION OF THE NEW ,IBELIUM DEVICES IN A FEW CLICKS� !T THE MOMENT IT IS ONLY
AVAILABLE FOR 3MART 0ARKING AND -Y3IGNALS PRODUCTS� BUT THE LIST WILL BE INCREMENTED SHORTLY�

&IGURE � 3MART $EVICES !PP IS CONNECTED TO THE NODE VIA 53"

���� (OW TO INSTALL THE 3MART $EVICES !PP

&IRST OF ALL AND BEFORE INSTALLING ANYTHING� USERS HAVE TO TAKE INTO ACCOUNT THE PLATFORM WHERE THE APPLICATION IS
GOING TO BE INSTALLED� 4O INSTALL THE 3MART $EVICES !PP � IT IS COMPULSORYTO HAVE INSTALLED THE *2% ��� OR *$+ ���� “F IT
IS NOT INSTALLED IN THE COMPUTER� YOU CAN DOWNLOAD IT FROM THE WEBSITE BELOW AND FOLLOW THE STEPS DESCRIBED�

HTTPS���DOCS�ORACLE�COM�JAVASE���DOCS�TECHNOTES�GUIDES�INSTALL�INSTALL?OVERVIEW�HTML
HTTPS���WWW�ORACLE�COM�TECHNETWORK�JAVA�JAVASE�DOWNLOADS�JRE�
DOWNLOADS
��������HTML

/NCE INSTALLED *$+ OR *2%� USERS CAN DOWNLOAD THE APPLICATION IN THE LINKBELOW� SELECTING THE APPROPRIATE /PERATING
3YSTEM AND ARCHITECTURE�

HTTP���WWW�LIBELIUM�COM�DEVELOPMENT�SMART
PARKING�SOFTWARE
AND
APPLICATIONS

4HEN CUSTOMERS ONLY HAVE TO EXTRACT THE CONTENT OF THE 3MART$EVICE!PP ZIP1LE DOWNLOADED IN A PLACE WITH THE
RIGHT PERMISSIONS� AND1NALLY EXECUTE THE1LE CALLED�3MART$EVICE!PP� THAT WILL INITIALIZE THE APPLICATION� 0LEASE�
NOTE THAT THE EXTENSION OF THIS1LE WILL DEPEND ON THE OPERATING SYSTEM THE USER IS USING AT THE MOMENT��SH FOR
,INUX AND /38� AND �BAT FOR 7INDOWS	�

4HIS NEW 3MART $EVICES !PP USES A NEW PROGRAMMER UNDER THE HOOD CALLED 34-��#UBE0ROGRAMMER� SO IT IS A
GOOD PRACTICE TO BEFORE USING THE 3MART $EVICES !PP �

HTTPS���WWW�ST�COM�EN�DEVELOPMENT
TOOLS�STM��CUBEPROG�HTML
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3MART $EVICES !PP

7INDOWS SYSTEMS

“T IS IMPORTANT TO INSTALL 34-��#UBE0ROGRAMMER AS THE SOFTWARE CONTAINS THE DRIVERS NEEDED TO SET THE 53" PORTS
IN $&5 MODE� IF YOU WANT TO KNOW MORE ABOUT HOW TO INSTALL THIS SOFTWARE AND KNOW ABOUT HOW TO SET THE 53" IN
$&5 MODE� PLEASE SEE THE OZ CIAL GUIDE FROM 34-��#UBE0ROGRAMMER�

,INK TO 34 DOCUMENTATION�

-AKE SURE THAT YOUR 53" CAN SWITCH TO $&5 MODE� YOU CAN CHECK IT WITH THE 34-��#UBE0ROGRAMMER�

-AC/3 SYSTEMS

“T IS NOT NECESSARY TO INSTALL ADDITIONAL SOFTWARE� BUT YOU CAN INSTALL 34-��#UBE0ROGRAMMER�

HTTPS���WWW�ST�COM�EN�DEVELOPMENT
TOOLS�STM��CUBEPROG�HTML

'.5�,INUX SYSTEMS

“T IS NECESSARY TO CHANGE PERMISSIONS TO 53" PORTS� “F YOU HAVE PROBLEMS WITHYOUR 53" DEVICE ON YOUR '.5�,INUX
�OR THE 3MART $EVICES !PP DOES NOT RECOGNIZE THE 3MART0ARKING V� DEVICE	 YOUCAN COMPILE THESTLINK DRIVER DISCOVER�

git clone https://github.com/texane/stlink.git stlink

cd stlink

make

# install binaries:

sudo cp build/Release/st* /usr/local/bin/

# install udev rules

sudo cp etc/udev/rules.d/49-stlinkv* /etc/udev/rules.d/

# and restart udev

sudo udevadm control --reload

“F YOU HAVE PROBLEMS WITH STLINK DRIVER INSTALLATION PLEASE REFER THIS SITE�HTTPS���GITHUB�COM�TEXANE�STLINK�

2EVIEW THE 5$%6 RULES AND THEY SHOULD BE AS FOLLOWS�

nano /etc/udev/rules.d/49-stlinkv2.rules

SUBSYSTEMS=="usb" , ATTRS{ idVendor }=="0483" , ATTRS{ idProduct }=="3748" , \

MODE:="0666" , \

SYMLINK+="stlinkv2_%n"

!DD YOUR USER TODIALOUT�

sudo addgroup <username> dialout

4HEN YOU WILL BE ABLE TO USE THE 53" PORTS ON ,INUX SYSTEMS�“T IS ALSO RECOMMENDED TO INSTALL
34-��#UBE0ROGRAMMERFOR THE CURRENT /3 THE USER IS RUNNING�

HTTPS���WWW�ST�COM�EN�DEVELOPMENT
TOOLS�STM��CUBEPROG�HTML

������ 3TART 3MART $EVICES !PP ON 7INDOWS

'O TO THE 3MART $EVICES !PP FOLDER AND CLICK ON THE1LE3MART$EVICES!PP�BAT�
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3MART $EVICES !PP

������ 3TART 3MART $EVICES !PP ON '.5�,INUX

/PEN A NEW TERMINAL WINDOW AND NAVIGATE TO THE FOLDER CONTAINING THE 3MART$EVICES !PP APPLICATION� THEN TYPE�

sudo ./SmartDevicesApp.sh

������ 3TART 3MART $EVICES !PP ON -AC/38

/PEN A NEW TERMINAL WINDOW AND NAVIGATE TO THE FOLDER CONTAINING THE 3MART$EVICES !PP APPLICATION� THEN TYPE�

sudo ./SmartDevicesApp.sh

���� 5PGRADING THE 3MART $EVICES !PP

/CCASIONALLY� SOME IMPROVEMENTS AND NEW SERVICES WILL BE RELEASED� IF THIS IS THE CASE� THE 3MART $EVICES !PP WILL
SHOW A NOTI1CATION ENCOURAGING THE USER TO GO TO THE�“NSTALLATION� SECTION AND DOWNLOAD THE NEW VERSION�

“MPORTANT�
“T IS MANDATORY TO HAVE AN ACTIVE INTERNET CONNECTION IN ORDER TO USE THE 3MART $EVICES !PP �

4O UPGRADE THE 3MART $EVICES !PP � YOU MUST FOLLOW THE INSTALLATION STEPS� 4HIS WILL OVERWRITE THE1LES FROM PREVIOUS
VERSIONS� !S A �ST STEP� WE RECOMMEND TO BACKUP THE FOLLOWING1LES�


 CFG�CON1G�INI� 4HIS1LE STORES THE 3MART $EVICES !PP CON1GURATION PARAMETERS� 4O RESTORE THOSE SETTINGS� EVERY
SINGLE PARAMETER VALUE�USERNAME� PASSWORD� ETC	 SHOULD BE COPIED INTO THE NEW VERSION OF THE�CON1G�INI� 1LE�
4HE1LE SHOULD NOT BE OVERWRITTEN� NEW PARAMETERS MUST BE ADDED AND MERGING1LES IS MANDATORY�


 TEMP� 4HIS FOLDER CONTAINS THE1RMWARE1LES PREVIOUSLY USED� 4O RESTORE THESE1LES� COPY THE CONTENT OF THE
SAVED�TEMP� DIRECTORY INTO THE NEW VERSION�TEMP� DIRECTORY�

&IGURE � 3MART $EVICES !PP 1LES

���� 3MART 0ARKING V�

4HERE IS A NEW TAB ON THE APPLICATION FOR THE NEW 0ARKING VERSION SECTION CALLED�3MART 0ARKING V�� � “NSIDE THE TAB
THERE ARE A LOT OF NEW CHARACTERISTICS AND OPTIONS TO CON1GURE THE 3MART 0ARKING V� DEVICE�

4HE MAIN SECTIONS ARE� 0ROGRAMMER� &IRMWARE 5PDATE AND #ON1GURATION�


 �� 
 V���



3MART $EVICES !PP

������ (OW TO PLUG THE 3MART 0ARKING NODE

"EFORE USING THE 3MART $EVICES !PP� YOU MUST KEEP IN MIND HOW TO PLUG AND INITIALIZE IT PROPERLY�

!S EXPLAINED IN THE �3MART 0ARKING NODE� SECTION� THERE ARE � SWITCHES TO MANAGE THE NODE WORKINGMODE� “N
ORDER TO USE THE NODE WITH THE 3MART $EVICES !PP� IT IS MANDATORY TO SET THE NODE IN �"OOT� MODE AND THEN POWER
IT ON� “F YOU CHANGED FROM �!PP� TO �"OOT� MODE� THEN YOU CAN USE THE RESET BUTTON TO APPLY THE CHANGE AND RESTART
THE NODE IN THE BOOTLOADER SECTION�

.OTE� 'O TO THE �5SER SWITCHES� SECTION FOR FURTHER INFORMATION

“MPORTANT�
.EVER LEAVE THE DEVICE SET TO�/N � AND�"OOT� FOR MORE TIME THAN NEEDED� THE BOOTLOADER DOES NOT PROVIDE ANY
SLEEP MODE AND IT WILL WASTE THE BATTERY OF THE DEVICE� 3O WHEN YOU1NISH RECON1GURING THE DEVICE� PLEASE SET THE
NODE TO�/ Š� STATE�

������ #ON 1GURATION

“N THE LAST TAB� CALLED#ON1GURATION� � PARAMETERS ARE AVAILABLE� �5SERNAME� AND �0ASSWORD�� 4HESE ARE THE SAME
CREDENTIALS NEEDED FOR THE ,IBELIUM #LOUD�3#-� HTTPS���CLOUD�LIBELIUM�COM�LOGIN	�

&ILLING THESE1ELDS IS MANDATORY BEFORE START USING THE 3MART $EVICES !PP WITH THE 3MART 0ARKING NODE� 0LEASE
REMEMBER TO CLICK THE�3AVE� BUTTON AT THE BOTTOM OF THE APPLICATION TO STORE THE CORRECT CREDENTIALS�

&IGURE � #ON1GURATION SCREEN ON 3MART 0ARKING V�

4HERE ARE SOME DIŠERENCES BETWEEN THE �ST VERSION AND THE �ND ONE�“N 3MART 0ARKING V� YOU MUST TYPE YOUR
CREDENTIALS TO AUTHENTICATE YOUR NODES AGAINST THE 3#-�

.OTE� 9OU SHOULD HAVE AN ACCOUNT ON THE 3#- TO GET YOUR USERNAME AND PASSWORD�

“F YOU FORGOT YOUR PASSWORD YOU CAN ALWAYS RECOVER IT BY CLICKING ON THE�&ORGOT PASSWORD�� LINK ON THE APPLICATION�

HTTPS���CLOUD�LIBELIUM�COM�PASSWORD�RESET
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3MART $EVICES !PP

������ 0ROGRAMMER �CHANGE NODE PARAMETERS	

&IGURE � 3MART 0ARKING V� 0ROGRAMMER SECTION

5SERS CAN READ AND WRITE ALL NODE PARAMETERS IN THIS SECTION� 4HE PROCESS IS QUITE SIMPLE� JUST CONNECT THE DEVICE
TO THE COMPUTER WHERE THE 3MART $EVICES !PP IS INSTALLED USING THE 53" CABLE PROVIDED AND SWITCH ON THE NODE IN
�"OOT� MODE�

.EXT� REFRESH THE �53" SETTINGS� SECTION�BOTTOM
LEFT CORNER	� CLICKING THE�2EFRESH� BUTTON� 4HEN SELECT THE PORT
WHERE THE DEVICE HAS BEEN CONNECTED� !FTER THAT IT IS A GOOD PRACTICE TO HIT THE�,OAD FROM NODE� BUTTON TO GET THE
CURRENT CON1GURATION FROM THE CONNECTED 3MART 0ARKING V� DEVICE�

&IGURE � 3MART 0ARKING V� 53" SETTINGS

4HE�,OAD FROM NODE� BUTTON WILL READ ALL PARAMETERS FROM THE NODE AND WILL DISPLAY THE INFORMATION ON THE APP�
/N THE OTHER HAND� THE�3END TO NODE� BUTTON WILL OVERWRITE THE CON1GURATION ON THE NODE� !LL AVAILABLE1ELDS HAVE
TO BE1LLED WITH THE PROPER FORMAT�“F ANY PARAMETER DOES NOT HAVE AN ACCEPTABLE FORMAT� A RED CROSS LIKE THISIS
DISPLAYED CLOSE TO IT� AND YOU WILL NOT BE ABLE TO WRITE THE INFORMATION ON THE NODE�“F THE INFORMATION INTRODUCED
IS VALID� A GREEN TICKIS SHOWN� 7HEN LOADING�SENDING INFORMATION TO THE NODE� THE APPLICATION WILL WARN THE USER
THROUGH A POP
UP WINDOW ABOUT THE STATUS OF THE OPERATION�
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3MART $EVICES !PP

&IGURE �� ,OAD CON1GURATION FROM NODE� � �3END CON1GURATION TO NODE� BUTTONS

3MART 0ARKING V� SHARES MOST OF THE CON1GURATION1ELDS WITH 3MART 0ARKING V� � (OWEVER� IT IS IMPORTANT TO KNOW
THE PURPOSE FOR EACH1ELD ON THE 3MART 0ARKING V� CON1GURATION� 4O KNOW MORE ABOUT EACH1ELD AND HOW THEY
WORK� PLEASE REFER TO THE CHAPTER�3MART 0ARKING NODE��

������ &IRMWARE UPGRADE

“NSIDE THIS TAB� USERS CAN SELECT THE1RMWARE VERSION TO INSTALL IN THEIR DEVICES�

&IGURE � &IRMWARE UPDATE AND FACTORY RESET SECTION FOR 3MART 0ARKING V�

4HE LIST WITH ALL AVAILABLE1RMWARES IS LOADED WHEN THE PROGRAM STARTS� BUT USERS CAN MANUALLY UPDATE IT BY CLICKING
ON THE�3EARCH NEW1RMWARE UPDATES� BUTTON� "EFORE INSTALLING THE1RMWARE� IT IS NECESSARY TO DOWNLOAD IT� 4HIS
PROCESS IS VERY SIMPLE� JUST MARK THE CHECK OF THE VERSION YOU WANT TO INSTALL FROM THE LISTAND CLICK ON� $OWNLOAD
CHECKED� �

“MPORTANT�
“T IS MANDATORY TO PERFORM A CON1GURATION LOAD FROM NODE USING THE BUTTON�,/!$ &2/- ./$% � AVAILABLE IN
�02/'2!--%2 � TAB BEFORE UPDATING THE1RMWARE� 4HIS INFORMATION LOAD WILL CHECK THE CURRENT CON1GURATION
BEFORE UPDATING THE1RMWARE�
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3MART $EVICES !PP

4O SUMMARIZE� THE STEPS ARE�

�� #LICK THE �3EARCH NEW1RMWARE UPDATES� BUTTON TO LOAD NEW1RMWARE UPDATES

�� #HECK ONE OR MORE1RMWARES TO DOWNLOAD FROM THE1RMWARE LIST ON THE LEFT SIDE

�� #LICK ON�$OWNLOAD CHECKED� TO DOWNLOAD THE SELECTED1RMWARES

&IGURE � $OWNLOAD NEW1RMWARE VERSIONS

.OW THE1RMWARE1LES ARE DOWNLOADED� 4HE DROP
DOWN MENU WILL SHOW THE AVAILABLE1RMWARE1LES TO BE INSTALLED
ON THE NODE�

7HEN THE1LE IS DOWNLOADED� A DISK ICONIS DISPLAYED CLOSE TO IT� INDICATING IT IS DOWNLOADED� /N THE�“NSTALL
&IRMWARE� SECTION YOU CAN SELECT THE1RMWARE TO INSTALL AND THEN HIT ON�“NSTALL� TO EXECUTE THE INSTALLATION� 4HE APP
WILL DISPLAY A POP
UP MESSAGE FOR THE STATUS OF THE1RMWARE INSTALLATION�

.OTE� 2EMEMBER THAT THE 53" PORTMUST BE SELECTEDIN THE PROGRAMMER TAB

&IGURE � &IRMWARE INSTALLATION

9OU CAN ALSO DELETE THE DOWNLOADED1RMWARE1LES BY SELECTING THE CHECK BOX FROM THE LIST AND THEN CLICKING ON THE
�$ELETE CHECKED� BUTTON�

&IGURE � &IRMWARE DELETION PROCESS FOR 3MART 0ARKING V�
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3MART $EVICES !PP

������ &ACTORY 2ESET

4HE &ACTORY 2ESET IS THE LAST OPTION TO RECOVER A NON
WORKING 3MART0ARKING V�DEVICE� “T PERFORMS A FULL RESET
FOLLOWED BY A1RMWARE AND CON1GURATION RESET� 4O GET THE RECOVERY CON1GURATION1LE� SEND AN E
MAIL TO
TECH LIBELIUM�COMPOINTING YOUR 3MART 0ARKING V� ORDER NUMBER AND THE 4ECHNICAL 3ERVICE 4EAM WILL SEND THE
CON1GURATION1LE NEEDED�

&OR THIS PROCESS IT IS MANDATORY TO DOWNLOAD A1RMWARE� AS EXPLAINED ON THE PREVIOUS SECTION�&IRMWARE UPGRADE��
4HEN SELECT A1RMWARE FROM THE DROP
DOWN MENU AND PRESS THE�&ACTORY 2ESET� BUTTON�

&IGURE � &ACTORY RESET PROCESS FOR 3MART 0ARKING V� 
 3TEP �

0RESSING THE�&ACTORY 2ESET� BUTTON WILL DISPLAY A1LE EXPLORER WINDOW TO SELECT THE CON1GURATION1LE PROVIDED BY
,IBELIUM� /NCE YOU SELECTED THIS1LE� A MESSAGE WILL SHOW UP ASKING IF YOU WANT TO START THE PROCESS� “F THE�9ES�
OPTION IS SELECTED� THE &ACTORY 2ESET PROCESS STARTS�

&IGURE � &ACTORY RESET PROCESS FOR 3MART 0ARKING V� 
 3TEP �

7HEN THE &ACTORY 2ESET1NISHES� ANOTHER MESSAGE INFORMS ABOUT THE1NAL RESULT�

&IGURE � &ACTORY RESET1NISHED FOR 3MART 0ARKING V�

!FTER THIS PROCESS� YOU CAN CON1GURE YOUR 3MART 0ARKING V� NODE AGAIN ON THE�0ROGRAMMER� TAB�
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,O2A7!. .ETWORK 3ERVER SETUP

�� ,O2A7!. .ETWORK 3ERVER SETUP

,IBELIUM CURRENTLY SUPPORTS � ,O2A7!. .ETWORK 3ERVER SERVICES� ,ORIOT� !CTILITY� 4HE 4HINGS .ETWORK� 4HE 4HINGS
“NDUSTRIES AND THE %MBEDDED .ETWORK 3ERVER INSIDE -ULTI4ECH BASESTATIONS� “N THIS SECTION� WE EXPLAIN HOW TO SET
THEM UP WITH A SIMPLE CON1GURATION�

2EMEMBER THAT ANY ,O2A7!. NETWORK NEEDS A .ETWORK 3ERVER� SO YOU HAVE TO CHOOSE ONE OF THEOPTIONS ABOVE�
.OT ONLY ,IBELIUM�S 3MART 0ARKING NODES NEED A .ETWORK 3ERVER� ANY ,O2A7!. DEVICE�BY ,IBELIUM OR OTHER
COMPANY	 NEEDS A .ETWORK 3ERVER� IT�S JUST ONE PIECE OF THE ,O2A7!. ARCHITECTURE�

���� ,ORIOT

4HIS SECTION EXPLAINS HOW TO ROUTE THE INFORMATION ON ,ORIOT TO THE #USTOMER SERVER OR TOTHE 3MART 0ARKING #LOUD
3ERVICE� USING THE (4403 PROTOCOL�

“MPORTANT�
4HE FREE �#OMMUNITY ACCOUNT� DOES NOT PERMIT REMOTE DOWNLINKS� 4HEREFORE� A #OMMERCIAL LICENSE SHOULD BE
PURCHASED IN ORDER TO USE REMOTE DOWNLINK MESSAGES FOR 24# SYNC�NIGHT
MODE FEATURE AND NODE PARAMETER UPDATE
VIA 2EMOTE #ON1GURATION &ORM�

������ ,OG IN

,OG IN IN THE,ORIOT PLATFORM� SELECTING YOUR SERVER LOCATION�
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,O2A7!. .ETWORK 3ERVER SETUP

&IGURE � ,ORIOT LOGIN WEB PAGE

������ #REATE A NEW ,ORIOT APPLICATION

/NCE YOU SELECTED THE SERVER LOCATION� A NEW PROMPT WILL BE DISPLAYED ASKINGYOUR CREDENTIALS� !FTER LOGGING IN�
USERS HAVE TO CREATE A NEW APPLICATION IN THE ,ORIOT DASHBOARD� 4O DO THIS ITIS NECESSARY TO CLICK ON�!PPLICATIONS�
IN THE LEFT SIDE BAR AND THEN IN�.EW !PPLICATION� OPTION LOCATED IN THE SAME BAR�

&IGURE � #REATING AN APPLICATION

&ILL THE FORM IN ORDER TO CREATE THE DESIRED APPLICATION IN ,ORIOT�
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,O2A7!. .ETWORK 3ERVER SETUP


 .EW APPLICATION NAME� .AME TO IDENTIFY THE APPLICATION�


 /UTPUT FORMAT� �7EBSOCKET� IS SELECTED BY DEFAULT AND IT IS NOT POSSIBLE TO CHANGE IT IN THIS FORM� (OW TO
CHANGE IT WILL BE EXPLAINED IN THE FOLLOWING STEP�


 $EVICE CAPACITY� -AXIMUM NUMBER OF DEVICES TO BE REGISTERED IN THIS APPLICATION� 4HE MAXIMUM VALUE WILL
DEPEND ON THE ACCOUNT TYPE YOU HAVE�


 6ISIBILITY� 4HIS CHECKBOX PERMITS TO SET THE APPLICATION AS �PUBLIC� OR �PRIVATE��

&IGURE � .EW APPLICATION FORM

������ -ANAGE ,ORIOT OUTPUT DATA

/NCE THE APPLICATION IS CREATED� THE DASHBOARD WILL BE SHOWN� 'O TO�!PPLICATION /UTPUTS�Ñ CLICK ON�-ANAGE
OUTPUTS�Ñ CLICK ON �!DD NEW OUTPUT��
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,O2A7!. .ETWORK 3ERVER SETUP

&IGURE � #REATE A NEW APPLICATION OUTPUT

3ELECT�(440 0USH� FROM THE LIST AND1LL THE FORM DISPLAYED ON THE RIGHT SIDE� “N THE�4ARGET 52, FOR 0/34S�
1ELD� WRITE THE 52, WHERE ,ORIOT MUST SEND DATA TO�I�E� HTTP���MY?SERVER�COM�SERVICES�ACTILITY�	� "ESIDES� USERS
CAN ADD AN AUTHORIZATION HEADER IN�#USTOM !UTHORIZATION HEADER VALUE�IN ORDER TO INCREASE THE SECURITY IN THE
COMMUNICATIONS� SO THE1NAL SERVER ONLY ACCEPTS THE INFORMATION FROM AN AUTHORIZED ACCOUNT� &INALLY�CLICK ON THE
�#ON1RM CHANGE�BUTTON TO SAVE THE INFORMATION�

&IGURE � !PPLICATION OUTPUT CON1GURATION

������ (OW TO DELETE UNUSED ,ORIOT APPLICATIONS

! LIST WITH ALL APPLICATION OUTPUTS WILL BE DISPLAYED IN THE �!PPLICATION /UTPUTS� WINDOW�“T IS RECOMMENDED TO DELETE
UNUSED OUTPUTS AND KEEP ONLY �(440 0USH� IN THE LIST� 4HE PROCEDURE TO DELETE ALLOTHER APPLICATIONS IS TO CLICK ON
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,O2A7!. .ETWORK 3ERVER SETUP

THE DESIRED ELLIPSIS BUTTON OF THE APPLICATION����� AND SELECT�$ELETE� OPTION� ! POP
UP WINDOW WILL ASK YOU TO
CON1RM THE OPERATION�

&IGURE � $ELETE UNUSED APPLICATION OUTPUTS

������ (OW TO CREATE A SINGLE DEVICE MANUALLY

#LICK ON�$EVICES� LEFT MENU TO SHOW THE DEVICE LIST� #LICK ON�%NROLL NEW DEVICE�BUTTON TO ADD A NEW DEVICE�

&IGURE � %NROLL NEW DEVICE
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,O2A7!. .ETWORK 3ERVER SETUP

! NEW FORM WILL BE DISPLAYED IN ORDER TO CREATE THE NEW DEVICE ASSOCIATED TO THEAPPLICATION� “N THIS FORM IT IS
POSSIBLE TO CHOOSE DIŠERENT ENROLLING PROCESSES BASED ON /4!! OR !"0� 3O� DEPENDING ON THE OPTION CHOSEN� IT WILL
BE MANDATORY TO INSERT DIŠERENT %5“S OR KEYS� 0LEASE REFER TO �,O2A7!. PROTOCOL AND PARAMETERS� TO UNDERSTAND
THE ALL PARAMETERS INVOLVED IN THIS FORM�

&IGURE � .EW DEVICE FORM

������ .ODES BATCH PROVISIONING IN ,ORIOT

“NSIDE THE ,ORIOT APPLICATION CLICK ON�"ULK IMPORT� AND THEN CLICK ON�5PLOAD1LE� TO REGISTER SEVERAL DEVICES AT A
TIME� “T ASKS FOR A #361LE WHICH MUST BE EXPORTED FROM THE 3#-�

0LEASE REFER TO�,IBELIUM #LOUD MANAGEMENT� SECTION FOR FURTHER INFORMATION ON HOW TO EXPORT THIS #361LE WHICH
INCLUDES ALL NODES /4!! CREDENTIALS NEEDED FOR DIRECT BATCH IMPORT�


 �� 
 V���



,O2A7!. .ETWORK 3ERVER SETUP

&IGURE � ,ORIOT BULK IMPORT

4HE #36 1LE FOR�. � DEVICES MUST RESPECT THE NEXT FORMAT�

<DevEUI_1>,<AppEUI_1>,<AppKey_1>,<Serial_1>

<DevEUI_2>,<AppEUI_2>,<AppKey_2>,<Serial_2>

<DevEUI_3>,<AppEUI_3>,<AppKey_3>,<Serial_3>

...

<DevEUI_N>,<AppEUI_N>,<AppKey_N>,<Serial_N>
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,O2A7!. .ETWORK 3ERVER SETUP

���� !CTILITY

4HIS SECTION EXPLAINS HOW TO ROUTE INFORMATION ON !CTILITY TO THE #USTOMER SERVER ORTO THE 3MART 0ARKING #LOUD
3ERVICE� USING THE (4403 PROTOCOL� &IRSTLY� YOU MUST ACCESS INTO THE !CTILITY�S 4HING0ARK PORTALAND LOG IN� “. THE
MAIN PORTAL� YOU MUST GO TO�4HING0ARK !PPLICATION�SECTION AND ACCESS TO�$EVICE -ANAGER��

&IGURE � !CCESS TO �$EVICE -ANAGER� MENU

!CTILITY REQUIRES AN �!PPLICATION 3ERVER� AND AN �!3 ROUTING PRO1LE� IN ORDER TO ESTABLISH THE COMMUNICATION WITH
THE #USTOMER SERVER OR THE 3MART 0ARKING #LOUD 3ERVICE� 4HESE � ELEMENTS ARE REQUIRED BEFORE STARTING THE SERVICE
THE �ST TIME� AND WILL BE THE BASE TO CREATE NEW DEVICES�

������ (OW TO CREATE A NEW !PPLICATION 3ERVER

3TARTING FROM THE MAIN 4HING0ARK $EVICE -ANAGER WINDOW� YOU SHALL CREATE A NEW �!PPLICATION 3ERVER� BY CLICKING
ON�!PPLICATION 3ERVERS��

&IGURE � $EVICE -ANAGER MENU

4HE 1RST SECTION ALLOWS YOU TO CREATE A NEW �!PPLICATION 3ERVER�� 4HEN THE SECOND SECTION SHOWS A LIST OF ALL
�!PPLICATION SERVERS� CREATED� #LICK ON THE�#REATE�BUTTON IN THE1RST SECTION TO CREATE A NEW �!PPLICATION 3ERVER��
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,O2A7!. .ETWORK 3ERVER SETUP

&IGURE � !PPLICATION SERVERS MENU

“N �.AME� 1ELD DE1NE YOUR !PPLICATION SERVER NAME� “N �4YPE�1ELD� YOU MUST SELECT �(440 !PPLICATION 3ERVER��
&INALLY� CLICK ON THE�#REATE�BUTTON TO CONTINUE�

&IGURE � !PPLICATION SERVER NAME

! NEW WINDOW APPEARS� WHERE THE NAME IS COPIED FROM THE PREVIOUS POP
UP�“N THE �#ONTENT 4YPE�1ELD YOU MUST
SELECT�*3/.� � 4HEN CLICK ON THE�!DD� BUTTON IN �!DD A ROUTE� SECTION TO CREATE THE LINK TO THE CALLBACK SERVER
INSTALLED�

&IGURE � !PPLICATION SERVER FORM

! �2OUTE� SECTION WILL BE GENERATED WITH A NEW FORM TO BE COMPLETED� *UST CLICK THE�!DD� BUTTON TO PROCEED�
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,O2A7!. .ETWORK 3ERVER SETUP

&IGURE � 2OUTE FORM

! NEW POP
UP APPEARS� “N THE �$ESTINATION�1ELD� YOU MUST ENTER THE 52, OF THE SERVER WHERE THE DATA IS GOING TO
BE SENT� #LICK ON THE�!DD� BUTTON TO SAVE THE INFORMATION�

&IGURE � $ESTINATION FORM

.AVIGATE BACK TO THE !PPLICATION SERVER FORM� CLICK ON�3AVE� IN ORDER TO CREATE THE �!PPLICATION SERVER��

������ (OW TO CREATE A NEW !3 ROUTING PRO1LE

4HE !PPLICATION 3ERVER�!3	 ROUTING PRO1LE DE1NES HOW A PREVIOUSLY CREATED �!PPLICATION SERVER� WILL BEHAVE�“N
ORDER TO CREATE A NEW �!3 ROUTING PRO1LE� IN THE $EVICE -ANAGER� CLICK ON�!3 ROUTING PRO1LES�BUTTON ON THE LEFT
SIDEBAR MENU�

&IGURE � $ESTINATION FORM

4HEN YOU MUST CLICK ON THE�!DD� BUTTON IN THE1RST SECTION� "ELOW� IN THE SECOND SECTION� A LIST WITH ALL EXISTING �!3
ROUTING PRO1LES� WILL BE DISPLAYED�
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,O2A7!. .ETWORK 3ERVER SETUP

&IGURE � !3 2OUTING PRO1LES

“N THE �.AME� 1ELD WRITE THE NAME OF THE !3 ROUTING PRO1LE� “N THE �4YPE�1ELD� SELECT ,O2A7!.� 4HEN CLICK ON THE
�#REATE�BUTTON TO CONTINUE THE PROCESS�

&IGURE � !3 2OUTING PRO1LE NAME

“N THE NEW WINDOW� YOU CAN READ THE �!3 ROUTING PRO1LE “$� WHICH WILL BE NEEDED FOR BATCH IMPORT� "ESIDES� MARK
THE CHECK �“S DEFAULT� AND CLICK THE�!DD BUTTON��

&IGURE � !3 2OUTING PRO1LE ROUTE

! NEW POP
UP WILL APPEAR WITH � PARAMETERS TO BE COMPLETED� �4YPE� IS THE KIND OF THE APPLICATION FOR OUR
DESTINATION��,OCAL APPLICATION SERVER�MUST BE SELECTED� “N THE �$ESTINATION� DROP
DOWN1ELD� ALL AVAILABLE
!PPLICATION SERVERS WILL BE DISPLAYED� 3O� THE CORRECT �!PPLICATION SERVER� PREVIOUSLY CREATED MUST BE SELECTED�
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,O2A7!. .ETWORK 3ERVER SETUP

&IGURE � !DD THE CREATED !PPLICATION SERVER AS �DESTINATION� FOR THE ROUTING PRO1LE

.AVIGATE BACK TO THE !3 ROUTING PRO1LE FORM� CLICK ON�3AVE� IN ORDER TO CREATE IT� 4HIS PROCESS SHOULD BE COMPLETED
JUST ONCE� &ROM THIS MOMENT� CUSTOMERS CAN ADD DEVICES TO THE SERVICE�

������ (OW TO CREATE NEW DEVICES MANUALLY

/NCE CREATED THE �!PPLICATION SERVER� AND �!3 ROUTING PRO1LE�� YOU CAN CREATE NEW DEVICES�

“N THE MAIN 4HING0ARK MENU� CLICK ON�$EVICES� OPTION � 4HEN CLICK ON THE�#REATE�BUTTON�

&IGURE � #REATE NEW DEVICES

! NEW FORM WILL BE DISPLAYED IN ORDER TO DE1NE THE NEW DEVICE�S PARAMETERS�

!DMINISTRATIVE DATA


 $EVICE NAME� .AME TO IDENTIFY THE DEVICE


 -ARKER� “CON TO IDENTIFY THE DEVICE ON THE MAP LIST


 !DMINISTRATIVE INFO� 2ELEVANT INFORMATION OF THE DEVICE


 !DMINISTRATIVE LOCATION� ,OCATION OF THE DEVICE


 -OTION INDICATOR� ,IST WITH SEVERAL OPTIONS

$EVICE IDENTI1CATION


 -ANUFACTURER� 3ELECT �'ENERIC��


 -ODEL� 3ELECT THE CORRESPONDING REGION�


 ,O2A7!. %5���
���� ,/2!�'ENERIC!������A?%43“?2X�
3&��


 ,O2A7!. 53���
���� ,/2!�'ENERIC!������A?&##?2X�
3&��


 ,O2A7!. “.���
���� ,/2!�'ENERIC!��REV"?“.���?2X�
3&��


 ,O2A7!. !5���
���� ,/2!�'ENERIC!��REV"?!5���?2X�
3&��


 ,O2A7!. !3���� ,/2!�'ENERIC!��?!3���?2X�
3&��


 $EVICE ACTIVATION� 3ELECT �/VER 4HE !IR !CTIVATION�/4!!	� IF DEFAULT PARAMETERS ARE USED� !"0 IS THE OTHER
OPTION�


 $EV%5“� $EVICE %5“� GLOBALLY UNIQUE“%%% %5“
�� ADDRESS�


 !PP%5“� $EVICE !PPLICATION IDENTI1ER �MANDATORY FOR /4!!	�


 +EY FORMAT� 3HOULD BE �#LEAR TEXT� FOR NON
ENCRYPTED KEY FORMAT�
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,O2A7!. .ETWORK 3ERVER SETUP


 !PP+EY� ��
BYTE !PPLICATION +EY�MANDATORY FOR /4!!	�

.ETWORK PARAMETERS


 #ONNECTIVITY PLAN� 3ELECT A #ONNECTIVITY PLAN ON THE DROP
DOWN MENU�


 $EV!DDR� 3ELECT �!LLOCATED BY THE NETWORK SERVER��

!PPLICATION LAYER HANDLING


 !PPLICATION SERVER ROUTING PRO1LE� 3ELECT THE �!PPLICATION SERVER� CREATED BEFORE�

&IGURE � %NTER ALL DEVICE�S PARAMETERS

&INALLY CLICK ON THE�#REATE�BUTTON IN ORDER TO SAVE THE INFORMATION OF THE DEVICE�

������ .ODES BATCH PROVISIONING IN !CTILITY

“T IS POSSIBLE TO REGISTER SEVERAL NODES AT A TIME USING THE� “MPORT�BUTTON�
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,O2A7!. .ETWORK 3ERVER SETUP

&IGURE �“MPORT DEVICES

! NEW WINDOW IS DISPLAYED IN ORDER TO IMPORT A #361LE WITH ALL DEVICES TO BE IMPORTED�

&IGURE �“MPORT #361LE

2EGARDING THE #361LE FORMAT� YOU MUST START FROM THE EXPORTED #361LE FROM THE 3#-� 0LEASE REFER TO
�,IBELIUM #LOUD MANAGEMENT� SECTION FOR FURTHER INFORMATION ON HOW TO EXPORT THIS #361LE WHICH INCLUDES ALL
NODES /4!! CREDENTIALS NEEDED FOR DIRECT BATCH IMPORT� 4HEN� YOU MUST KEEP IN MINDTHAT !CTILITY NEEDS MORE
INFORMATION TO BE INCLUDED IN THAT #361LE� 4HE #36 TO BE IMPORTED MUST FOLLOW THE NEXT FORMAT��� COLUMNS	�
4HE #36 1LE FOR�. � DEVICES MUST RESPECT THE NEXT FORMAT�

CREATE_OTAA,<DevEUI_1>,,<DevProfile>,<AppEUI_1>,<AppKey_1>,,,<AS_profile_ID>,<ConnectivityPlan>,<name>,,,,,

CREATE_OTAA,<DevEUI_2>,,<DevProfile>,<AppEUI_2>,<AppKey_2>,,,<AS_profile_ID>,<ConnectivityPlan>,<name>,,,,,

CREATE_OTAA,<DevEUI_3>,,<DevProfile>,<AppEUI_3>,<AppKey_3>,,,<AS_profile_ID>,<ConnectivityPlan>,<name>,,,,,

...

CREATE_OTAA,<DevEUI_N>,,<DevProfile>,<AppEUI_N>,<AppKey_N>,,,<AS_profile_ID>,<ConnectivityPlan>,<name>,,,,,

7HERE�


 #2%!4%?/4!! � 3HOULD ALWAYS BE THE SAME IN ORDER TO IMPORT THE DEVICES USING /4!! JOINMODE�


 �$EV%5 “� � 4HIS IS THE $EVICE %5“ EXPORTED FROM ,IBELIUM 3#- #361LE� 3HOULD NOT BE CHANGED�


 �$EV0RO1LE�� 4HIS1ELD IS RELATED TO THE ,O2A7!. REGION OF THE NODE� 0OSSIBILITIES DEPENDING ON THE VERSION�


 ,O2A7!. %5���
���� ,/2!�'ENERIC!������A?%43 “?2X�
3&��


 ,O2A7!. 53���
���� ,/2!�'ENERIC!������A?&##?2X�
3&��


 ,O2A7!. “.���
���� ,/2!�'ENERIC!��REV"? “.���?2X�
3&��


 ,O2A7!. !5���
���� ,/2!�'ENERIC!��REV"?!5���?2X�
3&��


 ,O2A7!. !3���� ,/2!�'ENERIC!��?!3���?2X�
3&��


 �!PP%5 “� � 4HIS IS THE !PPLICATION %5“ EXPORTED FROM ,IBELIUM 3#- #361LE� 3HOULD NOT BE CHANGED�


 �!PP+EY� � 4HIS IS THE !PPLICATION +EY EXPORTED FROM ,IBELIUM 3#- #361LE� 3HOULD NOT BE CHANGED�


 �!3?PRO1LE?“$� � 4HIS IS !CTILITY�S �!3 ROUTING PRO1LE“$� WHICH BELONGS TO EACH CUSTOMER�S ACCOUNT�“T CAN BE
READ FROM THE PRO1LE WHEN IT IS1RST CREATED�


 �#ONNECTIVITY0LAN�� 4HIS MUST BE SET AS �DEV
CS�TESTING��


 �NAME� � .AME OF EACH DEVICE �OPTIONAL	�

%XAMPLE FOR SOME 3MART 0ARKING %5 NODES �,O2A7!. %5���
���	� ,ET�S ASSUME 47!?��� WAS THE �!3 ROUTING
PRO1LE“$� GIVEN BY !CTILITY FOR OUR APPLICATION�


 �� 
 V���



,O2A7!. .ETWORK 3ERVER SETUP

CREATE_OTAA,<EUI1>,,LORA/GenericA.1.0.2a_ETSI_Rx2-SF12,<AppEUI1>,<AppKey1>,,dev-cs/testing,TWA_123,,Node1,,,,,

CREATE_OTAA,<EUI2>,,LORA/GenericA.1.0.2a_ETSI_Rx2-SF12,<AppEUI2>,<AppKey2>,,dev-cs/testing,TWA_123,,Node2,,,,,

CREATE_OTAA,<EUI3>,,LORA/GenericA.1.0.2a_ETSI_Rx2-SF12,<AppEUI3>,<AppKey3>,,dev-cs/testing,TWA_123,,Node3,,,,,

CREATE_OTAA,<EUI4>,,LORA/GenericA.1.0.2a_ETSI_Rx2-SF12,<AppEUI4>,<AppKey4>,,dev-cs/testing,TWA_123,,Node4,,,,,

CREATE_OTAA,<EUI5>,,LORA/GenericA.1.0.2a_ETSI_Rx2-SF12,<AppEUI5>,<AppKey5>,,dev-cs/testing,TWA_123,,Node5,,,,,

���� 4HE 4HINGS .ETWORK �44.	

4HIS SECTION EXPLAINS HOW TO ROUTE INFORMATION ON 44. TO THE #USTOMER 3ERVER OR TO THE3MART 0ARKING #LOUD
3ERVICE� USING THE (440 PROTOCOL� 44. IS A FREE AND READY TO USE .ETWORK 3ERVER ONTHE CLOUD FOR ,O2A7!.
COMMUNICATIONS� 44. GIVES THE USER A WIDE VARIETY OF INTEGRATIONS READY TO USE�

������ ,OG IN

/PEN A NEW WINDOW ON YOUR WEB BROWSER AND TYPE�HTTPS���WWW�THETHINGSNETWORK�ORG�

,OGIN OR CREATE A NEW USER ACCOUNT IF YOU DO NOT HAVE ONE YET�

&IGURE � #REATE ACCOUNT OR LOGIN ON 44.

4HEN ENTER YOUR CREDENTIALS�
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&IGURE � ,OGIN CREDENTIALS ON 44.

!FTER A SUCCESSFUL LOGIN� THE MAIN PANEL WILL BE SHOWN� &ROM THIS SCREEN THE USER CAN ACCESS DIŠERENT SECTIONS TO
MANAGE HER DEVICES AND VIEW DATA�

&IGURE � -AIN SCREEN ON 44.

#LICK ON �#ONSOLE� TO OPEN THE � MAIN SECTIONS ON 44.� ONE FOR APPLICATIONS AND ONE FOR GATEWAYS�
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������ -ANAGE GATEWAYS

3ELECT �'ATEWAYS� TO MANAGE YOUR DEVICES� 9OU CAN SEE A LIST OF THEM�IF YOU ALREADY CREATED SOME GATEWAYS	 OR
YOU CAN CREATE A NEW GATEWAY DEVICE�

&IGURE � -AIN SECTIONS ON 44. 
 'ATEWAYS

2EGISTER A NEW GATEWAY

4O REGISTER A NEW GATEWAY� CLICK ON �2EGISTER GATEWAY�� ! NEW FORM IS DISPLAYED�

&IGURE � #REATE NEW GATEWAY ON 44.

/N THE GATEWAY FORM� ENTER THE FOLLOWING DATA TO CREATE A NEW ONE�

�� 'ATEWAY “$� ! UNIQUE AND HUMAN
READABLE IDENTI1ER FOR THE GATEWAY�

�� $ESCRIPTION� 4HE GATEWAY DESCRIPTION�

�� &RECUENCY 0LAN� 4HIS PARAMETER BELONGS TO EACH COUNTRY REGULATION� FOR MOREINFORMATION PLEASE VISITTHIS LINK�

�� 2OUTER� 3ELECT THE GATEWAY TO CONNECT� CHOOSE THE CLOSEST ONE TO YOUR LOCATION TO GET A BETTER COVERAGE�

�� ,OCATION� 3ET THE LOCATION ON THE MAP�

�� !NTENNA 0LACEMENT� #HOOSE BETWEEN INDOOR OR OUTDOOR�
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&IGURE � #REATE NEW GATEWAY ON 44. 
 3TEP �

&IGURE � #REATE NEW GATEWAY ON 44. 
 3TEP �

!FTER1LLING ALL THE1ELDS� PRESS �2EGISTER GATEWAY� TO CON1RM THIS NEW DEVICE�

'ATEWAY SETTINGS

"Y CLICKING ON THE NEW CREATED GATEWAY� A NEW SCREEN SUMMARIZING THE INFORMATION WILL APPEAR� 4HE USER CAN EDIT
THE GATEWAY INFORMATION� CHANGE THE SETTINGS� DELETE THE REGISTERED GATEWAY ANDSEE THE TRAZ C ON THE GATEWAY�
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&IGURE � 3UMMARIZED INFORMATION AND EDIT SETTINGS ON 44.

!N IMPORTANT OPTION FOR THE GATEWAY IS PRESENT ON �3ETTINGS�� AT THE BOTTOM OF THE PAGE THERE IS A RED BUTTON CALLED
�$ELETE GATEWAY EUI
888�� 4HIS IS USED TO PERFORM A FULL DELETION OF THE GATEWAY�$O NOT CLICK THIS OPTION IF YOU WANT
TO PRESERVE YOUR GATEWAY AS REGISTERED�

������ -ANAGE APPLICATIONS

4HE �!PPLICATIONS� SECTION PERMITS TO VIEW� EDIT AND CREATE APPLICATIONS� AS WELL AS VIEW DATA AND INTEGRATE IT WITH
OTHER CLOUDS�

&IGURE � -AIN SECTIONS ON 44. 
 !PPLICATIONS

!FTER CLICKING ON �!PPLICATIONS�� A LIST OF THEM WILL APPEAR IF THE USER HAS ALREADY CREATED APPLICATIONS�
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&IGURE � ,IST OF APPLICATIONS ON 44.

/N THE TOP RIGHT CORNER THERE IS AN �!DD APPLICATION� BUTTON TO REGISTER A NEW APPLICATION� CLICK ON THIS OPTION TO
CREATE A NEW ONE� &ILL ALL THE INFORMATION AND PRESS �!DD APPLICATION� TO CON1RM THE DATA�

&IGURE � !DD NEW APPLICATION ON 44.

/PTIONS AND DEVICE REGISTRATION OVERVIEW

4HERE ARE PLENTY OF OPTIONS TO CON1GURE AN APPLICATION� 4HIS GUIDE WILL GUIDE YOU THROUGH THE MOST IMPORTANT
OPTIONS TO ACCOMPLISH THE INTEGRATION WITH THE #USTOMER 3ERVER OR WITH THE 3MART 0ARKING #LOUD 3ERVICE�

4HE MAIN SCREEN SHOWS A SUMMARY ABOUT THE APPLICATION� THE REGISTERED DEVICES AND THE ACCESS KEY�IMPORTANT
FOR THE“NTEGRATIONS SECTION	�
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&IGURE � !PPLICATION OVERVIEW ON 44.

/N THE TOP RIGHT AREA OF THE �$EVICES� SECTION IT IS POSSIBLE TO REGISTER A NEW DEVICE FOR THE APPLICATION� #REATING A
NEW DEVICE IS NOT REQUIRED TO PERFORM THE INTEGRATION WITH THE #USTOMER 3ERVER OR WITH THE 3MART 0ARKING #LOUD
3ERVICE�

&IGURE � 2EGISTERING A NEW DEVICE FOR AN APPLICATION ON 44.

4O CREATE A NEW DEVICE�1LL ALL THE1ELDS�

� $EVICE “$� 4HE UNIQUE IDENTI1ER FOR THE DEVICE IN THE APPLICATION�

� $EVICE %5“� 4HE UNIQUE IDENTI1ER FOR THE DEVICE ON THE NETWORK�

� !PP +EY� 5SED TO CREATE A SECURE COMMUNICATION BETWEEN THE DEVICE AND THE NETWORK�

“MPORTANT�
4HE $EVICE“$ MUST BE THE SAME AS ,O2A7!. %5“ IN LOWERCASE TO MATCH THE COMMUNICATION WITH THE #USTOMER
3ERVER OR WITH THE 3MART 0ARKING #LOUD 3ERVICE�

!FTER SETTING THESE1ELDS� HIT THE �2EGISTER� BUTTON TO1NISH THE REGISTRATION�


 �� 
 V���



,O2A7!. .ETWORK 3ERVER SETUP

&IGURE � &ORM TO CREATE A NEW DEVICE ON 44.

4HERE IS ALSO A CHANCE TO REGISTER MORE THAT ONE DEVICE IN BULK USING THE �"ULK IMPORT DEVICES� BUTTON PLACED ON THE
TOP RIGHT�

&IGURE � "ULK DEVICES IMPORT ON 44.

4HE SCREEN FOR A BULK IMPORT IS VERY SIMPLE�
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&IGURE � "ULK DEVICES IMPORT FORM ON 44.

4HE PARAMETERS TO1LL ARE�

� $EVICE “$ 0RE1X� 4HIS IS THE PRE1X FOR THE GENERATED DEVICE “$S�

� !PP %5“� 4HE !PP %5“ ALL THE DEVICES WILL REGISTER TO�

� 2ANDOMIZE +EYS� “F ENABLED� A DIŠERENT !PP +EY WILL BE GENERATED FOR EACH DEVICE�RECOMMENDED	�

� $EVICE %5“S� 4HE DEVICE %5“S TO REGISTER� SEPARATED BY TABS� NEWLINES� COMMAS OR SEMICOLONS�

“MPORTANT�
4HE $EVICE“$ 0RE1X MUST BE LEFT IN BLANK TO MATCH THE COMMUNICATION WITH THE #USTOMER 3ERVER OR WITH THE 3MART
0ARKING #LOUD 3ERVICE�

!FTER ENTERING ALL THE PARAMETERS� PRESS �2EGISTER DEVICES� TO1NISH THE BULK REGISTRATION PROCESS�

“MPORTANT�
7ITH THIS KIND OF BULK IMPORT� AFTER CREATING THE DEVICES THE USER MUST RECON1GURE THE SETTINGS OF EACH NODE USING
THE !PP %5“� THE !PP +EY AND THE $EVICE %5“ SUPPLIED ON THE REGISTERING PROCESS�

4HIS NEW REPROGRAMMING PROCESS IS A RESULT OF 44. FRONTEND LIMITATIONS ON REGISTERING DEVICES�

!PPLICATION INTEGRATIONS

!NOTHER IMPORTANT SECTION FOR EACH APPLICATION IS THE �“NTEGRATIONS� SECTION� 4HERE THE USER CAN SEND DATA TO
THIRD
PARTY CLOUDS AND ALSO TO THE #USTOMER 3ERVER OR TO THE 3MART 0ARKING #LOUD 3ERVICE�

#LICK ON �!DD INTEGRATION� TO CREATE A NEW MECHANISM TO SEND DATA�
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&IGURE �“NTEGRATIONS SCREEN ON 44.

!FTER CLICKING �!DD INTEGRATION�� A LIST OF THIRD
PARTY CLOUDS WILL BE DISPLAYED� CHOOSE �(440 INTEGRATION� TO CON1GURE
44. TO SEND TOWARDS THE #USTOMER 3ERVER OR THE 3MART 0ARKING #LOUD 3ERVICE�

&IGURE �“NTEGRATIONS LIST ON 44.
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&IGURE � (440 INTEGRATION OPTION ON 44.

4HE FORM FOR (440 CONNECTION IS AS FOLLOWS�

&IGURE � (440 INTEGRATION FORM ON 44.

4HERE ARE SOME1ELDS TO1LL ON THE FORM�

� 0ROCESS “$� 4HE UNIQUE IDENTI1ER OF THE NEW INTEGRATION PROCESS� &REE TEXT�
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� !CCESS +EY� 4HE ACCESS KEY USED FOR DOWNLINK� “T IS THE DEFAULT KEY INMOST CASES�

� 52,� 4HE #USTOMER 3ERVER 52,� HTTPS���9/52?#534/-%2?3%26%2?52,�API�PARKING�V��SERVICES�TTN�

� -ETHOD� 4HE (440 METHOD TO USE� &OR #USTOMER 3ERVER INTEGRATION� IT MUST BE �0/34��

!N EXAMPLE OF CON1GURATION INTEGRATION FOR #USTOMER 3ERVER CAN BE AS SHOWN IN THE IMAGE�

&IGURE � #ON1GURATION ON AN (440 INTEGRATION WITH THE #USTOMER 3ERVER ON 44.

4HE REST OF THE INTEGRATION1ELDSMUST BE BLANK�

$ATA VISUALIZATION

4HIS IS ONE OF THE MOST IMPORTANT OPTIONS ON 44.� (ERE THE USER CAN SEE THE DATA SENT�BOTH UPLINK AND DOWNLINK	�
!LSO� THE ERRORS AND SUCCESSES ON THE COMMUNICATION PROCESS ARE SHOWN�

4HE USER MUST USE THIS SECTION TO MAKE SURE THAT THE UPLINK AND DOWNLINKCOMMUNICATIONS ARE CORRECT�

&IGURE � $ATA SCREEN ON AN INTEGRATION ON 44.
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!PPLICATION SETTINGS

4HIS SECTION IS A QUICK SUMMARY OF THE APPLICATION SETTINGS AS (ANDLER� %5“S AND !CCESS +EYS� AMONG OTHERS�

4HE USER CAN CHANGE THE PARAMETERS BUT IT IS POSSIBLE TO CREATE HERE SOME MISCON1GURATION ON THE APPLICATION
SETTINGS� !LSO� ON THE BOTTOM THERE IS A �$ELETE APPLICATION !00?.!-%� BUTTON THAT DELETESTHE APPLICATION
COMPLETELY�

&IGURE � 3ETTINGS FOR AN APPLICATION ON 44.

���� 4HE 4HINGS “NDUSTRIES �44“	

4HIS SECTION EXPLAINS HOW TO ROUTE INFORMATION ON 44“ TO THE #USTOMER 3ERVER OR TO THE3MART 0ARKING #LOUD 3ERVICE�
USING THE (440 PROTOCOL� 44“ IS A FREE AND READY TO USE CLOUD FOR ,O2A7!. COMMUNICATIONS� 44“ GIVES THE USER A
WIDE VARIETY OF INTEGRATIONS READY TO USE�

������ ,OG IN

/PEN A NEW WINDOW ON YOUR WEB BROWSER AND TYPE THE LOGIN 52, PROVIDED BY4HE 4HINGS “NDUSTRIES�

2EQUEST A QUOTATION TO GET THE LOGIN 52, IF YOU DO NOT HAVE IT YET� 4HEN� LOGIN WITH THE52, AND CREDENTIALS SUPPLIED
TO YOU BY 44“�

!FTER A SUCCESSFUL LOGIN� THE MAIN PANEL WILL BE SHOWN� &ROM THIS SCREEN THE USER CAN ACCESS DIŠERENT SECTIONS
TO MANAGE HER DEVICES AND VIEW DATA�

&IGURE � -AIN SCREEN ON 44“
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#LICK ON �#ONSOLE� TO OPEN THE � MAIN SECTIONS ON 44“� ONE FOR APPLICATIONS AND ONE FOR GATEWAYS�

������ -ANAGE GATEWAYS

3ELECT �'ATEWAYS� TO MANAGE YOUR DEVICES� 9OU CAN SEE A LIST OF THEM�IF YOU ALREADY CREATED SOME GATEWAYS	 OR
YOU CAN CREATE A NEW GATEWAY DEVICE�

&IGURE � -AIN SECTIONS ON 44“ 
 'ATEWAYS

2EGISTER A NEW GATEWAY

4O REGISTER A NEW GATEWAY� CLICK ON �2EGISTER GATEWAY�� ! NEW FORM IS DISPLAYED�

&IGURE � #REATE NEW GATEWAY ON 44“

/N THE GATEWAY FORM� ENTER THE FOLLOWING DATA TO CREATE A NEW ONE�

�� 'ATEWAY “$� ! UNIQUE AND HUMAN
READABLE IDENTI1ER FOR THE GATEWAY�

�� $ESCRIPTION� 4HE GATEWAY DESCRIPTION�

�� &RECUENCY 0LAN� 4HIS PARAMETER BELONGS TO EACH COUNTRY REGULATION� FOR MOREINFORMATION PLEASE VISITTHIS LINK�

�� 2OUTER� 3ELECT THE GATEWAY TO CONNECT� CHOOSE THE CLOSEST ONE TO YOUR LOCATION TO GET A BETTER COVERAGE�

�� ,OCATION� 3ET THE LOCATION ON THE MAP�

�� !NTENNA 0LACEMENT� #HOOSE BETWEEN INDOOR OR OUTDOOR�
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&IGURE � #REATE NEW GATEWAY ON 44“ 
 3TEP �

&IGURE � #REATE NEW GATEWAY ON 44“ 
 3TEP �

!FTER1LLING ALL THE1ELDS� PRESS �2EGISTER GATEWAY� TO CON1RM THIS NEW DEVICE�

'ATEWAY SETTINGS

"Y CLICKING ON THE NEW CREATED GATEWAY A NEW SCREEN SUMMARIZING THE INFORMATION WILL APPEAR� 4HE USER CAN EDIT
THE GATEWAY INFORMATION� CHANGE THE SETTINGS� DELETE THE REGISTERED GATEWAY ANDSEE THE TRAZ C ON THE GATEWAY�
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&IGURE � 3UMMARIZED INFORMATION AND EDIT SETTINGS ON 44“

!N IMPORTANT OPTION FOR THE GATEWAY IS PRESENT ON �3ETTINGS�� AT THE BOTTOM OF THE PAGE THERE IS A RED BUTTON CALLED
�$ELETE GATEWAY EUI
888�� 4HIS IS USED TO PERFORM A FULL DELETION OF THE GATEWAY�$O NOT CLICK THIS OPTION IF YOU WANT
TO PRESERVE YOUR GATEWAY AS REGISTERED�

������ -ANAGE APPLICATIONS

4HE �!PPLICATIONS� SECTION PERMITS TO VIEW� EDIT AND CREATE APPLICATIONS� AS WELL AS VIEW DATA AND INTEGRATE IT WITH
OTHER CLOUDS�

&IGURE � -AIN SECTIONS ON 44“ 
 !PPLICATIONS

!FTER CLICKING ON �!PPLICATIONS�� A LIST OF THEM WILL APPEAR IF THE USER HAS ALREADY CREATED APPLICATIONS�


 �� 
 V���



,O2A7!. .ETWORK 3ERVER SETUP

&IGURE � ,IST OF APPLICATIONS ON 44“

/N THE TOP RIGHT CORNER THERE IS AN �!DD APPLICATION� BUTTON TO REGISTER A NEW APPLICATION� CLICK ON THIS OPTION TO
CREATE A NEW ONE� &ILL ALL THE INFORMATION AND PRESS �!DD APPLICATION� TO CON1RM THE DATA�

&IGURE � !DD NEW APPLICATION ON 44“

/PTIONS AND DEVICE REGISTRATION OVERVIEW

4HERE ARE PLENTY OF OPTIONS TO CON1GURE AN APPLICATION� 4HIS GUIDE WILL GUIDE YOU THROUGH THE MOST IMPORTANT
OPTIONS TO ACCOMPLISH THE INTEGRATION WITH THE #USTOMER 3ERVER OR WITH THE 3MART 0ARKING #LOUD 3ERVICE�

4HE MAIN SCREEN SHOWS A SUMMARY ABOUT THE APPLICATION� THE REGISTERED DEVICES AND THE ACCESS KEY�IMPORTANT
FOR THE“NTEGRATIONS SECTION	�
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&IGURE � !PPLICATION OVERVIEW ON 44“

/N THE TOP RIGHT AREA OF THE �$EVICES� SECTION IT IS POSSIBLE TO REGISTER A NEW DEVICE FOR THE APPLICATION� #REATING A
NEW DEVICE IS NOT REQUIRED TO PERFORM THE INTEGRATION WITH THE #USTOMER 3ERVER OR WITH THE 3MART 0ARKING #LOUD
3ERVICE�

&IGURE � 2EGISTERING A NEW DEVICE FOR AN APPLICATION ON 44“

4O CREATE A NEW DEVICE�1LL ALL THE1ELDS�

� $EVICE “$� 4HE UNIQUE IDENTI1ER FOR THE DEVICE IN THE APPLICATION�

� $EVICE %5“� 4HE UNIQUE IDENTI1ER FOR THE DEVICE ON THE NETWORK�

� !PP +EY� 5SED TO CREATE A SECURE COMMUNICATION BETWEEN THE DEVICE AND THE NETWORK�

“MPORTANT�
4HE $EVICE“$ MUST BE THE SAME AS ,O2A7!. %5“ IN LOWERCASE TO MATCH THE COMMUNICATION WITH THE #USTOMER
3ERVER OR WITH THE 3MART 0ARKING #LOUD 3ERVICE�

!FTER SETTING THESE1ELDS� HIT THE �2EGISTER� BUTTON TO1NISH THE REGISTRATION�
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&IGURE � &ORM TO CREATE A NEW DEVICE ON 44“

4HERE IS ALSO A CHANCE TO REGISTER MORE THAT ONE DEVICE IN BULK USING THE �"ULK IMPORT DEVICES� BUTTON PLACED ON THE
TOP RIGHT�

&IGURE � "ULK DEVICES IMPORT ON 44“

4HE SCREEN FOR A BULK IMPORT IS VERY SIMPLE�
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&IGURE � "ULK DEVICES IMPORT FORM ON 44“

4HE PARAMETERS TO1LL ARE�

� $EVICE “$ 0RE1X� 4HIS IS THE PRE1X FOR THE GENERATED DEVICE “$S�

� !PP %5“� 4HE !PP %5“ ALL THE DEVICES WILL REGISTER TO�

� 2ANDOMIZE +EYS� “F ENABLED� A DIŠERENT !PP +EY WILL BE GENERATED FOR EACH DEVICE�RECOMMENDED	�

� $EVICE %5“S� 4HE DEVICE %5“S TO REGISTER� SEPARATED BY TABS� NEWLINES� COMMAS OR SEMICOLONS�

“MPORTANT�
4HE $EVICE“$ 0RE1X MUST BE LEFT IN BLANK TO MATCH THE COMMUNICATION WITH THE #USTOMER 3ERVER OR WITH THE 3MART
0ARKING #LOUD 3ERVICE�

!FTER ENTERING ALL THE PARAMETERS� PRESS �2EGISTER DEVICES� TO1NISH THE BULK REGISTRATION PROCESS�

!PPLICATION INTEGRATIONS

!NOTHER IMPORTANT SECTION FOR EACH APPLICATION IS �“NTEGRATIONS� SECTION� 4HERE THE USER CAN SEND DATA TO THIRD
PARTY
CLOUDS AND ALSO TO THE #USTOMER 3ERVER OR TO THE 3MART 0ARKING #LOUD 3ERVICE�

#LICK ON �!DD INTEGRATION� TO CREATE A NEW MECHANISM TO SEND DATA�
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&IGURE �“NTEGRATIONS SCREEN ON 44“

!FTER CLICKING �!DD INTEGRATION�� A LIST OF THIRD
PARTY CLOUDS WILL BE DISPLAYED� CHOOSE �(440 INTEGRATION� TO CON1GURE
44“ TO SEND TOWARDS THE #USTOMER 3ERVER OR THE 3MART 0ARKING #LOUD 3ERVICE�

&IGURE �“NTEGRATIONS LIST ON 44“
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&IGURE � (440 INTEGRATION OPTION ON 44“

4HE FORM FOR (440 CONNECTION IS AS FOLLOWS�

&IGURE � (440 INTEGRATION FORM ON 44“

4HERE ARE SOME1ELDS TO1LL ON THE FORM�

� 0ROCESS “$� 4HE UNIQUE IDENTI1ER OF THE NEW INTEGRATION PROCESS� &REE TEXT�
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� !CCESS +EY� 4HE ACCESS KEY USED FOR DOWNLINK� “T IS THE DEFAULT KEY INMOST CASES�

� 52,� 4HE #USTOMER 3ERVER 52,� HTTP���9/52?#534/-%2?3%26%2?52,�API�PARKING�V��SERVICES�TTI�

� -ETHOD� 4HE (440 METHOD TO USE� &OR #USTOMER 3ERVER INTEGRATION� IT MUST BE �0/34��

!N EXAMPLE OF CON1GURATION INTEGRATION FOR #USTOMER 3ERVER CAN BE AS SHOWN IN THE IMAGE�

&IGURE � #ON1GURATION ON AN (440 INTEGRATION WITH THE #USTOMER 3ERVER ON 44“

4HE REST OF THE INTEGRATION1ELDSMUST BE BLANK�

$ATA VISUALIZATION

4HIS IS ONE OF THE MOST IMPORTANT OPTIONS ON 44.� (ERE THE USER CAN SEE THE DATA SENT�BOTH UPLINK AND DOWNLINK	�
!LSO� THE ERRORS AND SUCCESSES ON THE COMMUNICATION PROCESS ARE SHOWN�

4HE USER MUST USE THIS SECTION TO MAKE SURE THAT THE UPLINK AND DOWNLINKCOMMUNICATIONS ARE CORRECT�

&IGURE � $ATA SCREEN ON AN INTEGRATION ON 44“
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!PPLICATION SETTINGS

4HIS SECTION IS A QUICK SUMMARY OF THE APPLICATION SETTINGS AS (ANDLER� %5“S AND !CCESS +EYS� AMONG OTHERS�

4HE USER CAN CHANGE THE PARAMETERS BUT IT IS POSSIBLE TO CREATE HERE SOME MISCON1GURATION ON THE APPLICATION
SETTINGS� !LSO� ON THE BOTTOM THERE IS A �$ELETE APPLICATION !00?.!-%� BUTTON THAT DELETESTHE APPLICATION
COMPLETELY�

&IGURE � 3ETTINGS FOR AN APPLICATION ON 44“
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���� -ULTI4ECH BASESTATION

4HIS SECTION EXPLAINS HOW TO ROUTE INFORMATION ON A -ULTI4ECH BASESTATION TO THE #USTOMER 3ERVER OR TO THE 3MART
0ARKING #LOUD 3ERVICE� USING THE -144 PROTOCOL�

-ULTI4ECH BASESTATIONS COME WITH AN %MBEDDED .ETWORK 3ERVER FOR ,O2A7!.� FREE OF COST OR ANNUAL FEES� "ESIDES�
,IBELIUM CUSTOMERS CAN PURCHASE SPECIAL MODELS OF -ULTI4ECH BASESTATIONS WHICH ARE READY TO USE� SINCE THEY HAVE
OUR �#USTOM !PPLICATION� ALREADY INSTALLED� 4HIS #USTOM !PP ENABLES AUTOMATIC COMMUNICATION BETWEEN 3MART
0ARKING NODES AND OUR 3MART 0ARKING #LOUD 3ERVICE� 4HESE SPECIAL BASESTATION MODELS ARE CALLED �3MART 0ARKING
CON1GURED��

������ ,IBELIUM �S #USTOM !PP

3OME -ULTI4ECH BASESTATIONS COME WITH THE ,IBELIUM�S #USTOM !PP ALREADY INSTALLED ON OUR FACILITIES� 0LEASE GO
TO THE SECTION �“NSTALLING�UPGRADING ,IBELIUM #USTOM !PP� IF YOUR BASESTATION DOES NOT HAVE IT� OR IF YOU WANT TO
UPGRADE THE VERSION OF THE #USTOM !PP INSIDE YOUR BASESTATION�

“MPORTANT�
/UR #USTOM !PP WAS DEVELOPED FOR -ULTI4ECH�S1RMWARE ����� VERSION� !T THE MOMENT� THE #USTOM !PP IS NOT
SUPPORTED ON1RMWARE ������ THIS ����� VERSION CONTAINS SOME KNOWN BUG ISSUESSO IT IS NOT CURRENTLY SUPPORTED�
-ORE INFORMATION ON THE �#OMPATIBLE1RMWARE VERSIONS� SECTION�

,OG IN

4O START THE APPLICATION�1RST GO TO THE ADDRESS WHERE YOU INSTALLED YOUR -ULTI4ECH BASESTATION� "Y DEFAULT� THE
CON1GURED ADDRESS ISHTTPS�������������� � %NTER YOUR CREDENTIALS AND PRESS �,OGIN��

&IGURE � -ULTI4ECH LOGIN PANEL

3TARTING THE #USTOM !PP

"EFORE ACCESSING THE APPLICATION� IT IS RECOMMENDED TO CHECK ITS STATUS� 'O TO �!PPS� IN THE MENU�

4HE APPLICATION HAS � STATUS�

�� 3TOPPED� 4HE APPLICATION IS STOPPED AND CANNOT BE ACCESSED�

�� 3TARTED� 4HE APPLICATION IS STARTED AND IT WILL TAKE A FEW MINUTES TO BE ABLE TO ACCESS THE APPLICATION� AFTER
PRESSING THE �0LAY� BUTTON�

�� 2UNNING� 4HE APPLICATION IS RUNNING� “T IS POSSIBLE TO ACCESS IT THROUGH THE ADDRESS WHERE IT IS INSTALLED� BY
ADDING PORT �����

�� &AILED� 4HE APPLICATION HAS FAILED AND IT IS NECESSARY TO RESTART IT� !N EXPLANATION ABOUT THIS STATUS IS IN THE
�“NFO�1ELD�
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!CCESING THE #USTOM !PP

/PEN A NEW TAB ON YOUR WEB BROWSER AND ENTER THE CREDENTIALS TO ACCESS THE APPLICATION� "Y DEFAULT� THE CREDENTIALS
ARE�

�� 5SERNAME� ADMIN

�� 0ASSWORD� ADMIN

&IGURE � #USTOM !PP LOGIN

“F YOU WANT TO CHANGE THE DEFAULT CREDENTIALS� PLEASE READ THE �#HANGE DEFAULT ACCESS CREDENTIALS� SECTION�

#ON1GS TAB

“F YOU SELECT THE �,IBELIUM 3MART 0ARKING #LOUD 3ERVICE� OPTION� YOU MUST1LL THE �4OKEN�1ELD TO SEND THE NODE�S
FRAMES TO OUR 3MART 0ARKING #LOUD 3ERVICE� 0LEASE REFER TO�4OOLS� SECTION FOR FURTHER INFORMATION ABOUT TO HOW TO
CREATE A TOKEN� /NCE YOU HAVE CREATED THE TOKEN� PASTE IN THE1ELD�

&IGURE � -ULTI4ECH CON1GURATION 
 3MART 0ARKING #LOUD 3ERVICE OPTION

“F YOU SELECT THE �#USTOMER 3ERVER� OPTION� YOU MUST1LL THE �52,�1ELD TO SEND THE NODE�S FRAMES TO YOUR #USTOMER
3ERVER�

&IGURE � -ULTI4ECH CON1GURATION 
 #USTOMER 3ERVER OPTION


 �� 
 V���



,O2A7!. .ETWORK 3ERVER SETUP

2EGARDLESS OF THE METHOD YOU HAVE USED� SAVE THE CON1GS CLICKING THE �3AVE CON1GS� BUTTON� “F THE INTRODUCED VALUE
IS VALID� A POP
UP WINDOW WILL APPEAR CON1RMING THAT THE CON1GURATION HAS BEEN SAVED�

&IGURE � -ULTI4ECH CON1GURATION SAVED

“F THE1ELD DOES NOT HAVE A VALID CON1GURATION� A WINDOW WILL TELL YOU NEED TO REVIEW THE CON1GURATION BEFORE SAVING�

&IGURE � -ULTI4ECH CON1GURATION ERROR

$EVICES 0ROVISIONING TAB

4HANKS TO THIS FEATURE YOU CAN REGISTER ALL THE DEVICES AT ONCE� *UST ENTER ALL YOUR DEVICES THE TEXT BOX �“MPORT YOUR
$EVICES�� IN COMMA
SEPARATED FORMAT�ONE DEVICE PER LINE	�

4HE FORMAT TO USE IS�

<DevEUI_1>,<Serial>,<AppEUI_1>,<AppKey_1>

<DevEUI_2>,<Serial>,<AppEUI_2>,<AppKey_2>

<DevEUI_3>,<Serial>,<AppEUI_3>,<AppKey_3>

...

<DevEUI_N>,<Serial>,<AppEUI_N>,<AppKey_N>

/N THE 3ERVICES #LOUD -ANAGER �3#-	 YOU CAN DOWNLOAD A #361LE WITH ALL YOUR DEVICES �ALL THE DEVICES ASSOCIATED
WITH ON YOUR 3#- ACCOUNT	� 4O DOWNLOAD THE1LE� PLEASE REFER TO�,IBELIUM #LOUD MANAGEMENT� SECTION FOR FURTHER
INFORMATION ON HOW TO EXPORT THIS #361LE� WHICH INCLUDES ALL NODES /4!! CREDENTIALS NEEDED FOR DIRECT BATCH
IMPORT�

,OGS TAB

4HE �,OGS� TAB SHOWS THE INFORMATION AND ERROR MESSAGES OF THE COMMUNICATION REQUESTS OF THE ,O2A7!. SERVICES�
!LL MESSAGES RELATED TO THE TRANSPORT LAYER OF THE SERVICE ARE IDENTI1ED AS“.&/ OR %22/2� 5SER INTERVENTION MAY
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BE REQUIRED TO ANALYSE THE MEANING OF THE MESSAGES GENERATED IN THE APPLICATION LAYER AND DECIDE IF SOME ACTIONS
ARE NEEDED�

&IGURE � ,OGS SECTION

4HE MESSAGES WILL APPEAR IN ASCENDING ORDER� SHOWING THE NEWEST MESSAGES AT THE TOP� 9OU CAN CHANGE THE ORDER
BY CLICKING THE �!SCENDING� OR �$ESCENDING� BUTTON�

&IGURE � !SCENDING BUTTON

#LICK THE �2EFRESH� BUTTON TO UPDATE THE LOG VIEW AND LOAD NEW MESSAGES� 4HE LATEST MESSAGES APPEAR AT THE TOP�

&IGURE � 2EFRESH BUTTON

#HANGE DEFAULT ACCESS CREDENTIALS

“N ORDER TO CHANGE THE PASSWORD OR USER THAT THE APPLICATION BRINGS BY DEFAULT� YOU HAVE TO CONNECT THROUGH
33( TO THE -ULTI4ECH BASESTATION� /NCE CONNECTED� NAVIGATE TO WHERE THE CON1GURATION1LE IS LOCATED AT
�VAR�CON1G�APP�LIBELIUM
MULTITECH
APP	 AND EDIT THE ��ENV�1LE�

# If you want to change the username and password to access de application:

APP_USERNAME= 'admin'

APP_PASSWORD= 'admin'

/NCE YOU HAVE CHANGED THE DEFAULT USERNAME OR PASSWORD AND SAVED THE1LE� YOU NEED TO STOP THE APPLICATION AND
RESTART IT FOR THE CHANGES TO TAKE EŠECT�

#HANGE THE DEFAULT LISTENING PORT

“N ORDER TO CHANGE THE PORT WHERE THE APPLICATION LISTENS BY DEFAULT� YOU HAVE TO CONNECT THROUGH 33( TO THE
-ULTI4ECH BASESTATION� /NCE CONNECTED� YOU HAVE TO NAVIGATE TO WHERE THE CON1GURATION1LE IS LOCATED AT�
�VAR�CON1G�APP�LIBELIUM
MULTITECH
APP� AND EDIT THE ��ENV�1LE�
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# If you want to use another port you must to change the APP_PORT field:

APP_PORT= '3001'

/NCE YOU HAVE CHANGED THE DEFAULT PORT AND SAVED THE1LE� YOU NEED TO STOP THE APPLICATION AND RESTART IT FOR THE
CHANGES TO TAKE EŠECT�

(OW TO CREATE A SINGLE DEVICE MANUALLY

4O REGISTER THE DEVICES YOU HAVE TO GO TO �,ORA7!.4-� � �+EY -ANAGEMENT � �!DD $EVICE��

&IGURE � 2EGISTERING A DEVICE MANUALLY 
 �

4HEN CLICK ON �!DD NEW�� ! NEW POP
UP WINDOW WILL OPEN WITH A FORM SO YOU CAN1LL THE PARAMETERS OF THE NODES�
4HE1ELDS �$EV %5“�� �!PP %5“� AND �!PP +EY� ARE MANDATORY TO PROPERLY REGISTERTHE DEVICE�

&IGURE � 2EGISTERING A DEVICE MANUALLY 
 �

/NCE THE FORM IS COMPLETED� THE LIST OF DEVICES WILL BE UPDATED AUTOMATICALLYWITH THE DEVICE YOU JUST REGISTERED�
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&IGURE � 2EGISTERING A DEVICE MANUALLY 
 �

2ESTART THE -ULTI4ECH BASESTATION

7HEN YOU HAVE1NISHED THE PROVISIONING OF YOUR DEVICES� REGARDLESS OF THE METHOD YOU HAVE USED� YOU NEED TO
RESTART THE -ULTI4ECH� SO THAT CHANGES TAKE EŠECT�

7E RETURN TO ACCESS THE 52, WHERE WE HAVE THE APPLICATION INSTALLED� IF THE �3AVE � 2ESTART� BUTTON IS RED� IT
INDICATES THAT THERE ARE PENDING CHANGES TO BE SAVED AND THAT IT IS NECESSARYTO PERFORM A RESTART OF THE -ULTI4ECH
BASESTATION� 4O DO SO� GO TO THE MENU ON THE LEFT� AND PRESS THE �3AVE � 2ESTART� BUTTON�

&IGURE � 2ESTART BUTTON 
 -ULTI4ECH BASESTATION

������ #OMPATIBLE 1RMWARE VERSIONS

"ELOW WE SHOW A LIST OF THE COMPATIBILITY OF THE #USTOM !PP WITH VERSIONS OF -ULTI4ECH BASESTATIONS1RMWARE�


 ����� � “T CONTAINS SOME KNOWN BUG ISSUES SO IT IS NOT CURRENTLY SUPPORTED�


 ����X � 4OTALLY COMPATIBLE

������ “NSTALLING�UPGRADING #USTOM !PP

,OG IN $EVICE(1

/PEN A NEW WINDOW ON YOUR WEB BROWSER AND TYPEHTTPS���WWW�DEVICEHQ�COM�� “T IS A REPOSITORY WHERE -ULTI4ECH
OŠERS DIŠERENT APPS AND SOFTWARE�

#REATE A NEW USER ACCOUNT IF YOU DO NOT HAVE ONE YET� “F YOU HAVE AN ACCOUNT� ENTERYOUR CREDENTIALS TO PERFORM
THE NEXT STEPS�
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&IGURE � #REATE ACCOUNT OR LOGIN ON $EVICE(1

$EVICE(1 PANEL

!FTER A SUCCESSFUL LOGIN� THE MAIN PANEL APPEARS� 4HE USER CAN SEE MANY OPTIONS TO MANAGE DEVICES� INSTALL
APPLICATIONS� UPGRADE THE1RMWARE� SEE LOGS� ETC�

&IGURE � $EVICE(1 MAIN PANEL

2EGISTERING A -ULTI4ECH DEVICE ON $EVICE(1

/NCE INSIDE THE $EVICE(1 PANEL� GO TO �$EVICES� � �4ASKS� � �2EGISTER DEVICES��

&IGURE � 2EGISTERING A -ULTI4ECH DEVICE ON $EVICE(1 PANEL

! NEW POP
UP WINDOW APPEARS� “N THE �3ERIAL�1ELD YOU MUST TYPE THE -ULTI4ECH SERIAL AND ON THE �55“$�1ELD YOU
MUST TYPE THE -ULTI4ECH 55“$�4HEN CLICK ON THE �2EGISTER DEVICE� BUTTON�
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&IGURE � 2EGISTERING A -ULTI4ECH DEVICE ON $EVICE(1 0ANEL

“MPORTANT�
9OU CAN1ND ALL THIS INFORMATION ON THE RIGHT SIDE OR ON THE BACK OF YOUR DEVICE�

!DD ,IBELIUM #USTOM !PP TO YOUR STORE

4O ADD THE #USTOM !PP� GO TO �3TORE� ON THE TOP MENU OF THE $EVICE(1 PANEL AND CHECK THE �0UBLIC APPS� OPTION
TO SEE ALL THE PUBLIC APPS� 4HEN SEARCH THE �LIBELIUM
MULTITECH
APP�� /NCE YOU HAVE FOUND IT� CLICK ON !DD TO -Y
!PPS AND AGAIN ON THE �!DD TO MY APPS� BUTTON�

&IGURE � !DD ,IBELIUM -ULTI4ECH APPLICATION �OUR #USTOM !PP	

0LEASE ACCEPT THE LICENSING AGREEMENT AND CLICK ON �!CCEPT��

&IGURE � !CCEPTING THE LICENSING AGREEMENT

%NABLE2EMOTE -ANAGEMENT

/NCE INSIDE THE -ULTI4ECH BASESTATION PANEL� GO TO �!DMINISTRATION� � �2EMOTE-ANAGEMENT�� 4HEN TYPE YOUR
!CCOUNT +EY IN THE DEDICATED1ELD�
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&IGURE � %NABLE REMOTE MANAGEMENT

#LICK ON THE �3UBMIT� BUTTON� /NCE CHANGES HAVE BEEN SAVED� THE -ULTITECH MUST BE RESTARTED FOR THE CHANGES TO
TAKE EŠECT� SO PRESS THE �3AVE � 2ESTART� BUTTON�

3CHEDULE INSTALL OR UPGRADE THE #USTOM !PP

“N THE $EVICE(1 PANEL� �$EVICES� SECTION� CLICK ON THE SELECTED DEVICE � �3CHEDULE� � �“NSTALL APP� AND SELECT THE
VERSION THAT YOU WANT TO INSTALL OR UPGRADE�

&IGURE �“NTALL�UPGRADE THE #USTOM !PP

/NCE YOU HAVE SCHEDULED AN ACTION� YOU MUST CHECK THE $EVICE(1 SERVER AND POLLTHE NEXT ACTIONS� 2EAD NEXT
SECTION FOR MORE INFO�

#HECKING $EVICE(1 FROM -ULTI4ECH

4HE -ULTI4ECH BASESTATION WILL CHECK THE $EVICE(1 SERVER AND POLL IT FOR COMMANDS SUCH AS CON1GURATION UPDATE�
INSTALL AND UNINSTALL APPS AND OTHER ACTIONS� &OR THIS ACTION YOU MUST TO GO ON �!DMINISTRATION� � �2EMOTE
-ANAGEMENT� � �#URRENT 3TATUS� AND PRESS THE �#HECK
IN TO $EVICE(1� BUTTON�
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&IGURE � #HECK
“N TO $EVICE(1
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�� #USTOMER 3ERVER

“N ORDER TO COMMUNICATE WITH ANY ,O2A7!. .ETWORK 3ERVER YOU NEED A WEB APPLICATION UP AND RUNNING� 4HE WEB
APPLICATION WILL RECEIVE ,O2A7!. REQUESTS VIA 0/34�'%4 REQUESTS DEPENDING ONTHE SERVER� ,IBELIUM PROVIDES THE
SOURCE1LES OF A SIMPLE WEB APPLICATION CALLED #USTOMER 3ERVER� CREATED TO BE DEPLOYED ON YOUR SERVER�

&IGURE � #USTOMER 3ERVER

4HE #USTOMER 3ERVER IS COMPOSED OF � PARTS�


 THE 2EMOTE #ON1GURATION &ORM� IT MANAGES THE CON1GURATION VALUES OF THE 3MART 0ARKING NODES


 THE #USTOMER 3ERVER #ORE� IT DEALS WITH THE ,O2A7!. .ETWORK 3ERVER REQUESTS� SENDING BACK A RESPONSE WHEN
NEEDED�

“F THE USER WANTS TO USE THE 2EMOTE #ON1GURATION &ORM� ALL 3MART 0ARKING NODES MUST BE REGISTERED ON THE 3#-�
4HERE IS NO NEED OF ADDITIONAL LICENSES�

4HE #USTOMER 3ERVER MUST BE DEPLOYED ON YOUR OWN SERVER� "ESIDES� THE ,O2A7!. .ETWORK 3ERVER MUST BE
CON1GURED WITH THE COMPLETE 52, CONTAINING YOUR SERVER DOMAIN NAME OR “0� 4HE CONTEXT SHOULD POINT TO THE WEB
APPLICATION DEPLOYMENT PATH�

.OTE� #USTOMERS CAN ASK FOR THIS SOURCE CODE TO OUR 3ALES 4EAM�SALES LIBELIUM�COM	 AFTER BUYING THE NODES�


 �� 
 V���



#USTOMER 3ERVER

���� “NSTALLATION

4HERE ARE � WAYS TO INSTALL THE #USTOMER 3ERVER� INSTALLING IT ON YOUR OWN SERVER WITH $OCKER OR INSTALLING IT MANUALLY
ON YOUR OWN SERVER�

!SSIGNING A PUBLIC “0 AND A REGISTERED DOMAIN NAME TO THE SERVER IS RECOMMENDED TO EASE THE TASK OF CON1GURING
,O2A7!. .ETWORK 3ERVER TO SEND (440�(4403 REQUESTS TO THIS SERVER� “T IS ALSO A GOODPRACTICE TO IMPLEMENT
EXISTING SECURITY POLICIES�USER CREDENTIALS� 33,�1REWALL� AND TOOLS TO AVOID $O3 ATTACKS	 FOR SERVERS WITH OPEN PORTS
TO“NTERNET�

������ $OCKER

“F YOU WANT TO USE $OCKER� YOU MUST INSTALL $OCKER AND $OCKER #OMPOSE ON YOUR SERVER�“N ORDER TO INSTALL THESE
TOOLS� YOU SHOULD FOLLOW THE INSTRUCTIONS FROM THE OZ CIAL DOCUMENTATION BY $OCKER�


 $OCKER INSTALLATION INSTRUCTIONS�HTTPS���DOCS�DOCKER�COM�INSTALL�


 $OCKER #OMPOSE INSTALLATION INSTRUCTIONS�HTTPS���DOCS�DOCKER�COM�COMPOSE�INSTALL�

9OU CAN ALSO HIRE ONLINE SERVICES WHICH OŠER A VIRTUAL SERVER WITH $OCKER ALREADY INSTALLED ON IT�

������ 3ERVER

4HE MINIMUM REQUIREMENTS FOR THE SERVER ARE�


 !PACHE WEB SERVER �� ���


 0(0 �� �����


 $ATABASE�-Y31, OR 0OSTGRE31,


 ION#UBE ,OADER

!N !PACHE WEBSERVER WITH 0(0 SUPPORT AND A DATABASE MUST BE CON1GURED ON YOUR SERVER� 4HOSE ARE THE MINIMUM
REQUIREMENTS TO DEPLOY THE #USTOMER 3ERVER WEB APPLICATION�

%VEN IF YOU ARE NOT USING $OCKER� YOU CAN USE �1LES AS A REFERENCE TO INSTALL ALL THE DEPENDENCIES OF THE PROJECT�
4HESE1LES ARE $OCKER1LE AND DOCKER
COMPOSE�YML� AND CAN BE FOUND ON THE SOURCE CODE THAT THE 3ALES4EAM
PROVIDES�BIN�CI�SMART?PARKING	�

“NFO AND TUTORIALS ABOUT INSTALLATION OF MINIMUM REQUIREMENTS OF YOUR SERVER�


 5BUNTU�HTTPS���HELP�UBUNTU�COM�COMMUNITY�!PACHE-Y31,0(0


 7INDOWS�HTTP���WWW�AMPSOFT�NET�WEBDESIGN
L�HOW
TO
INSTALL
APACHE
PHP
MYSQL�HTML


 -AC� HTTP���JASON�PURECONCEPTS�NET���������INSTALL
APACHE
PHP
MYSQL
MAC
OS
X�


 ION#UBE ,OADER�HTTP���WWW�IONCUBE�COM�LOADERS�PHP

“MPORTANT�
“N ORDER TO INSTALL THE #USTOMER 3ERVER USING THE SERVER OPTION� YOUWILL NEED ACCESS TO YOUR SERVER TO INSTALL ALL THE
DEPENDENCIES AND TO CON1GURE THE !PACHE SERVER�

���� $EPLOYING

������ $OCKER


 3TEP �� %XTRACT ON YOUR SERVER THE ZIP1LE PROVIDED BY ,IBELIUM CONTAINING THE #USTOMER 3ERVER APPLICATION
SOURCE1LES�


 �� 
 V���



#USTOMER 3ERVER


 3TEP �� 'O TO THE FOLDER BIN�CI�SMART?PARKING�


 3TEP �� 9OU SHOULD MODIFY THE1LES $OCKER1LE AND DOCKER
COMPOSE�YML THAT WE PROVIDE IN ORDER TO MAKE SURE
THAT THE SECURITY REQUIRED FOR YOUR PROJECT IS MATCHED�


 $ATABASE� 7E PROVIDE A1LE WITH THE STRUCTURE FOR THE DATABASE� YOU CAN CHANGE THE NAME OF THE MAIN
TABLE AND ALSO USE IT TO ADD ANY ADDITIONAL TABLES YOU MAY NEED� THE1LE IS LOCATED ON�

bin/ci/smart_parking/docker-entrypoint-initdb.d/init.sql

4HIS1LE WILL BE EXECUTED ONE TIME WHEN THE DATABASE CONTAINER IS CREATED AND IT SHOULDBE ADDED TO THE
DOCKER GROUP�


 &ILE STRUCTURE� 4HE APPLICATION1LES SHOULD BE PLACED IN THE�WWW
DATA� GROUP FROM THE WEB CONTAINER�
9OU CAN MAP A HOST USER TO WWW
DATA BY 5“$ AS IT IS COMMENTED ON THE $OCKER1LE OR YOU CAN ASSIGN THE
1LES TO THE CORRECT 5“$��� BY DEFAULT	�


 3TEP �� %XECUTE�DOCKER
COMPOSE UP� TO LAUNCH THE PROJECT �THE �ST TIME� IT MAY TAKE SOME TIME TO EXECUTE	�


 3TEP �� 9OU CAN CHECK IF THE INSTALLATION IS COMPLETED NAVIGATING TO�HTTP���-!#( “.%?“0����� � � YOU SHOULD SEE
THE 2EMOTE #ON1GURATION &ORM LOGIN SCREEN�

-ULTIPLES INSTANCES

“F YOU WANT TO USE THE #USTOMER 3ERVER WITH MORE THAN ONE APPLICATION� YOU NEED TO DEPLOY ONE INSTANCE OF THE
CONTAINER FOR EACH APPLICATION� 9OU MUST FOLLOW THE SAME STEPS AXPLAINED ABOVE� BUT IF THE NEW INSTALLATION IS ON
THE SAME MACHINE YOU WILL HAVE TO CHANGE THE APPLICATION PORTS TO AVOID CON2ICTS BETWEEN THE APPLICATIONS� MODIFY
THEDOCKER
COMPOSE�YML1LE OF THE NEW APPLICATION AND CHANGE THE DEFAULT PORTS ����� FOR THE WEB APPAND ����
FOR THE DATABASE	�

/LD 1LE�

ports:

- "7000:80"

ports:

- "7001:3306"

.EW 1LE�

ports:

- "8000:80"

ports:

- "8001:3306"

.OTE� 4HE PORT CAN BE ANY OPEN PORT ON YOUR SERVER�

������ 3ERVER


 3TEP �� %XTRACT ON YOUR SERVER THE ZIP1LE PROVIDED BY ,IBELIUM CONTAINING THE #USTOMER 3ERVER APPLICATION
SOURCE1LES�


 3TEP �� #HECK THE RIGHT OWNER�GROUP AND PERMISSIONS OF ALL THE1LES EXTRACTED� USUALLY USING WWW
DATA GROUP
IS DEFAULT IN 5BUNTU ENVIRONMENT�


 3TEP �� #HECK THE PERMISSIONS OF ALL FOLDERS AND1LES� USUALLY USING ���� FOR DIRECTORIES AND ���� FOR1LES IS
DEFAULT IN 5BUNTU ENVIRONMENT�
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 3TEP �� #ON1GURE IN YOUR SERVER THE CONTEXT OF THE CALLBACK SERVER APPLICATION WITH THE PATH WHERE THE SOURCE
1LES WERE EXTRACTED�

#OPY AND PASTE THE FOLLOWING TEXT AS CONTENT OF THE1LE�MY?SERVER�CONF� 1LE LOCATED ON
��ETC�APACHE��SITES
AVAILABLE� �REPLACE PATHS TO MATCH YOUR SERVER DEPLOYMENT LOCATIONS	�

<VirtualHost *:80 >

ServerAdmin webmaster@localhost

ServerName my_server.com

ServerAlias my_server.com

DirectoryIndex index.html index.php

DocumentRoot /path/zip/extracted

ErrorLog ${APACHE_LOG_DIR}/error.log

CustomLog${APACHE_LOG_DIR}/access.log combined

<Directory /path/zip/extracted >

Options Indexes FollowSymLinks

AllowOverride All

Require all granted

</Directory>

</VirtualHost>

-ULTIPLES INSTANCES

“F YOU WANT TO USE THE #USTOMER 3ERVER WITH MORE THAN ONE APPLICATION YOU WILL HAVE TO DEPLOY ONE6IRTUAL(OST
FOR EACH APPLICATION� YOU WILL HAVE TO FOLLOW THE SAME STEPS FROM ABOVE BUTYOU WILL HAVE ALSO TO CREATE ANOTHER
DATABASE AND CHANGE THE CON1GURATION ON THE�ENV1LE OF YOUR NEW 6IRTUAL(OST TO MATCH YOUR NEW NAME�

���� #ON 1GURING THE APPLICATION

“NITIALIZE THE NODES STORAGE�

cd src/storage/app/parking

cp nodes.example.json nodes.json

#OPY�SRC��ENV�EXAMPLE� TO�SRC��ENV� AND EDIT THE1LE�
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APP_NAME='Smart Parking v2 - Customer Server'

APP_ENV=local

APP_DEBUG=false

APP_URL=http://localhost

APP_TIMEZONE=UTC

# Set to true to use the database:

USE_DB=false

# This data should match the data on the file docker-compose.yml:

DB_CONNECTION=mysql

DB_HOST=db

DB_PORT=7001

DB_DATABASE=LoriotDB

DB_USERNAME=user

DB_PASSWORD=password

CACHE_DRIVER=file

# It is mandatory to set a service (Loriot|Actility|LwTTN|LwTTI|Multitech):

SERVICE=''

# If you want to use Loriot you must fill these fields:

LORIOT_URI=''

LORIOT_APP_ID=''

LORIOT_TOKEN=''

LORIOT_API_KEY=''

# If you want to use Actility you must fill these fields:

ACTILITY_URI=''

ACTILITY_TOKEN=''

# If you want to use TTN you must fill these fields:

TTN_URI=''

TTN_REGION=''

TTN_APP_ID=''

TTN_PROCESS_ID=''

TTN_PORT=1

TTN_KEY=''

# If you want to use TTI you must fill these fields:

TTI_URI=''

TTI_APP_ID=''

TTI_PROCESS_ID=''

TTI_PORT=1

TTI_KEY=''
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# If you want to use MultiTech you must fill these fields:

MTT_USERNAME= ''

MTT_PASSWORD= ''

MTT_URI= ''

9OU MUST SPECIFY WHICH SERVICE YOU WANT TO USE� YOU MUST1LL ALL THE CON1GURATION1ELDS FOR THE SELECTED ONE�

������ (OW TO CON 1GURE ,ORIOT

7RITE�,ORIOT� IN THE�3%26“#%� 1ELD�

SERVICE='Loriot'

&OR THE REMAINING1ELDS�

LORIOT_URI='https://serverID.loriot.io/1/'

�SERVER“D� IS THE ,ORIOT SERVER FROM WHICH YOUR ,ORIOT APPLICATION IS SERVED� YOU CAN1ND IT ON THE 52, OF YOUR ,ORIOT
ACCOUNT�

LORIOT_APP_ID='appId'

�APP“D� IS THE “$ OF YOUR ,ORIOT APPLICATION� 9OU CAN1ND IT ON THE�.ETWORK APPLICATION� SECTION OF YOUR ,ORIOT
ACCOUNT�

&IGURE � ,ORIOT APPLICATION“$

LORIOT_TOKEN='loriotToken'

�LORIOT4OKEN� IS THE “$ OF YOUR ,ORIOT APPLICATION� 9OU CAN1ND IT ON THE�!PPLICATION TOKENS� SECTION OF YOUR ,ORIOT
ACCOUNT�

LORIOT_API_KEY='loriotApiKey'

�LORIOT!PI+EY� IS A KEY YOU CAN OBTAIN ON THE�!CCOUNT� SECTION OF THE ,ORIOT PANEL�
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&IGURE � ,ORIOT TOKEN

&IGURE � ,ORIOT !0“ KEY

������ (OW TO CON 1GURE !CTILITY

7RITE �!CTILITY� IN THE �3%26“#%�1ELD�

SERVICE='Actility'

!ND THE REMAINING1ELD�

ACTILITY_URI='actilityURI'

�ACTILITY52“� IS THE DOWNLINK 52, THAT !CTILITY PROVIDES TO SEND INFORMATION FROM THE SERVERTO THE NODE� 4HIS 52, IS
THE ADDRESS OF THE PRIMARY !CTILITY ,2# CLUSTER�

������ (OW TO CON 1GURE 4HE 4HINGS .ETWORK �44.	

7RITE�,W44. � IN THE�3%26“#%� 1ELD�

SERVICE='LwTTN'

&OR THE REMAINING1ELDS�
44.?52 “ IS THE 52, FROM THE 44. SERVICE TO READ THE UPLINK RESPONSE�

3ET�HTTPS���INTEGRATIONS�THETHINGSNETWORK�ORG� AS VALUE�

TTN_URI='https://integrations.thethingsnetwork.org'
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44.?2%' “/. MUST BE A VALID ,O2A7!. REGION� THESE REGIONS ARE�

� TTN
EU

� TTN
BRAZIL

� TTN
US
WEST

� TTN
ASIA
SE

&OR INSTANCE� FOR THE %UROPEAN REGION THE1ELD MUST BE�TTN
EU��

TTN_REGION='ttn-eu'

�44.?!00?“$ � IS THE !PPLICATION “$ FROM THE APPLICATION CREATED ON THE 44. CONSOLE� 4HE USER CAN 1ND THIS VALUE
ON THE�/VERVIEW� SECTION� &OR INSTANCE� THE !PPLICATION “$ VALUE HERE IS�TEST?LIBELIUM��

&IGURE � !PPLICATION“$ FOR�TEST?LIBELIUM� ON 44.

TTN_APP_ID='test_libelium'

�44.?02/#%33?“$ � IS DISPLAYED ON THE INTEGRATION OVERVIEW CON1GURATION� 'O TO THE SELECTED INTEGRATION AND
THE 0ROCESS “$ IS AVAILABLE OVER THE�“NTEGRATION OVERVIEW� SECTION� &OR INSTANCE IF THE 0ROCESS “$ HAS THE VALUE
�LIBELIUM���� � � THE CON1GURATION WILL BE AS FOLLOWS�

&IGURE � 0ROCESS“$ ON 44.

TTN_PROCESS_ID='libelium1234'

�44.?0/24 � IS THE VALUE FOR THE DOWNLINK PORT� 4HIS VALUE IS AVAILABLE ON THE DEVICE DETAILS ON THE�$OWNLINK�
SECTION� NAVIGATE TO THE�$EVICES� SECTION� CLICK ON THE WANTED DEVICE AND SCROLL DOWN UNTIL THE�$OWNLINK� SECTION�
&OR INSTANCE� IN THE IMAGE THE�&0ORT� VALUE IS �� THE CON1GURATION MUST BE AS FOLLOWS�
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&IGURE � $OWNLINK PORT FOR DEVICE ON 44.

TTN_PORT=1

�44.?+%9� APPEARS AT THE BOTTOM OF THE �!PPLICATION OVERVIEW� SECTION ON !CCESS+EYS� #LICK ON THE COPY ICON TO GET
THE KEY� 4HIS KEY IS A LONG HEXADECIMAL STRING� &OR INSTANCE IF THE KEYIS �TTN
ACCOUNT
V��(L2?F6�9S8%�4'4Z&6%0
"YR��
THE CON1GURATION WILL BE�

&IGURE � !CCESS +EY FOR�TEST?LIBELIUM� ON 44.

TTN_KEY='ttn-account-v2.HlR_fV9YsXE8TGTzFVEP-Byr'

&INALLY IF WE GATHER ALL PARAMETERS� THE CON1GURATION WILL BE SET AS FOLLOWS�

TTN_URI='https://integrations.thethingsnetwork.org'

TTN_REGION='ttn-eu'

TTN_APP_ID='test_libelium'

TTN_PROCESS_ID='libelium1234'

TTN_PORT=1

TTN_KEY='ttn-account-v2.HlR_fV9YsXE8TGTzFVEP-Byr'

������ (OW TO CON 1GURE 4HE 4HINGS“NDUSTRIES �44“	

7RITE�,W44“� IN THE�3%26“#%� 1ELD�

SERVICE='LwTTI'

&OR THE REMAINING1ELDS�
�44“?52“� IS THE 52, FROM THE 44“ SERVICE TO READ THE UPLINK RESPONSE�

3ET THE 52, VALUE PROVIDED FROM 44“� “T SHOULD BE�HTTPS���INTEGRATIONS�9/52?#/-0!.9�THETHINGS�INDUSTRIES

TTI_URI='https://integrations.YOUR_COMPANY.thethings.industries'

�44“?!00?“$ � IS THE !PPLICATION “$ FROM THE APPLICATION CREATED ON THE 44“ CONSOLE� 4HE USER CAN 1ND THIS VALUE ON
THE�/VERVIEW� SECTION� &OR INSTANCE� THE !PPLICATION “$ VALUE HERE IS�TEST?LIBELIUM��
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&IGURE � !PPLICATION“$ FOR�TEST?LIBELIUM� ON 44“

TTI_APP_ID='test_libelium'

�44“?02/#%33?“$� IS DISPLAYED ON THE INTEGRATION OVERVIEW CON1GURATION� 'O TO THE SELECTED INTEGRATION AND
THE 0ROCESS “$ IS AVAILABLE OVER THE�“NTEGRATION OVERVIEW� SECTION� &OR INSTANCE IF THE 0ROCESS “$ HAS THE VALUE
�LIBELIUM���� � � THE CON1GURATION WILL BE AS FOLLOWS�

&IGURE � 0ROCESS“$ ON 44“

TTI_PROCESS_ID='libelium1234'

�44“?0/24 � IS THE VALUE FOR THE DOWNLINK PORT� 4HIS VALUE IS AVAILABLE ON THE DEVICE DETAILS ON THE�$OWNLINK� SECTION�
NAVIGATE TO THE�$EVICES� SECTION� CLICK ON THE WANTED DEVICE AND SCROLL DOWN UNTIL THE�$OWNLINK� SECTION�
&OR INSTANCE� IN THE IMAGE THE�&0ORT� VALUE IS �� THE CON1GURATION MUST BE AS FOLLOWS�

&IGURE � $OWNLINK PORT FOR DEVICE ON 44“

TTI_PORT=1

�44“?+%9� APPEARS AT THE BOTTOM OF THE�!PPLICATION OVERVIEW� SECTION ON !CCESS +EYS� #LICK ON THE�COPY� ICON TO GET
THE KEY� THIS KEY IS A LONG HEXADECIMAL STRING� &OR INSTANCE IF THE KEY IS�TTN
ACCOUNT
V��(L2?F6�9S8%�4'4Z&6%0
"YR��
THE CON1GURATION WILL BE�
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&IGURE � !CCESS +EY FOR�TEST?LIBELIUM� ON 44“

TTI_KEY='ttn-account-v2.HlR_fV9YsXE8TGTzFVEP-Byr'

&INALLY IF WE GATHER ALL PARAMETERS� THE CON1GURATION WILL BE SET AS FOLLOWS�

TTI_URI='https://integrations.YOUR_COMPANY.thethings.industries'

TTI_APP_ID='test_libelium'

TTI_PROCESS_ID='libelium1234'

TTI_PORT=1

TTI_KEY='ttn-account-v2.HlR_fV9YsXE8TGTzFVEP-Byr'

������ (OW TO CON 1GURE A -ULTI4ECH BASESTATION

7RITE�-ULTITECH� IN THE�3%26“#%� 1ELD�

SERVICE='Multitech'

� -44?53%2.!-% � IS THE USERNAME THAT YOU USE AS A USER TO ACCESS THE CON1GURATION PANEL OF THE -ULTI4ECH
BASESTATION�

MTT_USERNAME='admin'

� -44?0!337/2$ � IS THE PASSWORD THAT YOU USE�WITH YOUR USERNAME	 TO ACCESS THE CON1GURATION PANEL OF THE
-ULTI4ECH BASESTATION�

MTT_PASSWORD='admin1234'

� -44?52 “� IS THE 52, WHERE YOU HAVE CON1GURED YOUR -ULTI4ECH BASESTATION� "Y DEFAULT� THE 52, TO ACCESS THE
-ULTI4ECH BASESTATION PANEL IS��HTTPS�������������� � �

MTT_URI='https://192.168.2.1'

&INALLY IF WE GATHER ALL PARAMETERS� THE CON1GURATION WILL BE SET AS FOLLOWS�

MTT_USERNAME='admin'

MTT_PASSWORD='admin1234'

MTT_URI='https://192.168.2.1'
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���� -AKING THE SERVER ACCESSIBLE FROM ANYWHERE

������ #ON 1GURING A DOMAIN POINTING TO THE CUSTOMER SERVER

/PTIMAL DEPLOYMENT INCLUDES A SERVER NAME POINTING TO A PUBLIC AND STATIC“0� 5SING DYNAMIC $.3 COULD BE DONE
WITH SERVICES LIKE NO
IP� WHICH HAS A FREE PACKAGE�SEEHTTP���WWW�NOIP�COM�	� .O
IP HAS ALSO A CLIENT APPLICATION
RESPONSIBLE FOR UPDATING ANY“0 ADDRESS CHANGES IN THE BACKGROUND �FOR MORE INFORMATION GO TO
HTTP���WWW�NOIP�COM�DOWNLOAD	�

&INALLY� THE 52, TO BE CON1GURED IN THE ,O2A7!. .ETWORK 3ERVER MUST BE CREATED CONCATENATING THE SERVER NAME
AND THE PATHS�

,ORIOT�HTTPS���MY?SERVER�COM�API�PARKING�V��SERVICES�LORIOT

!CTILITY�HTTPS���MY?SERVER�COM�API�PARKING�V��SERVICES�ACTILITY

44. �4HE 4HINGS .ETWORK	�HTTPS���MY?SERVER�COM�API�PARKING�V��SERVICES�TTN

44“ �4HE 4HINGS“NDUSTRIES	�HTTPS���MY?SERVER�COM�API�PARKING�V��SERVICES�TTI

-ULTI4ECH �-ULTI4ECH BASESTATION	�HTTPS���MY?SERVER�COM�API�PARKING�V��SERVICES�MULTITECH

���� 2EMOTE #ON 1GURATION &ORM

4HE 2EMOTE #ON1GURATION &ORM IS A WEB APPLICATION WHICH PERMITS TO UPDATE SOME NODE PARAMETERS �SENSOR
AND TIMING PARAMETERS	� 4HIS IS DONE THANKS TO THE /4!
3 �/VER
4HE
!IR
3ETUP	 FUNCTIONALITY� 4HE UPDATE IS DONE
REMOTELY VIA ,O2A7!. DOWNLINK PACKETS� ,O2A7!. PARAMETERS CANNOT BE UPDATED WITH THE 2EMOTE #ON1GURATION
&ORM�

&OR ACCESSING THE 2EMOTE #ON1GURATION &ORM� LOG IN WITH YOUR USER AND PASSWORD FROM YOUR 3#- ACCOUNT� %NTER
YOUR CREDENTIALS AND PRESS�,OGIN��

&IGURE � 5SER LOGIN

3ELECT ONE OR SEVERAL DEVICES ON THE DROP
DOWN MENU� %ACH DEVICE IS IDENTI1ED BY THEIR UNIQUE ,O2A7!. %5“� 4HE
NODES DISPLAYED IN THE DROP
DOWN MENU CORRESPOND TO THE NODES YOU HAVE CLAIMED FOR ON YOUR 3#- ACCOUNT� 9OU
CAN ALSO DESELECT PREVIOUSLY SELECTED NODES USING THE CROSS ICON�
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&IGURE � 3MART 0ARKING NODE SELECTION

/NCE A NODE IS SELECTED� ITS CURRENT CON1GURATION IS DISPLAYED AND YOU CAN MODIFY IT� &OR FURTHER INFORMATION OF THE
NODE PARAMETERS� PLEASE REFER TO THE CHAPTER�3MART 0ARKING NODE��

&IGURE � 3MART 0ARKING NODE CON1GURATION

/NCE YOU HAVE CON1GURED THE NODE OR NODES� PRESS THE�3AVE CON1GURATION� BUTTON� ! MESSAGE IS SHOWN INDICATING
THAT A DOWNLINK FRAME WITH THE NODE�S CON1GURATION HAS BEEN ENQUEUED ON THE DOWNLINK QUEUE OF THE ,O2A7!.
.ETWORK 3ERVER� 4HEREFORE� THE NODE WILL RECEIVE A DOWNLINK FRAME WITH THE NEWCON1GURATION IN RESPONSE TO THE
NEXT “NFO FRAME OR +EEP !LIVE FRAME�
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&IGURE � &RAME ENQUEUED FOR PROCESSING

3O THE 2EMOTE #ON1GURATION &ORM APPLICATION ALLOWS THE USER TO UPDATE SOME NODE PARAMETERS� JUST AS THE 3MART
$EVICES !PP DOES� (OWEVER� USING THE 3MART $EVICES !PP REQUIRES PHYSICAL ACCESS TO THE 3MART 0ARKING NODE� THE
NODE MUST BE PLUGGED TO A COMPUTER WITH A 53" CABLE�

.OTE� 4HE 2EMOTE #ON1GURATION &ORM DOES NOT PERMIT TO UPDATE ANY ,O2A7!. PARAMETER� 4HE 3MART $EVICES
!PP SHOULD BE USED INSTEAD�

���� #USTOMER 3ERVER #ORE

4HE #USTOMER 3ERVER #ORE DEALS WITH THE ,O2A7!. .ETWORK 3ERVER REQUESTS DELIVERING THE PROPER REPLIES IF
NEEDED� 7HEN IT RECEIVES A NEW UPLINK FRAME� IT PARSES ITS DATA TO IDENTIFY ALL1ELDS AND PERFORM ADEQUATE
OPERATIONS� "Y DEFAULT� THE SOURCE CODE IS PREPARED TO INSERT THE PARSED DATA INTOA -Y31, DATABASE�

2EGARDING THE FRAME TYPE� IF A �3TART &RAME �� OR �24# 5PDATE 2EQUEST� FRAMES ARE RECEIVED� THEN A NEW DOWNLINK
FRAME IS IMMEDIATELY ENQUEUED INTO THE ,O2A7!. .ETWORK 3ERVER WITH THE PROPER ANSWER�

/N THE OTHER HAND� WHEN THE 2EMOTE #ON1GURATION &ORM IS MANAGED IN ORDER TO UPDATE NODE PARAMETERS� A
DOWNLINK FRAME IS SENT TO THE ,O2A7!. .ETWORK 3ERVER WITH THE NEW VALUES�

&OR FURTHER INFORMATION ABOUT THE DIŠERENT FRAME TYPES PLEASE REFER TO THE�&RAME TYPES� SECTION�

������ %ND
POINT

/NCE YOU HAVE INSTALLED AND CON1GURED THE #USTOMER 3ERVER� THE SYSTEM WILL BE PREPARED TO LISTEN TO ,O2A7!.
REQUESTS� 4HE END
POINT WILL VARY DEPENDING ON THE CON1GURED ,O2A7!. SERVICE� "Y DEFAULT� THE SOURCE CODE IS
PREPARED FOR ALL THE OZ CIALLY SUPPORTED NETWORK SERVERS�,ORIOT� !CTILITY� 44.� ETC	�

������ $ATA 0ARSER

4HE $ATA 0ARSER WILL UNPACK THE PAYLOAD DATA SENT BY THE NODE BEFORE THE INSERTION ON THE DATABASE�“T WILL ALSO
PREPARE THE PROPER RESPONSE TO THE ,O2A7!. .ETWORK 3ERVER IF NEEDED�

������ $ATABASE

4HE #USTOMER 3ERVER #ORE INSERTS DATA INTO A-Y31, DATABASE UPON UPLINK FRAMES ARRIVAL� 4HE UPLINK FRAMES ARE
PARSED BY THE $ATA 0ARSER AND THE SOURCE CODE IS CAPABLE OF PERFORMING SMART DATABASE INSERTIONS BY ACCESSING TO
PREVIOUSLY STORED INFORMATION� &OR EXAMPLE� A LOSS IN THE SEQUENCE NUMBER IS CALCULATED BY READING THE PREVIOUS
SEQUENCE NUMBER INSERTION� "ESIDES� THE NODE TIME SETTINGS�3LEEP TIME� +EEP !LIVE TIME� ETC	 ARE STORED SINCE THE
�3TART FRAME �� AND �3TART FRAME �� ARE RECEIVED SO IT IS POSSIBLE TO ACCESS TO THE CURRENT NODE CON1GURATION ANY
TIME�

4HE STRUCTURE OF THE DATABASE PROVIDED IS�
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&IGURE � #USTOMER 3ERVER #ORE

$ATABASE &IELD &IELD UPDATED BY $ESCRIPTION

,7?%5 “ !LL UPLINK FRAMES 4HE NODE�S UNIQUE ,O2A7!. %5“�

,7?TS !LL UPLINK FRAMES 4HE UPLINK FRAME TIMESTAMP�

,7?UP?COUNTER !LL UPLINK FRAMES
4HE ,O2A7!. PROTOCOL UPLINK COUNTER� 4HIS1ELD BELONGS
TO THE LINK LEVEL� 2ANGE� FROM � TO �����������

,7?PORT !LL UPLINK FRAMES
4HE ,O2A7!. PORT USED TO SEND THE DATA� 2ANGE� FROM
� TO ����

,7?RSSI !LL UPLINK FRAMES 4HE UPLINK �2ECEIVED 3IGNAL 3TRENGTH “NDICATION��D"M	�

,7?DR !LL UPLINK FRAMES 4HE UPLINK FRAME DATARATE�

,7?UPLINK !LL UPLINK FRAMES 4HE UPLINK FRAME CONTENTS IN (%8 DIGITS�

,7?DOWNLINK !LL UPLINK FRAMES
4HE ENQUEUED DOWNLINK FRAME IN RESPONSE TO THE UPLINK
RECEIVED� 4HE CONTENTS IN (%8 DIGITS� .ORMALLY THIS1ELD
IS EMPTY�

FRAME?TYPE?UPLINK !LL UPLINK FRAMES 4HE FRAME TYPE OF THE RECEIVED UPLINK FRAME�

PARKING?SLOT?STATUS“NFO� +EEP
ALIVE� 24# UPDATE4HE STATUS OF THE PARKING LOT ��� FREE� �� OCCUPIED	�

BATTERY?STATE !LL UPLINK FRAMES 4HE BATTERY STATE OF THE NODE ��� /+� �� WARNING	�

RECALIBRATION !LL UPLINK FRAMES
&LAG TO INDICATE SENSOR RECALIBRATION SINCE LAST UPLINK ���
NO� �� YES	�

SEQUENCE?NUMBER !LL UPLINK FRAMES
4HE APPLICATION LEVEL SEQUENCE NUMBER� 4HIS1ELD
BELONGS TO THE FRAME CONTENTS� 2ANGE� FROM � TO ����
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LOST?UP?COUNTER�
	 !LL UPLINK FRAMES
&IELD TO INDICATE THE LOSS OF A ,O2A7!. PROTOCOL
SEQUENCE NUMBER�

LOST?SEQ�
	 !LL UPLINK FRAMES
&IELD TO INDICATE THE LOSS OF AN APPLICATION SEQUENCE
NUMBER�

SENSOR?ERROR “NFO� +EEP
ALIVE� 24# UPDATE
&IELD TO INDICATE AN ERROR IN SENSOR MANAGEMENT ��� NO
ERROR	�

TEMPERATURE “NFO� +EEP
ALIVE� 24# UPDATE4HE TEMPERATURE VALUE �#ELSIUS DEGREES	�

TIME?HH “NFO� +EEP
ALIVE� 24# UPDATE4HE NODE�S 24# TIMESTAMP �HOURS1ELD	�

TIME?MM “NFO� +EEP
ALIVE� 24# UPDATE4HE NODE�S 24# TIMESTAMP �MINUTES1ELD	�

DISTANCE “NFO� +EEP
ALIVE� 24# UPDATE
4HE DISTANCE TO AN OBJECT PROVIDED BY THE SENSOR READING
�MM UNITS	�

AMPLITUDE “NFO� +EEP
ALIVE� 24# UPDATE
4HE AMPLITUDE OF THE OBJECT RE2ECTION PROVIDED BY THE
SENSOR READING �NO UNITS	�

N?RE2ECTIONS “NFO
.UMBER OF RE2ECTIONS IN SENSOR READING� 4HE1RST
RE2ECTION �MOST IMPORTANT ONE	 IS RELATED TO AMPLITUDE
AND DISTANCE VALUES�

BATTERY +EEP
ALIVE� 24# UPDATE 4HE BATTERY LEVEL READ BY THE NODE �M6 UNITS	�

RADAR?THRESHOLD 3TART FRAME � 4HE THRESHOLD CON1GURED TO THE RADAR SENSOR�

RADAR?RANGE?START3TART FRAME �
4HE STARTING RANGE CON1GURED TO THE RADAR SENSOR �MM
UNITS	�

RADAR?RANGE?LENGTH3TART FRAME �
4HE LENGTH OF RANGE CON1GURED TO THE RADAR SENSOR �MM
UNITS	�

1RMWARE?VERSION 3TART FRAME � 4HE NUMBER RELATED TO1RMWARE VERSION�

SLEEP?TIME?MINUTES3TART FRAME � 4IME SETTINGS RELATED TO SLEEP TIME MINUTES1ELD�

SLEEP?TIME?SECONDS3TART FRAME � 4IME SETTINGS RELATED TO SLEEP TIME SECONDS1ELD�

KEEP?ALIVE 3TART FRAME �
4IME SETTINGS RELATED TO +EEP
ALIVE TIME1ELD �HOURS1ELD
EXCEPT FOR ���H WHICH IS EQUAL TO ZERO	�

NM 3TART FRAME �
&IELD TO INDICATE IF NIGHT
MODE IS ACTIVE ��� DISABLED� ��
ENABLED	�

NM?START?HOUR 3TART FRAME � &IELD TO INDICATE WHEN NIGHT
MODE STARTS �HOURS1ELD	�

NM?DURATION 3TART FRAME � &IELD TO INDICATE NIGHT
MODE DURATION �HOURS1ELD	�

NM?SLEEP?TIME 3TART FRAME � &IELD TO INDICATE NIGHT
MODE SLEEP TIME �MINUTES1ELD	�

NM?KEEP?ALIVE 3TART FRAME �
&IELD TO INDICATE NIGHT
MODE +EEP
ALIVE TIME �HOURS
1ELD	�

�
	 &IELDSCALCULATEDBYTHE$ATA0ARSERBYACCESSINGTOPREVIOUSDATABASEINSERTIONS�

&OR FURTHER INFORMATION ABOUT THE1ELDS PLEASE REFER TO THE�&RAME TYPES� CHAPTER�

4HE NEXT1GURE SHOWS A FRAGMENT OF THE TABLE ON THE DATABASE WHERE DATA WAS INSERTED FOR A SPECI1C ,O2A7!.
%5“�
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&IGURE � $ATABASE TABLE EXAMPLE

/NCE DATA IS STORED ON THE DATABASE� YOU CAN USE ANY COMPATIBLE TOOL TO QUERY THE DATABASE AND DEVELOP YOUR OWN
DATA ANALYSIS AND VISUALIZATION� 4HIS TASK BELONGS ENTIRELY TO THE CUSTOMER ORSYSTEM INTEGRATOR�

&IGURE � %XAMPLE OF DATABASE VISUALIZATION USING 'RAFANA�BASIC OPEN
SOURCE APPLICATION	

���� -ODIFYING THE #USTOMER 3ERVER

-AYBE YOU WANT TO MODIFY THE #USTOMER 3ERVER TO MATCH YOUR REQUIREMENTS� THIS SECTION DESCRIBES THE BEST WAY
TO DO IT�

������ %XTRACTING DATA FROM THE #USTOMER 3ERVER

%VERY TIME A FRAME IS RECEIVED BY THE #USTOMER 3ERVER� AN EVENT IS CREATED� 9OU CAN TAKE ADVANTAGE
OF THIS EVENT TO SEND THE PASED DATA TO ANY EXTERNAL SERVICE� 4O DO THIS� YOU HAVE TOEDIT THE1LE
�SRC�APP�,ISTENERS�&RAME,ISTENER�PHP�� 4HIS1LE RECEIVES THE DATA PARSED IN THE VARIABLE��EVENT
�FRAME�� 4HIS
VARIABLE CONTAINS � OBJECTS� INPUT �WITH THE FRAME RECEIVED PARSED	� LW �WITH THE INFORMATION SENT BY THE .ETWORK
3ERVER	� NODE �WITH INFORMATION ABOUT THE NODE	 AND OUTPUT �WITH THE DOWNLINKFRAME ENQUEUED ON THE SERVICE� IF
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NEEDED	�

/N THAT1LE YOU CAN1ND A COMMENTED EXAMPLE OF A 52, REQUEST� YOU CAN MODIFY AND ADAPT IT TO YOUR NEEDS�

������ -ODIFYING THE $ATABASE

“F YOU WANT TO USE A DATABASE WHICH IS DIŠERENT TO THE PROVIDED ONE� OR IF YOU WANT TO CHANGE THE WAY DATA IS SAVED
ON THE DATABASE� YOU MUST MODIFY THE1LE SRC�APP�(ELPERS�$ATA&LOW�PHP�

4HIS CLASS HAS � METHODS�


 GET?NULL?RECORD� 4HIS METHOD SHOULD RETURN AN ARRAY OF.5,, VALUES FOREACH1ELD DE1NED ON THE DATABASE�


 GET?LAST?RECORD� 4HIS METHOD SHOULD RETURN THE PREVIOUS RECORD FOR THE DEVICE� “T SHOULD CALLTHE PREVIOUS
METHOD IF THERE ISN�T ANY PREVIOUS VALUE FOR THE NODE�


 INSERT?RECORD� 4HIS METHOD RECEIVES THE DATA PREPARED TO BE INSERTED ON THE DATABASE AS INPUT AND THEREFORE
IT MAKES THE DATABASE INSERTION ON A NEW ROW�

������ !DDING A NEW UNSUPPORTED ,O2A7!. .ETWORK 3ERVER

4O ADD A NEW ,O2A7!. .ETWORK 3ERVER�DIŠERENT FROM THE OZ CIALLY SUPPORTED BY ,IBELIUM	 YOU HAVE TO CREATE A
NEW 0(0 CLASS THAT MUST IMPLEMENT THE INTERFACE LOCATED ONSRC�APP�(ELPERS�3ERVICES�,W3ERVICE“NTERFACE�PHP�
4HERE ARE � METHODS TO BE IMPLEMENTED�


 ENQUEUE?MESSAGE� “T ALLOWS TO SEND DATA TO THE NEW ,O2A7!. .ETWORK 3ERVER�


 GET?LW?INFO?FROM?REQUEST� “T RETURNS ALL THE ,O2A7!. INFORMATION FROM THE REQUEST OF THE NEW ,O2A7!.
.ETWORK 3ERVER�


 GET?EUI?FROM?REQUEST� “T RETURNS THE NODE %5“ FROM THE REQUEST OF THE NEW ,O2A7!. .ETWORK 3ERVER�


 GET?PAYLOAD?FROM?REQUEST� “T RETURNS THE PAYLOAD FROM THE REQUEST OF THE NEW ,O2A7!. .ETWORK 3ERVER�

4HE NEXT STEP WOULD BE TO CREATE AN ENDPOINT TO BE ABLE TO RECEIVE DATA FROM THE ,O2A7!. .ETWORK 3ERVER�
4HEREFORE� YOU HAVE TO CREATE A NEW METHOD ON THE SERVICES APP�S CONTROLLER�

src/app/Http/Controllers/api/v2/ServiceController.php

4HIS METHOD WILL RECEIVE A REQUEST OBJECT WITH ALL THE DATA PROVIDED FROM THE SERVICE� YOU CAN USE THE HELPER
METHODS FROM THE SERVICE CLASS YOU HAVE CREATED PREVIOUSLY� 4HE IMPLEMENTATIONDETAILS CAN VARY FROM SERVICE
TO SERVICE� SO THIS CANNOT BE EXPLAINED IN DETAIL �YOU CAN USE THE ,ORIOT AND !CTILITY ONES AS A REFERENCE	�

4HE FUNCTIONALITY THAT THIS METHOD MUST IMPLEMENT IS�


 'ET DATA FROM THE REQUEST


 0ARSE THE PAYLOAD USING THE SAME HELPER CLASS USED BY THE PROVIDED SERVICES�

$a_result = $this->frames->main($EUI, $payload);


 %NQUEUE THE DATA IF THE PARSER RETURNS SOMETHING ON THEOUTPUTKEY RETURNED FORM THE PARSER�
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if($a_result['output']){

YourService::enqueue_message($EUI, $a_result['output']['data']);

}


 /PTIONALLY� TRIGGER AN EVENT TO SAVE THE TRANSACTION TO THE DATABASE�

event(new \App\Events\DecoderEvent($a_result));

/NCE ALL STEPS HAVE BEEN COMPLETED YOU HAVE TO REGISTER THE SERVICE ON THE1LE�

src/app/Providers/AppServiceProvider.php

4HE REGISTER METHOD SHOULD PAIR ,W3ERVICE WITH THE SERVICE YOU HAVE JUST CREATED�

���� 5PGRADING THE #USTOMER 3ERVER

“F YOU WANT TO UPGRADE THE #USTOMER 3ERVER YOU NEED TO DOWNLOAD THE NEW VERSION FROMTHE LINK PROVIDED BY OUR
3ALES 4EAM�SALES LIBELIUM�COM	 AND UNCOMPRESS THE1LES TO A NEW FOLDER� &OR EXAMPLE�

/LD VERSION�

/path/to/old/smart-parking-customer-server/

.EW VERSION�

/path/to/new/smart-parking-customer-server-new/

4HEN YOU CAN USE THE�DIŠ� COMMAND TO CREATE A1LE TO PATCH YOUR OLD AND FUNCTIONING VERSION OF THE #USTOMER
3ERVER� 4HE COMMAND TO EXECUTE IS�

diff -Nur \

/path/to/old/smart-parking-customer-server/ \

/path/to/new/smart-parking-customer-server-new/ \

> /path/to/upgrade.diff

.OTE� 9OU CAN IGNORE THE WARNINGS ABOUT THE PERMISSIONS OF THE1LES CONTAINED ON
�BIN�CI�SMART?PARKING�MYSQL
DATA��

/NCE THE DIŠ IS GENERATED� YOU SHOULD USE THE GENERATED1LE ��PATH�TO�UPGRADE�DIŠ	 TO CHECK WHICH1LES ARE GOING
TO BE CREATED OR MODI1ED� 4HE FOLLOWING COMMANDS WILL SHOW A LIST OF THE1LES TO BE MODI1ED�

cd /path/to/old/smart-parking-customer-server/

patch -p0 --dry-run < /path/to/upgrade.diff

“F YOU HAVE NOT MODI1ED ANY OF THESE1LES WITH YOUR OWN DEVELOPMENTS� YOU CAN APPLY THE PATCH LIKE THIS�
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cd /path/to/old/smart-parking-customer-server/

patch -p0 < /path/to/upgrade.diff

.OTE� 9OU CAN ALSO ADD THE2AG�
B� TO THE�PATCH� COMMAND TO CREATE A BACKUP OF EACH MODI1ED1LE�
/NCE THE PATCH PROCESS IS COMPLETED� YOU WILL HAVE TO REVIEW YOUR��ENV� 1LE AND ADD THE NEW OPTIONS THAT YOU CAN
1ND IN THE PATCHED��ENV�EXAMPLE� 1LE�
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�� ,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

9OU CAN USE THE ,IBELIUM 3MART 0ARKING #LOUD 3ERVICE TO CON1GURE YOUR NODES AND TO RECEIVE DATA FROM THEM�
5SING THE 3MART 0ARKING #LOUD 3ERVICE� YOU DO NOT NEED ANY SOFTWARE INFRASTRUCTURE ON YOUR SIDE� YOU JUST NEED TO
PURCHASE A 3MART 0ARKING #LOUD 3ERVICE LICENSE�

4HE 3MART 0ARKING #LOUD 3ERVICE CAN BE UNDERSTOOD AS ONE OF THE SERVICES THATWE OŠER ON OUR ,IBELIUM #LOUD
�OZ CIALY CALLED 3ERVICES #LOUD -ANAGER 
 3#-	� /THER SERVICES HOSTED ON THE 3#- ARE THE 0ROGRAMMING #LOUD
3ERVICE OR THE "RIDGE� 4HE 3#- PERMITS DEVICES MANAGEMENT AND ALLOWS ACCESS TO THE DIŠERENT SERVICES�

&IGURE � 3MART 0ARKING #LOUD 3ERVICE

4HE 3MART 0ARKING #LOUD 3ERVICE INCLUDES THE 2EMOTE #ON1GURATION &ORM TO MANAGE THE CON1GURATION VALUES OF
THE 3MART 0ARKING NODES� AND THE 3MART 0ARKING #LOUD #ORE� THAT DEALS WITH THE ,O2A7!. NETWORK SERVER REQUESTS�
SENDING BACK A RESPONSE IF NEEDED� 4HE DATA SENT FROM THE 3MART 0ARKING NODES WILL BE SENT TO ANY COMPATIBLE
1NAL“O4 CLOUD SERVICE �!MAZON� !ZURE� ETC	 USING THE ,IBELIUM "RIDGE �YOU WILLNEED ALICENSE TO USE THE "RIDGE	�

���� 3MART 0ARKING #LOUD 3ERVICE

/NCE LOGGED ON THE 3ERVICES #LOUD -ANAGER� USERS CAN ACCESS THE 3MART 0ARKING #LOUD 3ERVICE BY CLICKING ON THE
�3MART 0ARKING� BUTTON ON THE LEFT
SIDE MENU UNDER THE�3ERVICES� SECTION� ! VALID LICENCE IS COMPULSORY IN ORDER TO
WORK WITH THIS SERVICE�

&IGURE � !CCESSING THE 3MART 0ARKING #LOUD 3ERVICE��ST WAY	

!NOTHER WAY TO ACCESS THE 3MART 0ARKING #LOUD 3ERVICE IS THROUGH THE COLLAPSED MENU AT THE TOP RIGHT OF THE
3ERVICES #LOUD -ANAGER� #LICKING ON IT AND THEN ON THE�3MART 0ARKING� OPTION� USERS WILL ARRIVE TO THE SAME PLACE�
!S IN THE PREVIOUS CASE� USERS MUST OWN A VALID LICENSE� /THERWISE� THIS OPTION WILL NOT BE DISPLAYED�
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,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

&IGURE � !CCESSING THE 3MART 0ARKING #LOUD 3ERVICE��ND WAY	

/NCE THE USER HAS A VALID LICENSE� THE FOLLOWING FEATURES WILL BE AVAILABLE ACCESSING THE 3MART 0ARKING #LOUD 3ERVICE�
CON1GURE NODES REMOTELY� CON1GURE THE ,O2A7!. SERVICE� CHECK THE LOGS FOR THE CON1GURED SERVICE AND GENERATE
THE TOKENS AND KEYS NEEDED FOR THE ,O2A7!. NETWORK SERVER�

&IGURE � 3MART 0ARKING #LOUD 3ERVICE LANDING PAGE

������ 2EMOTE CON 1GURATION

4HIS TAB SHOWS A DROP
DOWN MENU TO SELECT ONE OR SEVERAL DEVICES� %ACH ONE IS IDENTI1ED BY THEIR UNIQUE ,O2A7!.
%5“� 4HE NODES DISPLAYED IN THE DROP
DOWN MENU CORRESPOND TO THE NODES YOU HAVE CLAIMED FOR ON YOUR 3ERVICES
#LOUD -ANAGER ACCOUNT� 9OU CAN ALSO DESELECT PREVIOUSLY SELECTED NODES USING THE CROSS IN THE NODE�S IDENTI1CATION�
/NCE A NODE IS SELECTED� THE CURRENT CON1GURATION OF THIS NODE IS DISPLAYED AND YOU CAN MODIFY IT� &OR FURTHER
INFORMATION OF THE DISPLAYED NODE PARAMETERS� PLEASE REFER TO THE CHAPTER�3MART 0ARKING NODE��
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,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

&IGURE � 2EMOTE #ON1GURATION &ORM

/NCE YOU HAVE CON1GURED THENODE�S	 AND THE SERVICE AS EXPLAINED IN THE SECTION�3ERVICE CON1GURATION�� PRESS THE
�3AVE CON1GURATION� BUTTON� ! MESSAGE INDICATES THAT A DOWNLINK FRAME WITH THE NODE�S CON1GURATION HAS BEEN
ENQUEUED TO THE ,O2A7!. .ETWORK 3ERVER DOWNLINK QUEUE� 4HE NODE WILL RECEIVE A DOWNLINK FRAME WITH THE NEW
CON1GURATION IN RESPONSE TO THE NEXT“NFO OR +EEP
!LIVE UPLINK FRAME�

&IGURE � &RAME ENQUEUED FOR PROCESSING

4HE 2EMOTE #ON1GURATION &ORM APPLICATION ALLOWS THE USER TO UPDATE SOME NODE PARAMETERS JUSTAS THE 3MART
$EVICES !PP DOES� (OWEVER� USING THE 3MART $EVICES !PP REQUIRES PHYSICAL ACCESS TO THE NODE� IT MUST BE PLUGGED
TO YOUR COMPUTER VIA A 53" CABLE�

.OTE� 4HE 2EMOTE #ON1GURATION &ORM DOES NOT PERMIT TO UPDATE ANY ,O2A7!. PARAMETER� 4HE 3MART $EVICES
!PP SHOULD BE USED INSTEAD�
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,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

������ 3ERVICE CON1GURATION

4HE 3MART 0ARKING #LOUD 3ERVICE IS COMPATIBLE WITH THE FOLLOWING ,O2A7!. .ETWORK 3ERVERS� ,ORIOT� !CTILITY� 4HE
4HINGS .ETWORK�44.	� 4HE 4HINGS“NDUSTRIES �44“	 AND THE %MBEDDED .ETWORK 3ERVER INSIDE -ULTI4ECH BASESTATIONS�

4HESE ARE THE 52,S TO BE CON1GURED ON THE ,O2A7!. .ETWORK 3ERVER�

,ORIOT� HTTPS���API�LIBELIUM�COM�CLOUD�PARKING�V��SERVICES�LORIOT

!CTILITY� HTTPS���API�LIBELIUM�COM�CLOUD�PARKING�V��SERVICES�ACTILITY

44. � HTTPS���API�LIBELIUM�COM�CLOUD�PARKING�V��SERVICES�TTN

44“� HTTPS���API�LIBELIUM�COM�CLOUD�PARKING�V��SERVICES�TTI

-ULTI4ECH� HTTPS���API�LIBELIUM�COM�CLOUD�PARKING�V��SERVICES�MULTITECH

.OTE� /NLY ONE OF THESE SERVICES CAN BE ACTIVE AT THE SAME TIME�

“F YOU WANT TO USE ,ORIOT AS YOUR ,O2A7!. .ETWORK 3ERVER� YOU HAVE TO SELECT IT ON THE DROP
DOWN MENU AND
COMPLETE THE REQUIRED1ELDS� 4O1ND THE INFORMATION ON THE ,ORIOT PANEL� YOU CAN FOLLOW THE INSTRUCTIONS DESCRIBED
ON THE�(OW TO CON1GURE ,ORIOT� SECTION�

&IGURE � ,ORIOT CON1GURATION

“F YOU WANT TO USE !CTILITY AS YOUR ,O2A7!. .ETWORK 3ERVER� YOU HAVE TO SELECT IT ON THE DROP
DOWN MENU AND
COMPLETE THE REQUIRED1ELDS� 4O1ND THE INFORMATION ON THE !CTILITY PANEL� YOU CAN FOLLOW THE INSTRUCTIONS DESCRIBED
ON THE�(OW TO CON1GURE !CTILITY� SECTION�
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,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

&IGURE � !CTILITY CON1GURATION

“F YOU WANT TO USE 44. AS YOUR ,O2A7!. .ETWORK 3ERVER� YOU HAVE TO SELECT IT ON THE DROP
DOWN MENU AND
COMPLETE THE REQUIRED1ELDS� 4O1ND THE INFORMATION ON THE 44. PANEL� YOU CAN FOLLOW THE INSTRUCTIONS DESCRIBED
ON THE�(OW TO CON1GURE 4HE 4HINGS .ETWORK�44.	 � SECTION�

&IGURE � 44. CON1GURATION

0LEASE� BE AWARE THAT THERE ARE A SET OF REGIONS TO CHOOSE� CLICK ON THE REGIONS DROPDOWN TO SEE ALL CHOICES� 4HE
CURRENT REGIONS TO SEND THE DATA ARE�

� %UROPE�5SES VALUETTN
EU
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,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

� 53!� 5SES VALUETTN
US
WEST

� "RAZIL�5SES VALUETTN
BRAZIL

� !SIA� 5SES VALUETTN
ASIA
SE

&OR FURTHER INFORMATION ABOUT 44. REGIONS� PLEASE SEE44. DOCUMENTATION�

“F YOU WANT TO USE 44“ AS YOUR ,O2A7!. .ETWORK 3ERVER� YOU HAVE TO SELECT IT ON THE DROP
DOWN MENU AND COMPLETE
THE REQUIRED1ELDS� 4O1ND THE INFORMATION ON THE 44“ PANEL� YOU CAN FOLLOW THE INSTRUCTIONS DESCRIBED ONTHE
�(OW TO CON1GURE 4HE 4HINGS “NDUSTRIES�44“	� SECTION�

&IGURE � 44“ CON1GURATION

“F YOU WANT TO USE THE EMBEDDED ,O2A7!. .ETWORK 3ERVER INSIDE A -ULTI4ECH BASESTATION AS YOUR ,O2A7!.
.ETWORK 3ERVER� YOU HAVE TO SELECT IT ON THE DROP
DOWN MENU AND COMPLETE THE REQUIRED 1ELDS� 4O
1ND THE INFORMATION ON THE -ULTI4ECH BASESTATION PANEL� YOU CAN FOLLOW THE INSTRUCTIONS DESCRIBED ON THE
�(OW TO CON1GURE A -ULTI4ECH BASESTATION� SECTION�
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,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

&IGURE � -ULTI4ECH CON1GURATION

2EGARDLESS OF THE SERVICE YOU HAVE CON1GURED� CLICK THE BUTTON�3AVE CON1GURATION� TO SAVE YOUR ,O2A7!. SERVICE
CON1GURATION� 4HEN A MESSAGE WILL BE DISPLAYED INDICATING THAT THE SERVICEHAS BEEN UPDATED OR SAVED CORRECTLY�

&IGURE � 3ERVICE CON1GURATION SAVED

!UTHENTICATION TOKEN FOR (440 INTEGRATION WITH 44.

4HE 3MART 0ARKING #LOUD 3ERVICE USES TOKENS FOR AUTHENTICATION� 4HE USER MUST �ST CREATE A TOKEN�AN !0 “ KEY	 AND
THEN USE IT ON 44.�

0ERFORM THESE STEPS TO CREATE A NEW !0“ KEY AND SET IT ON 44.�

3TEP �� #LICK�#REATE NEW !0“ KEY� ON THE�4OOLS� TAB�

&IGURE � 3TEP � 
 44. INTEGRATION


 ��� 
 V���



,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

3TEP �� 3ET A NAME FOR THE NEW !0“ KEY AND CLICK THE �#REATE� BUTTON�

&IGURE � 3TEP � 
 44. INTEGRATION

3TEP �� 4HE NEW !0“ KEY IS SHOWN� COPY IT�

&IGURE � 3TEP � 
 44. INTEGRATION

3TEP �� 0ASTE THE !0“ KEY ON THE �!UTHORIZATION�1ELD OF (440 44. INTEGRATION� 4HIS1ELD MUST HAVE�"EARER
#,/5$?,“"%,“5-?4/+%. �
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,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

&IGURE � 3TEP � 
 !UTHORIZATION1ELD ON 44. (440 INTEGRATION

!UTHENTICATION TOKEN FOR (440 INTEGRATION WITH 44“

4HE 3MART 0ARKING #LOUD 3ERVICE USES TOKENS FOR AUTHENTICATION� 4HE USER MUST �ST CREATE A TOKEN�AN !0 “ KEY	 AND
THEN USE IT ON 44“�

0ERFORM THESE STEPS TO CREATE A NEW !0“ KEY AND SET IT ON 44“�

3TEP �� #LICK�#REATE NEW !0“ +EY� ON THE�4OOLS� TAB�

&IGURE � 3TEP � 
 44“ INTEGRATION

3TEP �� 3ET A NAME FOR THE NEW !0“ KEY AND CLICK THE�#REATE� BUTTON�

&IGURE � 3TEP � 
 44“ INTEGRATION

3TEP �� 4HE NEW !0“ KEY IS SHOWN� COPY IT�
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,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

&IGURE � 3TEP � 
 44“ INTEGRATION

3TEP �� 0ASTE THE !0“ KEY ON THE �!UTHORIZATION�1ELD OF (440 44“ INTEGRATION� 4HIS1ELD MUST HAVE�"EARER
#,/5$?,“"%,“5-?4/+%. �

&IGURE � 3TEP � 
 !UTHORIZATION1ELD ON 44“ (440 INTEGRATION

!UTHORIZATION TOKEN FOR INTEGRATION WITH -ULTI4ECH BASESTATION

4HE 3MART 0ARKING #LOUD 3ERVICE USES TOKENS FOR AUTHENTICATION� 4HE USER MUST �ST CREATE A TOKEN�AN !0 “ KEY	 AND
THEN USE IT ON THE -ULTI4ECH BASESTATION�

0ERFORM THESE STEPS TO CREATE A NEW !0“ KEY AND SET IT ON THE ,IBELIUM CUSTOM APP IN THE -ULTI4ECH BASESTATION�

3TEP �� #LICK�#REATE NEW !0“ +EY� ON THE�4OOLS� TAB�
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&IGURE � 3TEP � 
 -ULTI4ECH INTEGRATION

3TEP �� 3ET A NAME FOR THE NEW !0“ KEY AND CLICK THE �#REATE� BUTTON�

&IGURE � 3TEP � 
 -ULTI4ECH INTEGRATION

3TEP �� 4HE NEW !0“ KEY IS SHOWN� COPY IT�
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,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

&IGURE � 3TEP � 
 -ULTI4ECH INTEGRATION

3TEP �� 0ASTE THE !0“ KEY ON THE �4OKEN�1ELD OF THE�#ONGIGS� TAB AND PRESS�3AVE CON1GS��

&IGURE � 3TEP �� !UTHORIZATION1ELD ON -ULTI4ECH INTEGRATION

3AVE 3ERVICE #ON1GURATION

2EGARDLESS OF THE SERVICE YOU HAVE CON1GURED� CLICK THE BUTTON�3AVE CON1GURATION� TO SAVE YOUR ,O2A7!. SERVICE
CON1GURATION� 4HEN A MESSAGE WILL BE DISPLAYED INDICATING THAT THE SERVICEHAS BEEN UPDATED OR SAVED CORRECTLY�

������ ,OG

4HE�,OGS� TAB SHOWS THE INFORMATION AND ERROR MESSAGES REGISTERING THE RESULT OF THE COMMUNICATION REQUESTS OF
THE ,O2A7!. SERVICES� $IŠERENT COMMUNICATION PROTOCOLS ARE USED TO CON1GURE THE SERVICE� !LL MESSAGES RELATED
TO THE TRANSPORT LAYER OF THE SERVICE ARE IDENTI1ED AS “.&/ OR %22/2� 5SER INTERVENTION MAY BE REQUIRED TO ANALYSE
THE MEANING OF THE MESSAGES GENERATED IN THE APPLICATION LAYER AND DECIDE IF SOME ACTIONS ARE REQUIRED�
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,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

&IGURE � ,OG VIEWER

#LICK THE �2EFRESH� BUTTON TO UPDATE THE LOG VIEW AND LOAD NEW MESSAGES AVAILABLE� 4HE LATEST MESSAGES APPEAR AT
THE BOTTOM OF THE VIEWER�

&IGURE ��2EFRESH� BUTTON

������ 4OOLS

4HE �4OOLS� TAB ALLOWS USERS TO DOWNLOAD THE $EVICE .ODE +EYS ASSOCIATED WITHTHEIR ACCOUNT� AS WELL AS GENERATE
THE NECESSARY TOKEN TO CON1GURE YOUR ,ORIOT NETWORK SERVER CORRECTLY�
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,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

&IGURE � 4OOLS

4HE .ODE +EYS IS A #36
FORMAT1LE� “T IS READY TO USE IN THE ,O2A7!. .ETWORK 3ERVER TO CON1GURE ALL THE 3MART
0ARKING NODES ASSOCIATED WITH THEIR ACCOUNT IN THE 3#-� “T CAN BE DOWNLOADED BY CLICKING ON THE�$OWNLOAD .ODES
+EYS� BUTTON�

&IGURE ��$OWNLOAD .ODES +EYS� BUTTON

&INALLY� A TOKEN MUST BE GENERATED CLICKING ON THE�#REATE .EW +EY� BUTTON IN ORDER TO1NISH THE ,ORIOT SERVICE
CON1GURATION�

&IGURE ��#REATE .EW +EY� BUTTON

! POP
UP WINDOW WILL BE DISPLAYED� IN WHICH USERS MUST INTRODUCE A NAME TO IDENTIFY THE NEW TOKEN� 4HEN� CLICKING
THE�#REATE� BUTTON SHOWS A PASSWORD IN A NEW WINDOW� READY TO BE USED IN THE ,ORIOT SERVICE�
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,IBELIUM 3MART 0ARKING #LOUD 3ERVICE

&IGURE � 'ENERATED KEY

/NCE THE TOKEN HAS BEEN GENERATED� YOU CAN USE IT ON ,ORIOT BACKEND AS DESCRIBED IN THE
�-ANAGE ,ORIOT OUTPUT DATA� SECTION�
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$EPLOYMENT AND INSTALLATION

�� $EPLOYMENT AND INSTALLATION

���� 3TEP
BY
STEP GUIDELINE

/NCE YOU RECEIVE THE 3MART 0ARKING BATCH� THE STEPS INVOLVED IN THE DEPLOYMENT OF THE NETWORK ARE�

�� .ODES PROVISIONING� /NCE THE CLIENT OWNS A ,O2A7!. .ETWORK 3ERVER LICENSE� IT IS MANDATORY TO REGISTERTHE
NODES WITH THE CON1GURED IDENTI1ER AND KEYS FOR EACH NODE� 4HE CLIENT MUST DECIDE WHETHER THEY USE THE
FACTORY DEFAULT ,O2A7!. UNIQUE IDENTI1ER AND RANDOM PRIVATE KEYS PROVIDED BY ,IBELIUM OR THEY PREFER TO
CON1GURE THEIR OWN IDENTI1ER AND KEYS� 9OU MUST KEEP IN MIND THAT EVERY NODE IS PROVIDED �READY TO INSTALL�
WITH FACTORY DEFAULT IDENTI1ER AND KEYS� “F CLIENT
CON1GURED IDENTI1ER AND KEYS ARE DESIRED� THEN EACH NODE
WILL HAVE TO BE CON1GURED SEPARATELY USING THE 3MART $EVICES !PP� 4HIS �ND OPTION INCREASES THEPROVISIONING
TIME� 3O ,IBELIUM RECOMMENDS TO USE THE DEFAULT “$S AND KEYS� “F FACTORY DEFAULT KEYS ARE USED� THEN A #361LE
EXPORTED FROM ,IBELIUM #LOUD 3ERVICES -ANAGER�3#-	 CAN BE USED TO EASE THE BULK IMPORT INTO THE ,O2A7!.
.ETWORK 3ERVER�
0LEASE REFER TO THE�3MART $EVICES !PP� CHAPTER FOR FURTHER INFORMATION ABOUT THE 3MART $EVICES !PP�
0LEASE REFER TO THE�,IBELIUM #LOUD MANAGEMENT� CHAPTER FOR FURTHER INFORMATION ABOUT HOW TO EXTRACT THE
FACTORY DEFAULT“$S�KEYS�

�� 3MART 0ARKING #LOUD 3ERVICE OR #USTOMER 3ERVER SETUP� 4HE CLIENT MUST HAVE CHOSEN THE TYPE OF CLOUD
SERVICE TO BE USED� 4HE 3MART 0ARKING #LOUD 3ERVICE OR HER OWN #USTOMER 3ERVER� 4HE 3MART 0ARKING #LOUD
3ERVICE IS USED TO RECEIVE AND FORWARD DATA TO A �RD PARTY CLOUD� AND THE #USTOMER 3ERVER IS USED TO RECEIVE
AND STORE DATA� 3O DEPENDING ON THE END
POINT USED� THE ,O2A7!. .ETWORK 3ERVER MUST BE CON1GURED TO
PROPERLY FORWARD ALL PACKETS TO THE DESIRED SERVER�

�� .ODES INSTALLATION� %ACH NODE MUST BE PLACED ON THE PROPER PARKING SLOT AND THEN FOLLOW THE �MAGNET
START
UP� PROTOCOL EXPLAINED IN THE��-AGNET START
UP� PROCESS� SECTION�

&IGURE � 3MART 0ARKING NETWORK ARCHITECTURE
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$EPLOYMENT AND INSTALLATION

���� (OW TO PLACE THE NODES

4HE CORRECT INSTALLATION SPOT IS THE CENTER OF THE PARKING SLOT TO ENSURE THE BESTDETECTION� “T IS POSSIBLE TO INSTALL THE
NODES ON DIŠERENT PARKING SLOT CON1GURATIONS�


 0ARALLEL


 0ERPENDICULAR


 !NGLED

&IGURE � 0ARALLEL PARKING SLOTS

&IGURE � 0ERPENDICULAR PARKING SLOTS
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$EPLOYMENT AND INSTALLATION

“MPORTANT�
“T IS IMPORTANT TO KEEP IN MIND THAT PARKING SLOTS MUST BE DELIMITED BY LINES SO THE NODE IS PLACED IN THE CENTER OF
THE PARKING AREA� 0LACING THE NODES WITH NO LINE DE1NITIONS MAYLEAD INTO BAD BEHAVIOUR�

���� .ODE INSTALLATION

������ 4RIPLE INSTALLATION OPTION

4HE USER CAN CHOOSE AMONG THE � TYPES OF INSTALLATION FOR THE NODE� 4HIS TABLE SUMMARIZES PROS AND CONS�

/N
SURFACE
INSTALLATION

3EMI
UNDERGROUND
INSTALLATION

5NDERGROUND
INSTALLATION

4YPE OF ENCLOSURE 6AULTED 6AULTED &LAT

0RESENCE OF NODE OVER THE GROUND&ULL NODE������ MM	 0ART OF NODE �� MM	
.ODE COMPLETELY
BURIED �� CM	

2AIN IMMUNITY 9ES 9ES 0ARTIAL

0UDDLE IMMUNITY 9ES 9ES
$ETECTION MAY FAIL IF
PUDDLE APPEARS

6ANDALISM�ROBBERY IMMUNITY -EDIUM (IGH (IGH

3NOWPLOW IMMUNITY .O 0OSSIBLE 9ES

“NSTALLATION PROCESS &AST AND EASY 3PECIAL TOOLS NEEDED3PECIAL TOOLS NEEDED

4OOLS NEEDED .ORMAL DRILL
“NDUSTRIAL BIG CROWN
DRILL� %POXY�

“NDUSTRIAL BIG CROWN
DRILL� %POXY�

#AN BE DISMANTLED FOR MAINTENANCE9ES .O .O
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$EPLOYMENT AND INSTALLATION

������ /N
SURFACE NODE INSTALLATION

&IGURE � 3TEP BY STEP CHEMICAL1XING AND ANCHOR INSTALLATION

&IRSTLY� MARK � HOLES IN THE ASPHALT� 3ELECT AN AREA AS2AT AND REGULAR AS POSSIBLE� AVOID IRREGULARITIES ON THE TERRAIN�
9OU SHOULD PLACE THE ENCLOSURE IN THE1NAL LOCATION AND USE THE � HOLES AS A REFERENCE TO DRILL � LITTLE MARKS ON THE
GROUND� 9OU CAN ALSO DRAW � DOTS WITH INK�

&IGURE � -ARKING THE HOLES FOR THE NODE

4HEN CONTINUE WITH THE CHEMICAL1XING INSTALLATION STEP BY STEP AS DESCRIBED ABOVE� !LSO� IN THE NEXT VIDEO YOUCAN
SEE HOW THE INSTALLATION IS DONECHEMICAL1XING INSTALLATION�

3TEP �� $RILL THE HOLES�
4HE DRILL DIAMETER MUST BE 7��� MM MINIMUM� 4RY TO DRILL AS VERTICAL AS POSSIBLE TO ENABLE THE BEST ENCLOSURE
INSTALLATION� 4HE LENGTH OF THE HOLE MUST BE ABOUT (��� MM�
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$EPLOYMENT AND INSTALLATION

&IGURE � $RILL THE HOLES�STEP �	

3TEP �� � AND � � "LOW OUT DUST AND LOOSE MATERIALS�
2EMOVE ALL THE DUST AND LITTLE ROCKS INSIDE THE � HOLES� CREATED DURING THE DRILLING OPERATION� 4HIS IS IMPORTANT TO
ALLOW THE ANCHORS GO ALL THE WAY DOWN� 9OU CAN CLEAN EACH HOLE MECHANICALLY AND THEN USE A BOTTLE OF SPRAY DUSTER
�HIGH
PRESSURE AIR BOTTLE	� -AKE SURE THAT THE REAL DEPTH OF THE HOLE IS ENOUGH�

&IGURE � "RUSH THE HOLE �STEP �	

&IGURE � "LOW OUT DUST AND LOOSE MATERIALS �STEPS � AND �	
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$EPLOYMENT AND INSTALLATION

3TEP �� “NJECT THE CHEMICAL1XING�
4HE CHEMICAL1XING SHALL BE INJECTED INTO THE � HOLES CAREFULLY� 9OU MUST KEEP IN MIND THAT THIS CHEMICAL ADHESIVE
MUST1LL THE COMPLEMENTARY SPACE THE ANCHOR LEAVES IN THE HOLE� 3O THE WHOLE HOLE DOES NOTHAVE TO BE FULLY1LLED
WITH ADHESIVE BECAUSE THERE IS NO SPACE LEFT FOR THE ANCHOR� 4HE CHEMICALADHESIVE QUANTITY TO BE INJECTED WILL
DEPEND ON THE DIMENSIONS OF THE HOLES�

&IGURE �“NJECT CHEMICAL1XING ADHESIVE�STEP �	

3TEP �� “NSERT THE ANCHORS�
/NCE THE ADHESIVE IS INJECTED� THE ANCHOR MUST BE CAREFULLY INSERTED INTO THEHOLE� 2OTATING THE ANCHOR BY HAND
WHILE INSERTING IT IS A GOOD PRACTICE� 4HEREFORE� THE ADHESIVE1LLS AND COMPLETES ALL THE EMPTY SPACE LEFT BY THE
ANCHOR IN THE HOLE�

/NCE THE ANCHOR IS CORRECTLY INSERTED� SOME ADHESIVE MIGHT EXCEED FROM THE HOLE� 4HIS RESIDUARY ADHESIVE MUST BE
REMOVED FROM THE INSTALLATION SO THE ARE NO EXTRA ADHESIVE AND THE ANCHOR INSTALLATION IS CLEAN AND SMOOTH�

&IGURE �“NSERT THE ANCHORS �STEP �	

3TEP �� &INISH ANCHORS INSTALLATION�
4HE ANCHORS HAVE AN INTERNAL THREAD TO SCREW THE SCREWS� “NSERTING THE ANCHORS WITH THE SCREWS PARTIALLY INSERTED
MIGHT BE A GOOD PRACTICE IN ORDER TO PLACE THE ANCHOR CORRECTLY ALIGNED WITHIN THE HOLE�THAT MEANS YOU CAN USE THE
SCREW AS A TOOL IF IT IS PARTIALLY INSERTED INSIDE THE ANCHOR	� !LSO� IF THE SCREW IS INSIDE THE ANCHOR� AVOIDS THAT THE
ADHESIVE ACCIDENTALLY GETS INSIDE THE ANCHOR� !FTER CLEANING THE REMAINING ADHESIVE FROM THE HOLE� THE USER MUST
WAIT SOME TIME UNTIL THE CHEMICAL RESIN IS SOLID AND STABLE� !FTER THIS PERIOD OFTIME� THE SCREWS CAN BE REMOVED
FROM THE ANCHORS AND THE INSTALLATION IS1NISHED�
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$EPLOYMENT AND INSTALLATION

&IGURE � &INAL ANCHOR INSTALLATION�STEP �	

3TEP �� 0LACE THE NODE�
0LACE THE BLACK RUBBER CIRCLE ON THE GROUND� 4O ENABLE THE CORRECT SCREWING OF THE SCREWS INSIDE THE ANCHORS� MAKE
SURE THAT THERE IS NO DUST IN THE INTERNAL THREAD OF THE ANCHOR� “NSTALL THE NODE IN ITS1NAL POSITION AND SCREW THE
� SPECIAL�ANTI
VANDALISM	 SCREWS PROVIDED� !NTI
VANDALISM SCREWS ARE RECOMMENDED TO AVOID PROBLEMS� ANYONE
COULD UNSCREW A NODE IF1XED WITH STANDARD SCREWS�

&IGURE � 0LACE THE CIRCLE RUBBER AND THE NODE ABOVE IT

&IGURE � 3CREW THE NODE
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$EPLOYMENT AND INSTALLATION

&IGURE � &INAL SECTION OF THE ANCHOR AND SCREW
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$EPLOYMENT AND INSTALLATION

������ 5NDERGROUND NODE INSTALLATION

$EPENDING ON THE SCENARIO� PLACING THE NODE UNDER THE PAVEMENT CAN BE A MUST� “N COLD PLACES WHERE SNOW
IS USUAL� INSTALLING THE NODES UNDERGROUND PERMITS THE USE OF SNOWPLOW EQUIPMENT WITHOUT AŠECTING THE 3MART
0ARKING NODE� !LSO� THIS KIND OF INSTALLATION ALLOWS THE CLIENT TO DEPLOY MUCH SAFER NETWORKS AGAINST VANDALISM OR
THEFT AS THE DEVICE IS NOT ACCESSIBLE DIRECTLY FROM THE OUTSIDE�

&IGURE � 3NOWPLOW VEHICLE

&OR THIS SPECIAL INSTALLATION� ,IBELIUM PROVIDES2AT ENCLOSURES� #ONTACT YOUR 3ALES AGENT TO ORDER2AT ENCLOSURES�

&IGURE � &LAT 3MART 0ARKING ENCLOSURE DIMENSIONS
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$EPLOYMENT AND INSTALLATION

2EGARDING THE INSTALLATION PROCESS� THE NEXT STEPS EXPLAIN HOW TO CORRECTLYINSTALL THE DEVICE UNDER THE GROUND�

3TEP �� $RILL THE HOLE�
5SE A HOLE SAW OR OTHER DEDICATED TOOL TO DRILL A HOLE INTO THE PAVEMENT BIGGER ENOUGH FORTHE ENCLOSURE�MINIMUM
DIAMETER ��� MM	� 4RY TO PERFORATE IT DEEP ENOUGH TO INSERT THE 3MART 0ARKING NODE COMPLETELY WITHOUT RISING OVER
THE SURFACE� BE SURE THAT THE ENCLOSURE REMAINS UNDER THE PAVEMENT LINE APPROXIMATELY �� MM�

&IGURE � -AKING A HOLE IN THE PAVEMENT

3TEP �� 0LACE THE NODE INTO THE PAVEMENT HOLE�
"ELOW THE DEVICE� A LAYER OF CEMENT MUST BE SPREAD TO ELEVATE THE DEVICE TO THE CORRECT HORIZONTAL POSITION
INDEPENDENTLY OF THE DEPTH OF THE HOLE� 4HE DIAMETER OF THE HOLE MUST BE AT LEAST ��� MM�

&IGURE � 0LACING THE NODE IN THE HOLE

3TEP �� &ILL THE HOLE�
&INALLY� THE NODE NEEDS TO BE1XED TO THE PAVEMENT USING %POXY RESIN �COMMONLY USED FOR1LLING ROAD1SSURES	�
4HIS RESIN SHOULD1LL ALL THE SPACE BETWEEN ENCLOSURE AND PAVEMENT� !LSO� IT SHOULD COMPLETELY COVERTHE TOP OF THE
ENCLOSURE ENSURING PROTECTION AGAINST WATER� BAD ENVIRONMENTAL CONDITIONS AND VANDALISM� 4HE %POXY RESIN TESTED
BY ,IBELIUM PROVIDES A CURING TIME AROUND �
�� HOURS AT �� y# AND 2( ���� 3O THE PARKING INSTALLATION MUST NOT BE
USED PRIOR THIS CURING TIME�
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$EPLOYMENT AND INSTALLATION

&IGURE � 0OUR %POXY CURING AGENT INTO THE GRANULAR RESINOUS MATERIAL

&IGURE � 0REPARING THE %POXY RESIN MIXTURE

“N THIS INSTALLATION� IT IS CRUCIAL THAT THE UPPER SIDE OF THE ENCLOSURE ISNOT COVERED WITH %POXY OR OTHER MATERIAL� /NLY
THE SIDE SLIDES CAN BE COVERED� THE CENTER OF THE NODE MUST BE CLEAN TO ALLOW THE RADAR SIGNAL WORK PROPERLY�

&IGURE � &INAL %POXY APPLICATION

3TEP �� 3TART THE NODE USING THE MAGNET�
0ROCEED WITH THE �-AGNET START
UP� PROCESS IN ORDER TO INITIALIZE THE NODE�
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$EPLOYMENT AND INSTALLATION

������ 3EMI
UNDERGROUND NODE INSTALLATION

4HIS IS A POSSIBLE INSTALLATION IN ORDER TO PROVIDE VANDALISM IMMUNITY AND ALSO RAIN�PUDDLE IMMUNITY� 3O THE NODE
PARTIALLY INSERTED IN THE GROUND AND THE VAULTED ENCLOSURE MINIMIZES THE WATER ISSUES�

4HE SAME UNDERGROUND INSTALLATION STEPS MUST BE FOLLOWED AS SEEN IN THE PREVIOUS SECTION� “N THE NODE PLACEMENT
STEP� THE VAULTED ENCLOSURE MUST EXCEED THE HORIZONTAL PAVEMENT LAYER BY �
� MMAPPROXIMATELY� 4HE NEXT1GURE
SHOWS HOW THE NODE IS PLACED�

&IGURE � 3EMI
UNDERGROUND NODE INSTALLATION
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$EPLOYMENT AND INSTALLATION

���� .ODE START
UP

!FTER THE NODE IS INSTALLED� YOU MUST FOLLOW THE �-AGNET START
UP� STEPS EXPLAINED IN THE �-AGNET START
UP PROCESS�
SECTION� 4HIS PROCESS IS BASED ON � CONSECUTIVE MAGNET RESETS WAITING AT LEAST ONE SECOND BETWEEN EACH RESET� “N
THE FUTURE NEED OF RESETTING THE NODE MANUALLY� JUST A SINGLE MAGNET RESET WILLBE NEEDED�

/NCE THE NODE HAS BEEN STARTED� IT WILL BEGIN TO RUN THE1RMWARE STEP
BY
STEP AS EXPLAINED IN THE�(OW THE NODE
WORKS� SECTION�

“N THE NEXT VIDEO YOU CAN SEE HOW THE �MAGNET START
UP� IS PERFORMED�MAGNET START
UP�

&IGURE � 5SING THE MAGNET TO START THE NODE
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$EPLOYMENT AND INSTALLATION

���� 7ORKING EXAMPLE

4HE NEXT DIAGRAM EXPLAINS HOW THE NODE PROGRAM WORKS WHEN THE NODE IS INSTALLED AND STARTED WHEN THE PARKING
SLOT IS FREE� /N THE LEFT COLUMN YOU CAN APPRECIATE THE PARKING LOT STATUS DURING THE EXECUTION� /N THE RIGHT SIDE
YOU CAN SEE THE FRAME TYPES THAT ARE SENT TO THE 3MART 0ARKING #LOUD 3ERVICEOR TO THE #USTOMER 3ERVER DEPENDING
ON� PARKING SLOT STATUS CHANGES� ELAPSED TIME AND USER CON1GURATION CHANGES�

&IGURE � 3MART 0ARKING NODE WORKING EXAMPLE
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#ERTI1CATIONS

��� #ERTI 1CATIONS

����� #% �%UROPEAN 5NION	

“N ACCORDANCE WITH THE 2%$ $IRECTIVE� ,IBELIUM #OMUNICACIONES $ISTRIBUIDAS 3�,� DECLARES THAT THE�3MART 0ARKING
V� %5� DEVICE IS IN CONFORMITY WITH THE %UROPEAN 5NION LEGISLATION AND WITH THE FOLLOWING HARMONIZED STANDARDS
AND TECHNICAL SPECI1CATIONS�


 %. ����������
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� 6����� �����
��	


 %. ��� ���
� 6����� �����
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 5.%
%. �����
������ � !#����� � !#������ � !#������ � !#����� 
�� � !�������

����� &## �5NITED 3TATES	

�3MART 0ARKING V� 53� COMPLIES WITH 4ITLE �� 0ART �� SUBPART " OF THE &## RULES AND REGULATIONS FOR 2ADIO &REQUENCY
$EVICESÿ 5NINTENTIONAL 2ADIATORS �����	� 4HIS DEVICE CONTAINS THE FOLLOWING TRANSMITTER MODULES�


 &## “$� 4�*2.����


 &## “$� �! 1�+!�

“F YOU WANT TO KNOW MORE� CONTACT THE ,IBELIUM 3ALES $EPARTMENT�


 ��� 
 V���



3AFETY 'UIDES

��� 3AFETY 'UIDES

����� 3MART 0ARKING #HEMICAL &IXING #ARTRIDGE
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$OCUMENTATION CHANGELOG

��� $OCUMENTATION CHANGELOG

&ROM V��� TO V��� �


 $EPRECATED THE �+EEP
ALIVE NIGHT
MODE� SETTING IN ALL CON1GURATION FORMS� 3MART 0ARKING #LOUD 3ERVICE�
#USTOMER 3ERVER AND 3MART $EVICES !PP


 !DDED NEW SECTION TO DESCRIBE THE 3MART 0ARKING .ODE�S LABEL WITH DEVICE�S SPECI1CATIONS


 5PDATED ALL RELEASED1RMWARE VERSIONS

&ROM V��� TO V��� �


 !DDED INFORMATION TO ENABLE THE INTEGRATION OF THE FOLLOWING � ,O2A7!. .ETWORK 3ERVERS INTO THE �3MART
0ARKING #LOUD 3ERVICE� SCENARIO� 4HE 4HINGS .ETWORK� 4HE 4HINGS “NDUSTRIES AND -ULTI4ECH BASESTATION�S
%MBEDDED .ETWORK 3ERVER

&ROM V��� TO V��� �


 !DDED INFORMATION TO ENABLE THE INTEGRATION OF THE FOLLOWING � ,O2A7!. .ETWORK 3ERVERS INTO THE �#USTOMER
3ERVER� SCENARIO� 4HE 4HINGS .ETWORK� 4HE 4HINGS “NDUSTRIES AND -ULTI4ECH BASESTATION�S %MBEDDED .ETWORK
3ERVER


 !DDED DIAGRAM AND DIMENSIONS OF THE VAULTED ENCLOSURE


 !DDED INFO ABOUT THE #USTOMER 3ERVER� MULTIPLE INSTANCES� EXTRACT INFO AND UPGRADE


 %RRATA CORRECTION

&ROM V��� TO V��� �


 !DDED ,ORIOT LICENSE TYPE RECOMMENDATION


 #HANGED ,ORIOT BATCH IMPORT FORMAT DUE TO THE NEW ,ORIOT .ETWORK 3ERVER ���

&ROM V��� TO V��� �


 !DDED SAFETY GUIDE FOR 3MART 0ARKING #HEMICAL &IXING #ARTRIDGE


 %RRATA CORRECTION
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